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Purpose

This guide is intended for users and operators who need to install, configure, validate, and troubleshoot the
SharePlex API.

The SharePlex APl is a headless service and does not provide a browser-based user interface. Instead, it exposes
HTTP endpoints that execute SharePlex commands on remote hosts over SSH.

After deployment, users can access:
¢ Swagger/OpenAPI documentation: https://quest.shareplex-api/api/docs

* APlbase URL: https://quest.shareplex-api/api/vl

Installation Checklist

Before installation, ensure that you have the following:
¢ ALinux host with network connectivity to the target SharePlex servers.
* Docker and Docker Compose, or Podman with Podman Compose, installed on the Linux host.
* The SharePlex API .tar.gz package provided with the release.
* Permission to run the packaged setup utility on the Linux host.
¢ Avalid SSH private key for the target SharePlex host.
* Avalid SharePlex user account on the target host.

¢ Avalid SharePlex license key for API key generation.

Access Requirements

Verify that the target environment meets the following requirements:
¢ Passwordless SSH access is configured from the API host to the SharePlex host.
* The API process has read access to the SSH private key.
* The SharePlex installation directories exist on the target host.

* The SharePlex variable-data directory is correctly configured and accessible.
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Installation Workflow

This guide assumes that users receive a packaged release archive and deploy the service using Docker Compose
or Podman Compose on a Linux host.

The installation workflow consists of the following steps:
* Extractthe .tar.gz package on the Linux host.
* Review the packaged deployment files.
* Run the packaged setup utility.
¢ Select Docker or Podman as the deployment platform.
¢ Complete the required SSH key configuration.
¢ Choose whether to generate self-signed certificates or provide CA-signed certificates.
* Allow the setup utility to load the packaged container image archive.
¢ Allow the setup utility to start the Compose stack.

* Validate APl access over HTTPS using Swagger/OpenAPI documentation or direct HTTP requests.

Extract the Installation Package

Log in to the Linux host and extract the installation package:

tar -xzf shareplex api full.tar.gz

After extracting the package, complete the remaining installation steps from the extracted package directory.

Verify Required Host Tools

Ensure that the Linux host has the following tools installed:
* Docker and Docker Compose, or Podman and Podman Compose
* tar
¢ Permission to execute the packaged setup utility
Example commands:
* docker --version
* docker compose version
* podman --version

* podman compose version
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Verify Package Contents

After extraction, verify that the package contains the required deployment assets:

¢ docker-compose.yaml or docker-compose.yml

* nginx.conf
* setup

* SharePlex API container image .tar file

If any of these files are missing, stop the installation and obtain a new installation package.

Container Compose Installation

Compose Stack Components

The Compose stack deploys the following services:

* backend: Hosts the SharePlex APl service.

* nginx: Acts as a reverse proxy and provides HTTPS termination.

Supported Container Platforms

The packaged setup utility supports both Docker and Podman deployments.

¢ Docker deployments use docker load and docker compose.

* Podman deployments use podman load and podman compose.
When Podman is selected:

¢ The setup utility prompts you to specify whether the Podman installation is rootful or rootless.

* Forrootless Podman deployments, the setup utility prompts for the XDG RUNTIME DIR value and
automatically updates the Compose socket mapping as required.

Prepare SSL Certificates

The setup utility supports the following certificate options:
* Generate self-signed certificates during installation.
¢ Use atrusted CA-signed certificate and private key.

In both cases, Nginx expects the following files at runtime:

ssl/cert.pem
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ssl/privkey.pem

Certificate Options

Self-Signed Certificates

* The setup utility automatically creates the ssl/ directory in the extracted package directory.

* The utility generates cert.pem and privkey.pem during installation.

CA-Signed Certificates

* Create the ssl/ directory manually in the extracted package directory.

* Copy the CA-signed certificate to cert.pem.

* Copy the corresponding private key to privkey.pem.

* Ensure both files are in place before continuing with the setup process.

Environment File Creation

The setup utility automatically generates the .env file during installation. No manual creation or modification of the
.env file is required before running the setup utility.

The following environment variables are required by the SharePlex API containers:

Variable Required Description
HOST_IP Recommended Hostname used to access the API, for example, quest.shareplex-api.
API_PORT Yes Internal port used by the backend service, for example, 8000.
SSH_KEY_ Yes Encrypted SSH private key string used by the container entry point.
AUTH
SSH_KEY_ No Passphrase for the SSH private key, if required.
PASSWORD
SSH_KEY _ Yes Path to the SSH private key within the container. Leave set to
PATH /home/appuser/.ssh/id rsa unless instructed otherwise.
IMPORTANT:

* DonotsetSsH KEY PATH to a path on the host filesystem.

* The container writes the SSH private key to /home/appuser/.ssh/id rsa and uses this location for
SSH authentication.
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Optional Hosthame Resolution

If users will access the service using a hostname rather than an IP address, ensure that the hostname specified in
HOST_IP resolves to the Linux host where the SharePlex APl is deployed.

Hostname resolution can be configured using:

* An enterprise DNS server.

* Anentryinthe /etc/hosts file on client systems.

Example:

<linux-host-ip> quest.shareplex-api

Optional Runtime Overrides

These values override the corresponding settings in the config.ini file without requiring the file to be edited.

Variable Overrides Description
API_LOG_LEVEL API.LOG_LEVEL Log level, such as DEBUG, INFO, or
WARNING.
SSH_CONNECTION_ SSH.CONNECTION_ SSH connection timeout, in seconds.
TIMEOUT TIMEOUT
API_KEY_TTL APILAPI_KEY_TTL API key lifetime, in seconds.

Run the Packaged Setup Utility

Run the packaged setup utility from the extracted installation directory:
chmod +x setup

./setup

The setup utility performs the following actions:
¢ Validates that the Compose file and container image tar file exist in the extracted package.
* Prompts you to select Docker or Podman as the deployment platform.
¢ If Podman is selected, prompts you to specify whether the Podman installation is rootful or rootless.

¢ Ifrootless Podman is selected, prompts for XDG_RUNTIME_DIR and updates the Compose socket
mapping to use the correct Podman socket path.

* Prompts for the SSH private key used for passwordless authentication and encrypts it in the format required
by the container entry point.

¢ Optionally stores the encrypted SSH key passphrase if the private key is passphrase-protected.

* Prompts you to generate self-signed certificates or use user-provided CA-signed certificates.
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¢ Automatically createsthe ss1/ directory only when self-signed certificates are selected.

¢ Verifiesthat ss1/cert.pem and ssl/privkey.pem exist before continuing when CA-signed
certificates are used.

* Creates the required .env file.
* Loads the packaged container image tar file using the selected container engine.

* Optionally starts the Compose stack using the selected container engine.

If nginx:alpine is not already present on the host, the selected container engine automatically pulls the image
when the stack starts.

Review the Environment File

Before starting the stack, review the .env file and verify the following:

¢ HOST_IP matches the hostname or URL that users will use to access the API.
* API_PORT is configured correctly.
¢ SSH_KEY_AUTH is populated.

¢ SSH_KEY_PASSWORD is specified only if the SSH private key is passphrase-protected.

Start the Stack

Start

the Compose stack using the container engine selected during installation:

docker compose up -d

podman compose up -d

In most cases, the setup utility performs this step automatically when you answer Y to the startup prompt.

Use the command that matches the engine selected during setup.

Verify Container Startup

During startup, the following actions occur:

1.

entrypoint.sh validates the Supervisor configuration.

2. |f SSH_KEY AUTH is present, the SSH private key is decrypted and written to
/home/appuser/.ssh/id rsa.
3. Supervisor starts the backend processes.
4. Nginx proxies HTTPS trafficto http: //backend: $ {APT_PORT}.
Example:

docker compose ps

SharePlex APl 1.0 - Installation and Setup Guide

10



docker compose logs --tail=100
podman compose ps

podman compose logs --tail=100

Base URL

The FastAPI service uses /api as its root path.

This deployment is headless. There is no application Ul. Use either the Swagger docs endpoint or call the API

routes directly.
Swagger docs:

https://quest.shareplex-api/api/docs

API route base:

https://quest.shareplex-api/api/vl
Example base URL:

https://<host>/api

Configuration Reference

Main Configuration File

Runtime configuration is loaded from config.ini.
Important keys:

* APLLOG_LEVEL

¢ APLAPI_TIMEOUT

* APLAPI_KEY_TTL

* SSH.CONNECTION_TIMEOUT

¢ SSH.COMMAND_TIMEOUT

Config Loading Behavior

Containerized deployments use the packaged config.ini in the application image.

Operators should not change MODE unless instructed by the release owner.
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Authentication and First-Time
Validation

You can validate the deployment either by opening the Swagger docs page or by calling the endpoints directly with
curl or another HTTP client.

Authentication Flow

The API uses a two-step access pattern:
1. Requestan APl key from GET /api/v1/auth/get-access-key.
2. Call protected endpoints with both username and api_key headers.
Required headers for access-key generation:
1. username
2. splex license key
Required headers for protected endpoints:
1. username

2. api_ key

Request an API Key

Example:
curl -k -X GET "https://<host>/api/vl/auth/get-access-key" \
-H "username: <username>" \

-H "splex license key: <shareplex-license-key>"
Use -k only when testing with an untrusted certificate.

Expected response shape:

{

"api key": "<generated-api-key>",
"validity seconds": "300 secs"

}

IMPORTANT:

e This endpoint does not accept a request body.

* Ifthe SharePlex license key is invalid, the request fails.
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Call a Protected Endpoint

Example request to retrieve brief SharePlex status:

curl -k -X POST "https://<host>/api/vl/status/" \

-H "Content-Type: application/json" \

—-H "username: <username>" \
-H "api key: <api-key>" \
-d '{

"host ip": "10.10.155.132",

"ssh username": "<ssh-username>",
"splex install dir": "/splex/demo/prod",
"splex var dir": "/splex/demo/var"

} v

If this succeeds, the following components are working together:

* The API service
* The authentication flow
¢ SSH connectivity

¢ SharePlex path validation

APl Route Summary

Base URL

The FastAPI app uses:

/api

Route Groups

Tag Prefix Purpose
Authentication API /v1/auth API key generation
Show API /v1/show SharePlex show commands

Replication Status API /v1l/status

SharePlex status, queue, job, and compare status commands
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Common Endpoints

Endpoint

Description

GET /api/vl/auth/get-access-key

Generate an API key

POST /api/vl/show/

Run show

POST /api/vl/show/process

Run show <process> variants

POST /api/vl/show/config

Run show config

POST /api/vl/show/statusdb

Run show statusdb

POST /api/vl/show/sync

Run show sync

POST /api/vl/status/

Run status

POST /api/vl/status/gstatus

Run gstatus

POST /api/vl/status/job

Run job status

POST /api/vl/status/compare

Run compare status

Request Body Guide

Common Fields Used by POST Endpoints

Field Type Required Description
host_ip string Yes IP address or hostname of the target SharePlex server
ssh_username string Yes SSH login user on the target server
ssh_port integer No SSH port, defaults to 22
splex_install_dir string Yes SharePlex installation directory
splex_var_dir string Yes SharePlex variable directory

HTTP Status Codes

HTTP Code Meaning
200 Success Success reponse
400 Bad The request format is not allowed for the endpoint. Currently, this is used by the access-
Request key endpoint when a request body is sentto GET /api/v1/auth/get-access-key.
401 The username/API key combination is invalid when calling protected endpoints.
Unauthorized
422 Required headers or request body fields are missing, or a field has an incorrect type. This
Unprocessable is the default FastAPI validation response for malformed requests.
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HTTP Code

Meaning

Entity

500 Internal
Server Error

errors.

The APl accepted the request but could not complete the SharePlex operation. This
includes an invalid SharePlex license, an invalid SharePlex installation or variable-data
directory, a SharePlex CLI command failure, a parser failure, or unexpected route-level

502 Bad
Gateway

The API could not complete the required SSH or remote environment operations. This
includes a missing or unreadable SSH key, an incorrect SSH key passphrase, SSH
connection failures, parameter database read failures, or a missing or invalid SP_COP_
TPORT on the target host.

Additional Fields by Endpoint

API Endpoint Additional Required Description
Fields (Yes/No)
POST /api/v1l/show/process process Yes one of capture, post, read, export,
import, cop
queue optional queue name
No
detail optional boolean
POST /api/vl/show/config filename No optional configuration name
POST /api/vl/show/statusdb detail No optional boolean
POST /api/vl/status/gstatus | detail No optional boolean
POST /api/vl/status/job job_id
job_table_id
all
No
full
detail
status_filter
POST /api/vl/status/compare | job id
job_table_id
all
No
full
detail
status_filter
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Troubleshooting
If APl Does Not Start

Check the following:

* The selected container engine is available on the Linux host.

* Docker Compose is available if you selected Docker.

* podman compose is available if you selected Podman.

¢ .env exists in the extracted package directory.

* The packaged container image tar file has been loaded successfully.

¢ The selected host ports are not already in use.

¢ If using CA-trusted certificates, the ssl/ directory exists and contains cert.pem and privkey.pem.

¢ If using self-signed certificates, rerun ./setup and allow it to regenerate the SSL files.

Useful commands:

docker compose ps

docker
docker
podman
podman

podman

compose

compose

compose

compose

compose

logs --tail=100
up -d

ps

logs --tail=100

up -d

Access-Key Request Fails

IfGET /api/vl/auth/get-access-key fails:

¢ Confirm the request includes username.

* Confirmthe requestincludes splex license key.

* Do not send a request body to this endpoint.

¢ Verify that the SharePlex license key is valid.

SharePlex APl 1.0 - Installation and Setup Guide

16



Protected Endpoints Return Invalid APl Key

If you receive an Invalid API Key error:

* RequestanewkeyfromGET /api/vl/auth/get-access-key.
¢ Confirm that the same username is used for key generation and endpoint calls.

¢ Verify that the key has not expired.

SSH Authentication Fails

Check the following:

* The private key is readable by the API process user.

* The target host accepts the key for the specified ssh_username.

* SSH_KEY_PASSWORD matches the key passphrase when required.
¢ Verify that SSH_KEY_AUTH is presentin .env.

* Rerun ./setup if needed.

SharePlex Configuration Errors

If the API returns Invalid SharePlex Configuration:

* Verifythat splex install dir points to the SharePlex installation root.
* Verifythat splex var dir points to the SharePlex variable directory.

¢ Confirm that the target user can access those directories over SSH.

SharePlex Port Lookup Errors

If the API cannot determine the SharePlex port:

* Confirmthat <splex var dir>/data/paramdb exists.

¢ Verify that paramdb contains a valid SP_COP_TPORT value.

Container Starts but SSH Key Is Missing

Check the container startup path:
¢ Confirm that SSH_KEY_AUTH is setin .env.
* Review the backend container logs for decryption failures.

¢ Verify that the encrypted key was generated by the packaged setup utility or compatible tooling.
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Container Image Not Found

If compose startup fails because shareplex api:vl is notavailable:

Confirm that the container image tar file was included in the package.
Rerun the image load command for the engine selected during setup.

Verify that the image is present with the matching engine image list command.

Examples:

docker load -i <shareplex-api-image-tar-file>

docker image ls | grep shareplex api

podman load -i <shareplex-api-image-tar-file>

podman image ls | grep shareplex api

HTTPS or Nginx Issues

If HTTPS access fails:

Verify that ss1/cert.pemand ss1/privkey.pem exist.

If you selected CA-trusted mode, confirm that you created ssl/ manually before setup continued.
If you selected self-signed mode, rerun . / setup to regenerate the certificate files.

Confirm that Nginx can read the mounted certificate files.

Verify that requests are sentto https://<host>/api/....

Use curl -k only for temporary testing with untrusted certificates.

Podman Rootless Issues

If setup or startup fails only for rootless Podman:

Confirm that you selected Podman during setup instead of Docker.

Confirm that you answered the rootless prompt correctly.

Verify that the XDG_RUNTIME_DIR value entered during setup matches the active user's runtime directory.
Verify that the rootless Podman socket exists under $ {XDG_RUNTIME DIR}/podman/podman.sock.
Rerun . /setup if you entered an incorrect XDG_RUNTIME_DIR path.

Verify that the compose file contains the rootless Podman socket mapping.

Useful checks:

echo "$XDG RUNTIME DIR"
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1s -1 "$XDG_RUNTIME DIR/podman/podman.sock"

podman compose ps

Podman Rootful Issues

If setup or startup fails only for rootful Podman:
¢ Verify that the rootful Podman socket exists at /run/podman/podman. sock.
¢ Confirm that setup was informed that the Podman installation is rootful.

* Rerun . /setup if the incorrect rootful or rootless option was chosen.

¢ Verify that the compose file contains /run/podman/podman.sock:/var/run/docker.sock:ro.

Useful checks:
1s -1 /run/podman/podman.sock

podman compose ps

Job Status or Compare Status Errors

If job-related requests fail:
* Use only one primary selectoramong job_id, Jjob_ table id, andall.
¢ Keep modifiers separate from the primary selector rules.
¢ If SharePlex rejects a valid command combination, the API returns sanitized CLI error text.
If a filtered detail request matches no jobs, the APl may return:
{
"mode": "detail",
"jobs": []

}

SharePlex Command Mapping

Endpoint Command Issued
POST /v1/show/ show
POST /v1/show/process show <process>
POST /v1/show/process with queue show <process> queue <name>
POST /v1/show/process with detail show <process> detail
POST /v1/show/config show config
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Endpoint

Command Issued

POST /v1/show/statusdb

show statusdb

POST /v1/show/statusdb with detail

show statusdb detail

POST /v1/show/sync show sync
POST /v1/status/ status
POST /v1/status/gstatus gstatus

POST /v1/status/gstatus with detail

gstatus detail

POST /v1/status/job

job status

POST /v1/status/compare

compare status

Operational Checklist

Before handing this service to a user or operator, verify the following:

* The API starts without errors.

* GET /api/vl/auth/get-access-key succeeds.

¢ Atleast one protected endpoint succeeds using a real SharePlex host.

¢ SSH login works without interactive prompts.

* The SharePlex installation and variable directories are correct.

* Therequired TLS files are presentunder ss1/ after setup completes.

* The selected container engine can start both services
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About us

We are More than Just a Name

We are on a quest to make your information technology work harder for you. That is why we build community-driven
software solutions that help you spend less time on IT administration and more time on business innovation. We
help you modernize your data center, get you to the cloud quicker and provide the expertise, security and
accessibility you need to grow your data-driven business. Combined with Quest’s invitation to the global community
to be a part of its innovation, and our firm commitment to ensuring customer satisfaction, we continue to deliver
solutions that have a real impact on our customers today and leave a legacy we are proud of. We are challenging
the status quo by transforming into a new software company. And as your partner, we work tirelessly to make sure
your information technology is designed for you and by you. This is our mission, and we are in this together.
Welcome to a new Quest. You are invited to Join the Innovation™.

Our Brand, our Vision. Together.

Our logo reflects our story: innovation, community and support. An important part of this story begins with the letter
Q. Itis a perfect circle, representing our commitment to technological precision and strength. The space in the Q
itself symbolizes our need to add the missing piece — you — to the community, to the new Quest.

Contacting Quest

For sales or other inquiries, visit www.quest.com/contact.

Technical Support Resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have trial
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

o Submit and manage a Service Request

« View Knowledge Base articles

« Sign up for product notifications

« Download software and technical documentation
« View how-to-videos

« Engage in community discussions

« Chat with support engineers online

« View services to assist you with your product
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