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Setting up the appliance

Thisguide explains how to set up thevirtual KACE Systems M anagement Appliance (SMA) on Microsoft® Hyper -
V® host systems. Thevirtual KACE SMA does not require dedicated hardware.

For additional documentation, go to https://support.quest.com/kace-systems-management-appliance/techni cal-documents.

Before you begin

Before you set up the appliance, there are a number of preliminary actions you need to take.

1
2.

Purchase avirtual KACE SMA license from Quest sales at https://www.quest.com/company/contact-us.aspx.

Decide whether to use a DHCP server to automatically assign an | P address to the appliance, or to obtain a static IP
address for the appliance.

If you obtain a static I P address for the appliance, enter the appliance’ s hostname in the A record of your internal DNS
(domain name system) server. The A record defines the hostname for the M X record, and this enables users to send
email ticketsto the Service Desk. By default, the appliance’ s hostnameis k1000, but Quest recommends to change
this name to amore unique value during initial setup.

* IMPORTANT: Leaving the appliance name unchanged can cause problems when additional KACE SMA
appliances areintroduced. Multiple KACE SMA appliances with identical names belonging to the same
network will have the same | P address, which can cause problemsfor these appliances.

Decide whether to use a split DNS. Thisis useful if the appliance connects to the Internet using a reverse proxy, or if
you place the appliance in a perimeter network or screened subnet. A DMZ adds an additional layer of security to a
LAN (local area network).

Configure the backup integration services for the virtual appliances running on Hyper-V. For more information, see
Configuring backup integration services.

Failing to configure backup integration services properly may cause MySQL databasefile
corruption.
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Import thevirtual KACE SMA Iintoa
Microsoft Hyper-V server and configure
settings

Hyper-V Manager is the built-in virtual machine management tool that you use to import the virtual KACE KACE SMA.

1

Do not configure the virtual machine with the Legacy Network Adapter.
In Hyper-V Manager, keep the default setting to enable Hyper-V Time Synchronization Service.

To download the virtual KACE SMA, go to https://support.quest.com/kace-systems-management-appliance/
download-new-releases. To obtain your customer login credentials, contact Quest Software Support at https:/
support.quest.com/contact-support.

In the Virtual Appliance section, download the compressed VHD bundle to your Hyper-V host system.
Extract and verify the integrity of thefiles.

In Hyper-V Manager, right-click the host and click Import Virtual Machine.

The Import Virtual Machine window appears.

Browse to the location of the extracted VHD bundle.

In Settings, select Copy the virtual machine (create a new unique ID) and Duplicate all files so the same
virtual machine can be imported again.

Click Import.

Thevirtual KACE SMA appearsin the Virtual Machines list.

Edit the virtual machine's settings to connect the virtual network adapter to your Hyper-V host’s virtual switch.
Choose a static MAC address for the virtua machine:

i NOTE: Quest recommends using a static MAC address because Hyper-V might randomly assign anew MAC
address to the virtual machine if adynamic MAC addressis used. Since the KACE SMA runs on FreeBSD®,
the guest operating system must be restarted to detect the change to the network interface, and this can cause
erratic network behavior.

a  Gotothe Advanced Features section of the virtual machine's Network Adapter settings.
b.  Select Static under MAC address.

c. Specify avalid unique MAC address for your environment. Typically, you can use the current MAC
address.

d. Click Apply.

10. Disable virtual machine queue (VMQ) for the virtual machine;

NOTE: VMQ is apacket filtering technology in Hyper-V designed to reduce overhead of packet routing with
supported hardware and guest operating systems. However, it is not supported by the Intel® e1000 virtual NIC
(network interface controller) used by the KACE SMA, and this can cause poor network performance. Some
physical adapters are known to have performance issues with VMQ as well. Therefore, Quest recommends
disabling VMQ.

a.  Gotothe Hardware Acceleration section of the virtual machine's Network Adapter settings.

b.  Clear the check box next to Enable virtual machine queue.
c. Click Apply.

Power-on the appliance.

Setup Guide for HyperV Platforms
Import the virtual KACE SMA in to aMicrosoft Hyper-V server and configure settings


https://support.quest.com/kace-systems-management-appliance/download-new-releases
https://support.quest.com/kace-systems-management-appliance/download-new-releases
https://support.quest.com/contact-support
https://support.quest.com/contact-support

Power-on the appliance and log in to the
Administrator Console

When the appliance is powered on for the first time, you can log in to the KACE SMA Administrator Console from any
computer on your LAN provided that a DHCP server is available to assign an | P address to the appliance. This enables you to
use the setup wizard to configureinitial network settings.

If aDHCP server is not available, you can configure initial network settings using the Command Line Console. See
Configure initial network settings manually (optional).

i NOTE: Your browser setting determines locale formats used for date and time information displayed in the
Administrator Console thefirst time you log in. For information about changing the language settings, see the
appliance Administrator Guide: Accessing the Administrator Guide and online Help.

1. Power on the virtual machine to boot the appliance. Thistakes 5 to 10 minutes.
The Command Line Console login screen appears, and it showsthe appliance's DHCP network settings.
2. Onany computer connected to your LAN, open abrowser and go to the URL shown on the Command Line Console
login screen. For example, http://<unique KACE SMA appliance name>.local/admin.
The Software Transaction Agreement page appears.
3. Accept the agreement.
The Initial Setup wizard appears.
4. Veify that you have the information required to configure the appliance, then click Next.
5. Review theinformation on the Diagnostic Console Two-Factor Authentication page that appears, and record the
secret key and offline tokens in a secure place, as instructed.
6. OntheLicensing and Administrator Settings page, provide the following information:
Option Description
License Key The license key you received in the Welcome email from
Quest. If you do not have alicense key, contact Quest
Softwar e Support at https://support.quest.com/contact-
support.
Company Name The name of your company or group.
Administrator Email The email address where you want to receive
communications from Quest.
Password The password for the default admin account, which is the

account you use to log in to the appliance Administrator
Console. The default admin account is the only account
on the appliance at thistime. If you forget the password
for this account, the system might have to be reset to
factory defaults which can result in loss of data.
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Option Description

NOTE: If you have multiple KACE SMA

or KACE SDA (Systems Deployment)
appliances, Quest recommends that you use

the same password for the admin account on

all appliances. This enables you to link the
appliances later. For more information, see the
appliance Administrator Guide: Accessing the
Administrator Guide and online Help.

Two-Factor Authentication If you want to provide stronger security for userslogging
into the appliance, set thisto Enabled. This feature adds
an extra step to the login process. It relies on the Google
Authenticator app to generate verification codes. The
app generates a new six-digit code at regular intervals.
When enabled, end users will be prompted for the current
verification code each time they log in.

7. Follow the on-screen instructions to complete theinitial setup.

NOTE: If you enable this feature, ensure that
KACE SMA server's clock is accurate, aswell
as the device running Google Authenticator.
Google Authenticator relies on current time

to create the token. If server's clock is not
synchronized with those of the devices running
Google Authenticator, token validation may fail,
which may result in the account lockouts.

When theinitial setup is complete, the appliancerestartsand the Administrator Console login page appears.

i NOTE: If you change the appliance IP address, go to the new address to display the login page.

8. Loginto the Administrator Console using the login ID admin and the password you chose during initial setup.

If Two-Factor Authentication was enabled on the Licensing and Administrator Settings pagein the Initial
Setup wizard, the Configure Two-Factor Authentication page appears.

9. Two-Factor Authentication only. Follow the instructions on the Configure Two-Factor Authentication page
to generate a Google Authenticator verification code using your smart phone. In the Verification Code field, type
the Google Authenticator code, and click Finish Configuration. A new verification code is required on each

subsequent login.

To skip thisstep, click Skip Configuration. You can only bypass this step during a configured transition

window. For moreinformation, see the Administrator Guide.

The Administrator Console appears and the appliance is ready for use.

i NOTE: When you log in to the virtual KACE SMA, make sure that Automatically synchronize with an internet
time server is disabled on the Date and Time Settings that are accessed through Settings > Control Panel.
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Configureinitial network settings manually
(optional)

If aDHCP server is not available and you cannot log in to the appliance Administrator Console, you can configureinitial
network settings manually using the Command Line Console.

1. Power on the virtual machine to boot the appliance. Thistakes 5 to 10 minutes.
The Command Line Console login screen appears.
2. Atthe prompts, enter:
Login: konfig
Password: konfig

3. Choose the language to use for the Command Line Console. Use the up- and down-arrow keys to move between
fields.

4. Configure the following network settings. Use the right- and |eft-arrow keys to select optionsin afield; use the up-
and down-arrow keys to move between fields.

Option Description

KACE SMA DNS Hostname Enter the hostname of the appliance. The default is
k1000, but Quest recommends to change this name to
amore unique value during initial setup. Leaving the
appliance name unchanged can cause problems when
additional KACE SMA appliances are introduced.

* IMPORTANT: Multiple KACE SMA

1 appliances with identical names belonging
to the same network will have the same I[P
address, which can cause problemsfor these
appliances.

Automatically generate server name Select this check box to enable the system to
generate the KACE SMA web server name using
thisformat: Hostname.Domain. For example:
<unique_KACE_SMA_appliance_name>.example.com.
Clear this check box to enter a custom web server name.

KACE SMA Web Server Name Enter the fully qualified domain name
of the appliance. Thisisthe Hostname
concatenated with Domain. For example;
<unique KACE SMA appliance name>.example.com.
Devices connect to the appliance using this name. Quest
recommends that you add a static | P address entry for
the appliance to your DNS server. If you use an SSL
certificate, the hostname must be fully qualified and it
must match the name on the certificate.

DHCP (Optional) Select this option to use DHCP (Dynamic
Host Configuration Protocol) to automatically obtain the
IPv4 address and other network configuration information
for the appliance. If you select this option, you do not
need to provide the Static |P Address, Domain, Subnet
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Option

Description

Manual IPv4 Configuration

SLAAC

Manual IPv6 Configuration

Disable IPv6

SMTP Server

SSH Enabled

Proxy

Mask, Default Gateway, Primary DNS, or Secondary
DNS settings.

Specify the |Pv4 address and provide the Static IP
Address, Domain, Subnet Mask, Default Gateway,
Primary DNS, or Secondary DNS settings for the
appliance.

* NOTE: The IPv4 addressis required whether or
not an |Pv6 addressis available. The IPv6 address
is optional.

Select this option if you want to use SLAAC (stateless
address auto-configuration), offered by 1Pv6, to configure
the appliance's network settings. SLAAC allows devices
to select their own |Pv6 addresses based on the prefix that
is advertised from their connected interface.

Select this option if you want to manually specify the
IPv6 address. If you select this option, you must specify
the IPv6 address, prefix length, and default gateway for
the appliance.

NOTE: The|Pv6 addressis optional. The IPv4
address is required whether or not an 1Pv6 address
isavailable.

Select this option if you want to disable an |Pv6 address
for the appliance. Thisis the default setting.

(Optional) Specify the hostname or IP address of an
external SMTP server, such as smtp.gmail.com.
External SMTP servers must allow anonymous (non-
authenticated) outbound email transport. Ensure that
your network policies allow the appliance to contact the
SMTP server directly. In addition, the mail server must
be configured to allow the relaying of email from the
appliance without authentication. If you do not provide
SMTP server information, the KACE SMA sends email
using itsinternal SMTP server.

(Optional) Select this option to enable SSH (secure)
access to the appliance Administrator Console. Quest
recommends that you enable SSH during the initial setup.
When the setup is complete, you can change the setting in
the Administrator Console as needed.

(Optional) Enter proxy server information.
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Option Description

NOTE: The appliance supports proxy servers that
use basic, realm-based authentication, requiring
usernames and passwords. If your proxy server
uses adifferent kind of authentication, add the
appliance's | P address to the proxy server's

exception list.
5. Usethe down-arrow key to move the cursor to Save, and then press Enter or Return.
Theappliancerestarts.
6. Onany computer connected to your LAN, open a browser and go to the appliance Administrator Console URL. For
example, http://<unique KACE SMA appliance name>.local/admin.
The Software Transaction Agreement page appears.
7. Accept the agreement.
The Initial Setup wizard appears.
8. Verify that you have the information required to configure the appliance, then click Next.
9. Review theinformation on the Diagnostic Console Two-Factor Authentication page that appears, and record the
secret key and offline tokens in a secure place, asinstructed.
10. Onthe Licensing and Administrator Settings page, provide the following information:
Option Description
License Key The license key you received in the Welcome email from
Quest. If you do not have alicense key, contact Quest
Softwar e Support at https://support.quest.com/contact-
support.
Company Name The name of your company or group.
Administrator Email The email address where you want to receive
communications from Quest.
Password The password for the default admin account, which isthe
account you use to log in to the appliance Administrator
Console. The default admin account is the only account
on the appliance at thistime. If you forget the password
for this account, the system might have to be reset to
factory defaults which can result in loss of data.
i NOTE: If you have multiple KACE SMA
or KACE SDA (Systems Deployment)
appliances, Quest recommends that you use
the same password for the admin account on
all appliances. This enables you to link the
appliances later. For more information, see the
appliance Administrator Guide: Accessing the
Administrator Guide and online Help.
Two-Factor Authentication If you want to provide stronger security for userslogging

into the appliance, set thisto Enabled. This feature adds
an extra step to the login process. It relies on the Google
Authenticator app to generate verification codes. The
app generates anew six-digit code at regular intervals.
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Option Description

When enabled, end users will be prompted for the current
verification code each time they log in.

NOTE: If you enable this feature, ensure that
KACE SMA server's clock is accurate, as well
as the device running Google Authenticator.
Google Authenticator relies on current time

to create the token. If server's clock is not
synchronized with those of the devices running
Google Authenticator, token validation may fail,
which may result in the account lockouts.

11. Follow the on-screen instructions to complete the initial setup.
When theinitial setup is complete, the appliancerestartsand the Administrator Console login page appears.

i NOTE: If you change the appliance IP address, go to the new address to display the login page.

12. Logintothe Administrator Console using the login ID admin and the password you chose during initial setup.

If Two-Factor Authentication was enabled on the Licensing and Administrator Settings page in the Initial
Setup wizard, the Configure Two-Factor Authentication page appears.

13. Two-Factor Authentication only. Follow the instructions on the Configure Two-Factor Authentication page
to generate a Google Authenticator verification code using your smart phone. In the Verification Code field, type
the Google Authenticator code, and click Finish Configuration. A new verification codeis required on each
subsequent login.

To skip thisstep, click Skip Configuration. Y ou can only bypass this step during a configured transition
window. For moreinformation, see the Administrator Guide.

The Administrator Console appears and the appliance is ready for use.

Configuring backup integration services

Configuring backup integration services appropriately for KACE Systems Management Appliance (SMA) virtual machines
running on Hyper-V prevents MySQL database file corruption.

KACE SMA virtual machine running on Hyper-V isincorrectly configured for virtual machine (VM) backup, resulting in
some MySQL database file corruption inside the appliance, rendering the appliance unusable until Technical Support is
contacted to resolve the issue, by restoring the database from the most current, non-corrupted database backup.

Thisis caused by the Hyper-V live virtual machine backup feature, that facilitates zero down time backup of live virtual
machines. For more information, visit https://technet.microsoft.com/en-ug/library/dn531031(v=ws.12).aspx.

However, Microsoft does not yet support the Hyper-V live backup feature for any version of FreeBSD virtual machines
running on Hyper-V, which includes Hyper-V VMs of the KACE SMA products, since they are based on FreeBSD. For more
information, visit https://technet.microsoft.com/library/dn848318(ws.12).aspx.

If correctly configured, when a backup istaken of aVM that does not support live backup, the Hyper-V server takesthe VM
offline (placed into the saved state) for the duration of the backup process, and then restores the VM to its previous state
after the backup processis done. While the VM has to be taken offline, resulting in downtime for the VM, the backup should
be able to complete without adversely affecting the VM’ s contents. For more information, visit https://technet.microsoft.com/
en-ug/library/dn798286.aspx.

Since Microsoft does not support live backups of the FreeBSD operating system that the KACE appliancesrun on, it is
important to configure the appropriate Integration Services settings of the KACE SMA Hyper-V VMsthat prevent Hyper-
V from attempting to perform live backups of the VM. When the VM's Integration Services settings are not properly
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configured, some customers have experienced file corruption inside of the KACE SMA which causesit to not function
correctly, resulting in needing to contact Technical Support to correct the problem.

Since Microsoft automatically defaults all new Hyper-V VMsto have the Backup Integration Service enabled, if you
created aHyper-V VM for the KACE SMA, follow the instructions below to correctly configure this service for FreeBSD, to
prevent the above database file corruption.

Disabling the live backup feature on KACE SMA Hyper-V VMs is recommended.

To disable the Backup Integration Service, inthe VM Settings dialog box, under Management > Integration Services,
clear the Backup (volume checkpoint) check box, and click Apply. This setting may have a different name, such as
Backup (volume shadow copy), depending on the Windows version of the Hyper-V server.

i IMPORTANT: To changethis setting, you must first shut down the VM.

NOTE: After the Backup setting is disabled, if Windows failsto first take the VM offline (by changing the state
of the VM to saved) during the backup process, and MySQL corruption in the KACE appliance continues to occur
during VM backup, put the VM into shutdown or saved state before performing aVM backup.

For additional information about this issue, visit https://support.quest.com/kace-systems-management-appliance/kb/195580.

Virtual NIC configuration

Erratic network behavior, including poor performance, agent disconnects, interface freezing, and complete network
unavailability is observed with avirtual KACE Systems Deployment Appliance (SDA) running on Hyper-V.

By default, two problematic network settings are enabled in Hyper-V for all guest virtual machines (VMs). These settings are
aDynamic MAC address and VMQ (virtual machine queue).

When configured with a Dynamic MAC address, Hyper-V may randomly assign anew MAC address to the guest VM. Since
the KACE appliances run on FreeBSD, the OS must be restarted to detect the change to the network interface.

VMQ is a packet filtering technology in Hyper-V that reduces the overhead of packet routing with supported hardware and
guest operating systems. However, it is not supported by the Intel E1000 virtual NIC used by the KACE appliances, and this
can cause poor network performance. Some Broadcom physical adapters are known to have performance issues with VMQ as
well.

To resolve thisissue, it is recommended to disable both the dynamic MAC address (by choosing a static MAC) and VMQ, on
all Hyper-V hosted virtual KACE appliances.

To disable the dynamic MAC address, in the VM Settings dialog box, under Network Adapter > Advanced Features,
select the Static check box, and specify avalid, unique MAC address for your environment. Then, click Apply.

Tip: TIP: Typicaly, this can be |eft as the current MAC address, that is already assigned dynamically.

* IMPORTANT: To switch adynamic MAC addressto a static one, and the other way around, you must first
1 shut down the VM.

Todisable VMQ, in the VM Settings dialog box, under Network Adapter > Hardware Acceleration, clear the Enable
virtual machine queue check box, and click Apply.

NOTE: Whilethis setting can be changed without shutting down the VM, it is recommended to change it while the

L ]
1 UM isoffline

For additional information about this issue, visit https://support.quest.com/kace-systems-management-appliance/kb/153445.
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Accessing the Administrator Guide and
online Help

For help using the Administrator Console, click the Help link in the top-right corner of the interface to open the context-
sensitive Help. To access the main Help system, click the links in context-sensitive Help topics.

: A b 20 @

Dashboard @

Scheduling training

To help you begin using the appliance, Quest provides atraining program called QuickStart. This program provides remote
assistance to help get your solution up and running quickly to begin provisioning, managing, securing and servicing your
network-connected devices.

To find out more about this program, visit one of the following links:

* KACE Systems Management Appliance: https://support.quest.com/kace-systems-management-appliance/
professional -services/332

* KACE Asset Management Appliance: https://support.quest.com/kace-asset-management-appliance/professional -
services/331
To register, submit arequest at:
* KACE Systems Management Appliance: https.//www.quest.com/register/113381
* KACE Asset Management Appliance: https://www.quest.com/register/113379

About us

Wearemorethan just a name

We are on a quest to make your information technology work harder for you. That is why we build community-driven
software solutions that help you spend lesstime on IT administration and more time on business innovation. We help you
modernize your data center, get you to the cloud quicker and provide the expertise, security and accessibility you need to
grow your data-driven business. Combined with Quest’ s invitation to the global community to be a part of itsinnovation,
and our firm commitment to ensuring customer satisfaction, we continue to deliver solutions that have areal impact on our
customers today and leave alegacy we are proud of. We are challenging the status quo by transforming into a new software
company. And as your partner, we work tirelessly to make sure your information technology is designed for you and by you.
Thisis our mission, and we are in this together. Welcome to anew Quest. Y ou are invited to Join the Innovation.
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Our brand, our vision. Together.

Our logo reflects our story: innovation, community and support. An important part of this story begins with the letter Q. It is
aperfect circle, representing our commitment to technological precision and strength. The space in the Q itself symbolizes
our need to add the missing piece — you — to the community, to the new Quest.

Contacting Quest

For sales or other inquiries, visit www.quest.com/company/contact-us.aspx or call 1-949-754-8000.

Technical support resources

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a day, 365
days ayear. The Support Portal enables you to:

e Submit and manage a Service Request

¢ View Knowledge Base articles

e Signup for product notifications

e Download software and technical documentation
¢ View how-to-videos

e Engage in community discussions

e Chat with support engineers online

¢ View servicesto assist you with your product.
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