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Setting up the appliance

Before you begin
Before you set up the appliance, there are a number of preliminary actions you need to take.

1. Ensure that you have a subscription to Microsoft Azure. When you install your virtual KACE SMA, the appliance will
run as a virtual machine in the Azure cloud. For more information about the Azure cloud platform, or to sign up, see
http://azure.microsoft.com/en-us/.

2. Purchase a license for a Microsoft Azure virtual KACE SMA from Quest sales at https://www.quest.com/company/
contact-us.aspx.

3. Ensure that your network and firewall settings allow outbound access to KACE SMA on port 443. This port is
used for appliance web-based consoles and Agent communications over HTTPS. It should also be open on devices,
including desktops and servers, that have the KACE SMA Agent software installed.

Feature exceptions
All functionality of the KACE SMA Administrator Console can be configured to be used within the cloud. However, some
features require direct access to your network, which is established using a site-to-site VPN connection. VPN connections
leverage the shared network, and a single VPN connection usually is sufficient to enable the functionality for a single
company. In some cases, however, additional VPN connections might be necessary, and dedicated network bandwidth might
be required. For more information, see Using VPN connections and network resources.

Administrator Console features that require a VPN
connection
The following Administrator Console features require a VPN connection:

• Server monitoring using Agentless device management.

• Wake On LAN, Network Discovery (including IP Scan, Active Directory® scan, and NMAP scan), KACE SMA
Agent provisioning from the appliance (see Provisioning the KACE SMA Agent to managed devices).

 
NOTE: These features do not require a VPN when Agent relay is used.

• Importing and exporting resources (file sharing is blocked by the cloud firewall).

• FTP access to backup files (FTP access is blocked by the cloud firewall).

• Application packages and script dependencies must be uploaded using HTTP. Large package uploads could timeout
on slower network connections. Packages larger than 2 GB must be distributed using an alternate download location
from an internal file server.

• LDAP user and device labels.

• LDAP user authentication.

• LDAP user import.

• Active Directory single sign on for the Administrator Console and User Console.

http://azure.microsoft.com/en-us/
https://www.quest.com/company/contact-us.aspx
https://www.quest.com/company/contact-us.aspx
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User Console feature exceptions
The User Console is the interface that makes software library and Service Desk features available to end users. The
following User Console feature is not supported in the cloud:

• Automatic software installations from the User Console (downloads are supported).

Create a KACE SMA virtual machine in
Azure
This topic describes the process of creating a virtual machine (VM) in Microsoft Azure to serve as your KACE Systems
Management Appliance (SMA) using a VM template available from the Azure Marketplace.

Ensure that you have a valid Azure subscription. When you install your virtual KACE SMA, the appliance will run as
a virtual machine in the Azure cloud. For more information about the Azure cloud platform, or to sign up, see http://
azure.microsoft.com/en-us/.

1. Log in to https://azuremarketplace.microsoft.com/ using your Azure subscription credentials.

2. In the Search field, type KACE Systems Management Appliance.

3. Open the KACE Systems Management Appliance application.

4. Review the information on the Plans + Pricing section to find out about recommended virtual machine resource
requirements.

5. Click GET IT NOW.

6. Click Create.

The Create Virtual Machine page appears, consisting of several tabs. Some of these tabs contain options that
are required to configure a KACE SMA VM.

 
NOTE: The Azure interface changes frequently. Some options may not match precisely. For the latest details
about this page, visit https://docs.microsoft.com/en-us/azure/.

7. On the Create Virtual Machine page, on the Basics tab, provide the following information.

Option Description

Subscription Specify the name of your Azure subscription.

Resource group Create a resource group or use an existing one for this
virtual machine.

Virtual machine name Type the name of the virtual machine you are about to
create.

Image This option displays the selected KACE Systems
Management Appliance image.

Size 1. Click Change Size.

2. On the Select a VM size page that appears, select
a configuration from the recommended VM sizes,
as required.

http://azure.microsoft.com/en-us/
http://azure.microsoft.com/en-us/
https://azuremarketplace.microsoft.com/
https://docs.microsoft.com/en-us/azure/
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Option Description

Authentication type Provide the authentication details for the administrator
account on the virtual machine.

 
NOTE: Administrator account credentials will
not be used to access the appliance. However, this
information is mandatory for any virtual machine
you create in Azure, and you need to specify it.

1. Select Password.

2. In the Username field, type the user name of the
virtual machine administrator.

3. In the Password field, type the password of
administrator account.

8. Leave all other options as is, and click Next.

9. On the Discs tab, click OS disk type and select Premium SSD. This is the recommended minimum for the
appliance.

10. Leave all other options as is, and click Next.

11. On the Networking tab, configure the following options:

Option Description

Virtual Network Select an existing virtual network or create a new one.

Subnet Select existing subnet or define a new one.

IP Use a public IP address if you want to communicate with
the KACE SMA from outside the virtual network.

 
NOTE: When you upgrade the appliance, to track the upgrade status in the browser, you must open port 52231.
Close this port when the upgrade is successfully applied.

12. Leave all other options on this and any remaining tabs as is, and click Next until you reach the Review tab.

13. On the Review tab, click Create.

While the VM deploys, a progress bar appears in the browser. When complete, a notification appears briefly,
and an overview with details for your VM appears in Azure.

Configure the appliance
Use the Initial Setup wizard to configure the appliance, and to log in to the Administrator Console.

 
NOTE: Your browser setting determines the language displayed in the Administrator Console the first time you log
in. For information about changing the language settings, go to the appliance Administrator Guide: Accessing the
Administrator Guide and online Help.

1. Obtain the fully qualified DNS name of the virtual machine running the appliance software in Azure.

a. In Azure, select the virtual machine, and go to Overview settings.

b. On the Overview page, click Configure and set a DNS name for the KACE SMA. For example, my-
kace-sma-azure-eng.westcentralus.cloudapp.azure.com.
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For more information about these settings, see https://docs.microsoft.com/en-us/azure/.

2. Open a web browser and enter the Administrator Console URL using the following syntax:

http://<unique_KACE_SMA_appliance_name>/admin

Where <unique_KACE_SMA_appliance_name> is the fully qualified virtual machine DNS name you configured in step 1.

For example: http://my-kace-sma-azure-eng.westcentralus.cloudapp.azure.com/admin

The Software Transaction Agreement  page appears.

3. Accept the agreement.

The Initial Setup wizard appears.

4. In the Initial Setup wizard, on the Welcome page, verify that you have the information required to configure the
appliance, then click Next.

5. On the Diagnostic Console Two-Factor Authentication page, review and record the secret key and offline tokens,
then click Next.

6. On the Licensing and Administrator Settings page, provide the following information:

Option Description

License Key The license key you received in the Welcome email from
Quest. If you do not have a license key, contact Quest
Software Support at https://support.quest.com/contact-
support.

Company Name The name of your company or group.

Administrator Email The email address where you want to receive
communications from Quest.

Password The password for the default admin account, which is the
account you use to log in to the appliance Administrator
Console. The default admin account is the only account
on the appliance at this time. If you forget the password
for this account, the system might have to be reset to
factory defaults which can result in loss of data.

 
NOTE: If you have multiple KACE SMA
or KACE SDA (Systems Deployment)
appliances, Quest recommends that you use
the same password for the admin account on
all appliances. This enables you to link the
appliances later. For more information, see the
appliance Administrator Guide: Accessing the
Administrator Guide and online Help.

Two-Factor Authentication If you want to provide stronger security for users logging
into the appliance, set this to Enabled. This feature adds
an extra step to the login process. It relies on the Google
Authenticator app to generate verification codes. The
app generates a new six-digit code at regular intervals.
When enabled, end users will be prompted for the current
verification code each time they log in.

https://docs.microsoft.com/en-us/azure/
https://support.quest.com/contact-support
https://support.quest.com/contact-support
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Option Description

 
NOTE: If you enable this feature, ensure that
KACE SMA server's clock is accurate, as well
as the device running Google Authenticator.
Google Authenticator relies on current time
to create the token. If server's clock is not
synchronized with those of the devices running
Google Authenticator, token validation may fail,
which may result in the account lockouts.

When done, click Next.

7. On the Enable File Sharing page, follow the on-screen instructions to complete this step.

8. On the Domain Settings page, specify the time zone, host name, and the domain name of your appliance.

9. On the Confirm page, review your configuration.

If you need to make any changes, use the Back button in the wizard to go to the appropriate step, and update
your configuration. When done, click Finish. When the initial setup is complete, the appliance restarts and the
Administrator Console login page appears.

10. Log in to the Administrator Console using the login ID admin and the password you chose during initial setup.

If Two-Factor Authentication was enabled on the Licensing and Administrator Settings page in the Initial
Setup wizard, the Configure Two-Factor Authentication page appears.

11. Two-Factor Authentication only. Follow the instructions on the Configure Two-Factor Authentication page
to generate a Google Authenticator verification code using your smart phone. In the Verification Code field, type
the Google Authenticator code, and click Finish Configuration. A new verification code is required on each
subsequent login.

To skip this step, click Skip Configuration. You can only bypass this step during a configured transition
window. For more information, see the Administrator Guide.

12. Provide the fully qualified appliance DNS name on the Network Settings. When you reboot the appliance in Azure,
its IP address changes. Devices connect to the appliance using this name.

a. Log in to the KACE SMA Administrator Console, and click Settings.

b. On the appliance Control Panel that appears, click Network Settings.

c. On the Network Settings page, in the Appliance Network Configuration section, in the Web Server
Name field, type the fully qualified appliance DNS name that you recorded in step 3.

d. Click Save.

 
CAUTION: The Command Line Console is a terminal window interface to the appliance. This tool allows
you to configure network settings. You must not use this tool to change the IP address for the appliance
running in Azure.

The Administrator Console appears and the appliance is ready for use.

Enable SSL
You must enable secure communications between the appliance and managed devices, and you can use the appliance
Administrator Console to generate an SSL certificate.

Obtain a registered domain name to be used for the appliance. This is required to generate an SSL certificate signing request
using the appliance Administrator Console.

1. In the Administrator Console, click Settings to go to the appliance Control Panel.

2. Click Security Settings.
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The Security Settings page appears.

3. In the SSL section toward the bottom of the page, disable access to the HTTP port 80, and forward all port 80 traffic
to the HTTPS port 443.

 
CAUTION: Failing to disable port 80 enables transmission of sensitive information, such as passwords, in
plain text over the internet.

• Clear Enable port 80 access.

• Select Enable SSL and Enable Forward port 80 to port 443.

4. Click SSL Certificate Form to display the SSL Certificate Form page.

5. In the Configure section, provide the following information:

Option Description

Company Name The name of your company.

Organization Name The name of your organizational unit or business group.

Common Name The common name of the appliance you are creating the
SSL certificate for.

Email Your email address.

City Name The name of your locality.

State or Province Name The name of your state or province.

Country Name The name of your country.

6. Click Save.

7. Generate a self-signed certificate.

a. Click Generate Self-Signed Certificate to generate and display the certificate below the Certificate
Signing Request section.

b. Click Deploy Self-Signed Certificate, then click Yes.

c. On the Security Settings page, click Save and Restart Services.

The SSL certificate is generated. Self-signed certificates are converted to PEM files, named kbox.pem,
and they are placed in KACE SMA Agent data folders. For more details about security settings, see the
Administrator Guide.

 
NOTE: If you create a self-signed certificate, you need to deploy that certificate to all Agent-managed devices.

8. Restart the appliance.

Best practices
Follow the guidelines and recommendations in this section when using the appliance.

Using VPN connections and network resources

If you are using the traditional Agent-server communication between the appliance and your managed devices, installing
the Agent on managed devices is all that is required for communication. However, if you are using a VPN connection, it
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is your responsibility to complete the network handshake from your environment to the appliance. The appliance team can
provide recommendations, such as the appropriate IP addresses and ports to allow, and it is essential to have your network
administrator involved in the setup process. The appropriate cloud connections are configured, and you need to ensure
connection from your side to complete the setup successfully.

In addition, some appliance features require a VPN connection to be used in the cloud, and a single VPN connection is
usually sufficient for a single company. For example, you can use a single VPN connection even if you have remote locations
provided that those locations can route traffic through the main corporate site where the VPN connection exists. All KACE
SMA Agent traffic is routed through the VPN and then to the appliance through the VPN connection. If remote locations
cannot see the main corporate site, or if you want each site to have a direct VPN link to the appliance, you need to purchase a
VPN connection for each site. For more information about features that require VPN connections, see Feature exceptions.

 
NOTE: Product pricing is based upon shared network bandwidth. To purchase additional network resources, or to
purchase VPN connections, contact Quest sales at https://www.quest.com/company/contact-us.aspx.

Using VPN connections with multiple domains

The appliance is designed to be used with a single domain and a single VPN connection. If you have multiple domains, you
can manage devices (inventory) on other domains using the appliance, but features that require VPN access are available
only to a single domain. For example, you can authenticate to a single Active Directory environment for Identity Access
Management, but you cannot authenticate to more than one domain. Agent traffic from the domain with the VPN connection
is routed through the VPN connection, whereas Agent traffic for other domains connects to the appliance using standard
Internet access. For more information about features that require VPN connections, see Feature exceptions.

About the appliance IP address

The appliance is configured for a single IP address. The IP address is assigned by Quest and that address cannot be changed.
You must create a Host (A) record in your internal DNS (domain name system) server for the appliance’s static IP address,
and you can create multiple A (host) records across multiple networks or domains to point to your appliance. If you need
to use more than one public IP address for your network, you must purchase a separate instance of the appliance. Multiple
appliance instances cannot share any data or database information. For more information, contact Quest sales at https://
www.quest.com/company/contact-us.aspx.

About network settings

By default, all network protocols and their associated services are disabled except for HTTPS, and HTTP. These protocols
are used for the appliance user interfaces and KACE SMA Agent communications. When the KACE SMA Agent software
is provisioned to a device, the Agent always attempts to connect to the appliance using HTTPS over port 443 for encrypted
communications if SSL is enabled. Otherwise, the Agent uses HTTP over port 80.

Provisioning the KACE SMA Agent to managed devices

The KACE SMA Agent is an application that can be installed on devices to enable device management and inventory
reporting through the appliance. To provision the Agent software to devices directly from the appliance, you must have a
VPN connection. However, there are alternative methods for deploying Agent software without VPN connectivity:

• Manually download and install the Agent on devices. For instructions, see the Administrator Guide.

• Install the Agent using Windows Group Policy (GPO). For more information, go to https://support.quest.com/
kb/133776.

• Install the Agent using another management system: If the Quest solution is replacing another systems management
solution, you can deploy the Agent using the distribution methods of the system being replaced prior to its
decommission and cleanup.

Configuring KACE SMA Agent communication settings

Agents installed on managed devices periodically communicate with the appliance to report inventory, update scripts, and
perform other tasks. You can configure the Agent settings, including the interval at which the Agents check in, messages
displayed to users, and log retention time. If you have multiple organizations, you can configure Agent settings for each

https://www.quest.com/company/contact-us.aspx
https://www.quest.com/company/contact-us.aspx
https://www.quest.com/company/contact-us.aspx
https://support.quest.com/kb/133776
https://support.quest.com/kb/133776
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organization separately. For more information, see the KACE SMA Administrator Guide: Accessing the Administrator
Guide and online Help.

About server monitoring

The appliance supports server monitoring, which provides basic performance and application monitoring for servers in
inventory. You can enable monitoring for servers using the KACE SMA Agent, and for servers using Agentless management,
and setup depends upon your IT department policies. Server monitoring is available for up to five servers using a standard
appliance license, and you can obtain a license to increase that number.

If you enable monitoring for Agent-managed servers, alert information is transmitted over port 443 in addition to the existing
Agent communication protocol. If you enable monitoring for servers using Agentless management, the appliance uses SSH
or Telnet to connect to the server, read the logs, check for alerts, and display the alerts in the KACE SMA Administrator
Console. Because VPN access is required for the use of SSH and Telnet, a VPN connection is required for Agentless server
monitoring.

About file distribution (packages) and Replication Shares

With the appliance, every site is a remote site. Quest strongly recommends that you configure Replication Shares for each
site to optimize bandwidth usage on the remote office Internet connections. Replication Shares are devices that keep copies
of files for distribution, such as Managed Installations, patches, scripts, and Dell Updates.

With Samba file sharing turned off, file uploads to the appliance are limited to 2 GB. For files that exceed 2 GB, use an
alternate download location to stage the files inside the corporate network.

An alternate download location can be any network location that has all the files required to install a particular application.
You can distribute packages from alternate download locations including a UNC address or DFS source. The CIFS and SMB
protocols, Samba servers, and file server appliances are supported. You specify the location when you create a Managed
Installation. For more information, see the Distribution section of the KACE SMA Administrator Guide: Accessing the
Administrator Guide and online Help.

About bandwidth usage and dedicated network bandwidth

The appliance uses a shared cloud network. To reduce the bandwidth requirements of the shared network, Quest strongly
recommends the use of Replication Shares. If your appliance causes bandwidth issues on the shared network, you might be
required to set up Replication Shares or purchase dedicated network bandwidth. For more information, contact Quest sales at
https://quest.com/company/contact-us.aspx.

About data protection and security

The cloud Data Centers and Quest appliances have a Highly Available infrastructure and provide all the necessary protection
and security for your appliance. For more information about appliance security settings, see the configuration section of the
KACE SMA Administrator Guide: Accessing the Administrator Guide and online Help.

Using backup files

Backup files are used to restore your KACE as a Service appliance in the event of a data loss, or to preserve settings during
upgrades, and Quest automatically makes offboard copies of the most recent nightly backup file for disaster recovery.

You can access backup files using the Administrator Console. If the files become too large to download using HTTP, you can
access them using FTP. See Back up the appliance and enable FTP access. If network bandwidth is limited, consider using
file distribution to download large backup files. See About file distribution (packages) and Replication Shares.

Restoring any type of backup file destroys the data currently configured in the appliance server. Quest recommends that you
offload any backup files or data that you want to keep before you restore settings.

Configuring the appliance on the Internet

As with any web-server-based application, security best practices include limiting access to the KACE Systems Management
Appliance (SMA) from the Internet. Careful consideration and review of the environment are necessary to ensure security.
It is strongly recommended to consider firewalls, encryption, port access, roles, anti-virus, SSL, access control list,
disaster recovery, and review the following topic prior to configuring the SMA on the Internet: https://support.quest.com/
kb/267753/best-practices-for-securing-your-sma. At a minimum, if the KACE SMA is configured as internet/public facing,
only port 443 (HTTPS) traffic should be allowed inbound through a firewall to the KACE SMA for UI access and agent
communication traffic.

https://quest.com/company/contact-us.aspx
https://support.quest.com/kb/267753/best-practices-for-securing-your-sma
https://support.quest.com/kb/267753/best-practices-for-securing-your-sma
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For more information, visit https://support.quest.com/kb/111775/which-network-ports-and-urls-are-required-for-the-kace-
k1000-appliance-to-function-.

Back up the appliance and enable FTP access
You can enable Quest to copy daily and monthly backup files to a local high-speed storage area by enabling FTP access and
setting the FTP password to sepgetbxf as described in this section. FTP access requires a VPN connection.

1. In the Administrator Console, click Settings to go to the appliance Control Panel.

2. Click Security Settings.

The Security Settings page appears.

3. In the top section, specify the following settings:

Option Description

Enable backup via FTP Select this check box to enable FTP access to backup
files.

Make FTP writable Select this check box to use FTP to upload backup files.

New FTP user password Type the following password: sepgetbxf.

If the FTP user password is set, the backup server automatically copies daily and monthly backup files to a
local high-speed storage area. For more information about managing backups, see the maintenance section of
the KACE SMA Administrator Guide: Accessing the Administrator Guide and online Help.

Accessing the Administrator Guide and
online Help
For help using the Administrator Console, click the Help link in the top-right corner of the interface to open the context-
sensitive Help. To access the main Help system, click the links in context-sensitive Help topics.

Scheduling training
To help you begin using the appliance, Quest provides a training program called QuickStart. This program provides remote
assistance to help get your solution up and running quickly to begin provisioning, managing, securing and servicing your
network-connected devices.

https://support.quest.com/kb/111775/which-network-ports-and-urls-are-required-for-the-kace-k1000-appliance-to-function-
https://support.quest.com/kb/111775/which-network-ports-and-urls-are-required-for-the-kace-k1000-appliance-to-function-
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Knowledge Base articles

For additional information, go to the Quest Support Knowledge Base site, https://support.quest.com/systems-
management-appliance/kb .

• Network ports required by the appliance: https://support.quest.com/kb/111775

• Granting access to directories and files required for patching: https://support.quest.com/kb/111785

• Installing the KACE SMA Agent using Windows Group Policy: https://support.quest.com/kb/133776

• Working with backup files: https://support.quest.com/kb/111736

About us

We are more than just a name
We are on a quest to make your information technology work harder for you. That is why we build community-driven
software solutions that help you spend less time on IT administration and more time on business innovation. We help you
modernize your data center, get you to the cloud quicker and provide the expertise, security and accessibility you need to
grow your data-driven business. Combined with Quest’s invitation to the global community to be a part of its innovation,
and our firm commitment to ensuring customer satisfaction, we continue to deliver solutions that have a real impact on our
customers today and leave a legacy we are proud of. We are challenging the status quo by transforming into a new software
company. And as your partner, we work tirelessly to make sure your information technology is designed for you and by you.
This is our mission, and we are in this together. Welcome to a new Quest. You are invited to Join the Innovation.

Our brand, our vision. Together.
Our logo reflects our story: innovation, community and support. An important part of this story begins with the letter Q. It is
a perfect circle, representing our commitment to technological precision and strength. The space in the Q itself symbolizes
our need to add the missing piece — you — to the community, to the new Quest.

Contacting Quest
For sales or other inquiries, visit www.quest.com/company/contact-us.aspx or call 1-949-754-8000.

https://support.quest.com/systems-management-appliance/kb 
https://support.quest.com/systems-management-appliance/kb 
https://support.quest.com/kb/111775
https://support.quest.com/kb/111785
https://support.quest.com/kb/133776
https://support.quest.com/kb/111736
www.quest.com/company/contact-us.aspx
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Technical support resources
The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a day, 365
days a year. The Support Portal enables you to:

• Submit and manage a Service Request

• View Knowledge Base articles

• Sign up for product notifications

• Download software and technical documentation

• View how-to-videos

• Engage in community discussions

• Chat with support engineers online

• View services to assist you with your product.
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