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Introduction

About Password Propagation Service

Password Propagation Service is a component of Directory Sync that allows password synchronization in
environments without RC4 Encryption. Unlike the Legacy Password Monitor Service, which requires RC4
Encryption, Password Propagation Service simply copies the password from the source to the target.

When a password changes in the source, the password filter installed on every domain controller in the source
environment will capture the password and use the Password Propagation Service to set the password in the target
using LDAPS security.

Requirements

Security

« LDAPS must be configured for the source and target tenant Active Directory environments in scope for
password writeback. See Enable Lightweight Directory Access Protocol (LDAP) over Secure Sockets Layer
(SSL) - Windows Server from Microsoft for more information.

For Password Change Service

« Windows Server 2019, 2022 or 2025
¢ 4vCore, 16GB RAM

« An Administrator account to install and configure the Password Change Service. It must have access rights
to all source and target domains and objects that are in scope, for all users that require the password
propagation service.

« An account that has Full Write access to the target user objects in-scope for the password changes.
+ Windows Internet Information Server (11S) must be preconfigured with certificate provisioned.

e TLS 1.2 or higher

o .NET Framework 4.7.2

« Third-party anti-virus or threat prevention programs may block the execution of password tasks. These
programs may need to be uninstalled from both the Domain Controller and the server hosting Password
Propagation Service. Alternatively, all files related to the Password Filter must be properly whitelisted to
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ensure correct operation.

» C:\ProgramData\Quest\DS Password Change Service

For Password Filter

« Windows Server 2019, 2022 or 2025
« An Administrator account to install and configure the Password Change Service

« Must be installed on all domain controllers in the source environment. However, Read Only Domain
Controllers can be excluded.

« Third-party anti-virus or threat prevention programs may block the execution of password tasks. These
programs may need to be uninstalled from both the Domain Controller and the server hosting Password
Propagation Service. Alternatively, all files related to the Password Filter must be properly whitelisted to
ensure correct operation.

e C:\Program Files\Quest\DS Password Change Relay Service
e TLS 1.2 or higher
o .NET Framework 4.7.2

Network Ports

General requirements for On Demand Migration Directory Sync:

« Connecting to the Directory Sync web interface uses TCP port 443 (HTTPS).

» Agent connections are initiated by the agent and require port 443 access to Directory Sync SaaS
application.

« Agent connections to the DCs use ports 88, 135, 137-139, 389 (UDP), 445, 3268 and 49152-65535.
« Copying SIDHistory is an operation initiated by the agent and performed by the domain controllers.
» Source/Target Domain Controller FQDNs must be resolvable by each other.

« Open TCP ports 88, 135, 137-139, 389 (UDP), 445, 3268 and 49152-65535.
General requirements for Password Propagation Service:

o Port443is required for Password Filter, Password Change Service.

« Port636, 3269 is required for LDAPs. Please refer to Enable Lightweight Directory Access Protocol (LDAP)
over Secure Sockets Layer (SSL) - Windows Server | Microsoft Learn for LDAPSs requirement
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Installation and Configuration

Installing and configuring the Password Propagation Service requires the following actions:

1. Enabling the Password Propagation Service option on the Environment Passwords Setting page and
downloading the Password Propagation Service Download.

2. Installing the Password Change Service (Both Password Change Service and DS Password Change Web
Service components) on a dedicated server or on the Directory Sync Agent Server in the source
environment.

3. Configuring the Password Propagation Server for the target environment where the passwords will be
changed.

NOTE: The Password Propagation Service must be preconfigured with Windows Internet
Information Server (11S) with certificate provisioned.

4. Manually installing Password Filter on every Domain Controller in the source Active Directory forest.

Enabling and Downloading Password
Propagation Service

1. In On Demand Migration - Active Directory, select the source environment on the Environment page and
click Settings.

2. On the Settings page, click the Passwords tab.
3. Under Password Monitor, select the Password Propagation Service option.

® Password Propagation Service

Choose this option for enironment without Red Encryption and synchronize source user's password changes to the matching target users. This options requires
ord Filter Plugin configured

Password Propagation Service Download Select Version v

Password Propagation Authentication Token

i pagation authentic okens are client based, The same tok will be the same across all environme

Token = Created & Expiration %
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4. Next to Password Propagation Service Download, select a version from the drop-down list and
click Download.

i NOTE: You will need to enter the Password Propagation Authentication Token during configuration.

Installing Password Change Service

1. On the source environment, click the QuestPasswordPropagationService icon. The install wizard
appears.

QuestPasswor
dPropagation

Service

2. Click Next on the Welcome screen.
Quest DS Password Change Service - InstallShield Wizard X

Quest

Welcome to the installation wizard for Quest DS Password Change Service

This will install Quest DS Password Change Service version 20, 12. 1600 on your computer. To
continue, dick Next.

<o || [next>] | cance
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3. Read and accept the License Agreement. Click Next.

License Agreement

Quest DS Password Change Service - InstallShield Wizard

Please read the following license agreement carefully.

Quest

&
£

Software Transaction Agreement (For United States of America) »

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY
DOWNLOADING, INSTALLING OR USING THIS PRODUCT, YOU ACCEPT AND AGREE TO
THE TERMS AND CONDITIONS OF THIS AGREEMENT. FOR ORDERS PLACED OUT SIDE
THE UNITED STATES OF AMERICA, PLEASE GO TO
<https:iiquest.comflegalista.aspx> TO VIEW THE APPLICABLE VERSION OF THIS
AGREEMENT FOR YOUR COUNTRY OR REGION. IF YOU DO NOT AGREE TO THE TERMS
AND CONDITIONS OF THIS MENT OR THE APPLICABLE VERSION OF THIS
AGREEMENT FOR YOUR C RY OR REGION, DO NOT DOWNLOAD, INSTALL OR USE
THIS PRODUCT. IF YOU HAVE A SIGNED AGREEMENT WITH PROVIDER THAT IS
SPECIFICALLY REFERENCED IN AN ORDER THAT IS EXECUTED BETWEEN YOU AND
PROVIDER, THEN THAT SIGNED AGREEMENT WILL SUPERSEDE THIS AGREEMENT.

This Software Transaction Agreement (the “Agreement) is made between you, the
Customer (*Customer” or *You") and the Provider, as defined below.

1. Definitions. Capitalized terms not defined in context shal have the meanings A

" Iread, understand, and accept the terms of the Software Transaction Brnt

' 1do not accept the terms of the Software Transaction Agreement

—‘NHW’_W,_

4. Check the DS Password Change Service and DS Password Change WebService features and click

Next. Both features are required.
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Quest DS Password Change Service - InstaliShield Wizard X
Select Features
Select the features setup will install,

Select the features you want to install, and deselect the features you do not want to install.

Quest

Change Service 2 MB Description

f~] DS Password Change Web: 65MB

Space Requiredon C:
Space Avaiable on C:

68 MB
105148 MB

— <Back H Next > T R | — | |

5. Enter a security passphrase for communicating with Password Propagation Services installed on other

computers. This phrase must match the phrase used to install the Password Filter. The passphrase must be
at least 15 characters long. Click Next.
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Quest DS Password Change Service - InstallShield Wizard X

Enter passphrase to use with “Quest Password Propagation Services™

Store this phrase in a secure place for future reference.
Pbmu“amwmfumrmwﬁm Quest Password

= Propagation
Services" inst wputers. This phiase must match the phrase used to install the
Quest =
Note: Tl'lepaxspl'lasewiheabmlﬁ characters in length

Passphrase

° Re-Enter Passphrase

e — < Back H - —vl

6. Enter the Access Token found on the Environment Passwords Settings page. Click Next.
Quest DS Password Change Service - InstallShield Wizard x
Enter Access Token

Entes the access token copied from ODMAD

Quest
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7. Selectorinstall the SSL certificate to use to securely access the QDSPwChange site. The default port is 443
and can be changed if needed. Click Next.
Note: The SSL certificate can be preconfigured. See Internet Information Services (IIS) Server Certificate
Installation Instructions at Microsoft for more information.

Quest DS Password Change Service - InstallShield Wizard X

Select SSL cert to associate with QDSPwChange web site.

The Centificate will be used to secure access to the QDSPwChange site
‘You can also change the port used for SSL binding on this site

Quest

[~ Configure Manually After Installation

[T Select Existing Certificate

[ Install New Certificate

Certiicate File:
Certiicate Password: Bromes
Pok

— <Back H - [ Cancel | |
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8. Click Install.
Quest DS Password Change Service - InstallShield Wizard x

Ready to Install the Program
The wizard is ready to begin installation,

Click Install to begin the installation.

Q U eSt 8 you werk 1o i o hangs sy of your bwiskelion ssligs, Ak k. Ok Gl o et

e

A — <Back Hﬁ_— — F

9. Click Finish on the Complete screen.
Quest DS Password Change Service - InstallShield Wizard

InstaliShield Wizard Complete

QUESTE o mmssctsr st mmeione oo

Finish to exit the wizard.
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Configuring Password Propagation
Server

Use the Password Change WebService to configure the target environment where the passwords will be changed.

1. Click the DS Password Change WebService icon. The Password Propagation Server Configuration page
opens.

2. On the Environment Configuration page, click Add Forest.

Quest Password Propagation Server Configuration

Environment Configuration Page

© 2024 - Quest Password Propagation Server Configuration

3. Entera Target Forest Name and Default Credential. Click Save.

Quest Password Propagation Server Configuration

Please provide the Forest Domain and Default Credential details

Name

Forest

Default Credential

sysadm@mc 1 5root. power365.cloud

—

© 2024 - Quest Password Propagation Server Configuration
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4. Click Add Domain to add one or more Active Directory domains to the forest.

Please provide the Forest Domain and Default Credential details

Name

Default Credential

sysadm@mc |1 Sroot power365.cloud

© 2024 - Quest Password Propagation Server Configuration

5. Enter the Domain Name and optional Credential. If left blank, the forest credentials will be used. Enter the
Global Catalog name.

Forest: 15
Domain

Domain

Credential (Optional)
The default is to use the forest credentials provided. If domain specific credentials are supplied those will be used.

sysadm@mc135root.power365.cloud

Global Catalog

EIHEI a server name
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6. Click Select Domain Controller and then click Select next to the Domain Controller you wish to use.
Global Catalog

7.

8.
9.

MC15Roo0t-DC mc15ro0ot power363

Domain Controllers
Name FQDN
MC15Ro0t-DC ~15Root-DC mc15root power365.cloud
MC15Child-DC MC15Child-DC mc15child mc15root. power365.cloud

MC15Child-DC2 15Chald-DC2 mec1 5child me15root power. loud

© 2024 - Quest Password Propagation Server Configuration

Domain
mc15root power365 cloud
ild mc15root pow

mcl5child mc151o0t power36:

To configure the LDAPS Certificates, click either Add Certificate Thumbprint to add the thumbprint or click
Load Certificate from Domain Controller to retrieve the thumbprint from the Domain Controller.

Global Catalog

MC15Root-DC.mc15root.pow

Selected Domain Controller: MC15Root-DC mc15root power365.cloud

LDAPS Certificates

No Certificates

© 2024 - Quest Password Propagation Server Configuration

DIL 1 JRO0L-LA INC 1 JT00LPOWET I0) CI0UG

Selected Domain Controller: MC15Root-DC.mc15ro0t. power365.cloud

LDAPS Certificates

No Centificates

Please provide the Thumbprint you would like to pin

Click Save.

i NOTE: See How to: Retrieve the Thumbprint of a Certificate at Microsoft for more information.

To add additional domains, return to the Forest page and click Add Domain.
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Installing Password Filter

The Password Filter is installed on every Domain Controller in the source. The filter detects password changes in
the source and sends the password information to the Change Service to set in the target.

1. In On Demand Migration — Active Directory, select the source environment on the Environment page and
click Settings.

2. On the Settings page, click the Passwords tab.

3. Under the Password section, download the Password Filter Plugin option.

GENERAL PASSWORDS ©
AGENTS Password Filter Plugin
DOMAIN Select a version of the Password Filter Plugin to download © ATEST) -
CONTROLLERS
Password Monitor
ORGANIZATIONAL
UNITS

4. On the Domain Controller, click the QuestDirectorySyncPasswordFilter icon. The install wizard appears.

QuestDirector
ySyncPasswor
dFilter
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5. Click Next on the Welcome screen.

"M Quest Directory Sync Password Filter - InstallShield Wizard et
Welcome to the InstallShield Wizard for Quest

. 93'-. eS‘t Directory Sync Password Filter

The InstallShield(R) Wizard will install Quest Directory Sync
Password Filter an your computer, To continue, dick Mext,

WARNIMG: This program is protected by copyright law and
international treaties,

6. Read and accept the License Agreement. Click Next.

"M Quest Directory Sync Password Filter - InstallShield Wizard >

License Agreement

Please read the following license agreement carefully, - 9 ! u eS l

Software Transaction Agreement (For United States of America)

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY
DOWNLOADING, INSTALLING OR USING THIS PRODUCT, YOU ACCEPT AND AGREE TO
THE TERMS AND CONDITIONS OF THIS AGREEMENT. FOR ORDERS PLACED OUT SIDE
THE UNITED STATES OF AMERICA, PLEASE GO TO =https:iiguest.com/legalista.aspx>
TO VIEW THE APPLICABLE VERSION OF THIS AGREEMENT FOR YOUR COUNTRY OR
REGION. IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT
OR THE APPLICABLE VERSION OF THIS AGREEMENT FOR YOUR COUNTRY OR REGION,
00 HOT DOVWMNLOAD, INSTALL OR USE THIS PRODUCT. IF YOU HAVE A SIGNED

ACDEFEFRAFMNT W&NTH DOOWINFD THAT IC CORCIFNT AL LY DEFFDFMTEMIK AN ADNFD THAT

oI read, understand, and accept the terms of the Software Transaction Print
Agreement

()1 do not accept the terms of the Software Transaction Agreement

Installshield
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7. Select Filter and ChangeService. Then click Next.

M Quest Directory Sync Password Filter - InstallShield Wizard et

Custom Setup

Select the program features you want installed. " 9 ! u eS l

Click on an icon in the list below to change how a feature is installed.

Feature Description

- =~ | Filter .

= - | [ ——— In_s13|| pas_swnrd relay service an
2 this Domain Controller to relay

password changes to the Quest
Password Propagation Server

This feature requires 1348KE on
your hard drive.

Install to:
C:'Program Files\Quest), Change...

Installshield

Help Space < Back Cancel

8. Enter a security passphrase for communicating with Password Propagation Services installed on other
computers. This passphrase must match the passphrase used to install the Change Service. The
passphrase must be at least 15 characters long. You can preserve the existing passphrase already
configured on the machine. Click Next.
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"M Quest Directory Sync Password Filter - InstallShield Wizard x

Quest Propagation Service URL

Enter a passphrase to secure access ’ ﬂu est

Store this phrase in a secure place for future reference.

You will need this phrase for Directory Sync Installations that communicate with Password Copy or
Password Propagation Service,

The passphrase must be at least 15 characters in length
[:] Preserve Existing Passphrase
Passphrase

Re-Enter Passphrase

Installshield

9. On the Quest Propagation Service URL page, enter the FQDN of the server running the Quest DS

Password Change Service or leave the field blank if you have a DNS SRV record for"_qgdspwchange".
Click Next.
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"M Quest Directory Sync Password Filter - InstallShield Wizard et

Quest Propagation Service URL

Enter a passphrase to secure access = 9 ! u eSt

Service location:

Leave blank if you have a DMS SRV record for *_gdspwchange® or are only
installing the filter component.

Otherwise enter the FQDM of the server running the "Quest DS Password
Change Service™

Record Name, URL, or blank for autodiscover

AppSrv 1. daystram.local

InstallShield
10. Click Install.
"M Quest Directory Sync Password Filter - InstallShield Wizard X

Ready to Install the Program
The wizard is ready to beqin installation. " 9 ! u est

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

< Back Install Cancel

Quest® Directory Sync Pro 20.11.6 Password Propagation Service User Guide
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11. Click Finish.
"M Quest Directory Sync Password Filter - InstallShield Wizard >

uest

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Quest
Directory Sync Password Filter. Click Finish to exit the wizard.

[C] show the Windows Installer log

m
]
[l
(]
1]
m

12. Click Yes to restart the computer.

"M Quest Directory Sync Password Filter Installer Information

You must restart your system for the configuration
changes made to Quest Directory Sync Password Filter
to take effect. Clidk Yes to restart now or Mo if you
plan to restart later.

13. Repeat the install process on all other Domain Controllers in the source. Installation must be configured
manually on all Domain Controllers.

Silent Install

The Password Filter supports silent installation using msiexec commands, which is suitable for large-scale
deployments. Refer to the parameter definitions below for installing the filter via the command line.

Parameter Description
/i Specifies the Password Filter installer file name.
lq Specifies quiet (silent) mode. Must be used with the additional parameters below to
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Parameter Description

define product-specific settings.

CMD_PP= Specifies the security passphrase used for communication with the Password
Propagation Service installed on other computers. This phrase must match the one
used to install the Change Service, and must be at least 15 characters long.

CMD_SERVICE=1 Includes the Password Change Service during installation. Required to support
Password Propagation.

CMD_FILTER=1 Includes the Password Filter during installation.

CMD_ENDPOINT= Specifies the FQDN of the server running the Quest DS Password Change Service.

Example

The command below installs the Password Filter and Change Service, using AppSrv1.daystrom.local as the
Password Propagation Service server:

msiexec /i "QuestDirectorySyncPasswordFilter.msi" /q CMD_PP="PasswordlPasswordl" CMD_
SERVICE=1 CMD_FILTER=1 CMD_ENDPOINT="AppSrvl.daystrom.local" /1l*vx ".\GPOClean_
AllSwitches.log"

Configuring Password Propagation Bi-
Directional Support

Password Propagation Service now supports bi-directional password synchronization. To prevent synchronization
loops, the service validates password changes against the Active Directory (AD) password policy. For example,
when a user changes their password in the source Active Directory and the Password Propagation Service
synchronizes the change to the target Active Directory, the password change in the target AD is not synchronized
back to the source Active Directory, as doing so would violate the source AD password history policy.

To enable bi-directional synchronization with password policy validation:

1. Click the DS Password Change WebService icon. The Password Propagation Server Configuration page
opens.

2. Click the hamburger icon on the top left, and then click Settings.
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3. Select the Enable Bi-Directional Password Sync option and click Save.

Cluest Pasiword Proga gation Server Configurateor

Settings

# Erable Bi-Dwecnional Paisword Sy

4. After enabling the Bi-Directional Password Sync option, the source forest will also be considered a target
for writing back password changes in the target forest to the source forest. Please refer to the topics
about installing the Password Filter and configuring the Password Propagation Service for target and
source Forests.

a. Source Forest must be added to the Environments Configuration page similar to how the Target
Forest was added.

b. Password Filter must be installed on all Domain Controllers in both the Source and Target
environments.

NOTE: LDAPS must be enabled for the Source Forest as well. Please refer to this Microsoft Document on
how to configure LDAPS: Enable Lightweight Directory Access Protocol (LDAP) over Secure Sockets Layer
(SSL) - Windows Server | Microsoft Learn

View Logs

Password change logs in CSV format are available in the source directory at ProgramData > Quest > DS Password
Change Service > PsChangeAuditxxxxxxxx.csv.
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Frequently Asked Questions

How do | configure an SRV record for the Password Change Service FQDN?

Please review the MS link on how to create an SRV record in General. Also, we provided the below step by step
instructions for your reference.

1.
2.
3.

Log on to the DNS server and open the DNS Manager
Open DNS and choose the zone to create the SRV record for (Current domain, forward lookup zone).

From the Context menu, select Other New Records..., navigate to Service Location (SRV), and choose
Create Record.

Fill in the form (shown in the following figure), specifying “_qdspwchange* to the Service: input box.

« Enter an FQDN of the host computer (for example, Server1.contoso.com) to the Host offering the
Password Change Service.

o Select _http (_https) in the Protocol: field.
o Select 443 in the Port number: input box.

How do | configure LDAPS?

Microsoft provides an article on how to enable Lightweight Directory Access Protocol (LDAP) over Secure Sockets
Layer (SSL) with a third-party certification authority: https://learn.microsoft.com/en-us/troubleshoot/windows-
server/active-directory/enable-ldap-over-ssl-3rd-certification-authority.

How can | confirm the IIS Server is configured with all the required
components?

Ensure the required components are configured by using the PowerShell commands on the Windows Server.

Enable-WindowsOptionalFeature -Online -FeatureName IIS-ApplicationDevelopment

Enable-WindowsOptionalFeature -Online -FeatureName NetFx4Extended-ASPNET45

Enable-WindowsOptionalFeature -Online -FeatureName IIS-NetFxExtensibility45
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Enable-WindowsOptionalFeature -Online -FeatureName IIS-ISAPIFilter

Enable-WindowsOptionalFeature -Online -FeatureName IIS-ISAPIExtensions

Enable-WindowsOptionalFeature -Online -FeatureName IIS-ASPNET45

How do | preconfigure the SSL Certificate?

Microsoft provides instructions on how to install an IIS server certificate: https://learn.microsoft.com/en-
us/dotnet/framework/wcf/samples/iis-server-certificate-installation-instructions.

How do I find a certificate’s thumbprint?

Microsoft provides a how-to article on how to retrieve the thumbprint of a certificate: https://learn.microsoft.com/en-
us/dotnet/framework/wcf/feature-details/how-to-retrieve-the-thumbprint-of-a-certificate.

Do Passwords pass through On Demand Migration servers?

Password Propagation Service syncs directly from the source Active Directory to the target Active Directory without
transmitting passwords to On Demand Migration. User mapping data captured by the On Demand Migration
Directory Sync Service is used solely to map the source and target user objects and Active Directory to facilitate the
synchronization of passwords.

Can | enable Legacy/Modern Password Copy while using Password
Propagation Service?

Password Propagation Service provides password synchronization functions for environments that have RC4
encryption disabled. Legacy and Modern Password can copy passwords, but it can only copy NTLM or RC4
Password Hash. For this reason, if the environment has RC4 disabled, we cannot enable both Password Copy and
Password Propagation Service at the same time. Password copy can be enabled to copy the NTLM/RC4
passwords, but once RC4 is disabled in the environment, Password Propagation Service should be used instead.

How can | trigger passwords to be synced to the target user when using
Password Propagation Service?

Unlike Password Copy (Legacy and Modern) which will copy the Password Hash to the target user object,
Password Propagation will set the password to the target object when the password is changed in the source.
Therefore, passwords can only be synced/set in the target if the source user password was changed by either the
end user or the administrator.
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Do | need to add all domain controllers from my target Active Directory in the
Password Change Service Environment setting on my local server?

No, you do not need to add all domain controllers in your target Active Directory. Only one domain controller per
domain is needed.

How do | verify if my Password Propagation Service server has access to my
target Active Directory and prerequisites are met?

Before the Password Propagation Service (PPS) can accept password changes from the source Active Directory
and apply them to the target Active Directory, all requirements outlined in the Requirements section of this
document must be met. To validate these requirements, use the sample PowerShell validation script provided
below as a reference. The script checks the following configuration items: Connectivity to both the source and target
Active Directory Target Active Directory LDAPS configuration Target Active Directory LDAPS SSL certificate
expiration date SRV record for the Password Change Service.

.\Validate-PasswordPropagationServicePrereqs.psl -SourceForest "source.contoso.com" -
TargetForest "target.contoso.com" -TargetDomainController "DCO1.target.contoso.com"

The Validate-PasswordPropagationServicePrereqs.ps1 script is provided as a sample reference only. Please
review the results manually to confirm accuracy before proceeding.

Output Results
The sample results shown below can be used as reference for cross-checking.

Total results captured: 8
[PASS] Source Forest Connectivity: Successfully connected to section3l.local

[PASS] Source Domain Controllers: Unable to retrieve domain controllers from
source forest

[PASS] Target DC Connectivity: Successfully connected to Daystrom-DC.daystrom.local

[PASS] Target LDAPS Connectivity: LDAPS port 636 is responding on Daystrom-
DC.daystrom.local

[PASS] Target SSL Certificate: SSL certificate valid. Thumbprint:
E19E944999C432ASDFSDEGH6AT739AD662756746

[FAIL] SRV Record ( gdspwchange): SRV record gdspwchange. https.
tcp.daystrom.local not found in DNS. Create the SRV record pointing to Daystrom-
DC.daystrom.local on port 443.

[WARNING] RC4 Encryption Status: Unable to definitively determine RC4 status from
KDC policies. Manual verification recommended. Manually verify RC4 is disabled in
your environment.

[FAIL] Validation Summary: Validation complete. Overall status: FAIL
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Appendix

Validate-PasswordPropagationServicePrereqs.ps1

#region Header
<#
.SYNOPSIS
Validates prerequisites for Active Directory Password Propagation Service
implementation

.DESCRIPTION

This script validates all prerequisites for implementing Quest Software's Password
Propagation Service

across source and target Active Directory environments. It checks for LDAPS
configuration, SSL certificates,

SRV records, domain controller connectivity, and other required components.

.PARAMETER SourceForest
The source Active Directory forest FQDN (e.g., source.contoso.com)

.PARAMETER TargetForest
The target Active Directory forest FQDN (e.g., target.contoso.com)

.PARAMETER TargetDomainController
The FQDN of the target domain controller to validate (e.g.,
DCO1.target.contoso.com)

.EXAMPLE
.\Validate-PasswordPropagationServicePrereqs.psl -SourceForest "source.contoso.com'
-TargetForest "target.contoso.com" -TargetDomainController "DCO1l.target.contoso.com"

.NOTES

This script is provided as a sample reference only. Please review the results manually
to confirm accuracy before proceeding.

#>

#tendregion

param(
[Parameter(Mandatory=$true)]
[string]$SourceForest,

[Parameter(Mandatory=$true)]
[string]$TargetForest,

[Parameter(Mandatory=$true) ]
[string]$TargetDomainController

)

#region Variables
$ErrorActionPreference = "Continue"
$WarningPreference = "SilentlyContinue"
$validationResults = @()

Quest® Directory Sync Pro 20.11.6 Password Propagation Service User Guide
Appendix



$overallStatus = "PASS"
$ldapsPort = 636
$httpsPort = 443

#endregion
#region Functions

function Write-ValidationResult {
param(
[string]$Component,
[string]$Status,
[string]$Message,
[string]$Severity = "INFO"
)

$result = [PSCustomObject]@{
Component = $Component
Status = $Status
Message = $Message
Severity = $Severity
Timestamp = Get-Date -Format "yyyy-MM-dd HH:mm:ss"

b
$script:validationResults += $result

# Update overall status (use script scope so it persists)

if ($Status -eq "FAIL" -and $script:overallStatus -ne "FAIL") {
$script:overallStatus = "FAIL"

}

elseif ($Status -eq "WARNING" -and $script:overallStatus -eq "PASS") {
$script:overallStatus = "WARNING"

}

Write-Host "[$Status] $Component - $Message" -ForegroundColor $(
switch ($Status) {
"PASS" { "Green" }
"FAIL" { "Red" }
"WARNING" { "Yellow" }
default { "White" }

}
)
}
function Test-DCConnectivity {
param(
[string]$DomainController,
[string]$Forest
)
try {

$null = Get-ADDomainController -Identity $DomainController -Server $Forest -
ErrorAction Stop
return $true
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}
catch {
return $false
b
}

function Test-LDAPSConnectivity {
param(
[string]$DomainController,
[int]$Port = 636
)

try {
$tcpClient = New-Object System.Net.Sockets.TcpClient

$tcpClient.Connect($DomainController, $Port)
if ($tcpClient.Connected) {
$tcpClient.Close()
return $true

}

return $false
¥
catch {
return $false
}
}

function Get-DomainControllers {
param(
[string]$Forest

)

try {
$dcs = Get-ADDomainController -Filter * -Server $Forest -ErrorAction Stop

return $dcs

}
catch {

return $null
b

}

function Get-DomainControllerCertificate {
param(
[string]$DomainController,
[int]$Port = 636

)

$certificate = $null
$certDetails = @{}
try {

# Create TCP connection
$tcpClient = New-Object System.Net.Sockets.TcpClient
$tcpClient.Connect($DomainController, $Port)
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# Create SSL stream with certificate validation callback that accepts all certs
$callback = {

param($sender, $cert, $chain, $errors)

# Log any SSL errors but accept the certificate anyway for inspection

if ($errors -ne [System.Net.Security.SslPolicyErrors]::None) {

Write-Verbose "SSL Certificate validation errors: $errors”
}
return $true # Accept all certificates (we're just inspecting them)

}

$sslStream = New-Object System.Net.Security.SslStream(
$tcpClient.GetStream(),
$false,
[System.Net.Security.RemoteCertificateValidationCallback]$callback
)

# Authenticate and get certificate - use the DC hostname for the auth
try {
$sslStream.AuthenticateAsClient($DomainController)
}
catch {
# If standard auth fails, try without hostname validation
Write-Verbose "Standard SSL auth failed for $DomainController, attempting
alternative method: $_"
# Close and reconnect with more lenient settings
$sslStream.Dispose()
$tcpClient.Close()

# Try again with a fresh connection
$tcpClient = New-Object System.Net.Sockets.TcpClient
$tcpClient.Connect($DomainController, $Port)

$sslStream = New-Object System.Net.Security.SslStream(
$tcpClient.GetStream(),
$false,
$callback

)

# This time just initiate the handshake
$sslStream.AuthenticateAsClient($DomainController)
}

$remoteCert = $sslStream.RemoteCertificate

if ($remoteCert) {
$cert = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2($remoteCert)

if ($cert.Thumbprint) {
$certDetails = @{
Thumbprint = $cert.Thumbprint
Subject = $cert.Subject
Issuer = $cert.Issuer
NotBefore = $cert.NotBefore
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NotAfter = $cert.NotAfter

Isvalid = $cert.Verify()

DaysUntilExpiry = [math]::Ceiling(($cert.NotAfter - (Get-
Date)).TotalDays)
$cert.HasPrivateKey

HasPrivateKey =
= $cert

Certificate
}
}

else {
Write-Verbose "Certificate retrieved but has no thumbprint from
$DomainController"

}
}
else {

Write-Verbose "No remote certificate returned from $DomainController”
}

$ssl1Stream.Dispose()
$tcpClient.Close()

return $certDetails
}
catch {
Write-Verbose "Error retrieving certificate from ${DomainController}:
$($_.Exception.GetType().Name): $($_.Exception.Message)"
return $null
}
}

function Test-SSLCertificateOnDC {
param(
[string]$DomainController

)

$certInfo = Get-DomainControllerCertificate -DomainController $DomainController -
Port 636

if ($certInfo -and $certInfo.Thumbprint) {
return $true

}

return $false

}

function Get-CertificateThumbprint {
param(
[string]$DomainController

)

$certInfo = Get-DomainControllerCertificate -DomainController $DomainController -
Port 636

if ($certInfo -and $certInfo.Thumbprint) {
return $certInfo
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}

return $null

}
function Test-DNSSRVRecord {
param(
[string]$TargetDomain,
[string]$ServiceName = " _gdspwchange”
)
try {
$srvRecord = "$ServiceName._https. tcp.$TargetDomain™
$dnsResult = Resolve-DnsName -Name $srvRecord -Type SRV -ErrorAction Stop
return $dnsResult
}
catch {
return $null
}

}

function Test-RC4Disabled {
param(

try

[string]$DomainController,
[string]$TargetForest

Check the KDC configuration for RC4 restrictions
The attribute msDS-SupportedEncryptionTypes controls this

HOH HHHEH HE~A

Bit 1 = DES-CBC-CRC (@x1)

Bit 2 = DES-CBC-MD5 (@x2)

Bit 3 = RC4-HMAC (@x4)

Bit 4 = AES128-CTS-HMAC-SHA1-96 (0x8)
Bit 5 = AES256-CTS-HMAC-SHA1-96 (0x10)

# Query the KDC object which holds encryption policy

try {
$kdcPolicy = Get-ADObject -Filter {cn -eq "KDC"} -Server $TargetForest -

Properties "msDS-SupportedEncryptionTypes" -ErrorAction Stop

if ($kdcPolicy -and $kdcPolicy."msDS-SupportedEncryptionTypes") {
$encryptionTypes = $kdcPolicy. "msDS-SupportedEncryptionTypes”

# Check if RC4 (©x4) is enabled
$hasRC4 = ($encryptionTypes -band 4) -eq 4

if ($hasRrc4) {
return @{
RC4Disabled = $false
EncryptionTypes = $encryptionTypes
Details = "RC4 (0x4) is enabled in KDC encryption types:

$encryptionTypes"”
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}

else {
return @{
RC4Disabled = $true
EncryptionTypes = $encryptionTypes
Details = "RC4 is disabled in KDC encryption types:
$encryptionTypes”
}
}
}
}
catch {
# KDC object might not be found, try domain GPO checking
Write-Verbose "KDC object check failed, attempting domain policy check: $_"
}

# Alternative check: Look at domain functional level and default policies
$domain = Get-ADDomain -Server $TargetForest -ErrorAction Stop

# Query for restrictive encryption policy via group policy

# Check for FGPP (Fine Grained Password Policy) or domain-wide settings

$restrictedPolicy = Get-ADObject -Filter "objectClass -eq 'msDS-
AuthenticationPolicySilo'" -Server $TargetForest -ErrorAction SilentlyContinue

# If we can't determine definitively, return null to indicate uncertain

return @{
RC4Disabled = $null
EncryptionTypes = "Unknown"

Details = "Unable to definitively determine RC4 status from KDC policies.
Manual verification recommended."

}
}
catch {
return @{
RC4Disabled = $null
EncryptionTypes = "Error"
Details = "Error querying encryption policy: $($_.Exception.Message)"
}
}

}

function Get-TargetDomain {
param(
[string]$DomainController

)

$parts = $DomainController.Split('.")
return ($parts | Select-Object -Skip 1) -join

}

#endregion

#region Main Validation Logic
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Write-Host " n=== Password Propagation Service Prerequisites Validation ===" -
ForegroundColor Cyan

Write-Host "Source Forest: $SourceForest" -ForegroundColor Cyan

Write-Host "Target Forest: $TargetForest" -ForegroundColor Cyan

Write-Host "Target DC: $TargetDomainController" -ForegroundColor Cyan
Write-Host ""n"

Write-Host "=== SOURCE ENVIRONMENT VALIDATION ===" -ForegroundColor Yellow

# Check source forest connectivity
Write-Host "'n[1/8] Validating source forest connectivity..."
try {
$sourceForest = Get-ADForest -Identity $SourceForest -ErrorAction Stop
Write-ValidationResult -Component "Source Forest Connectivity" -Status "PASS" -
Message "Successfully connected to $SourceForest"
}
catch {
Write-ValidationResult -Component "Source Forest Connectivity" -Status "FAIL" -
Message "Unable to connect to source forest $SourceForest. Verify credentials and
forest FQDN. Error: $($_.Exception.Message)"

}

# Check source domain controllers
Write-Host "'n[2/8] Validating source domain controllers..."
try {
$sourceDCs = Get-DomainControllers -Forest $SourceForest
if ($sourceDCs -and $sourceDCs.Count -gt 0) {
Write-ValidationResult -Component "Source Domain Controllers" -Status "PASS"
Message "Found $($sourceDCs.Count) domain controller(s) in source forest"

foreach ($dc in $sourceDCs) {
Write-Host " - $($dc.Name)" -ForegroundColor Gray
}
}
else {
Write-ValidationResult -Component "Source Domain Controllers" -Status "FAIL"
Message "Unable to retrieve domain controllers from source forest”

}
}
catch {

Write-ValidationResult -Component "Source Domain Controllers" -Status "FAIL" -
Message "Error retrieving source domain controllers: $($_.Exception.Message)"

Write-Host " n=== TARGET ENVIRONMENT VALIDATION ===" -ForegroundColor Yellow

# Check target domain controller connectivity
Write-Host "'n[3/8] Validating target domain controller connectivity..."

try {
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if (Test-DCConnectivity -DomainController $TargetDomainController -Forest
$TargetForest) {
Write-ValidationResult -Component "Target DC Connectivity" -Status "PASS" -
Message "Successfully connected to $TargetDomainController”
}
else {
Write-ValidationResult -Component "Target DC Connectivity" -Status "FAIL" -
Message "Unable to connect to target DC $TargetDomainController. Verify it exists and
is online."
}
}
catch {
Write-ValidationResult -Component "Target DC Connectivity" -Status "FAIL" -Message
"Error connecting to target DC: $($_.Exception.Message)"

}

# Check LDAPS on target DC
Write-Host ""n[4/8] Validating LDAPS connectivity on target DC..."
try {
$1ldapsConnected = Test-LDAPSConnectivity -DomainController $TargetDomainController
-Port $ldapsPort
if ($ldapsConnected) {
Write-ValidationResult -Component "Target LDAPS Connectivity" -Status "PASS" -
Message "LDAPS port 636 is responding on $TargetDomainController"
}
else {
Write-ValidationResult -Component "Target LDAPS Connectivity" -Status "FAIL" -
Message "LDAPS port 636 is not responding on $TargetDomainController. Verify LDAPS is
enabled and firewall allows port 636."
}
}
catch {
Write-ValidationResult -Component "Target LDAPS Connectivity" -Status "FAIL" -
Message "Error testing LDAPS connectivity: $($_.Exception.Message)"

}

# Check SSL certificate on target DC
Write-Host ""n[5/8] Validating SSL certificate on target DC..."

try {
$certDetails = Get-CertificateThumbprint -DomainController $TargetDomainController

if ($certDetails -and $certDetails.Thumbprint) {
$thumbprint = $certDetails.Thumbprint
$subject = $certDetails.Subject
$issuer = $certDetails.Issuer
$notAfter = $certDetails.NotAfter
$daysUntilExpiry = $certDetails.DaysUntilExpiry
$isvalid = $certDetails.IsVvalid

Write-Host " - Subject: $subject" -ForegroundColor Gray

Write-Host " - Issuer: $issuer" -ForegroundColor Gray

Write-Host " - Thumbprint: $thumbprint" -ForegroundColor Gray

Write-Host " - Expires: $notAfter (in $daysUntilExpiry days)" -ForegroundColor

Gray
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Write-Host " - Valid: $isvalid" -ForegroundColor Gray

# Check if certificate is expiring soon (less than 30 days)
if ($daysUntilExpiry -1t 30 -and $daysUntilExpiry -gt 0) {
Write-ValidationResult -Component "Target SSL Certificate" -Status
"WARNING" -Message "SSL certificate found but expires in $daysUntilExpiry days.
Thumbprint: $thumbprint”
}
elseif ($daysUntilExpiry -le 0) {
Write-ValidationResult -Component "Target SSL Certificate" -Status "FAIL" -
Message "SSL certificate has expired. Thumbprint: $thumbprint. Renew immediately."
}
else {
Write-ValidationResult -Component "Target SSL Certificate" -Status "PASS" -
Message "SSL certificate valid. Thumbprint: $thumbprint”

}
}
else {
# Certificate retrieval failed - provide diagnostics
Write-Host " - Note: LDAPS port is responding but certificate retrieval
failed." -ForegroundColor Yellow
Write-Host " - This may indicate: self-signed cert, cert validation issues, or

LDAP (not LDAPS) on port 636." -ForegroundColor Yellow
Write-ValidationResult -Component "Target SSL Certificate" -Status "FAIL" -

Message "Unable to retrieve SSL certificate from $TargetDomainController even though
LDAPS port 636 is responding. Verify LDAPS is properly configured with a valid
certificate. Check: 1) Certificate installed on DC 2) LDAPS enabled in AD 3)
Certificate doesn't have validation errors.”

}
}
catch {

Write-ValidationResult -Component "Target SSL Certificate" -Status "FAIL" -Message
"Error retrieving SSL certificate: $($_.Exception.Message). Verify LDAPS is properly
configured on $TargetDomainController"

}

# Check SRV record
Write-Host ""n[6/8] Validating SRV record for Password Change Service..."
try {
$targetDomain = Get-TargetDomain -DomainController $TargetDomainController
$srvRecord = Test-DNSSRVRecord -TargetDomain $targetDomain -ServiceName "
gdspwchange"

if ($srvRecord) {
Write-ValidationResult -Component "SRV Record (_gdspwchange)" -Status "PASS" -
Message "SRV record found in DNS for $targetDomain”
foreach ($record in $srvRecord) {

Write-Host " - Target: $($record.NameTarget) | Port: $($record.Port)" -
ForegroundColor Gray
}
}
else {

Write-ValidationResult -Component "SRV Record (_gdspwchange)" -Status "FAIL" -
Message "SRV record _qgdspwchange._https._tcp.$targetDomain not found in DNS. Create the
SRV record pointing to $TargetDomainController on port 443."
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}

}
catch {

Write-ValidationResult -Component "SRV Record (_gdspwchange)" -Status "FAIL" -
Message "Error checking SRV record: $($_.Exception.Message)"

}

# Check RC4 encryption status
Write-Host ""n[7/8] Checking RC4 encryption status in target forest..."
try {
$rcaStatus = Test-RC4Disabled -DomainController $TargetDomainController -
TargetForest $TargetForest

if ($rcasStatus.RC4Disabled -eq $true) {
Write-Host " - RC4 is disabled" -ForegroundColor Gray
Write-Host " - Encryption types: $($rc4Status.EncryptionTypes)" -
ForegroundColor Gray
Write-ValidationResult -Component "RC4 Encryption Status" -Status "PASS" -
Message "RC4 encryption is disabled (as required). Encryption types:
$($rcaStatus.EncryptionTypes)”

}

elseif ($rc4Status.RC4Disabled -eq $false) {
Write-Host " - RC4 is ENABLED" -ForegroundColor Yellow
Write-Host " - Encryption types: $($rc4Status.EncryptionTypes)" -

ForegroundColor Yellow

Write-ValidationResult -Component "RC4 Encryption Status" -Status "FAIL" -
Message "RC4 encryption is enabled. Password Propagation Service requires RC4 to be
disabled. Encryption types: $($rcaStatus.EncryptionTypes). Disable RC4 via KDC
policies."

}

else {
Write-Host " - Status: Unable to determine” -ForegroundColor Yellow
Write-Host " - Details: $($rc4Status.Details)" -ForegroundColor Yellow

Write-ValidationResult -Component "RC4 Encryption Status" -Status "WARNING" -

Message "$($rc4Status.Details) Manually verify RC4 is disabled in your environment."

}

}
catch {

Write-ValidationResult -Component "RC4 Encryption Status" -Status "WARNING" -
Message "Unable to check RC4 status: $($_.Exception.Message). Manually verify RC4 is
disabled in your environment."

}

# Summary
Write-Host ""n[8/8] Generating validation report..."

Write-ValidationResult -Component "Validation Summary" -Status $overallStatus -Message

"Validation complete. Overall status: $overallStatus"

# Debug: Show what we're about to put in the report
Write-Host " n=== DEBUG: Validation Results Array ===" -ForegroundColor Magenta
Write-Host "Total results captured: $($validationResults.Count)" -ForegroundColor
Magenta
foreach ($result in $validationResults) {

Write-Host " [$($result.Status)] $($result.Component): $($result.Message)"” -
ForegroundColor Magenta
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}

Write-Host "=================================="

#endregion
#endregion

#region Summary Output

Write-Host " n=== VALIDATION SUMMARY ===" -ForegroundColor Cyan

-ForegroundColor Magenta

Write-Host "PASS: $passCount | WARNING: $warningCount | FAIL: $failCount" -

ForegroundColor Cyan

Write-Host " nOverall Status: $overallStatus" -ForegroundColor $(

switch ($overallStatus) {
"PASS" { "Green" }
"FAIL" { "Red" }
"WARNING" { "Yellow" }
default { "White" }

)

Write-Host ""n
#endregion

# Return summary object
[PSCustomObject]@{
OverallStatus = $overallStatus
PassCount = $passCount
WarningCount = $warningCount
FailCount = $failCount

ValidationResults = $validationResults
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About us

Quest Software creates technology and solutions that build the foundation for enterprise Al. Focused on data
management and governance, cybersecurity and platform modernization, Quest helps organizations address their
most pressing challenges and make the promise of Al a reality. Around the globe, more than 45,000 companies
including over 90% of the Fortune 500 count on Quest Software. For more information, visit www.quest.com or
follow Quest Software on X (formerly Twitter) and LinkedIn.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have trial
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

o Submit and manage a Service Request

« View Knowledge Base articles

« Sign up for product notifications

« Download software and technical documentation
« View how-to-videos

« Engage in community discussions

« Chat with support engineers online

+ View services to assist you with your product
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