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Atmos Adapter Configuration

This section will provide you with details on how to configure a storage endpoint’s connection string to
utilize the Atmos Adapter. Please refer to the StoragePoint Reference Guide for information on
managing Storage Endpoints.

On the Application Management page, click Storage and Backup Endpoints.
Click Create New Endpoint or click the name of an existing storage endpoint that you want to edit.

Click the Show link next to the Advanced Adapter Settings to see the additional fields.

Adapter
Atmos v @

Adapter Settings () show Connection String
Uib

enter an account UID

Key

enter an account Key
Advanced Adapter Settings (Hids)
Base URI

accesspointemccis.com

Root

enter an account Root value {optional)
Use 55L

Mo v
Port

a0

Verify Hash

Mo~
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Atmos Adapter Connection String Parameters

Setting
Value/Options

Name
Enter the unique name of the Storage or Backup Endpoint.
Type

Type

i@ Primary () Backup

Primary — this endpoint will be available for externalization when creating storage profiles.

Backup — this endpoint will be in the Backup Services dropdown on the profile page.
The selection is locked down when saving.
See Backup Services Settings in the Reference Guide for more information on how Backup Endpoints

are used.

Status
Status
Online w

Online — Storage Endpoint should be available to associate to a Storage Profile and accept BLOBs.
(default)

Offline (Read Only) — A storage endpoint can be configured but not made available for externalizing
content. The BLOBs already on the endpoint are still read only.

Adapter

Atmaos b @'

Select the adapter for the endpoint that is being created.

Ui
enter an account UID

The username to use when connecting to the server. This is equivalent to the Token ID provided with
your Atmos online account.
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Setting
Value/Options

The base64 encoded shared secret to use when signing requests to the server.

Advanced Adapter Settings (Hids)
Base URI

accesspoint.emccis.com

IP address or host name that represents the Atmos instance or specific node to be used. Default =
accesspoint.emccis.com.

enter an account Root value (optional)

The starting folder/container within your Atmos namespace under which all folders and files will be
created.

Llse 551

Mo~

Yes/No — Determines whether or not the adapter negotiates an SSL connection for all data (and
metadata) transfers. See Appendix A for details on adding trust relationship. Default = No.

Port

a0

The port on the server to communicate with. Default = 80 (443 if UseSSL is Yes).

\erify Hash
MNo v

Yes/No — Includes a check-sum operation after each blob transfer to detect and log data integrity
errors immediately. Default = No.

Is WORM Device
Mo W

If the endpoint is on a WORM (Write Once, Read Many) device, Unused BLOB Cleanup will ignore this
endpoint.
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Setting
Value/Options

Folder Content in BLOE Store

eg W
Folder Scheme
¥y MM/DDHH MM W

No — Externalized content BLOBs are not placed in folders (default).
Yes — Externalized content BLOBs are placed in folders.
If Folder Content in BLOB Store is Yes, you can select a date/time folder scheme from the dropdown.

YYYY/MM/DD/HH/MM is the default.

Test Storage Settings

The Test Storage Settings button can be used at this point, or after completing the endpoint
configuration, to verify that the endpoint is accessible. For some adapters, testing the connection will
create the folder if it doesn't already exist.

Compress Content in ELOB Store
Mo v

T U [ 1 | Faim 4T
Lanent FESSEd LUEING INE Ll

15 COMTIPFESSET LISING ny/Leflate method,

No — Externalized content BLOBs are not compressed (default).

Yes — Externalized content BLOBs are compressed.

Encryption Methed for Content in ELOB Store

MNone b

None — Encryption will not be applied to externalized BLOBs (default).
AES (128 bit) — 128 bit AES encryption will be applied to externalized BLOBs.

AES (256 bit) — 256 bit AES encryption will be applied to externalized BLOBs.

Encryption Key Passphrase

C e - - = ] - +* - - L ; I - ol L &
tnfer a passpirgse fo be Used fo JENErQLE @ KEY OF tEQVE DLGNK 1O
-
[

generate a random key. The pass phrase entered is not saved with the
Endpoint.

Enter a passphrase to use when generating the encryption key. Using a passphrase will help you re-
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Setting
Value/Options

create the encryption key if necessary. You can generate a random key by leaving the box blank and
clicking the Generate Key button. The encryption key passphrase will be hidden.

Generate warning notification if:
10 Or more successive errors are encountered
there is less than MB %o of free space

A warning email can be sent if it encounters errors.

Automatically take endpaoint offline if:
25 O More suUCCessive errors are encountered
there is less than B % of free space

An online storage endpoint can be automatically taken offline if it encounters errors. If a storage
endpoint is taken offline automatically, BLOBs that were intended to be written to that endpoint will
go to the content database.

Send Warning Motifications tor

Use Motification Defaults

Additional Contacts

admin@company.com

Provide a semi-colon delimited list of e-mail addresses,

Default email addresses for system error and offline notification can be entered. Check the box to
include the list of Default Notification Contacts specified on the General Settings page.
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Example Storage Endpoint using Atmos Adapter

Storage Settings

Adapter
Atmos v @

Adapter Settings () show Connection Stning

(W]

8cf3acc45fa44c4391863bcf529eb382BLUETSE18978f

...........................

Advanced Adapter Settings (Hide

Base URI

a:cesspoi nt.emccis.com

Root

enter an account Root value (optional)

Use SSL
MNo v
Fort
80
Verify Hash

Mo v

Click the Show Connection String checkbox to edit the connection string. Otherwise, fill in the

connection fields shown for the adapter selected. Notice that the connection string parameters are

name/value pairs separated by semi-colons when editing using the Show Connection String option.

Storage Settings Adapter
P Atmos v @
Adapter Settings Show Connection String
Connection
UID=8cf3acc45fad4c4391863bcf529eb382BLUETSED
897Bf36E SFTO;KEY =**=BASEURI=accesspoint.emc
cis.com;PORT=80;RO0T =;USESSL=False;VERIFYHAS
H=False;
P
i | NOTE: Adapter parameters are not case-sensitive.

NOTE: You should always use a passphrase when generating encryption keys. The passphrase
gives you a means of re-creating keys should they become unrecoverable or corrupt. It is very
important to remember or record the passphrase outside of StoragePoint. Otherwise, encrypted
content could become irretrievable in the event of a database failure.

If you choose to externalize content, you should test the storage profile settings by clicking the Test
Storage Settings button. A message under the button will indicate whether or not the test was
successful. If the test fails, the message will include the error that was the root cause of the failure.
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NOTE: When testing access to an endpoint from within Central Administration, the Identity of
the Application Pool hosting the Central Administration Site is the one that is being used for the
test. If there are different Identities used for other Web Applications in the Farm, those
identities will also need access but cannot be tested from within Central Admin itself. See BLOB
Store Security and StoragePoint Required Privileges in the StoragePoint Reference Guide.
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Appendix: Atmos adapter support
for TLS 1.1

The following steps need to be performed on all servers that have StoragePoint installed.

1) Verify that your system has the latest Windows updates installed.

Settings - O x

% Home Update status

|:-.,:J a setting Your device is up to date.

Update & security Check for updates

I > Windows Update )
Update history

Windows Defender

Update settings
0 Recovery
Available updates will be downloaded automatically,
Activation except over metered connections (where charges may
apply). You'll be asked to install updates when they've

been downloaded.
[f For developers een downloade

2) Provide defaults for TLS configuration (in this case TLS 1.1). Add the following registry values
(if missing):

[HKEY_LOCAL_MACHINEASOFTWARE\Microsoft\.NETFramework\v2.0.50727]
"SystemDefaultTIsVersions"=dword:00000001

[HKEY_LOCAL_MACHINEASOFTWARE\Wow6432Node\Microsoft\.NETFramework\v2.0.50727

]
"SystemDefaultTIsVersions"=dword:00000001

3) Verify if TLS 1.1 client is enabled:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\P
rotocols\TLS 1.1\Client]

"Enabled"=dword:00000001

"DisabledByDefault"=dword:00000000

4) Complete an |IS reset and SP Timer Service Reset.
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5) Test on Atmos endpoint web page.

6) Run the BLOB Health Analyzer job for requested profile(s).
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Appendix: Using SSL with EMC

Atmos

In order for the StoragePoint EMC Atmos adapter to use SSL to communicate with Atmos, the Atmos
instance’s certificate must be added to the SharePoint certificate store. The following steps describe

how to do this:

1. Click Start->Run. Enter ‘mmc.exe’ and press Enter.

2. On the File menu, click Add/Remove Snap-In.

e

Consolel - [Console Root]
File Action

View Favorites  Window  Help
Mew Ctrl+M
Open... Ctrl+0
Save Ctrl+35
Save As...
Add/Remowve Snap-in... Ctrl+M

Options...
1 ChWindowsh..\eventvwr.msc

Exit

3. Click Certificates on the left, then click Add. A new window opens; select Computer Account

and click Next.

Available snap-ins:

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Selected snap-ins:

Snap-in

=" ActiveX, Control

E Authorization Manager
& certicates | @)

2 Component Services
;é' Computer Managem...
HlDevice Manager

e Disk Management

et

Vendaor 2

Microsoft Cor...
Microsoft Caor...
Microsoft Cor...
Microsoft Caor...
Microsoft Cor... 2

Microsoft Cor...

Microsoft and...

@ Event Viewer Microsoft Cor... () My user account

~| Fold Mi ft Cor...

_J oder . Ierosottor () Service account
_EJ' Group Policy Object ... Microsoft Cor...
Zlinternet Informatio...  Microsoft Cor... ® Computer account g
= 1p security Monitor Microsoft Cor

[l console Root

Edit Extensions. ..

Remoave

This snap-n will always manage certificates for:
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4. Select Local Computer a

nd click Finish.

Select Computer

Select the computer you want this snap-in to manage.

This snap-n will always manage:

(@)L ocal computer: fthe computer this console is running onk

only applies if you

() Another computer:

save the console.

Browse...

[ ] Mlow the selected computer to be changed when launching from the command line. This

<Back |

Finish |

| Cancel

5. Click OK.

6. Expand Certificates (Local Computer)->Trusted Root Certification Authorities->Certificates.
For AT&T this is the Verisign "G5" certificate:

Find the root certificate.

& Conselel - [Consele Reot\Certificates (Local C

Trusted Root Certification A :

& File Action View Faverites Window Help

e an faXE= 80

7| Console Root
w (G Certificstes (Local Computer)
» [ Personal
~ [ Trusted Root Certification Autharities
| Cestificates
=
L LR L L = P
Py,
i Bl "B i
Poonoge dovy | wwoay mue oo ey
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M P it o n =
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[0 e ]
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ey ey
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-y -
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e
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7. Open the certificate. On the Details tab, click Copy To File...

n | Certificate >
General Details  Certification Path
Show: | <all= ~
Field Value 2
B'u'ersinn V3
=] serial number 18 da d1 9e 26 7d e8 bb 4a 21...
DSignamre algorithm shalR5A
DSignamrE hash algorithm shal
Dlssuer Verisign Class 3 Public Primary ...
B'u'alid from Wednesday, Movember 8, 200...
=] valid to Wednesday, July 16, 2036 11...
I-_']'::l ihiart WariSinn Claze 3 Pohklie Prirnaey W
—
Edit Properties. .. (l Copy to File... ;l}
-\"-\_\_‘_\_‘___._._._,_F"-

8. The Certificate Export Wizard will open. Click Next. The default "DER" format is fine. Save to
the desktop as something like verisign-G5-root.cer. Click Next.

9. Click Finish to complete the export. Click OK on the message. Click OK to close the certificate
window.
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. Open the SharePoint Central Administration. Click Security from the navigation on the left.
Select Manage Trust from the General Security section.

BROWSE PAGE

H> Security

Central Administration

o ‘@ Users
Application N Manage the farm administrators group = Approve or reject distribution groups
Management Specify web application user policy

System Settings
) General Security
b/

Monitoring Configure managed accounts | Configure service accounts

Backup and Restore Configure password change settings | Specify authentication providers
Manage trust | Manage antivirus settings = Define blocked file types

Security Manage web part security | Configure self-service site creation

Upgrade and Migration

[exan)

: Information policy
d Configure information rights management
Configure Information Management Policy

General Application
Settings

Apps
Office 365

Configuration Wizards

. You will probably only see one certificate here, "local”. Click "New."
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12. Give it a name like Verisign G5 Root. Pick the file you exported to your desktop. Leave "Provide
Trust Relationship™ blank.

SharePoint 3

EROWSE TRUST RELATIONSHIPS

L
R Establish Trust Relationship X
Manage -
General Setting
MName:

Central Administration Mg Th & for this trust Verisign G5 Root I

Application lo¢ =

Management Learn about trusts

System Settings

Monitor .
onitoring Root Certificate for the trust
Backup and Restore relationship Root Authority Certificate

) | Choose File | verisign-Gs-root.cer
Secunty |

Upgrade and Migration

General Application
Settings

Apps
Office 365 Learn about certificates.
Configuration Wizards

Security Token Service (STS)

certificate for providing Trust _J Provide Trust Relationship
Token Issuer Description:

Token Issuer Certificate

oK Cancel

13. Click OK.

The Use SSL option can now be configured and used with the StoragePoint EMC Atmos adapter.
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About Us

Quest Software creates technology and solutions that build the foundation for enterprise Al. Focused
on data management and governance, cybersecurity and platform modernization, Quest helps
organizations address their most pressing challenges and make the promise of Al a reality. Around the
globe, more than 45,000 companies including over 90% of the Fortune 500 count on Quest Software.
For more information, visit www.quest.com or follow Quest Software on X (formerly Twitter) and
Linkedin.

Contacting Quest

For sales or other inquiries, visit www.quest.com/contact.

Technical Support Resources

Technical support is available to Quest customers with a valid maintenance contract and customers
who have trial versions. You can access the Quest Support Portal at https://support.quest.com

The Support Portal provides self-help tools you can use to solve problems quickly and independently,
24 hours a day, 365 days a year. The Support Portal enables you to:

o Submit and manage a Service Request
¢ View Knowledge Base articles
e Sign up for product notifications

Download software and technical documentation

View how-to-videos

Engage in community discussions

Chat with support engineers online

o View services to assist you with your product
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