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Intelligent Query Chatbot

IMPORTANT: This feature is governed by the Generative AI Terms of Use.

IMPORTANT: One Identity recommends that you do not enter any personal data or
confidential company information in the prompt.

IMPORTANT: AI-generated content may not be accurate.

Use the Intelligent Query Chatbot to formulate queries in natural language in the
Web Portal. These are translated into database queries and run in the database. The data
queries are generated with the model in use.

Customers must install and run the Large Language Model (LLM) and the embedding model
used by the Intelligent Query Chatbot function. The Intelligent Query Chatbot does not
provide LLM weights.
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Intelligent Query Chatbot model
deployment

Create an Azure OpenAI resource in your Azure subscription and deploy your preferred
model in your system. For more information, see Create and deploy an Azure OpenAI in
Microsoft Foundry Models resource.

Any OpenAI-compatible chat and embedding models can be selected, provided they meet
the following requirements.

l Support for chat and function calls
l Reliable generation of structured JSON on request
l Provision of stable embeddings with a fixed length

The values tested by default are gpt-4.1-mini and text-embedding-3-small. Only replace
them if you can guarantee equivalent functions.

Have the following Intelligent Query Chatbot configuration data available:

l Endpoint (protocol and host name) of the deployed model, for example
https://<model-url>

l API key for authentication
l Chat model
l Embedding model

Related topics

l Configuring access to the deployed model on page 8
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Deploying the Intelligent Query
Chatbot

To deploy the Intelligent Query Chatbot, perform the following steps:

1. Install the Intelligent Query Chatbot Module.

For more information, see Intelligent Query Chatbot Module installation on page 6.

2. Install the machine role for the Intelligent Query Chatbot on the API Server.

For more information, see Installing the machine role for the Intelligent Query
Chatbot on page 8.

3. Configure access to the deployed model.

For more information, see Configuring access to the deployed model on page 8.

4. Grant users the permissions to use the Intelligent Query Chatbot.

For more information, see Permissions for using the Intelligent Query Chatbot.
on page 11.

Intelligent Query Chatbot Module
installation

Before you can install and configure the Intelligent Query Chatbot on the API Server, you
must install the Intelligent Query Chatbot Module.

The following steps are required:

1. Install the One Identity Manager components for the Intelligent Query Chatbot
Module on the workstations and servers.

Update the workstation to be used to start the One Identity Manager database
schema installation with the installation wizard. All other workstations and servers
obtain the new components through automatic software updates. Use the installation
wizard to manually update individual workstations and servers.
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2. Install the Intelligent Query Chatbot Module schema extensions in the
One Identity Manager database.

To install Intelligent Query Chatbot Module components

1. Run the program autorun.exe from the root directory on the One Identity Manager
installation medium.

2. Switch to the Installation section. Select the edition that you installed.

3. Click Install.

This starts the installation wizard.

4. Follow the installation instructions. In the process, note the following:
l On the Installation settings page, enter the following information:

l Installation source: Select the directory containing the installation
files.

l Installation directory: Select your current installation directory.
Otherwise, the components are not updated and a new installation is
created in the second directory instead.

l Add further modules to the selected edition: Enable the option.
l On the Module selection page, select the Intelligent Query Chatbot
module.

To install Intelligent Query Chatbot Module schema extensions in the
One Identity Manager database

1. Start the Configuration Wizard on the administrative workstation.

2. On the Configuration Wizard home page, select the Update database option and
click Next.

3. Follow the installation instructions. In the process, note the following:
l Configuration modules and version information are shown on the Product
description page.

a. Confirm that you have an up-to-date backup of database.

b. Confirm that the database consistency checks were run.

c. Set the Add more modules option.
l On the Select configuration module page, select the Intelligent Query
Chatbotmodule.

For more information and instructions on installing the additional modules, see Installing
additional modules for an existing One Identity Manager installation.
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Installing the machine role for the
Intelligent Query Chatbot

Set up the machine role for the Intelligent Query Chatbot when you install an API Server.
You can configure the machine role at a later date. To do this, you adjust the API Server
installation.

To install the Intelligent Query Chatbot on an API Server at a later date

1. Launch autorun.exe from the root directory of the One Identity Manager
installation medium.

2. On the installation wizard's home page, perform the following actions:

a. Click Installation.

b. In theWeb-based components pane, click Install.

This starts the Web Installer.

3. On the Web Installer start page, click Modify API Server installation and
click Next.

4. On the Installation source page, select the API Server instance that you
want to modify.

5. On the Database connection page, select the database connection and
authentication method.

6. On the Assign machine roles page, enable the Intelligent Query Chatbot
machine role.

7. (Optional) In the Installation source page, change the connection settings.

8. Installation progress is displayed on the Setup is running page. After installation is
complete, click Next.

9. Click Finish on the last page to end the program.

10. Close the autorun program.

For more information, see Installing and updating an API Server.

Configuring access to the deployed
model

Configuration of deployment access uses the API Server configuration files by default.
Changes to environment variables might also be required. In a Docker container context in
particular, environment variables should be used.

At least the following information is required to configure the Intelligent Query Chatbot:
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l Endpoint (protocol and host name) of the deployed model, for example
https://<model-url>

NOTE: The Intelligent Query Chatbot uses OpenAI-compatible interfaces. If you
are using Microsoft Foundry to host the model, append openai/v1/ to the
endpoint URL.

l API key for authentication

The following optional settings can also be configured:

l Chat model

The default value is gpt-4.1-mini. Only adjust this setting if the chat model differs
from the default.

l Embedding model

The default value is text-embedding-3-small. Only adjust this setting if the
embedding model differs from the default.

l Model temperature for more precise answers

The default value is 0.1. The setting can only be changed via an environment
variable.

l Debug output from prompts and model responses

Debug output is disabled by default. The setting can only be changed via an
environment variable.

Customizing connection data for deployment

Adjust the connection data for accessing deployment in the web.config configuration file.

NOTE: The connection data in the configuration file is encrypted. If you want to change
the connection data later, you must decrypt it first and then encrypt them again
afterward. Use ASP.NET IIS registration tool to decrypt and encrypt (Aspnet_
regiis.exe).

Example call:

Decrypt: aspnet_regiis.exe -pdf connectionStrings <path to web application
in IIS>

Encrypting: aspnet_regiis.exe -pef connectionStrings <path to web
application in IIS>

To adjust connection data

1. In the API Server installation directory, open the web.config file.

2. Insert the following code. Replace <endpoint> and <api key> with the values from
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your deployment.

<connectionStrings>
    <add name="OpenAI" connec-
tionString="Endpoint=<endpoint>/openai/v1/;ApiKey=<api key>" />
</connectionStrings>

3. Save the changes.

Customizing information for the chat model and the embedding model

If information for the chat model and the embedding model differs from the default, adjust
the configuration settings in the appsettings.json configuration file.

To customize information for the chat model and the embedding model

1. In the API Server installation directory, open the appsettings.json file.

2. Insert the following code. Replace the <chat model> and <embedding model> using the
values from your deployment.

{
  "openai": {
    "ChatModel": "<chat model>",
    "EmbeddingModel": "<embedding model>"
  }
}

3. Save the changes.

Environment variables for configuration

Use the following environment variables for configuring. Note that the values in the
API Server configuration files (web.config, appsettings.json) take priority and overwrite
corresponding environment variables in the event of a conflict.

Variable Description

OPENAI_ENDPOINT Endpoint (protocol and host name) of the deployed model, for
example https://<model-url>.

Syntax: <endpoint>/openai/v1/

Replace <endpoint> with the value from your deployment.

OPENAI_API_KEY API key for authentication

OPENAI_CHAT_
MODEL

Optional. Chat model.

Default value: gpt-4.1-mini

Table 1: Environment variables for Intelligent Query Chatbot configuration
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Variable Description

OPENAI_
EMBEDDING_
MODEL

Optional. Embedding model.

Default value: text-embedding-3-small

OPENAI_CHAT_
TEMPERATURE

Optional. Model temperature for more precise answers. Permitted
values are between 0.0 and 2.0.

Default value: 0.1

Enabling debug output

To obtain debugging output from prompts and model responses, use the following
environment variable.

Variable Description

IM_DEBUG_
PROMPTS

Optional. Enables debug logging of prompts and model responses.
Permitted values are true and false.

Default value: false

Table 2: Environment variables for debugging

Related topics

l Intelligent Query Chatbot model deployment on page 5

Permissions for using the Intelligent
Query Chatbot.

To use the Intelligent Query Chatbot in the Web Portal, users require the ApiServer_
GenAIChatbot program function.

l The vi_4_AEADMIN group is provided for non role-based login. The permissions
group is linked to the Base roles | Administrators application role. Members of
this application role are permitted to use the Intelligent Query Chatbot in the
Web Portal.

If you want to assign the program function to other application roles, use a custom
permissions group. Assign the program function to this custom permissions group.

For more information, see Custom extension of application role permissions.
l For non role-based login, assign the program functions to a custom permissions
group. Users in this permissions group have permission to use the Intelligent Query
Chatbot in the Web Portal.
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For more information about program functions, see Managing permissions via
program functions.

Uninstalling Intelligent Query Chatbot

If necessary, you can uninstall the Intelligent Query Chatbot again.

To uninstall the Intelligent Query Chatbot

1. Modify the API Server installation and remove the machine role for the Intelligent
Query Chatbot.

For more information, see API Server machine roles uninstall.

2. Remove the Intelligent Query Chatbot Module.

For more information, see Removing unnecessary modules from the
One Identity Manager database.
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About us

About us

One Identity solutions eliminate the complexities and time-consuming processes often
required to govern identities, manage privileged accounts and control access. Our solutions
enhance business agility while addressing your IAM challenges with on-premises, cloud and
hybrid environments.

Contacting us

For sales and other inquiries, such as licensing, support, and renewals, visit
https://www.oneidentity.com/company/contact-us.aspx.

Technical support resources

Technical support is available to One Identity customers with a valid maintenance contract
and customers who have trial versions. You can access the Support Portal at
https://support.oneidentity.com/.

The Support Portal provides self-help tools you can use to solve problems quickly and
independently, 24 hours a day, 365 days a year. The Support Portal enables you to:

l Submit and manage a Service Request
l View Knowledge Base articles
l Sign up for product notifications
l Download software and technical documentation
l View how-to videos at www.YouTube.com/OneIdentity
l Engage in community discussions
l Chat with support engineers online
l View services to assist you with your product
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