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Overview of Behavior Driven
Governance

Behavior Driven Governance allows IT administrators and those responsible for compliance
to administer entitlements on the basis of usage behavior. This allows entitlements that are
no longer needed to be identified and removed. Regular checks and recertification of these
entitlements ensure that only entitlements that are really required are always assigned.
One Identity Manager provides various default policies and processes for Behavior Driven
Governance.

SAP R/3 integration

SAP systems that are synchronized with One Identity Manager can have SAP authorizations
checked and recertified depending on usage behavior. This is done by analyzing the
statistics on transaction usage per user account. There are default policies available for the
following tasks:

e Find SAP roles and profiles that were not used by anyone in a specified time period

e Find SAP user accounts with unused SAP roles or profiles

OnelLogin integration

If OnelLogin Cloud Directory data is synchronized with One Identity Manager, access to
Onelogin applications can be recertified and managed depending on usage behavior. Data
from the OneLogin change history is used to do this. There are default policies available for
the following tasks:

» Find access to OnelLogin application access that has not been used for a specified
period of time

e Find Onelogin applications that have not been used by anyone for a specified
period of time

e Find OnelLogin applications that are assigned to more than OneLogin role.

e Find OnelLogin roles that ensure access to more than one OnelLogin application

Unused applications can be removed automatically if configured accordingly.
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Integration with other Unified Namespace target systems

If there are target systems mapped in the Unified Namespace, administrators can use a
default company policy to determine all the user accounts that have not been used for a
specified amount of time. They can use this information to verify and correct target system
access permissions. This can reduce the security risks associated with unused but enabled
user accounts. The prerequisite being that these target systems provide information about
the how long the user accounts were in use and that this data is synchronized.

Required modules

Behavior Driven Governance can be used if the following modules are installed:

e Company Policies Module
e Attestation Module

One Identity Manager 10.0 Administration Guide for Behavior Driven
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Behavior Driven Governance for
SAP R/3

NOTE: This functionality is only available if the SAP R/3 Compliance Add-on Module
in installed.

One Identity Manager provides various company policies and attestation policies to test
and recertify or remove access to SAP systems depending on usage patterns. On the one
hand, this can reduce the risk of an identity having unnecessary authorizations or invalid
authorization combinations. On the other hand, it is possible to ensure that only
authorizations that are actually required are included in the system measurement.

An SAP profile is considered used if at least one transaction that is authorized through this
profile, has been carried out by an SAP user within a defined time period. A composite
profile or an SAP role is considered used if at least one transaction from an associated
profile was carried out by an SAP user within a specified time period. Profiles and roles
without usage data are considered unused.

The period after which assignments are considered unused is defined in the TargetSystem
| SAPR3 | BDG | UnusedThresholdInMonth configuration parameter. The default
value is 6 months.

The following scenarios are covered:

e SAP roles or profiles that are not used by anyone

At least one SAP user must use a role or profile at least once within a specified time
period. Unused roles and profiles can be recertified and deleted if necessary.

Company policies detect all the unused roles and profiles. Exception approvers are
informed about the affected role and profiles. They can recertify them if necessary.

» SAP user accounts with unused SAP roles or profiles

SAP users must use the applications assigned to them at least once within the
specified time period. If a role or profile was not used, the role or profile assignment
to the user account should be recertified or deleted.

Company policies detect all the unused role and profile assignments to user
accounts. Exception approvers are informed about the affected assignments. At the
same time, a recertification process is launched. During recertification, designated
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approvers decide whether the assignments are still required. If not, authorized users
can remove the assignments automatically or manually.

Only direct and effective allocations are checked.
» SAP roles or profiles that are not used by any member of a business role

SAP users who obtain their SAP authorizations through membership in business roles
must use the assigned roles and profiles at least once within a specified period of
time. Unused assignments can be recertified and deleted if necessary.

Company policies detect all the unused role and profile assignments to business
roles. Exceptional approvers are informed about the affected assignments. They can
recertify them if necessary.

For more information about mapping SAP roles, profiles and user accounts, see SAP
groups, SAP roles and SAP profiles.

Prerequisites for SAP usage data
evaluation

In the SAP R/3 Compliance Add-on Module, SAP functions load the data required to check
SAP authorizations into the One Identity Manager database. This can be used to determine
authorization objects allowing SAP roles, profiles, and user accounts to use them. SAP
systems also provide usage data statistic about transaction usage per user account. This
data can be used to evaluate usage behavior. Unused authorizations can then be removed.
No usage data is provided for system users.

Usage data is compiled in the SAP system on a daily, weekly, or monthly basis. The data is
loaded into the One Identity Manager database on synchronization. Synchronization is run
monthly by default.

To evaluate usage behavior in One Identity Manager, the following prerequisites must
met :

e The synchronized SAP system is configured such that usage data statistics are
collected and stored for several months.

e Synchronization of SAP authorization objects is set up. The authorization objects of
all enabled SAP clients have been synchronized.

For detailed information, see Setting up a synchronization project for synchronizing
SAP authorization objects.

e The synchronization of SAP usage data is set up.

e The user for accessing the target system also requires S_TOOLS the
authorization object.

For more information on all the permissions that are required, see Users and
authorizations for synchronizing with SAP R/3.

One Identity Manager 10.0 Administration Guide for Behavior Driven
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e The TargetSystem | SAPR3 | BDG | UnusedThresholdInMonth configuration
parameter is set. The value specifies after how many months SAP roles and profiles
are considered unused.

Setting up SAP usage data
synchronization

To set up synchronization of SAP usage data

1. Set up an initial synchronization project as described in Connecting to SAP R/3. The
following special features apply:

a. Inthe project wizard, on the Select project template page, select the SAP
usage data project template.

b. The Restrict target system access page is not displayed. The target system
is only loaded.

For more information, see Creating a synchronization project for initial
synchronization of an SAP client.

2. Configure and set a schedule to run synchronization on a regular basis.

For more information, see Specifying a schedule.

Notes on enabled and disabled synchronization steps in the
synchronization project for SAP usage data

e The userUsesTransaction (optimized) synchronization step is enabled if the function
module /VIAENET/LISTSWNCDATA_TCD is available.

If the function module is not available, the userUsesTransaction synchronization step
is enabled.

e The transaction synchronization step is enabled if there is no entry in the
SAPTransaction table for the currently connected SAP system when the
synchronization project is created. In this case, the synchronization project for
synchronizing SAP authorization objects for a client of this SAP system is
probably missing.

If SAP authorization objects synchronization is set up later, the transaction
synchronization step can be disabled.

Related topics

» Default project template for SAP usage data on page 47
» Referenced SAP R/3 table and BAPI calls on page 48

One Identity Manager 10.0 Administration Guide for Behavior Driven
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Change evaluation period

The monthly aggregated usage data from the previous month is synchronized by default.
The evaluation period starts on 1st of the previous month.

The time period for synchronizing the usage data can be shortened to weekly or
daily evaluation. For example, this can be helpful if synchronization fails due to the
amount of data.

To change the evaluation period

In the Synchronization Editor, open the synchronization project.

Select the Configuration > Variables category.

Change the value of the SWNCPeriodType variable (CP_sapswncperiodtype).
e M: Monthly evaluation
e W: Weekly evaluation
e D: Daily evaluation

4. (Optional) To change the start of the evaluation period, enter a value for the
SWNCPeriodStartDate variable (CP_sapswncperiodstartdate) in UTC format (yyyy-
mm-dd) or in the date format of the executing server.

» For monthly evaluation, always select the 1st day of the month. Of the
respective month.

o For weekly evaluation, always select Monday of the respective week.
e For daily evaluation, select the exact day to be evaluated.
(Optional) Adjust the synchronization schedule if required.

Save the changes.

Displaying SAP usage data

Imported usage data for SAP roles, profiles, and user accounts is displayed in the
Manager. This shows you the number of transactions used by the selected role, profile, or
user account.

To display SAP user account main data
In the Manager, select the SAP R/3 > User accounts category.
In the result list, select the user account.

Select the Transaction usage overview task.
In the Usage field, select which transactions to displayed.

i A

In the Used since field, select the time period for displaying the usage data.

= One Identity Manager 10.0 Administration Guide for Behavior Driven
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To display SAP profile usage data

i AW

In the Manager, select the category SAP R/3 > Profiles.

Select a profile in the result list.

Select the Transaction usage overview task.

In the Usage field, select which transactions to displayed.

In the Used since field, select the time period for displaying the usage data.

To display SAP role usage data

i A b

In the Manager, select the SAP R/3 > Roles category.

Select the role in the result list.

Select the Transaction usage overview task.

In the Usage field, select which transactions to displayed.

In the Used since field, select the time period for displaying the usage data.

Deleting obsolete SAP usage data

If usage data is loaded regularly, the SAPUserUsesTransaction table grows quickly.
Therefore, it can be useful to regularly delete old data from this table. The retention period
for usage data is defined in the TargetSystem | SAPR3 | BDG | DeleteDataOlderThan
configuration parameter.

To automatically delete obsolete usage data

1.

Set the TargetSystem | SAPR3 | BDG | DeleteDataOlderThan configuration
parameter in the Designer.

» Enter the retention period in months as the value. Default is 24.

Enable the Clean up SAP usage data schedule in the Designer and adjust the start
times if necessary.

Save the changes.

Finding unused SAP roles and profiles

At least one SAP user must use an SAP role or profile at least once within a specified time
period. Company policies detect all the unused roles and profiles. Exception approvers are
informed about the affected role and profiles. They should recertify these roles and profiles
to determine whether to delete them.

One Identity Manager 10.0 Administration Guide for Behavior Driven
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To find unused SAP profiles

1. (Optional) Assign the identities to be informed about the affected assignments to the
Identity & Access Governance | Company policies | Exception approvers
application role. These are allowed to approve exceptions if necessary.

1. In the Manager, select the Company Policies > Basic configuration data
> Exception approvers category.

2. Select the Assign identities task.

3. Inthe Add assignments pane, add identities.

TIP: In the Remove assignments pane, you can remove assignhed
identities.

To remove an assignment
« Select the identity and double-click &,

4. Save the changes.

TIP: If you use Behavior Driven Governance for different target systems,
create child application roles for each target system to limit permissions for
exception approval.

2. (Optional) Check whether notifications of policy violations are setup.
For more information, see Notifications about policy violations.
3. Enable the working copy of the All SAP profiles are used.

1. Inthe Manager, select the Company policies > Policies > Working copies
of policies > Predefined category.

Select the working copy in the result list.

Select Enable working copy.

HWN

Confirm the security prompt with Yes.
5. Enable the original policy. Confirm the prompt with Yes.
This starts the policy check.

TIP: If an enabled company policy already exists, you can start the policy check
with the Recalculate policy task.

A predefined schedule starts the policy check once a month.
4. Check all the SAP profiles that violate the policy.

e Run recertification to ensure that these profiles are not required by any
user account.

e Define your own processes for further handling of unused profiles.

= One Identity Manager 10.0 Administration Guide for Behavior Driven
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To find unused SAP roles

1. (Optional) Assign the identities to be informed about the affected assignments to the
Identity & Access Governance | Company policies | Exception approvers
application role. These are allowed to approve exceptions if necessary.

1. In the Manager, select the Company Policies > Basic configuration data
> Exception approvers category.

2. Select the Assign identities task.

3. Inthe Add assignments pane, add identities.

TIP: In the Remove assignments pane, you can remove assignhed
identities.

To remove an assignment
« Select the identity and double-click &,

4. Save the changes.

TIP: If you use Behavior Driven Governance for different target systems,
create child application roles for each target system to limit permissions for
exception approval.

2. (Optional) Check whether notifications of policy violations are setup.
For more information, see Notifications about policy violations.
3. Enable the working copy of the All SAP roles are used.

1. Inthe Manager, select the Company policies > Policies > Working copies
of policies > Predefined category.

Select the working copy in the result list.

Select Enable working copy.

HWN

Confirm the security prompt with Yes.
5. Enable the original policy. Confirm the prompt with Yes.
This starts the policy check.

TIP: If an enabled company policy already exists, you can start the policy check
with the Recalculate policy task.

A predefined schedule starts the policy check once a month.
4. Check all the SAP roles that violate the policy.

e Run recertification to ensure that these roles are not required by any
user account.

e Define your own processes for further handling of unused roles.

= One Identity Manager 10.0 Administration Guide for Behavior Driven
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User accounts with unused SAP profiles

SAP users must use the profiles assigned to them at least once within the specified time
period. Company policies detect all the unused profile assignments to user accounts.
Exception approvers are informed about the affected assignments. At the same time, a
recertification process is launched.

Recertification runs an approval recommendation analysis. If the analysis clearly
recommends granting approval, the assignments are approved immediately. If the analysis
recommends denying approval or cannot make a clear recommendation, the requests must
be submitted to additional approvers. If not, the assignments can then be automatically or
manually removed.

NOTE: This only checks assignments that are in effect.

To find and recertify unused assignments

1. (Optional) Adjust the threshold values for the approval recommendation criteria,
if required.

For more information, see Criteria for approval recommendations for attestation.

The QER | Attestation | Recommendation | UnusedDaysThreshold
configuration parameter only determines whether to use the last login time as the
criterion. The time period to be taken into account for this criterion is determined
from the TargetSystem | SAPR3 | BDG | UnusedThresholdInMonth
configuration parameter.

2. (Optional) If unused assignments are to be removed automatically, configure the
automatic withdrawal of entitlements.

Depending on the method used to assign SAP user accounts to SAP roles (directly, via
IT Shop request, through hierarchical roles or system roles), different configuration
parameters must be set. For more information, see Attesting system entitlements.

IMPORTANT: This withdraws the SAP users' entitlement to use all SAP applic-
ations that were obtained through the removed profiles.

3. (Optional) Check whether policy violation notifications and attestation notifications
are set up in the attestation case.

For more information, see Notifications about policy violations and Notifications in the
attestation case.

4. (Optional) Assign identities to the Identity & Access Governance |
Company policies | Exception approvers application role if they are to be
informed about unused assignments. These identities are allowed to approve
exceptions if necessary.

1. In the Manager, select the Company Policies > Basic configuration data
> Exception approvers category.

One Identity Manager 10.0 Administration Guide for Behavior Driven
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2. Select the Assign identities task.
3. Inthe Add assignments pane, add identities.

TIP: In the Remove assignments pane, you can remove assigned
identities.

To remove an assignment
« Select the identity and double-click &,

4. Save the changes.

TIP: If you use Behavior Driven Governance for different target systems,
create child application roles for each target system to limit permissions for
exception approval.

5. Enable the working copy of the All SAP profiles are used by the user
company policy.

1. In the Manager, select the Company policies > Policies > Working copies
of policies > Predefined category.

Select the working copy in the result list.

Select Enable working copy.

ol

Confirm the security prompt with Yes.
5. Enable the original policy. Confirm the prompt with Yes.
This starts the policy check.

TIP: If an enabled company policy already exists, you can start the policy check
with the Recalculate policy task.

A predefined schedule starts the policy check once a month.

NOTE: If you want to prevent new policy violations from being attested immedi-
ately, disable Start attestation for new policy violations immediately.

6. Assign the identities, which are to be approvers for unused profile assignments
to user accounts, to the Unused SAP profile assignment attestation
attestation policy.

In the Manager, select the Attestation > Attestation policies category.
Select the attestation policy in the result list.
Select the Assign approver task.

In the Add assignments pane, assign the approvers.

= One Identity Manager 10.0 Administration Guide for Behavior Driven
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TIP: In the Remove assignments pane, you can remove approver
assignments.

To remove an assignment
« Select the approver and double-click &,

4. Save the changes.

7. (Optional) In the Web Portal, edit the Unused SAP profile assignment
attestation attestation policy.

a. Specify which assignments require recertifying. In the Objects to be
Attested by this Attestation Policy pane, add other conditions.

If you do not add any conditions, attestation cases are generated for all
assignments that have not been used since the period specified in the
TargetSystem | SAPR3 | BDG | UnusedThresholdInMonth
configuration parameter.

b. To periodically recertify unused assignments, select an enabled schedule in the
Calculation schedule field.

c. Save the changes.

For more information, see Editing attestation policies.

Procedure

1. In the Manager, verification of the All SAP profiles are used by user company
policy is started either scheduled or by the Recalculate policy task.

a. Finds all SAP profile assignments to SAP user accounts to which the
following applies:

e The assignment is in effect (SAPUserInSAPProfile.XIsInEffect=1).

e The user account has not carried out any of the transactions authorized
using the assigned profile within the specified time period.

b. Exception approvers are notified of policy violations via email.

2. If any assignment violates the policy, it is automatically attested with the Unused
SAP profile assignment attestation attestation policy.

Approval sequence (with approval recommendation and automatic withdrawal of
entitlements):

a. An approval recommendation analysis is carried out.

o If approval is recommended, the attestation is automatically approved.
The assignment remains intact.

o If the recommendation is to deny or if no clear recommendation can
be made, the attestation is submitted to the attestation policy
approvers for review.

= One Identity Manager 10.0 Administration Guide for Behavior Driven
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b. The attestation policy approvers check whether the user account still requires
the SAP profile.

TIP: In the Web Portal, all the entitlements to be withdrawn are presented
to the attestors in case attestation is denied. The associated single profiles
are also displayed for composite profiles.

c. Ifthe attestation is denied and automatic withdrawal of entitlements is
configured, the assignment is automatically removed.

The profile assignment to the user account is removed and the change is
provisioned in the target system. This withdraws the SAP user's entitlement to
use all SAP applications that were obtained through this profile.

The assignment is retained if approval recommendation or the attestation policy approvers
grant the attestation approval. If the assignment is again found to be unused during the
subsequent scheduled or manual check, it is resubmitted to the attestors for review.

TIP: If other attestors are appointed for the approval, assign a different approval
policy to the Unused SAP profile assignment attestation attestation policy.

1. In the Manager, select the Attestation > Attestation policies >
Predefined category.

Select the attestation policy in the result list.
Select the Change main data task.

In the Approval policy drop-down, select an approval policy.

LU

Save the changes.

Determining user accounts with
unused SAP roles

SAP users must use the roles assigned to them at least once within the specified time
period. Company policies detect all the unused roles assignments to user accounts.
Exception approvers are informed about the affected assignments. At the same time, a
recertification process is launched.

Recertification runs an approval recommendation analysis. If the analysis clearly
recommends granting approval, the assignments are approved immediately. If the analysis
recommends denying approval or cannot make a clear recommendation, the requests must
be submitted to additional approvers. If not, the assignments can then be automatically or
manually removed.

NOTE: This only checks assignments that are in effect.
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To find and recertify unused assignments

1. (Optional) Adjust the threshold values for the approval recommendation criteria,
if required.

For more information, see Criteria for approval recommendations for attestation.

The QER | Attestation | Recommendation | UnusedDaysThreshold
configuration parameter only determines whether to use the last login time as the
criterion. The time period to be taken into account for this criterion is determined
from the TargetSystem | SAPR3 | BDG | UnusedThresholdInMonth
configuration parameter.

2. (Optional) If unused assignments are to be removed automatically, configure the
automatic withdrawal of entitlements.

Depending on the method used to assign SAP user accounts to SAP roles (directly, via
IT Shop request, through hierarchical roles or system roles), different configuration
parameters must be set. For more information, see Attesting system entitlements.

IMPORTANT: This withdraws the SAP users' entitlement to use all SAP applic-
ations that were obtained through the removed roles.

3. (Optional) Check whether policy violation notifications and attestation notifications
are set up in the attestation case.

For more information, see Notifications about policy violations and Notifications in the
attestation case.

4. (Optional) Assign identities to the Identity & Access Governance |
Company policies | Exception approvers application role if they are to be
informed about unused assignments. These identities are allowed to approve
exceptions if necessary.

1. Inthe Manager, select the Company Policies > Basic configuration data
> Exception approvers category.

2. Select the Assign identities task.

3. Inthe Add assignments pane, add identities.

TIP: In the Remove assignments pane, you can remove assigned
identities.

To remove an assignment
« Select the identity and double-click @,

4. Save the changes.

TIP: If you use Behavior Driven Governance for different target systems,
create child application roles for each target system to limit permissions for
exception approval.
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5. Enable the working copy of the All SAP roles are used by the user
company policy.

1.

il SN

5.

In the Manager, select the Company policies > Policies > Working copies
of policies > Predefined category.

Select the working copy in the result list.
Select Enable working copy.
Confirm the security prompt with Yes.

Enable the original policy. Confirm the prompt with Yes.

This starts the policy check.

TIP: If an enabled company policy already exists, you can start the policy check
with the Recalculate policy task.

A predefined schedule starts the policy check once a month.

NOTE: If you want to prevent new policy violations from being attested immedi-
ately, disable Start attestation for new policy violations immediately.

6. Assign the identities, which are to be approvers for unused role assignments to user
accounts, to the Unused SAP role assignment attestation attestation policy.

In the Manager, select the Attestation > Attestation policies category.
Select the attestation policy in the result list.
Select the Assign approver task.

In the Add assignments pane, assign the approvers.

TIP: In the Remove assignments pane, you can remove approver
assignments.

To remove an assignment

« Select the approver and double-click &,

4. Save the changes.

7. (Optional) In the Web Portal, edit the Unused SAP role assignment attestation
attestation policy.

a. Specify which assignments require recertifying. In the Objects to be

Attested by this Attestation Policy pane, add other conditions.

If you do not add any conditions, attestation cases are generated for all
assignments that have not been used since the period specified in the
TargetSystem | SAPR3 | BDG | UnusedThresholdInMonth
configuration parameter.
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b. To periodically recertify unused assignments, select an enabled schedule in the
Calculation schedule field.

c. Save the changes.

For more information, see Editing attestation policies.

Procedure

1. Inthe Manager, verification of the All SAP roles are used by user company policy
is started either scheduled or by the Recalculate policy task.

a. Finds all SAP role assignments to SAP user accounts to which the
following applies:

e The assignment is in effect (SAPUserInSAPRole.XIsInEffect=1).

e The user account has not carried out any of the transactions authorized
using the assigned role within the specified time period.

b. Exception approvers are notified of policy violations via email.

2. If any assignment violates the policy, it is automatically attested with the Unused
SAP role assignment attestation attestation policy.

Approval sequence (with approval recommendation and automatic withdrawal of
entitlements):

a. An approval recommendation analysis is carried out.

o If approval is recommended, the attestation is automatically approved.
The assignment remains intact.

o If the recommendation is to deny or if no clear recommendation can
be made, the attestation is submitted to the attestation policy
approvers for review.

b. The attestation policy approvers check whether the user account still requires
the SAP role.

TIP: In the Web Portal, all the entitlements to be withdrawn are presented
to the attestors in case attestation is denied. The associated single roles
are also displayed for composite roles.

c. If the attestation is denied and automatic withdrawal of entitlements is
configured, the assignment is automatically removed.

This removes the assignment of the role to the user account and provisions the
change in the target system, This withdraws the SAP user's entitlement to use
all SAP applications that were obtained through this role.

The assignment is retained if approval recommendation or the attestation policy approvers
grant the attestation approval. If the assignment is again found to be unused during the
subsequent scheduled or manual check, it is resubmitted to the attestors for review.
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TIP: If other attestors are appointed for the approval, assign a different approval
policy to the Unused SAP role assignment attestation attestation policy.

1. In the Manager, select the Attestation > Attestation policies >
Predefined category.

Select the attestation policy in the result list.
Select the Change main data task.
In the Approval policy drop-down, select an approval policy.

I

Save the changes.

Determining unused SAP role and
profile assignments to business roles

SAP users who obtain their SAP authorizations through membership in business roles must
use the assigned roles and profiles at least once within a specified period of time. Company
policies detect all the unused role and profile assignments to business roles. Exception
approvers are informed about the affected assignments. They should recertify these
assignments to determine whether to delete them.

To determine unused SAP profile assignments to business roles

1. (Optional) Assign the identities to be informed about the affected assignments to the
Identity & Access Governance | Company policies | Exception approvers
application role. These are allowed to approve exceptions if necessary.

1. In the Manager, select the Company Policies > Basic configuration data
> Exception approvers category.

2. Select the Assign identities task.

3. Inthe Add assignments pane, add identities.

TIP: In the Remove assignments pane, you can remove assighed
identities.

To remove an assignment
« Select the identity and double-click &,

4. Save the changes.

TIP: If you use Behavior Driven Governance for different target systems, create
child application roles for each target system to limit permissions for exception
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approval.

2. (Optional) Check whether notifications of policy violations are setup.
For more information, see Notifications about policy violations.

3. Enable the working copy of the All SAP profile assignments to business roles
are used company policy.

1. Inthe Manager, select the Company policies > Policies > Working copies
of policies > Predefined category.

Select the working copy in the result list.

Select Enable working copy.

N

Confirm the security prompt with Yes.
5. Enable the original policy. Confirm the prompt with Yes.
This starts the policy check.

TIP: If an enabled company policy already exists, you can start the policy check
with the Recalculate policy task.

A predefined schedule starts the policy check once a month.
4. Check all assignments that violate the policy.

e Run recertification to ensure that these profiles are not required by any
user account.

e Define your own processes for further handling of unused profile assignments
to business roles.

To determine unused SAP role assignments to business roles

1. (Optional) Assign the identities to be informed about the affected assignments to the
Identity & Access Governance | Company policies | Exception approvers
application role. These are allowed to approve exceptions if necessary.

1. Inthe Manager, select the Company Policies > Basic configuration data
> Exception approvers category.

Select the Assign identities task.

In the Add assignments pane, add identities.

TIP: In the Remove assignments pane, you can remove assigned
identities.

To remove an assignment
« Select the identity and double-click &,

4. Save the changes.
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TIP: If you use Behavior Driven Governance for different target systems,
create child application roles for each target system to limit permissions for
exception approval.

2. (Optional) Check whether notifications of policy violations are setup.
For more information, see Notifications about policy violations.

3. Enable the working copy of the All SAP role assignments to business roles are
used company policy.

1. Inthe Manager, select the Company policies > Policies > Working copies
of policies > Predefined category.

Select the working copy in the result list.

Select Enable working copy.

» W N

Confirm the security prompt with Yes.
5. Enable the original policy. Confirm the prompt with Yes.
This starts the policy check.

TIP: If an enabled company policy already exists, you can start the policy check
with the Recalculate policy task.

A predefined schedule starts the policy check once a month.
4. Check all assignments that violate the policy.

e Run recertification to ensure that these roles are not required by any
user account.

e Define your own processes for further handling of unused role assignments to
business roles.
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Behavior Driven Governance for
Microsoft Entra ID

NOTE: This functionality is only available if the Microsoft Entra ID tenant is installed.

One Identity Manager provides various company policies to test or remove access to
Microsoft Entra ID applications depending on usage patterns.

Behavior Driven Governance enables the collection and analysis of Microsoft Entra ID sign-
in logs. This data makes it possible to identify application usage behavior and security-
relevant sign-ins. Sign-in logs are imported, evaluated, and stored for a specified period of
time. This means the following scenarios can be handled:

» Access to Microsoft Entra ID applications that are not used

Microsoft Entra ID users should use the applications assigned to them at least once
within the given time period. If access is controlled through a group, at least one user
in the group must have used the application. If, according to its application history,
an application has not been used, the application assignment to the Microsoft Entra
ID user account should be recertified or deleted.

e Microsoft Entra ID applications that can be accessed without restriction

Access to Microsoft Entra ID applications should be restricted. A prompt informs that
recertification is recommended.

» Which Microsoft Entra ID applications are controlled by more than one Microsoft
Entra ID group

Access to a Microsoft Entra ID application should be restricted to one Microsoft Entra
ID group. A prompt informs that recertification is recommended.

e Which Microsoft Entra ID groups control access to more than one Microsoft Entra ID
application

Each Microsoft Entra ID group should have access to only one Microsoft Entra ID
application. A prompt informs that recertification is recommended.

e Restricted access to Microsoft Entra ID applications that are not in use

Microsoft Entra ID applications with authorization should be used at least once within
a defined time period by Microsoft Entra ID users. If access is controlled through a
group, at least one user in the group must have used the application. If, according to
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its application history, an application has not been used, the application assignment
to the Microsoft Entra ID user account should be recertified or deleted.

e Risky sign-ins from Microsoft Entra ID users

All interactive sign-ins of Microsoft Entra ID users should be without risk status.

The time period after which applications are considered unused is defined in the
TargetSystem | AzureAD | UnusedApplicationThresholdInDays configuration
parameter. The default value is 90 days.

Synchronizing behavior driven
governance usage data

To set up the synchronization of Behavior Driven Governance usage data

1. Create an initial synchronization project as described in Create initial synchronization
project for a Microsoft Entra ID tenant. The following special features apply:

a. Inthe project wizard, on the Select project template page, select the
Microsoft Entra ID Audit data project template.

b. This displays the Restrict target system access page. However, no changes
can be made. The target system is only loaded.

For more information, see Creating a synchronization project for initial
synchronization of a Microsoft Entra ID tenant.

2. Configure and set a schedule to run synchronization on a regular basis.

For more information, see Specifying a schedule.

Displaying Behavior Driven Governance
usage data

To display a Microsoft Entra ID user account's main data

In the Manager, select the Microsoft Entra ID > Sign-in logs category.
Select the tenant.

Select the user account in the result list.

WD

Select the Show main data task.

To display a Microsoft Entra ID user account's sign-in log

1. Inthe Manager, select the Microsoft Entra ID > User accounts category.

2. Select the user account in the result list.
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3. Select the Show recent sign-ins task.

To display a Microsoft Entra ID service principal’'s sign-in log
1. Inthe Manager, select the Microsoft Entra ID > Service principals category.
2. Inthe result list, select the service principal.
3. Select the Show recent sign-ins task.
To display recent risky sign-ins
1. In the Manager, select the Microsoft Entra ID > Tenants category.
2. Select the tenant in the result list.
3. Select the Show recent risky sign-ins task.
To display the application usage by user account

1. Inthe Manager, select the Microsoft Entra ID > Service principals category.
2. Inthe result list, select the service principal.

3. Select the Application usage by user overview task.

For more information, see Reports about Microsoft Entra ID objects.

Microsoft Entra ID sign-in logs main
data

The following provides you with the general main data of a sign-in log.

Table 1: General main data

Property Description

Microsoft Entra The Microsoft Entra ID user account of this sign-in log.
ID user

account

User login User account login name. The user's login name is made up of the alias

name and the domain. User login names that are formatted like this
correspond to the User Principal Name (UPN) in Microsoft Entra ID.

Tenant The Microsoft Entra ID tenant of this user account.

Time of sign-in  Time the user signed in.
Country Country.

Application Name displayed Microsoft Entra ID application logged in to by the user.
display name
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Property

Description

Resource

display name.

Client type
Browser

Operating
system

Location
State

IP address
Risk status

Risk level
(sign-in)

Risk level
(aggregated)

Risk detail

(GNE IDENTITY

Display name of the resource logged in to by the user.

Type of client used for access.

Browser in use.

Installed operating system.

Location.

State.

IP address used for the sign-in.

Risk status of the user account.

Risk status of the sign-in.

Aggregated risk level during the sign-in.

Details of the existing risk.
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Behavior Driven Governance for
Onelogin

NOTE: This functionality is only available if the OneLogin Module is installed.

One Identity Manager provides various company policies and attestation policies to test
and recertify or remove access to OnelLogin applications depending on usage patterns. This
means the following scenarios can be handled:

e Access to Onelogin applications that are not used

OnelLogin users should use the applications assigned to them at least once within the
given time period. If, according to its application history, an application has not been
used, the application assignment to the OnelLogin user account should be recertified
or deleted.

A company policy finds all unused access to OnelLogin applications. Exception
approvers are informed about the applications and user accounts involved. At the
same time, a recertification process is launched. During the recertification process,
users and their managers or target system managers clarify whether the applications
are still required. If not, access to unused applications can be subsequently removed,
automatically or manually.

e Onelogin applications that are not used by anyone

Applications should be used at least once by at least on OneLogin user within the
given time period. If, according to its application history, an application has not been
used, the application assignments to the OnelLogin user account should be recertified
or deleted.

A company policy finds all unused OnelLogin applications. Exception approvers are
informed about the affected applications. Recertification can be used to clarify
whether the applications are still needed. Access to unused applications can be
subsequently removed, automatically or manually.

e Non-unique assignment of OnelLogin application to OnelLogin roles

Access of OnelLogin users to applications is controlled by roles. If access is to be
removed, the assignment of OnelLogin roles to user accounts must be removed. So
that no other permissions are removed that may still be required, precisely one
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application can be assigned to the roles. If the assignment of applications to roles is
unique, unused access to applications can be removed automatically.

Company policies are used to identify all OneLogin roles that have more than one
application assigned to them, as well as all applications that are assigned to more
than one role. Exception approvers are informed about the affected roles and
applications and can take appropriate action.

The time period after which applications are considered unused is defined in the
TargetSystem | OnelLogin | UnusedApplicationThresholdInDays configuration
parameter. The default value is 90 days.

For more information about mapping OneLogin applications, OnelLogin user accounts, and
OnelLogin roles, see Mapping OnelLogin objects in One Identity Manager.

Related topics

» Identifying unused access to OnelLogin applications on page 30

» Identifying unused OnelLogin applications on page 33

» Assigning Onelogin applications to OnelLogin roles on page 37

» Prerequisites for automatic withdrawal of unused OnelLogin applications on page 29

» Behavior Driven Governance for target systems in the Unified Namespace on page 41

Prerequisites for automatic withdrawal
of unused OnelLogin applications

In order to automatically remove OnelLogin user account access to OnelLogin applications,
One Identity Manager determines which OneLogin roles were used to assign the
applications. If a role found in this way is assigned to just one unused application, the user
account membership in this role can be removed. This causes the user account to lose its
access to the application. If more than one application is assigned to one OnelLogin role, the
membership is not automatically deleted to ensure that all the other applications in the role
still have their access.

NOTE: Applications assigned directly to user accounts cannot be removed in
One Identity Manager. Direct assignments must be removed manually after attestation
is denied in the target system.

Prerequisites
To find and recertify unused applications, the following requirements must be met:

e The Onelogin change history is synchronized. At least the events with types 5, 6, 7,
8,11, 22, 29 are synchronized (event_type_id=5,6,7,8,11,22,29).
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e The TargetSystem | OneLogin | UnusedApplicationThresholdInDays
configuration parameter is set. This value specifies after how many days without
access a Onelogin application is considered to be unused.

e The identities linked to the user accounts must have a manager assigned to them.
e Atarget system manager must be specified for OneLogin.

To remove access from an unused application automatically, the following requirements
must be met:

» Onelogin applications are only assigned to user accounts via OneLogin roles. Only
these assignments can be removed automatically or manually in
One Identity Manager.

e Only one OneLogin application is assigned to each OnelLogin role.

TIP: Use the OnelLogin role(s) control only one OneLogin application
company policy to identify roles with more than one application.

Identifying unused access to OnelLogin
applications

Onelogin users are expected to use the applications assigned to them at least once within
the given time span. You can use a default company policy to identify all OnelLogin
application assignments to user accounts that, according to the change history, have not
been used during this period. Exception approvers are informed about the applications and
user accounts involved. At the same time, a recertification process is launched. During the
recertification process, users and their managers or target system managers clarify
whether the applications are still required. If not, access to unused applications can be
subsequently removed, automatically or manually.

Assignments are identified as unused when the following conditions apply:

e The assignment is in effect (OLGUserHasApplication.XIsInEffect=1).
e The Onelogin user has logged in to OnelLogin at least once (OLGUser.LastLogin).

e The number of days between the date of the last application login
(OLGEvent.CreatedAt) and the current date is greater than or equal to the value of the
TargetSystem | OnelLogin | UnusedApplicationThresholdInDays
configuration parameter.

-OR -

There is no application login date for the user account in the change history.
Therefore, the user has never used the application.
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To find and recertify unused assignments

1.

(Optional) Configure automatic withdrawal of entitlements.

Depending on the method used to assign OnelLogin user accounts to OnelLogin roles
(directly, via IT Shop request, through hierarchical roles or system roles), different
configuration parameters must be set. For more information, see Configuring
withdrawal of entitlements.

(Optional) Check whether policy violation notifications and attestation notifications
are set up in the attestation case.

For more information, see Notifications about policy violations and Notifications in the
attestation case.

(Optional) Assign identities to the Identity & Access Governance | Company
policies | Exception approvers application role if they are to be informed about
unused Onelogin applications. These identities are allowed to approve exceptions
if necessary.

1. Inthe Manager, select the Company Policies > Basic configuration data
> Exception approvers category.

2. Select the Assign identities task.

3. Inthe Add assignments pane, add identities.

TIP: In the Remove assignments pane, you can remove assignhed
identities.

To remove an assignment
« Select the identity and double-click &,

4. Save the changes.

TIP: If you use Behavior Driven Governance for different target systems,
create child application roles for each target system to limit permissions for
exception approval.

4. (Optional) To change the recertification period after an application has been

identified as unused, in the Web Portal, edit the Unused OneLogin application
access attestation attestation policy.

e Edit the Unused for x days condition and change the nhumber of days.

For more information, see Editing attestation policies.

5. Enable the working copy of the Access to OnelLogin applications is used
regularly company policy.
1. In the Manager, select the Company policies > Policies > Working copies
of policies > Predefined category.
Select the working copy in the result list.
Select Enable working copy.
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4. Confirm the security prompt with Yes.
5. Enable the original policy. Confirm the prompt with Yes.
This starts the policy check.

TIP: If an enabled company policy already exists, you can start the policy check
with the Recalculate policy task.

A predefined schedule starts the policy check once a month.

NOTE: If you want to prevent new policy violations from being attested immedi-
ately, disable Start attestation for new policy violations immediately.

(Optional) To periodically recertify approved unused assignments, assign an
enabled schedule to the Unused OnelLogin application access attestation
attestation policy.

1. In the Manager, select the Attestation > Attestation policies >
Predefined category.

Select the attestation policy in the result list.
Select the Change main data task.
4. Select an enabled schedule from the Calculation schedule drop-down.
- OR -
Click E to create a new schedule.

5. Save the changes.

Procedure

1.

In the Manager, verification of the Access to OnelLogin applications is used
regularly company policy is either scheduled or started by the Recalculate
policy task.

o It finds all assignments of OnelLogin applications to user accounts where the
user account has either never logged in or has not logged in within the specified
time period.

o Exception approvers are notified of policy violations via email.

If any assignment violates the policy, it is automatically attested with the Unused
OnelLogin application access attestation attestation policy.

Approval sequence:
a. Isthe user account linked to an identity?

» If not, the assignment is submitted to the target system managers for
attestation.

b. The linked identity confirms whether the assigned application is required.

c. The manager of the linked identity decides whether the assignment stays.
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d. If attestation was denied in an approval level, automatic removal of the
assignment is reviewed. This finds all OneLogin roles used to assign
applications to the user account.

e If no other applications are assigned to a role, automatic withdrawal of
this role is initiated. This removes the assignment of the role to the user
account and provisions the change in the target system, thus removing
the entitlement for using the application from the OnelLogin user.

With the subsequent synchronization, assignment of the application to
the user account is marked as pending or deleted in the

One Identity Manager database, depending on the configuration of the
synchronization. Run a full target system synchronization to irrevocably
delete pending assignments.

e. If the application is assigned directly to the user account or access to multiple
applications is granted through a OneLogin role, the attestation case is
submitted to the target system managers for final processing.

» If the target system managers deny attestation, they must ensure that
the assignments are removed manually.

If the manager or target system managers have approved the attestation, the assignment
stays. If the assignment is again found to be unused during the subsequent scheduled or
manual check, it is resubmitted to the attestors for review.

Related topics

» Behavior Driven Governance for OnelLogin on page 28
» Prerequisites for automatic withdrawal of unused OnelLogin applications on page 29
» Identifying unused OnelLogin applications on page 33

» Assigning OnelLogin applications to OneLogin roles on page 37

Identifying unused OnelLogin
applications

Applications should be used at least once by at least one OnelLogin user within the given
time span. You can use a default company policy to identify all OnelLogin applications that,
according to the change history, have not been used during this time. Exception approvers
are informed about the affected applications. Recertification can be used to clarify whether
the applications are still needed. This means that users and their managers or target
system managers discuss whether the applications are still required. If not, access to
unused applications can be subsequently removed, automatically or manually. Default
policies must be enabled and configured to meet company requirements.
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Applications are identified as unused when the following conditions apply:

e The application is assigned to at least one OnelLogin user account

(OLGUserHasOLGApplication).

The number of days between the date of the last application login
(OLGEvent.CreatedAt) and the current date is greater than or equal to the value of the
TargetSystem | OnelLogin | UnusedApplicationThresholdInDays
configuration parameter.

-0OR -

There is no application login date for a user account in the change history. Therefore,
the user has not yet used the application.

To find and recertify unused applications

1.

(Optional) Configure automatic withdrawal of entitlements.

Depending on the method used to assign OnelLogin user accounts to OnelLogin roles
(directly, via IT Shop request, through hierarchical roles or system roles), different
configuration parameters must be set. For more information, see Configuring
withdrawal of entitlements.

(Optional) Check whether policy violation notifications and attestation notifications
are set up in the attestation case.

For more information, see Notifications about policy violations and Notifications in the
attestation case.

(Optional) Assign identities to the Identity & Access Governance | Company
policies | Exception approvers application role if they are to be informed about
unused Onelogin applications. These identities are allowed to approve exceptions
if necessary.

1. Inthe Manager, select the Company Policies > Basic configuration data
> Exception approvers category.

2. Select the Assign identities task.

3. Inthe Add assignments pane, add identities.

TIP: In the Remove assignments pane, you can remove assignhed
identities.

To remove an assignment
« Select the identity and double-click &,

4. Save the changes.
TIP: If you use Behavior Driven Governance for different target systems,

create child application roles for each target system to limit permissions for
exception approval.
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4. Enable the working copy of the Unused OnelLogin applications can be removed
company policy

For more information, see Enabling working copies of company policies.

1.

» W N

5.

In the Manager, select the Company policies > Policies > Working copies
of policies > Predefined category.

Select the working copy in the result list.
Select Enable working copy.
Confirm the security prompt with Yes.

Enable the original policy. Confirm the prompt with Yes.

This starts the policy check.

TIP: If an enabled company policy already exists, you can start the policy check
with the Recalculate policy task.

A predefined schedule starts the policy check once a month.

5. Inthe Web Portal, edit the Attestation of OnelLogin application access
attestation policy.

For more information, see Editing attestation policies.

a.

(Optional) To periodically recertify unused applications, select an enabled
schedule in the Calculation schedule field.

Specify which applications require recertifying. In the Objects to be Attested
by this Attestation Policy pane, add at least one other condition.

7~

Example:

1. Select the Specific applications condition type and select one of
the applications that has been identified as unused by the
company policy.

2. Add another condition with the Unused for x days condition type
and enter the number of days after which the application is
identified as unused.

3. Delete the All applications condition.

\

If you do not add a condition, attestation cases are created for all the OnelLogin
application assignments to Onelogin user accounts.

Enable the attestation policy
e Disable the Disabled check box.

Save the changes.
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Procedure

1. In the Manager, verification of the Unused OneLogin applications can be
removed company policy is either scheduled or started by the Recalculate
policy task.

It finds all OneLogin applications where the user account has either not logged
in within the specified time period or never logged in.

» Exception approvers are notified of policy violations via email.

2. Inthe Web Portal, attestation with the Attestation of OneLogin application
access is either scheduled or started manually.

It finds all OneLogin application assignments to user accounts according to the
configured condition.

Approval sequence:
a. Isthe user account linked to an identity?

e If not, the assignment is submitted to the target system managers for
attestation.

b. The linked identity confirms whether the assigned application is required.
c. The manager of the linked identity decides whether the assignment stays.

d. If attestation was denied in an approval level, automatic removal of the
assignment is reviewed. This finds all OnelLogin roles used to assign
applications to the user account.

» If no other applications are assigned to a role, automatic withdrawal of
this role is initiated. This removes the assignment of the role to the user
account and provisions the change in the target system, thus removing
the entitlement for using the application from the OnelLogin user.

With the subsequent synchronization, assignment of the application to
the user account is marked as pending or deleted in the

One Identity Manager database, depending on the configuration of the
synchronization. Run a full target system synchronization to irrevocably
delete pending assignments.

e. If the application is assigned directly to the user account or access to multiple
applications is granted through a OneLogin role, the attestation case is
submitted to the target system managers for final processing.

o If the target system managers deny attestation, they must ensure that
the assignments are removed manually.

If the manager or target system managers have approved the attestation, the assignment
stays and is submitted for recertification again by the next scheduled check.
Related topics

e Behavior Driven Governance for OnelLogin on page 28

e Prerequisites for automatic withdrawal of unused OnelLogin applications on page 29
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» Identifying unused access to OnelLogin applications on page 30

» Assigning Onelogin applications to OnelLogin roles on page 37

Assigning OnelLogin applications to
OnelLogin roles

Onelogin user access to applications is controlled by roles. To be able to manage access to
OnelLogin applications automatically, only one OnelLogin application can be assigned to a
Onelogin role. When this application is no longer needed, its membership in the role can be
removed without withdrawing access to other applications at the same time. Similarly, an
application should be assigned to only one OnelLogin role. If this application is no longer
required, you only need to remove membership from the role.

You can use default company policies to verify that whether the requirements for automatic
withdrawal of entitlements are met. Exception approvers are informed about the affected
roles and applications and can take appropriate action.

To identify OneLogin roles with more than one OnelLogin application

1. (Optional) Assign the identities to be informed about the OnelLogin roles affected to
the Identity & Access Governance | Company policies | Exception
approvers application role. These are allowed to approve exceptions if necessary.

1. Inthe Manager, select the Company Policies > Basic configuration data
> Exception approvers category.

2. Select the Assign identities task.

3. Inthe Add assignments pane, add identities.

TIP: In the Remove assignments pane, you can remove assigned
identities.

To remove an assignment
« Select the identity and double-click &,

4. Save the changes.

TIP: If you use Behavior Driven Governance for different target systems,
create child application roles for each target system to limit permissions for
exception approval.

2. (Optional) Check whether notifications of policy violations are setup.

For more information, see Notifications about policy violations.
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3. Enable the working copy of the All OneLogin roles control just one OnelLogin
application company policy.

1. Inthe Manager, select the Company policies > Policies > Working copies
of policies > Predefined category.

Select the working copy in the result list.

Select Enable working copy.

il SN

Confirm the security prompt with Yes.
5. Enable the original policy. Confirm the prompt with Yes.
This starts the policy check.

TIP: If an enabled company policy already exists, you can start the policy check
with the Recalculate policy task.

A predefined schedule starts the policy check once a month.
4. Check all OneLogin roles that violate the policy and correct the assignments to
OneLogin applications.

To identify OneLogin applications with more than one OnelLogin role

1. (Optional) Assign the identities to be informed about the applications affected to the
Identity & Access Governance | Company policies | Exception approvers
application role. These are allowed to approve exceptions if necessary.

1. Inthe Manager, select the Company Policies > Basic configuration data
> Exception approvers category.

2. Select the Assign identities task.
3. Inthe Add assignments pane, add identities.

TIP: In the Remove assignments pane, you can remove assigned
identities.

To remove an assignment
« Select the identity and double-click @,

4. Save the changes.

TIP: If you use Behavior Driven Governance for different target systems,
create child application roles for each target system to limit permissions for
exception approval.

2. (Optional) Check whether notifications of policy violations are setup.
For more information, see Notifications about policy violations.

3. Enable the working copy of the All OneLogin applications are controlled by just
one OnelLogin role company policy.
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1. Inthe Manager, select the Company policies > Policies > Working copies
of policies > Predefined category.

Select the working copy in the result list.

Select Enable working copy.

» W N

Confirm the security prompt with Yes.
5. Enable the original policy. Confirm the prompt with Yes.
This starts the policy check.

TIP: If an enabled company policy already exists, you can start the policy check
with the Recalculate policy task.

A predefined schedule starts the policy check once a month.

4. Check all OneLogin applications that violate the policy and correct the assignments to
Onelogin roles.

Related topics

» Behavior Driven Governance for OnelLogin on page 28
» Prerequisites for automatic withdrawal of unused OnelLogin applications on page 29
» Identifying unused access to OnelLogin applications on page 30

» Identifying unused OnelLogin applications on page 33
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Behavior Driven Governance for
Privileged Account Management

NOTE: This functionality is only available if the Privileged Account Governance Module
is installed.

One Identity Manager provides various company policies and attestation policies to test
and recertify, or remove access to entitlements in One Identity Safeguard depending on
the usage behavior of its users. This means the following scenarios can be handled:

e PAM user groups that are not used by your users

Members of user groups can request access within a defined time period. User
accounts with no access requests recorded in the PAM audit log, should have their
membership in the user group recertified or deleted.

A company policy determines all the user accounts without access requests.
Exception approvers are informed about the user groups and user accounts
involved. At the same time, a recertification process is launched. During the
recertification process, attestation policy approvers clarify whether the memberships
are still required. Memberships that are not required can then be removed
automatically or manually.

Different PAM entitlements that are not used

PAM entitlements, such as assets, user groups, or permissions, should be used at
least once within a defined period of time. If, according to the PAM audit log, an
entitlement has not been used during this period, a recertification procedure can be
used to determine whether the entitlement is still required.

Any unused entitlements are determined by various company policies. Exception
approvers are informed about the entitlements involved. Recertification can be used
to clarify whether the entitlements are still required. Unused entitlements can then
be removed from the target system.

The number of days after which entitlements are considered unused is specified in the
TargetSystem | PAG | UnusedUserAccountThresholdInDays configuration
parameter. The default value is 90 days.

For more information about mapping PAM objects, see Mapping PAM objects in
One Identity Manager.
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Behavior Driven Governance for
target systems in the
Unified Namespace

NOTE: This functionality is only available if at least the Target System Base Module
is installed.

One Identity Manager provides company policies to find user accounts that have not been
used for a specified period of time. They can use this information to verify and correct
target system access permissions. This can reduce the security risks associated with
unused but enabled user accounts.

Prerequisites

e The user accounts are mapped in the Unified Namespace.

e The target systems provide information about how long the user accounts have been
in use. This data is synchronized with the One Identity Manager and mapped in
UNSAccount.LastLogon.

For more information about mapping target systems and user accounts in the
Unified Namespace, see Mapping target system objects in the Unified Namespace.

The number of days after which user accounts are considered unused is specified in the
TargetSystem | UNS | UnusedUserAccountThresholdInDays configuration
parameter. The default value is 90 days.

The following scenarios can be handled:

e User accounts that are not used can be disabled

If users have not logged in to a target system for a specified period of time, their user
accounts can be considered to be unused. These user accounts ought be disabled so
that logging in is no longer possible.

o User accounts that are not used can be deleted

User accounts that have not been used to log in to the target system for a specified
period of time can be deleted.
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Default company policies can be used to find unused user accounts and to inform
exception approvers. How to proceed with these user accounts (disabled or delete)
depends on the capabilities of the respective target systems. Define target system-specific
processes to do this.

Related topics

» Identifying and disabling unused user accounts on page 42
» Identifying and deleting unused user accounts on page 43

» Behavior Driven Governance for OnelLogin on page 28

Identifying and disabling unused user
accounts

Whether unused user accounts can be disabled automatically or manually depends on the
capabilities of the respective target systems and your company IT policies. Define
processes suitable for notifying administrators, managers, or other responsible parties of
unused user accounts and disable the affected user accounts.

To find and disabled unused user accounts

1. Inthe Designer, set the TargetSystem | UNS |
UnusedUserAccountThresholdInDays | DaysUntilDisable and enter the value
as the number of days after which unused user accounts should be disabled. The
default value is 180 days.

2. (Optional) Assign identities to the Identity & Access Governance | Company
policies | Exception approvers application role if they are to be informed about
the user accounts involved. These are allowed to approve exceptions if necessary.

1. Inthe Manager, select the Company Policies > Basic configuration data
> Exception approvers category.

Select the Assign identities task.

In the Add assignments pane, add identities.

TIP: In the Remove assignments pane, you can remove assighed
identities.

To remove an assignment
« Select the identity and double-click &,

4. Save the changes.
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TIP: If you use Behavior Driven Governance for different target systems,
create child application roles for each target system to limit permissions for
exception approval.

3. (Optional) Check whether policy violation notifications are setup.

For more information, see Notifications about policy violations.

4. Enable the working copy of the Unused user accounts can be disabled.

1.

» W N

5.

In the Manager, select the Company policies > Policies > Working copies
of policies > Predefined category.

Select the working copy in the result list.

Select Enable working copy.

Confirm the security prompt with Yes.

Enable the original policy. Confirm the prompt with Yes.

This starts the policy check.

TIP: If an enabled company policy already exists, you can start the policy check
with the Recalculate policy task.

A predefined schedule starts the policy check once a month.

5. Check all the user accounts that violate the policy and disable them.

e To automatically disabled unused user accounts, create target system-specific

processes that run when new policy violations occur.

Related topics

» Behavior Driven Governance for target systems in the Unified Namespace on page 41

» Identifying and deleting unused user accounts on page 43

Identifying and deleting unused user
accounts

Whether unused user accounts can be deleted automatically or manually depends on the
capabilities of the respective target systems and your company IT policies. Define
processes suitable for notifying administrators, managers, or other responsible parties of
unused user accounts and delete the affected user accounts.
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To find and delete unused user accounts

1. Inthe Designer, set the TargetSystem | UNS |
UnusedUserAccountThresholdInDays | DaysUntilDelete and enter the value
as the number of days after which unused user accounts should be disabled. The
default value is 360 days.

2. (Optional) Assign identities to the Identity & Access Governance | Company
policies | Exception approvers application role if they are to be informed about
the user accounts involved. These are allowed to approve exceptions if necessary.

1. Inthe Manager, select the Company Policies > Basic configuration data
> Exception approvers category.

N

Select the Assign identities task.

w

In the Add assignments pane, add identities.

TIP: In the Remove assignments pane, you can remove assigned
identities.

To remove an assignment
« Select the identity and double-click &,

4. Save the changes.

TIP: If you use Behavior Driven Governance for different target systems,
create child application roles for each target system to limit permissions for
exception approval.

3. (Optional) Check whether policy violation notifications are setup.
For more information, see Notifications about policy violations.
4. Enable the working copy of the Unused user accounts can be deleted.

1. In the Manager, select the Company policies > Policies > Working copies
of policies > Predefined category.

Select the working copy in the result list.

Select Enable working copy.

ol

Confirm the security prompt with Yes.
5. Enable the original policy. Confirm the prompt with Yes.
This starts the policy check.

TIP: If an enabled company policy already exists, you can start the policy check
with the Recalculate policy task.

A predefined schedule starts the policy check once a month.

5. Check all the user accounts that violate the policy and delete them.
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e To automatically delete unused user accounts, create target system-specific
processes that run when new policy violations occur.

Related topics

» Behavior Driven Governance for target systems in the Unified Namespace on page 41
» Identifying and disabling unused user accounts on page 42
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Appendix A

Configuration parameters for
behavior driven governance

The following configuration parameters are relevant for behavior driven governance

Table 2: Overview of configuration parameters for behavior driven governance

Configuration parameter

Description

TargetSystem | OnelLogin |
UnusedApplicationThresholdInDays

TargetSystem | PAG |
UnusedThresholdInDays

TargetSystem | SAPR3 | BDG |
DeleteDataOlderThan

TargetSystem | SAPR3 | BDG |
UnusedThresholdInMonth

TargetSystem | UNS |
UnusedUserAccountThresholdInDays

TargetSystem | UNS |
UnusedUserAccountThresholdInDays |
DaysUntilDelete

TargetSystem | UNS |
UnusedUserAccountThresholdInDays |
DaysUntilDisable

QER | Attestation | AutoRemovalScope
and all configuration subparameters

(ONE IDENTITY

Number of days after which access to OnelLogin
applications is considered to be unused (default:
90).

Number of days after which a privileged object,
entitlement, or user is considered unused
(default: 90).

Retention period (in months) for SAP usage
data.

Number of months after which an SAP role, a
role assignment, an SAP profile or a profile
assignment is considered unused (default: 6).

Number of days after which a user account is
considered to be unused (default: 90).

Number of days after which an unused user
account should be deleted (default: 365).

Number of days after which an unused user
account should be disabled (default: 180).

General configuration parameter for defining
automatic withdrawal of member-
ships/assignments if attestation approval is not
granted.
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Appendix B

Default project template for SAP
usage data

A default project template ensures that all required information is added in

One Identity Manager. This includes mappings, workflows, and the synchronization base
object. If you do not use a default project template you must declare the synchronization
base object in One Identity Manager yourself.

Use a default project template for initially setting up the synchronization project. For
custom implementations, you can extend the synchronization project with the
Synchronization Editor.

To synchronize SAP usage data, use the SAP usage data project template. The project
template uses mappings for the following schema types.

Table 3: Mapping SAP R/3 schema types to tables in the One Identity Manager
schema.

Schema type in the target system Table in the One Identity Manager schema

Transactions SAPTransaction
UserStartedProgram SAPUserUsesTransaction
UserUsesTransaction SAPUserUsesTransaction
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Appendix C

Referenced SAP R/3 table and
BAPI calls

The following overview provides information about all the tables referenced by SAP usage
data in an SAP R/3 system and the BAPI calls that are run. The tables and BAPIs accessed
by the SAP R/3 connector when SAP authorization objects are synchronized are listed in
SAP Functions. For more information, see Referenced SAP R/3 tables and BAPI calls.

Table 4: Referenced tables and BAPIs
Tables BAPI calls

SWNC_GET_WORKLOAD_STATISTIC or /VIAENET/LISTSWNCDATA_TCD
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Appendix D

Default project templates for
Behavior Driven Governance in
Microsoft Entra ID

A default project template ensures that all required information is added in

One Identity Manager. This includes mappings, workflows, and the synchronization base
object. If you do not use a default project template you must declare the synchronization
base object in One Identity Manager yourself.

Use a default project template for initially setting up the synchronization project. For
custom implementations, you can extend the synchronization project with the
Synchronization Editor.

Table 5: Mapping Behavior Driven Governance schema types

Schema type in Microsoft Entra ID Table in the One Identity Manager schema

Signln AADSignIn

Related topics

» Project template for Microsoft Entra ID tenants

* Project template for Microsoft Entra ID B2C tenants
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About us

One Identity solutions eliminate the complexities and time-consuming processes often
required to govern identities, manage privileged accounts and control access. Our solutions
enhance business agility while addressing your IAM challenges with on-premises, cloud and
hybrid environments.

Contacting us

For sales and other inquiries, such as licensing, support, and renewals, visit
https://www.oneidentity.com/company/contact-us.aspx.

Technical support resources

Technical support is available to One Identity customers with a valid maintenance contract
and customers who have trial versions. You can access the Support Portal at
https://support.oneidentity.com/.

The Support Portal provides self-help tools you can use to solve problems quickly and
independently, 24 hours a day, 365 days a year. The Support Portal enables you to:

e Submit and manage a Service Request

e View Knowledge Base articles

e Sign up for product notifications

» Download software and technical documentation

e View how-to videos at www.YouTube.com/Oneldentity
e Engage in community discussions

e Chat with support engineers online

e View services to assist you with your product
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