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Introduction

About Password Propagation Service

Password Propagation Service is a component of Directory Sync that allows password synchronization in
environments without RC4 Encryption. Unlike the Legacy Password Monitor Service, which requires RC4
Encryption, Password Propagation Service simply copies the password from the source to the target.

When a password changes in the source, the password filter installed on every domain controller in the source
environment will capture the password and use the Password Propagation Service to set the password in the target
using LDAPS security.

Requirements

Security
* LDAPS must be configured. See Enable Lightweight Directory Access Protocol (LDAP) over Secure
Sockets Layer (SSL) - Windows Server from Microsoft for more information.
For Password Change Service
¢ Windows Server 2019 or 2022
* 4vCore, 16GB RAM

* An Administrator Account to install and configure the Password Change Service. It must have access rights
to all domains and objects in scope for all users require the password propagation service.

* An Account has with Full Write access to the target user objects in-scope for the password changes.
* Windows Internet Information Server (IIS) must be preconfigured with certificate provisioned.

¢ TLS 1.2 or higher. Note, for the Password Propagation Service, TLS 1.2 will need to be enabled to
communicate with the Directory Sync Server as TLS 1.2 is still required for SQL Server.

* NET Framework 4.7.2

¢ Third-party anti-virus or threat prevention programs may block the execution of password tasks. These
programs may need to be uninstalled from both the Domain Controller and otherwise carefully whitelist all
files related to Password Filter to allow proper operation.

C:\ProgramData\Quest\DS Password Change Service
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For Password Filter

* Windows Server 2019 or 2022

An Administrator Account to install and configure the Password Change Service

Must be installed on all domain controllers in the source environment
Note, Read Only Domain Controllers can be excluded.

Third-party anti-virus or threat prevention programs may block the execution of password tasks. These
programs may need to be uninstalled from both the Domain Controller and otherwise carefully whitelisted to
allow proper operation.

C:\Program Files\Quest\DS Password Change Relay Service

TLS 1.2 or higher. Note, for the Password Propagation Service, TLS 1.2 will need to be enabled to
communicate with the Directory Sync Server as TLS 1.2 is still required for SQL Server.

.NET Framework 4.7.2

Network Ports

The general requirements for Directory Sync Pro are available in the Directory Sync Pro for Active
Directory Requirements and Installation Guide.

Below are the general requirements for Password Propagation Service:

Port 443 is required for Password Filter, Password Change Service.

Port 636, 3269 is required for LDAPs. Please refer to Enable Lightweight Directory Access Protocol (LDAP)
over Secure Sockets Layer (SSL) - Windows Server | Microsoft Learn for LDAPs requirement
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Installation and Configuration

Installing and configuring the Password Propagation Service requires the following actions:

1.

When configuring Password Propagation Service with On Demand Migration Active Directory, enabling the
Password Propagation Service option on the Environment Passwords Setting page and downloading the
Password Propagation Service Download.

When configuring Password Propagation Service with Directory Sync and Migrator Pro for Active Directory,
enabling the Password Propagation Service option on API Keys link under the menu in the top right corner.

Installing the Password Change Service (Both Password Change Service and DS Password Change Web
Service components) on a dedicated server or on the Directory Sync Agent Server in the source
environment.

Configuring the Password Propagation Server for the target environment where the passwords will
be changed.

Note: The Password Propagation Service must be preconfigured with Windows Internet Information Server
(I1S) with certificate provisioned.

Manually installing Password Filter on every Domain Controller in the source Active Directory forest.
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Enabling Password Propagation
Service

1. Navigate to the API Keys link from the right navigation menu.

SETTINGS

2.
3. Onthe API page, click on Create.

4. Click Yes to create the Password Propagation Key.

This will create a Password Propagation Key

u want to continue?

5.

6. Copy the API Key for later use when installing the Password Propagation Service.
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Installing Password Change Service

1. On the source environment, click the QuestPasswordPropagationService icon. The install wizard appears.

QuestPasswor
dPropagation

SErvice

2. Click Next on the Welcome screen.

Quest DS Password Change Service - InstallShield Wizard X

Quest

Welcome to the installation wizard for Quest DS Password Change Service

This will install Quest DS Password Change Sarvice version 20, 12. 1600 on your computsr. To
continue, dick Next.

1

— —— : .

3. Read and accept the License Agreement. Click Next.
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Quest DS Password Change Service - InstallShield Wizard X

License Agreement
Please read the following icense agreement carefully.

Software Transaction Agreement (For United States of America) »

St PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY

DOWNLOADING, INSTALLING OR USING THIS PRODUCT, YOU ACCEPT AND AGREE TO
THE TERMS AND CONDITIONS OF THIS AGREEMENT. FOR ORDERS PLACED OUT SIDE
THE UNITED STATES OF AMERICA, PLEASE GO TO
<https:liquest.com/legalista.aspx> TO VIEW THE APPLICABLE VERSION OF THIS
AGREEMENT FOR YOUR COUNTRY OR REGION. IF YOU DO NOT AGREE TO THE TERMS
AND CONDITIONS OF THIS MENT OR THE APPLICABLE VERSION OF THIS
AGREEMENT FOR YOUR C RY OR REGION, DO NOT DOWNLOAD, INSTALL OR USE
THIS PRODUCT. IF YOU HAVE A SIGNED AGREEMENT WITH PROVIDER THAT IS
SPECIFICALLY REFERENCED IN AN ORDER THAT IS EXECUTED BETWEEN YOU AND

° PROVIDER, THEN THAT SIGNED AGREEMENT WILL SUPERSEDE THIS AGREEMENT.

This Software Transaction Agresment (the “Agreement’) s made between you, the
Customer (“Customer” or “You") and the Provider, as defined below.

1. Definitions. Capitalized terms not defined in context shal have the meanings ot

" Iread, understand, and accept the terms of the Software Transaction Prnt

' [ do not accept the terms of the Software Transaction Agreement

N — m— H — e ‘.

4. Check the DS Password Change Service and DS Password Change WebService features and click
Next. Both features are required.

Quest DS Password Change Service - InstallShield Wizard X

Select Features
Select the features setup will install,

Quest

Select the features you want to install, and deselect the features you do not want to instal.

Space Requiredon C: 68 MB
Space Avaiable on C: 105148 MB

Ao — <Back H Next > — — |
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5. Enter a security passphrase for communicating with Password Propagation Services installed on other
computers. This phrase must match the phrase used to install the Password Filter. The passphrase must be

at least 15 characters long. Click Next.

Quest DS Password Change Service - InstallShield Wizard X
Entes passphrase to use with "Quest Password Propagation Services™
Store this phrase in a secure place for future reference.
= Please enter a secunty passphrase for communicating with “Quest Password
Services" installied on other computers. This phrase must match the phrase used to nstal the
U e S Propagation Services.

Mote: The passphrase will be at least 15 characters in length

- Passphrase

e Re-Enter Passphrase

| < Back H - | Cancel |

6. Enter the Password Propagation API Key found on the API Keys page. Click Next.
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Quest DS Password Change Service - InstallShield Wizard X
Enter Access Token

Enter the access token copied from ODMAD

Quest

Access Token

I < Back H r— T — Cancel F

7. Select or install the SSL certificate to use to securely access the QDSPwChange site. The default port is 443
and can be changed if needed. Click Next.

Note: The SSL certificate can be preconfigured. See Internet Information Services (IIS) Server Certificate
Installation Instructions at Microsoft for more information.
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Quest DS Password Change Service - InstallShield Wizard X

Select SSL cert to associate with QDSPwChange web site.

The Certificate will be used to secure access to the QDSPwChange site
‘You can also change the poit used for SSL binding on this site

Quest

[~ Configure Manually After Installation

[~ Select Existing Certificate

[T Instsll New Cestificate
Certificate File:

Certificate Password: Browse

Ineted — < Back H - Fﬁ!

8. Click Install.
Quest DS Password Change Service - InstallShield Wizard x

Ready to Install the Program
The wizard is ready to begin nstallabon.

Click Install to begin the installation.

O U eSt 8 you werk 1o i o hangs sy of your bwiskelion ssligs, Ak k. Ok Gl o et

rtaSeld —_ <Back w

Quest® Directory Sync Pro Password Propagation Service User Guide
Installation and Configuration



9. Click Finish on the Complete screen.

Quest DS Password Change Service - InstaliShield Wizard

InstallShield Wizard Complete

‘ ? |
Q U S t The InstallShield Wizard has successfully installed Quest DS Password Change Service. Click

Finish to exit the wizard,

Configuring Password Propagation
Server

Use the Password Change WebService to configure The target environment where the passwords will be changed.

1. Click on the DS Password Change WebService icon. The Password Propagation Server Configuration
page will open.

2. On the Environment Configuration page, click Add Forest.

Quest® Directory Sync Pro Password Propagation Service User Guide
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Quest Password Propagation Server Configuration

Environment Configuration Page

© 2024 - Quest Password Propagation Server Configuration

3. Enter a Forest Name and Default Credential. Click Save.

Quest Password Propagation Server Configuration

Please provide the Forest Domain and Default Credential details

Name

Default Credential

sysadm@mc 1 5root power365.cloud

P

© 2024 - Quest Password Propagation Server Configuration

4. Click Add Domain to add one or more Active Directory domains to the forest.

Please provide the Forest Domain and Default Credential details

Name

Default Credential

sysadm@mc15root power365. cloud

© 2024 - Quest Password Propagation Server Configuration

5. Enter the Domain Name and optional Credential. If left blank, the forest credentials will be used. Enter the
Global Catalog name.

Quest® Directory Sync Pro Password Propagation Service User Guide
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Forest: 15

Domain

Domain

Credential (Optional)

The default 1s to use the forest credentials provided. If domain specific credentials are supplied those will be used.

sysadm@mc15root.power365.cloud

Global Catalog

EntCI a server name

Click Select Domain Controller and then click Select next to the Domain Controller you wish to use.

Global Catalog

MC15Root-DC mc15root power363

Domain Controllers
Name FQDN

MC15Ro0t-DC ) Root-DC mc15root powe cloud
MC15Child-DC MC15Chld-DC mec15child mc15ro0t power365 cloud

MC15Child-DC2 MC15Child-DC2 mc] 5child mc15root power365.cloud

© 2024 - Quest Password Propagation Server Configuration

Domain

mec| Sroot power365 cloud
mcl5child me15root power365.cloud

mecl5child mc1Sroot power365.cloud

To configure the LDAPS Certificates, click either Add Certificate Thumbprint to add the thumbprint or click
Load Certificate from Domain Controller to retrieve the thumbprint from the Domain Controller.

Note: See How to: Retrieve the Thumbprint of a Certificate at Microsoft for more information.

Quest® Directory Sync Pro Password Propagation Service User Guide
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Global Catalog

MC15Root-DC.mc15root.power365.cloud

Selected Domain Controller: MC15Root-DC mc15root power365.cloud

LDAPS Certificates

No Certificates

© 2024 - Quest Password Propagation Server Configuration

DIL 1 IR0 JHC 1 JTO0LPUWEL I0.) CIOUG

Selected Domain Controller: MC15Root-DC.mc15ro0t power365.cloud
LDAPS Certificates
No Certificates

Please provide the Thumbprint you would like to pin

8. Click Save.

9. To add additional domains, return to the Forest page and click Add Domain.

Installing Password Filter

The Password Filter is installed on every Domain Controller in the source. The filter detects password changes in
the source and sends the password information to the Change Service to set in the target.

1. On the Domain Controller, click the QuestDirectorySyncPasswordFilter icon. The install wizard appears.

o L
\

QuestDirector
ySyncPasswor
dFilter

2. Click Next on the Welcome screen.
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Quest Directory Sync Password Filter - InstallShield Wizard X

Quest

Welcome to the installation wizard for Quest Directory Sync Password Filter

This will install Quest Directory Sync Password Filter version 20. 12. 1600 on your computer. To
continue, dick Next.

3. Read and accept the License Agreement. Click Next.

License Agreement

Quest Directory Sync Password Filter - InstallShield Wizard X

Please read the following Software Transaction Agreement carefully.

Quest

Software Transaction Agreement (For United States of America) »

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY
DOWNLOADING, INSTALLING OR USING THIS PRODUCT, YOU ACCEPT AND AGREE TO
THE TERMS AND CONDITIONS OF THIS AGREEMENT. FOR ORDERS PLACED OUT SIDE
THE UNITED STATES OF AMERICA, PLEASE GO TO
<htipsdiquest.comilegalista.aspx> TO VIEW THE APPLICABLE VERSION OF THIS
AGREEMENT FOR YOUR COUNTRY OR REGION. IF YOU DO NOT AGREE TO THE TERMS
AND CONDITIONS OF THIS AGREEMENT OR THE APPLICABLE VERSION OF THIS
AGREEMENT FOR YOUR COUNTRY OR REGION, DO NOT DOWNLOAD, INSTALL OR USE
THIS PRODUCT. IF YOU HAVE A SIGNED AGREEMENT WITH PROVIDER THAT IS
SPECIFICALLY REFERENCED IN AN ORDER THAT IS EXECUTED BETWEEN YOU AND
PROVIDER, THEN THAT SIGNED AGREEMENT WILL SUPERSEDE THIS AGREEMENT.

This Software Transaction Agreement (the “Agreement) is made between you, the
Customer ("Customer” or “You") and the Provider, as defined below.

1. Definitions. Capialized terms not defined in context shal have the meanings e

c Irm,mm.aﬁwtumofhmnmw

% 1 do not accept the terms of the Software Transaction Agreement

— <gack [U’" —_&ﬂ_'
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4. Check the Password Change Propagation feature and click Next. The install wizard can also install the
Modern Password Copy feature if needed.
Quest Directory Sync Password Filter - InstallShield Wizard X |

Select Features
Select the features setup will install.

Quest g -

|
|
|
Select the features you want to install, and deselect the features you do not want to install. i
|
|
|
1
1
|
|
|
1
1

Instal password relay service
on this Domain Controller to
relay password changes to the
Quest Password Propagation
Server
Change...
Space Requiredon C: 4m8
Space Available on C: 112634M8

|
—‘(NH&“) Cmd,

5. Enter a security passphrase for communicating with Password Propagation Services installed on other
computers. This phrase must match the phrase used to install the Change Service. The passphrase must be
at least 15 characters long. Click Next.

Quest® Directory Sync Pro Password Propagation Service User Guide
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Quest Directory Sync Password Filter - InstallShield Wizard X -

Enter a passphrase to secure access

Store this phrase in a secure place for future reference.
“You wall need this phease for “Cloud Directory Sync™ installations that access "Password Copy™.

Ouest' The passphrase must be at least 15 characters in length

Passphrase

ReEnter Passphrase

— <Bock 1 P Cocu ]

6. Onthe Quest Propagation Service URL page, enter the FQDN of the server running the "Quest
DS Password Change Service" or leave the field blank if you have a DNS SRV record for "_gdspwchange".
Click Next.

Quest® Directory Sync Pro Password Propagation Service User Guide
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Quest Propagation Service URL

Quest Directory Sync Password Filter - InstallShield Wizard X

Quest

Service location
leave blank if you have a DNS SRV record for *_qdspwchange™
Otherwise enter the FQDN of the server running the "Quest DS Password Change Service™

Note: If SRV Record or Password Change Service is not yet configured this entry will be saved
without validation

Record Name, URL, or blank for autodiscover
(I

7. Click Install.

Ready to Install the Program

Quest Directory Sync Password Filter - InstallShield Wizard X

The wizard is ready to begin installation.

Quest

Ciick Install to begin the installation.
gemmtmm”udmmyofmmm.ddm Click Cancel to exit

— T g | () e |
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8. Click Finish. You must restart the computer before the program.

Quest Directory Sync Password Filter - InstallShield Wizard

InstaliShield Wizard Complete

Quest The InstallSheeld Wizard has successfully nstalled Quest Directory Sync Password Filter. Before

you can use the program, you must restart your computer.

@ Yes, I want to restart my computer now.
" No, 1 will restart my computer later.

Remove any disks from ther drives, and then chick Finish to complete setup.

e — <Back H m _— — | |

9. Repeat the install process on all other Domain Controllers in the source. Istallation must be configured
manually on all Domain Controllers.
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View Logs

Password change logs in CSV format are available in the source directory at ProgramData > Quest > DS Password
Change Service > PsChangeAuditxxxxXxxX.csv.
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Frequently Asked Questions (FAQSs)

How do | configure an SRV record for the Password Change Service FQDN?

Please review the MS link on how to create an SRV record in General. Also, we provided the below step by step
instructions for your reference.

1. Log on to the DNS server and open the DNS Manager
2. Open DNS and choose the zone to create the SRV record for (Current domain, forward lookup zone).

3. From the Context menu, select Other New Records..., navigate to Service Location (SRV), and choose
Create Record.

4. Fillin the form (shown in the following figure), specifying “_qdspwchange* to the Service: input box.

* Enter an FQDN of the host computer (for example, Server1.contoso.com) to the Host offering the
Password Change Service.

¢ Select _http (_https) in the Protocol: field.

* Select 443 in the Port number: input box.

How do | configure LDAPS?

Microsoft provides an article on how to enable Lightweight Directory Access Protocol (LDAP) over Secure Sockets
Layer (SSL) with a third-party certification authority: https://learn.microsoft.com/en-us/troubleshoot/windows-
server/active-directory/enable-ldap-over-ssl-3rd-certification-authority.

How do | preconfigure the SSL Certificate?

Microsoft provides instructions on how to install an 1IS server certificate: https://learn.microsoft.com/en-
us/dotnet/framework/wcf/samples/iis-server-certificate-installation-instructions.

How do | find a certificate’s thumbprint?

Microsoft provides a how-to article on how to retrieve the thumbprint of a certificate: https://learn.microsoft.com/en-
us/dotnet/framework/wcf/feature-details/how-to-retrieve-the-thumbprint-of-a-certificate.

Do Passwords pass through On Demand Migration servers? (only applicable when working with On
Demand Migration Active Directory)

Password Propagation Service syncs directly from the source Active Directory to the target Active Directory without
transmitting passwords to On Demand Migration. User mapping data captured by the On Demand Migration
Directory Sync Service is used solely to map the source and target user objects and Active Directory to facilitate the
synchronization of passwords.

Can | enable Legacy/Modern Password Copy while using Password Propagation Service?

Password Propagation Service provides password synchronization functions for environments that have RC4
encryption disabled. Legacy and Modern Password can copy passwords, but it can only copy NTLM or RC4
Password Hash. For this reason, if the environment has RC4 disabled, we cannot enable both Password Copy and
Password Propagation Service at the same time. Password copy can be enabled to copy the NTLM/RC4
passwords, but once RC4 is disabled in the environment, Password Propagation Service should be used instead.
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How can I trigger passwords to be synced to the target user when using Password Propagation Service?
Unlike Password Copy (Legacy and Modern) which will copy the Password Hash to the target user object,
Password Propagation will set the password to the target object when the password is changed in the source.
Therefore, passwords can only be synced/set in the target if the source user password was changed by either the
end user or the administrator.

Do | need to add all domain controllers from my target Active Directory in the Password Change Service
Environment setting on my local server?

No, you do not need to add all domain controllers in your target Active Directory. Only one domain controller per
domain is needed.
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About us

Quest Software creates technology and solutions that build the foundation for enterprise Al. Focused on data
management and governance, cybersecurity and platform modernization, Quest helps organizations address their
most pressing challenges and make the promise of Al a reality. Around the globe, more than 45,000 companies
including over 90% of the Fortune 500 count on Quest Software. For more information, visit www.quest.com or
follow Quest Software on X (formerly Twitter) and LinkedIn.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have trial
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

o Submit and manage a Service Request

« View Knowledge Base articles

« Sign up for product notifications

« Download software and technical documentation
« View how-to-videos

« Engage in community discussions

« Chat with support engineers online

+ View services to assist you with your product
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