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What’s New in Enterprise Reporter
3.6

Enterprise Reporter provides a unified solution for data discovery and report generation. Using the Enterprise 
Reporter Configuration Manager, administrators can easily configure and deploy discoveries to collect and store 
data. Once the data has been collected, the Report Manager allows users to produce reports that help 
organizations to ensure that they comply with industry regulations and standards, adhere to internal security 
policies, monitor hardware and software requirements, and fulfill many other reporting requirements.

As a result of ongoing research and development efforts, and in response to customer feedback, the following 
changes and improvements have been made in this release of Quest Enterprise Reporter.

Discovery Enhancements
• Azure Resource and OneDrive discoveries now support MFA-based discovery credentials. It is 

recommended to re-authenticate any accounts used for these discoveries after upgrading.

• New permissions (Organization.Read.All - Delegate Permission, Policy.Read.All - Delegate Permission) 
are available for the Quest Enterprise Reporter Entra ID application. After upgrading, ensure the tenant 
application is reconfigured and consent is granted for the new permissions.

• When using MFA-based discovery credentials, extended attributes related to password policies in Entra ID 
can now be collected. These attributes are retrieved through a new endpoint. Note that some previously 
available attributes have been deprecated. Refer to the Release Notes for details.

• It is strongly recommended to re-authenticate accounts used for Microsoft Entra and Microsoft 365 
discoveries following the upgrade.

Updates to the report library
• A new report library is now available for Enterprise Reporter Scheduled Reports.

Updates to collections
• Computer discovery now collects more information on OS including build version.

Additional support
▪ Notifications now support secure connections (SSL/TLS) for SMTP servers.

▪ Exchange Server SE
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Deprecated features
The following fields have been removed from Microsoft Entra Tenant Password Reset Policies and User Settings 
reports because they are no longer supported by the Microsoft Entra ID collector for AzureTenant objects:

• SecurityQuestionsOptionEnabled

• NumberOfQuestionsToRegister

• NumberOfQuestionsToReset

• EnablementType

• PasswordResetEnabledGroupIds

• PasswordResetEnabledGroupName

• NotifyUsersOnPasswordReset

• NotifyOnAdminPasswordReset

• CustomizeHelpdeskLink

• CustomHelpdeskEmailOrUrl

• RegistrationReconfirmIntevalInDays

• NumberOfAuthenticationMethodsRequired

• RestrictNonAdminUsers

• UsersCanAddGalleryApps

• HideOffice365Apps
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About us

Quest Software creates technology and solutions that build the foundation for enterprise AI. Focused on data 
management and governance, cybersecurity and platform modernization, Quest helps organizations address their 
most pressing challenges and make the promise of AI a reality. Around the globe, more than 45,000 companies 
including over 90% of the Fortune 500 count on Quest Software. For more information, visit www.quest.com or 
follow Quest Software on X (formerly Twitter) and LinkedIn.

Technical support resources
Technical support is available to Quest customers with a valid maintenance contract and customers who have trial 
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a 
day, 365 days a year. The Support Portal enables you to:

• Submit and manage a Service Request.

• View Knowledge Base articles.

• Sign up for product notifications.

• Download software and technical documentation.

• View how-to-videos.

• Engage in community discussions.

• Chat with support engineers online.

• View services to assist you with your product.

https://www.quest.com/
https://x.com/Quest
https://www.linkedin.com/company/quest-software/
https://support.quest.com
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