
New features
This release includes the following features:

• MessageStats now supports TLS 1.3. 

NOTE: TLS 1.2 is the default mandatory version that must also be enabled.

• Assemblies have been updated to implement enhanced strong naming for improved identity validation and 
security, as per Microsoft's guidelines.

• Resolved the high-risk vulnerabilities identified during the security scans. These addresses known issues 
flagged under security compliance and improves overall platform security posture.

Upgrading from a previous release
If you are upgrading from MessageStats release versions 6.5.1 to 7.3, you must first upgrade to version 7.4.1 and 
then upgrade to version 7.9. 

For the Report Pack for Archive Manager, you can only do an in place upgrade from version 7.5.1. If you have an 
older version of the report pack installed, you must remove it before you install the new version.

IMPORTANT: When you upgrade to this release, it is strongly recommended that you clear your browser history 
after installation. By clearing your browser history, you can prevent issues in viewing the MessageStats Web 
Reports.

Resolved issues
The following is a list of issues addressed in this release.

Table 1. Resolved issues in this release.

Resolved issues Issue ID

This release addresses CVE-2022-37434, a critical vulnerability in zlib (versions up to 1.2.12) 
where a heap-based buffer over-read or potential buffer overflow could occur in the inflate function, 
by upgrading to the patched version of zlib to eliminate the risk of memory corruption or crash 
scenarios caused by specially crafted input data.
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https://learn.microsoft.com/en-us/dotnet/standard/assembly/enhanced-strong-naming
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