Change Augitor
- Cyberattack Mltléatlo
B' St Psractlces

b
\
\w

Searches | Protection Temp



Change Auditor
Suggested Alerts / Searches

x Irregular Domain Controller Registration Events (DCShadow)

x Irregular Domain Replication Activity Events (DCSync)

x  NTLMv1l & NTLM v2 (Needs Logon Activity Module)

x  Kerberos user ticket events that exceed the maximum ticket lifetime (Golden
Ticket) (Needs Logon Activity Module)

x Changes by Human vs. IAM

x  Service account used out of band

x Changes to Membership of | ocal Aadmin

x DACL changes on Domain container

x  SPN added

x  Searches for unconstrained and constrained delegation

x Searches for changes to Protected objects t
Ques

x  ALL Protection templates discussed in next section Where Next Meets Now.
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Searches: crid view i Find those hidden alerts

A The best practice is to keep alerts organized but in socasesthey will be stored in multiple containers. Finding them all can be difficult.
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@ Change Auditor [connected to app5.titancorp.local ser [Robert Tovar (TITANCORP)] = [m] X

File Edit Action View Help

T2 Explorer View Grid View | ® New  © Run... | &} Hide Properties | = Print -
A Q‘.,id( Seeich Drag a columi

W Private

[ Type

@ Change Auditor [connected to appSititancorp.local - DEFAULT] as user [Robert Tovar (TTANCCRP)] - o x

Action View Help

= Built-In
[ CA Script Demo
= Hank
I~/ PM Team Reports
T~ Reports
) SC Team Reports
[ Top 10 AD Alerts
[ WebShared Searches

T Explorer View B Grid b Hide Properties

I Shared Folder All Shared

Sy ETTo— : e | Report | ame Alerts B Fc]lder | Al‘ert To | Al‘ert | Al‘ert B | Relport T | Relport c | He‘port Bec |
e Click here to filter data &l ] &l &l 1l 1l B]

P F - - h

75 prTVBte Fo::er zcha"ge Enabled and I
L rivate Folder - - change " Type : Shared Alert (2 items) Disabled

[ Shared Folder - - Hank 5 .
— -+ Alert : Disabled (52 items)
| [ Shared Folder - - PM Team

[ Shared Folder - : Reports =1 ® Alert : Enabled (20 items) | D |
| Shared Folder B s SCTeam R 1~ (Executive Summary) DS04 - Ensure Continuous Service | Company X rtovar@titancorp.local...
| [ Shared Folder - - Top 10 AD _. Enabled Admin Group Change ACME tmera@titancorp.local tmera@tita_
| [ Shared Folder s - WebShared 5 Alert when someone accesses the CEO's Mailbox Alerts rtovar@titancorp. local
| A Private Search - - 08. Domai B All Account Lockout Events Alerts RTovar@titancorp.net;...

L Private Search : - ALLAD Que

- Authentication performed outside of normal working hol . Pass-the-hash mitie_§ bpatton@titancorp.local
Private Search - - All Azure A |

BEET e - Brute Force Attacks in the last 7 days ACME EWHO%
rivate Searc! - - ompu —
Info || Who || What || Where || When || Origin || Alert || Report || Layout || SQL — Private Search Allinteract - Folder change BPatton EWHOR
2y - - |
save [5) Save As ~ © Run... e @ Enabled Fouad OU Group Events Fouad fhamdi@titancorp.net; .. CHACA Demo...
e info | [ Who |[What | [Where | [ When | [ Origin | [Alert | [Report | [ L3 - GPO Alert Alerts rtovar@titancorp.local
arcl lame: I
Save [S) Save As * @ Run... - GPO Policy Events - Compliance ACME SWHO%
[ chanse Auditor RealTime . GPOAdMin service account used out of Band Hank bpatton@titancarp.local
Search Name: —
Search Description: - GPOAdmin service account used out of Band Hank bpatton@titancorp.local

[ change Auditor Real-Time -

KHammer

Hammer Temp Folder Search khammer@titancorp.net

Search Deseription:

| Search Limit: 10000 -+ 17! Refresh Interval: 5 | Minutes

/| Search Limit: 10000 | | Refresh Interval:

Q U eSt quest.com | confidential Where Next Meets Now.
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@ Change Auditor [connected to app3titancorp.local - DEFAULT] as user [Robert Tovar (TITANCORP)]

File Edit Action VYiew Help

T2 ExplorerView B Grid View | ® New~ © Run.. | @ Hide Properties | &4 Print ~

o Seeh = o lumn header here t by that col
i Al rag a column headsr here to sroup by that column.
£ Shared | Type Alert | Report [ Mame | Alert To
BT Builkln Click here to filter data... o G
[ AD Query
: All Account Loc
[ Authenticstion Services ", Shared Search . All Active Directory Events Including ActiveRoles/GPOAdmin Initiater
1 Azure Active Dirsctory @ Shared Alert W isabled W Disabled  All Active Directory Events2
T Defender "\ Shared Search - : AILAD Query Events
[ Logon Actvity L, Shared Search AlLADAM (AD LDS) Events
B Office 365 —
£ Reoommended Beot Fracive 4 Shared Search All Azure ADD Events
5 Regulatory Compliance 1, Shared Search All Computer Events
1 Sscurity "\ Shared Search - All Connection Object Events
[ SharePoint @ Shared Alert M Disabled AllDNS Events marc.vankralingen@quest.c
5 Skype for Business 1. Shared Search All Domain Controller Events
£ 5QL Data Level ., Shared Scarch All Domain Events
1 Threat Detection — i
5 Viware L Shared Search All Dynamic Access Control Events
[ CA Secript Demo 1, Shared Search AILEMC Events
[ Hank L, Shared Se All Events
B PM Team Repors = ents in the Past 24 hours
[ Reports L. Shar
B SC Team Reports Ein

What | Where | [When || Origin | [Ale; port | [Layout || sQL
Save Save As ~ @ Run... |+ AddG Add With Events... [} Delete

n

L

[] Runtime Prompt [] Exclude The Following SeleCtign(s) Include Event Souf’

Who

Quest
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() Select Active Directory Objects
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Find: | User, Computer, Group, InetOrg Hovar [ &NR Search |
Name | Canonical Name | Type | Description H
Click here to filter data... [ [ 5

5
g
g
3
g
o
B
]
:
| | 2
1 Itemis) found.
A Remove
| Type Canonical Hame
User Hitancorp.local/Quest Users/Quest Admins/Robert
Tovar
S
D Add Whe ?

Wildcard Expression:

* Like

| Titancom \SVC|

®

D Add Who

Wildcard Expression:

B Not Like

| Titancorpls”

(Domain\User)
® Sigserr O “Group

OK




earches: wno abi Add group/s to the who tab

A

Quest

1.

Authentication Services
Azure Active Directory
Defender

Logon Activity

Office 365

Recommended Best Practice

Security
SharePoint

Find: | User, Computer, Group. InetOrg [v/|  Name: | domain adrmin _ A ANR search
Name | Canonical Name | Type
Click here to filter data... (&l

Domain Admin RT  titancorp.local/Quest Team OU/Tovar/Protected/Domain Admin RT
Domain Admins ISL  titancorp.local/Quest Team OU/Lindsay/Protected/Domain Admins ISL
“~ Domain Admins KH titancorp.local/Quest Team OU/Hammer/US/Users/Domain Admins KH
Domain Admins SB : titancorp.local/Quest Team OU/Sbarker/Domain Admins SB

Security Group - Glol|
Security Group - Glol|
Security Group - Glol|

Security Group - Glo

Skype for Business
SQL Data Level 1
Threat Detection
" VMware
[*= CA Script Demo
~ Hank

o
~—
5
-
i
—
#{ Regulatory Compliance
-
™~
—
-
=

Info 3 | What | [ Where | [ When || origin || Atert |

Save Save As * © Run... ] + Add ~ + Add With Events...
[ Runtime Prompt [] Exclude The Following Selection(s)
Who

Include

2%, Domain Admins SRT titancorp.local/Quest Team OU/50ld/Toole/Groups/Domain Admins SRT  Security Group - Glol|
<% Domain Admins TT  titancorp.local/Quest Team OU/Tobias/Admins Group/Domain Admins TT = Security Group - Glol|

< | 2

6 Item(s) found.

v Add AR

Name ~| Type Canonical Name

M~ Domain Admins SB Security Group - Global ' titancorp.local/Quest Team OU/Sbarker/Domain Admins SB

Select Cancel

= A4 v 4 4 A 4 - 4 A4
2dz Oy |RR 3ANRdzLJa u2 UKSagweapk2Q Gl o 02 FFRR Ftft
Add group or groups to the who tab
@ Change Auditor [ nected to app3.titancorp.local - DEFAULT] as user [Robert Tovar (TITANCC t
File Edit Ach'on View Hglp ‘
(s x| e x| [
IE Explorer View Grid View l @ New~ ° Run... ‘ @} Hide Properties lB Print ¥ }
~ (1 Quick Search ) ' = ) 4
5 Private Drag a column header here to group by that column.
P Exchange Office 365 | Type Alert | Report | Name A
T3 Exchange OnPrem Click here to filter data... & =
™" Interesting Searches [y ]
= Shared J‘ & Select Active Directory Objects ] X l ;
=1 Built-In
: Add Users, Computers, or Groups:

asmoug
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Searches: whattabi Ther e
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@ Change Auditor [connected to appS.titancorp.local - DEFAULT] as user [Robert Tovar (TITANCORP)] — | b @ Add Facilties or Event Classes o
0 MO N R Drag a column header here to group by that column.
| overview x| Faciy ) e G ~{paramete
T2 Explorer View Grid View | @ HNew - @ Run... | £ Hide Properties | /2 Print - | Click here to filter data... o] al
4 Quick Search AD Query ry Performed
B Drag a column header here to group by that column. Authentication Activity User failed to log on interactively
Authentication Activity User failed to log on interactively from a remote comput...
: ZC:DQE gm:E b ‘ T Ll ‘ Report ‘ Name Al Nk 34 ‘ bkl | Activity User failed to perform a network logon from a remote co...
[ Bxchange OrPrem Click here to filter data... [ = 4] & | JT——— e
= C e 10 Private § h 08.D in Audit Policy Ch. 4 Authentication Activity User logged on interactively from a remote computer
[ Builtn b sl : : bl B Authentication Activity User performed a successful network logon from a remot...
[ AD Query A Private Search = = AlLAD Queries in the last 30 days Authentication Services Monitoring  Authentication Services Computer Object Added
[ All Events ~ Private Search - N All Azure Active Directory group events in the past 7 days Authentication Services Monitoring  Authentication Services Computer Object Attribute Chan...

= Authentication Services
B Azure Active Directory
5 Defender

= Logon Activity

£ Office 265

*
{5 Recommended Best Practice
*
L

1, Private Search - s
1. Private Search -
4, Private Search - -

. Private Search s s

All Computer Events
U Interactive Logons in the Past 24 hours

asdfasdfadst

asdfsdf

Authentication Services Monitoring
Authentication Services Monitoring
Authentication Services Monitoring

Authentication Services Monitoring

WV Add A Remove

pdate Re

Authentication Services Computer Object Deleted
Authentication Services Computer Object Moved
Authentication Services Computer Object Renamed
Authentication Services GPO Setting Changed

Parameter

# " Regulatory Compliance -, Private Search - = New Search
5[ Security "\, Private Search - - New Search
E gxreFfmmE 1. Private Search - - New Search
pe for Business kil
ke T Qrrate S - : New Senr TR . o]
£ Threat Detection "\ Private Search New Search
5 Vhware rtovar@titancarpt.local
[ CA Seript Demo ce Stopped by 7
[ Hark .
[+ PM Team Reports
B o | _’I Active Directory...
™% [iore | [ When | [origin] x info_|[ Who Whare][When [ Origin][Atert [Ref 0 .
save [B) SaveAs ~ © Run.. |+ Add T Add With Events ~ [ Delete Cr; Save [ Seve s~ © Run. [F add ]+ adawi ADAM (AD LDS)
Entity | Exclude | Actions) ™\, | Transport@) ‘, Entity | Exal S| Azure Active Direc
Event Class...
Exchange...
Object Class...
File System..
Severity...
Group Policy...
Result...
Local Acceunt...
Logons...
o | , | Office 365...
4
Registry...

Quest
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The search will focus on the activity.
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) Add Active Directory Container m]
Scope: Actions:

(Al Active Directory Objects Il Actions

@THE Object ‘Add Attribute Delete Attribute Modify Attribute Rename Object

() This Object and Child Objects Only Add Object Delete Object Move Object Other

(O'This Object and All Child Objects Il Transports /| SSLTLS Kerberos Simple Bind

Oembers of this group Oret [ ]
Find: |~ Name: | Domain Admins ANR Search
Name: | canonical Name Type

Click here to filter data... &

< Domain Admins ISL

Domain Admins KH
% Domain Admins SB

Domain Admin:

ncorp. local/ Que:

titancorp.local/Quest Team OU/Lindsay/Protected/Domain Admins ISL
titancorp.local/Quest Team OU/Hammer/US/Users/Domain Admins KH
titancorp.local/ Quest Team OU/Sbarker/Domain Admins SB

<% Domain Admins TT  titancorp.local/Quest Team OUanhvas/Admms Group/Domain Admins TT  Security Group - Gl

F)
£
H
Security Group - Gl
Security Group - Gl
Security Group - Gl
£
]

2

5 _ltemfs) found.

W Add 4 Remove

Update Scope, Action(s) | * Like

‘Domain Admins

[ Exclude The Above Selection(s)

[ Runtime Prompt

Import Objects

Q
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SearC h €S. whatTabi Activity performed against all members of this group

1. ¢KS I NNR¢ odzidzy ySEI

G2 G4KS ¢g2NR W RRQ Aa | as

2. You can search based on the members of a group.
3. Members of this group select this option to show changes made to users in a specified group.

1. Nested groups are not supported.

LJ- NJ GoSocus dmii G 2y G K

@ Change Auditor [connected to appSititancorp.local - DEFAULT] as user [Robert Tovar (TITANCORP]] - O X @ Add Active Directory Container O % |
File Edit Action View Help | |
T2 Explorer View Grid View | @ HNew~ @ Run... | D% Hide Properties |E| Print ~ ‘ | Scope: Actions: |
" Quick Search - S . -
E”__: i D i ettt et St Ty G oo, | () All Active Directory Objects All Actions |
[ Exchange Office 365 | Type Alert | Report | Name ~| Alert To |Alertce | | (O This Object Add Attribute Delete Attribute Modify Attribute Rename Object |
Exchange OnP = o ey . - 5 ) )
e o & masOnhien Click here to filter data... ] o] ] o] [ () This Obiject and Child Objects Only Add Object Delete Object Move Object Other
=1 Built-ln [\ Private Search 08. Domain Audit Policy Changed | (O This Object and All Child Objects All Transports SSL/TLS Kerberos Simple Bind
5 AD Query L Private Search AlLAD Queries in the last 30 days | of this group [ Port [—
7 Al Events L, Private Search All Azure Active Directory group events in the past 7 days
5 Authentication Services | - R B — = :
T Bl i . Private Search All Computer Events it Group v|| e | Domain Admins | ANR G
=iy 1. Private Search . i All Interactive Logons in the Past 24 hours L
fender —L
I Logon Actvity Ol private Search - - asdfasdfadsf Name Al Canonical Name | Type
Private Search - . dfsdlf i
) Office 365 il = | Click here to filter data... [l
[ Recommended Best Practice » 5 New Search
[ Regulatery Compliznce -\ Private Search - - New Search =% Domain Admins ISL  titancorp.local/Quest Team OU/Lindsay/Protected/Domain Adrmins ISL Securty Group - Gl
B[ Security 2 pri : E e ; F ; : ; :
[ SharePoint | JESERal=locoich) HenelSeorch | % Domain Admins KH * titancorp.local/Quest Team OU/Hammer/US/Users/Domain Admins KH Security Group - Gl
1, Private Search . . New Search s . . . . . .
[ Skype for Business [ Tr— <% Domain Admins SB ' titancorp.local/Quest Team 0U/Sbarker/Domain Admins SB Security Group - Gl
T SQL Data Level - . . : : = : . o . = : P ; e z
= Threat Detection L Private Search New Search | Domain Admins 5RT: titancorp.local/Quest Team OU/50ld/Toole/Groups/Domain Admins SRT curity Group - G
5 Whware rtovar@titancorpt.local | |=> Domain Admins TT  titancorp.local/Quest Team OU/Tobias/Admins Group/Domain Admins TT  Security Group - Gl
[ CA Script Demo o ice Stopped by ?
E Hank : etection |
[ PM Team Reports N
s < |
i 1
Where |[When || Origin | [ Alert Layout || sQL x
save [B) SaveAs ~ @ Run... |+ Add T Add With Events ~ [ Delete Cri n Active Directory. .
. =y \ E 7 info_|[ Who 2 [where | [when|[origin] [Alert][Res —— '
ntity ~| Exe ction(s ranspart(s : * Like |
) &) f Save [5) Save As - @ Run... [ Add -+ Add Wit 4/ Remove Update Scope, Action(s) | Like = |
s . ADAM (ADLDS)! |
. ubsystem
Entity h‘ Exclud P Azure Active Direc! |
vent Class.. | | |
g Exchange... 'p.local/Q roup Members { All Actions { All Transports All Ports
Object Class... : : H |
File System...
Severity... |
Group Policy... |
Result...
Local Account..
| | L
ogons...
Office 365... .
L1l Reny je The Above Selection(s) [ runtime Prompt mport Objects 0K Cancel |
|

Quest

guest.com | confidential
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Searches: what Tabi Bulk import objects from CSV file
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2. You can search based on a list of AD objects.
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@ Change Auditor [connected to appS.itancorp.local - DEFAULT] as user [Robert Tovar (TTANCORP)]

Ol

X

62NR W' RRQ Aa&a |

& S LI NI GoSocus dmil G 2 y

@ Add Active Directory Container

Save [5) Save As - @ Run... |

+ Add -|+ Add Wit

: \

Entity | Exclud

ADAM (AD LDS).

Update Scope, Action(s)

L1l

Quest Team 0U/501d/Toole/Groups

/Domain Admin SRT 7

| Object

O X
File Edit Action View Help
Start X | Overview X
2 Explorer View [ Grid View | ® New =~ @ Run... | {3} Hide Properties | i Print - Scope: Actions:
st o lumn header here t by that cal
o E rag a column header here to group by that column. o . .
: [ Exchange Office 365 | Tpe Aiect: | Report [ Name | Atert To [mertce | (D) All Active Directory Objects All Actions
1o Tl weoE ik here to filter data.. @ 0] g G [ (®) This Object Add Attribute Delete Attribute Modify Attribute Rename Object
o
£ Bl " 4 Private Search 08. Domain Audit Policy Changed (O This Object and Child Objects Only Add Object Delete Object Move Object Other
- D Guery L Private Search AlLAD Queries in the last 30 days o ) i ) )
) Al Events %, Private Search All Azure Active Directory eroup events in the past 7 days (O This Object and Al Child Objects All Transports SSLITLS Kerberos Simple Bind
]g ::‘"’"::“"”DS;"”"“ 4 Private Search All Computer Events () Members of this group ] Port l:l
- SR L Private Search AllInteractive Logons in the Past 24 hours
fender
= i e Somins Find: 3 Mame: | Domain Admins [ 4NR Search | o
¥ Office 365 L, Privi :
1 "
# [ Recommended Best Practice A| :
£ Regulatory Compliance L Private Search New Search Name Canonical Name @ Select your file X
]g st A private Search Hew Search Click here to filter data...
rePoi N z =
1= Skypefor Business || Private Search HEw S pony i : " . « v~ 4 B> ThisPC > Desktop v 0 O Search Desktop
- $QL Datz Level 4 Private Search " Domain Admins ISL  titancorp.local/Quest Team OU/Lindsay/Pr
Private S h . . . o
g R‘“’“‘ okecian ik - —— % Domain Admins KH  titancorp.local/Quest Team OU/Hammer/l  Organize v New folder >~ M @
: frare :
CA Seript Der ) i i ) G L
E o ript Demo. Domain Admins 5B titancorp.local/Quest Team OU/Sbarker/D i » e ¥ Date modified Fpe
£ 8 Feneleports o Domain Admins tancorp.loc = i 5056 5344 ANk el
= : : p : 9 30 Object 3/3/2020 2: ile folder
[into | [ who | K [Where [ When| [Oriin] [ Atert | [Bep@ || Layout X % Domain Admins TT  titancorp.local/Quest Team OU/Tobias/Ad B 30 Objects B i N
save [5) Save ds - © Run... |+ Add - € Add With Events - 1] Delete Criteria [ Desktop Domain Groups.csv 3/2/2020 8 Microsoft E
Entity | Exclude | Actiongs) \ | Transports) |Port Bscurients %] Domain Users without Recent Logons.csv  3/18/2020 219 PM  Microsoft Ef
I @ Domain Users.csv 3/12/2020 1221 PM  Microsoft Ef
Al & Downloads
N v < >
Active Directory. .. e
Where || When || Origin || Alert ,E File name: ‘Domain Users.csv V| ‘csvfiles (*.csv) v
AD Query... M Remove

£ All Actions : All Tra

[ ]| e

Subsystem 3
‘ Azure Active Direc

Event Class...
Exchange...

Object Class...
File System...

Severity...
Group Poliy..

Result...
Local Account...
Logons...
Office 365... L

bove Selection(s)

Registry...

D Runtime Prompt

Import Objects

Cancel

guest.com | confidential
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Searches: what Tabi Combine the specific activity and object
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@ Change Auditor [connected to app3.titancerp.local - DEFAULT] as user [Robert Tovar (TITAMCORP)] - O x
File Edit Action View Help
(St x| Ot 3 Seuches | [
Q Search Properties = Event Details ‘E Print ~ |
Run on: 4/16/2020 12:13 AM Run Time: 00:00:00
A
ULI 0 &) & Records: 6 ez
B Severity ‘ Time Detected V| Subsystem | Event ‘ Computer ‘ Action | Domain | Result |
Click here to filter data... @l @] &l & ]| ]
I
| User : TITANCORP\BHYMER (6 items)
1 Medium  3/24/2020 11:50 AM Active Directory Member added to group DC3 Add Attribute TITANCORP @ Success
Medium  3/24/2020 11:50 AM Active Directory Member added to group DC3 Add Attribute TITANCORP @ Success
1 Medium  3/24/2020 11:50 AM Active Directory Member added to group DC3 Add Attribute TITANCORP @ Success
Medium  3/24/2020 11:50 AM Active Directory Member added to group DC3 Add Attribute TITANCORP @ Success
o - A\ Medium  3/24/2020 11:50 AM Active Directory Member added to group  DC3 Add Attribute TITANCORP @ Success
n n g' n _ 4 Medium  3/24/2020 11:50 AM Active Directory Member added to group  DC3 Add Attribute TITANCORP @ Success
f |
3 i ﬁd d I +)
Fol info | Who | [ [Where | [ When| [ origin | [ Alert | [ Report | [ Layout ][ saL X
Save As * @ Rer= Add * + Add With Events * [ Delete Criteria /_ Edit Subsystem...
Entity ~| Exclude | Actionts) | Transportts) | Port
E} Event Class False
Object ~| Restriction
Member added to group
Entity | Exclude | Action(s) | Transport(s)
IS8 Active Directory
Object ~| scope | Action(s) | Transport(s) | Port
’-- titancorp.local/Quest Team OU/Hymer/Headquarters/Groups/LogonMonitoring - Object All Actions * All Transports ~ All Ports
e ! :

guest.com | confidential
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D Add Facilities or Event Classes m] X

T« >
T <
c

NNR ¢ 0 dzi i 2
ecessarily live in Active Directory.

S
W
I.

wy Uy

1.
2.

Se e

Drag a column header here to group by that column.

info_|[ Who | [t [ Where |[ When [ Origin]| [ Alert || Report ][ Layout |

Save As ~ @ Run...

+ Add =+ Add With Events T

Entity

| Exclude | Action

Quest

Facility

I Event Class

E” Custom User Monitoring

Custom User Monitoring

Custom User Monitoring

Custom User Monitoring

Custom User Monitoring
Custom User Monitoring
Custom User Monitoring
Custom User Monitoring
Custom User Monitoring
Custom User Monitoring
Custom User Monitoring
Custom User Monitoring
Custom User Monitoring

Custom User Monitoring

Covrbmin Heme Mamibacinn

Update Restr

=
User object moved
User object removed

User password changed

User password changed by non-ow

User Password Never Expires opti
User samAccountName changed

User Smart Card Is Required For |
User Store Password Using Revers:
User Use DES Encryption Types Fo
User userPrincipalName changed
User’s ability to update their passw
User’s requirement for a passworg

Web Page changed on user object

Wlhmem Corrinm | it ir Danabhad ak

Parameter

User password changed

[] Exclude The Above S

guest.com | confidential

D Add Active Directory Container m} X
Scope: Actions:
OAII Active Directory Objects @ All Actions
@This Object Add Attribute Delete Attribute Modify Attribute Rename Object
(O This Object and Child Objects Only Add Object Delete Object Move Object Other
(O This Object and All Child Objects [ Al Transports SSL/TLS Kerberos Simple Bind
(O Members of this group [ Port | |
Object g =

[&] Titancorp.local/

titancorp.local/Quest Team OU/Tovar/QC/Marc.Beerda
titancorp.local/Quest Team OU/Tovar/QC/Masatushi.Sugawara
titancorp.local/Quest Team OU/Tovar/QC/Masatushi.Yule —
titancorp.local/Quest Team OU/Tovar/QC/Paul.Moore

titancorp.local/Quest Team OU/Tyser/Information Technology/Users/Stacey Tyser-ADM
titancorp.local/Quest Team OU/Vinton/Admins/Abbie Irwin (Administrator)
titancorp.local/Quest Team OU/Vinton/Distribution Groups/My Awesome Distro Group
titancorp.local/Quest Team OU/Vinton/ODGM Groups/MV On-Premises Distribution Group
titancorp.local/Quest Team OU/Vinton/Security Groups/Denver HR Users

3 Lo

W Add A Remove  Update Scope, Action(s) | * Like  [v]

Object ~| Scope | Action(s) | Transport(s)
titancorp.local/Quest Team OU/Tovar/QC/Paul.Moore Object : All Actions : All Transports : All Ports

Where Next Meets Now.



Searches: widcard Expressions i Filtering out the noise

A Certain activities are performed by user accounts and computer accogritering out computer accounts can single out the use

1. wdzy
2.
3.

Ly
Ly

GKS W ff

Yz K2 Q
w2 K2 Q

{ SNBAOSa

[N an-N

QO O

9pSyitaq
SEOf dzRS @Al |
SEOf dZRS WwoflylQ Sy

@ Severity | Time Detected

| pomain | Result

D Change Auditor [connected to appS.titancorp.local - DEFAULT] as user [Robert Tovar (TITANCORP)] - ml X
File Edit Action View Help
[start x| Overview x| searches x|
Q, Search Properties = Event Details | =) Print ~
Ry : 4/15/2020 10:16 PM Run Time: 00:00:02
Drag a column header here to group by that column. e LA Refresh

Records: 112

RMAD
RMAD
WINFILET
WINFILE1
WINFILET
WINFILE1
ATA
WINFILE1
MEM1

Modify Attribute
Modify Attribute
Modify Attribute
Modify Attribute
Modify Attribute
Modify Attribute
Modify Attribute
Modify Attribute
Modify Attribute

Service Monitoring
Service Monitoring
Service Monitoring
Service Monitoring
Service Monitoring
Service Monitoring
Service Monitoring
Service Monitoring
Modify Attribute
Modify Attribute
Modify Attribute
Modify Attribute
Modify Attribute
{lodif Attribute

Service Monitoring
Service Monitoring
Service Monitoring
Service Monitoring
Service Monitoring

Service Monitoring

Titancorp-AZ
Titancorp-AZ
Titancorp-AZ
Titancorp-AZ
Titancorp-AZ
Titancorp-AZ
Titancorp-AZ
Titancorp-AZ
Titancorp-AZ
Titancorp-AZ
Titancorp-AZ
Titancorp-AZ
Titancorp-AZ
Titancorp-AZ
Titancoro-AZ

] E]

TITANCORP @ None
TITANCORP None
TITANCORP MNone
TITANCORP None
TITANCORP None
TITANCORP None
TITANCORP None
TITANCORP None
TITANCORP None
TITANCORP HNone
TITANCORP None
TITANCORP Hone
TITANCORP None
TITANCORP MNone
TITANCORP Nene

Medium 4/15/20207:57 AW Service TITANCORP\sveRMAD | Service stopped
] Medium  4/10/2020 10:58 Am Service TITANCORPAWINFILETS | Service started
| A Medium 4M0/2009:35AM  Service TITANCORPWINFILETS | Service stopped
| Medium 410200915 AM  Service TITANCORPWINFILETS | Service started
| A Medium 4A0/20209:13 AM  Service TITANCORPWINFILETS | Service stopped
| Medium 4/9/2020 :04AM  Service TITANCORPATAS Service stopped
| A Medium 4/9/20201:04AM  Service TITANCORPAWINFILETS | Service stopped
| Medium 4/9/2000 1:04AM  Service TITANCORPWEMTS | Service stopped
| A Medium 4/9/20201:02AM  Service TITANCORPASQLS
| A Medium 4/9/20001:02AM  Service TITANCORPIDEH
| A Medium 4/9/20201:02 AM  Service
| A Medium  4/9/2020 1:02 AN
] Medium  4/9/2020 1:02 A Service
|4 Medium  4/9/006TOZAN  Service
{What | [ Where | [ When [ origin][ A
save [) SN v © Preview Changes | 1 I Alert ” Report “ Layout ll SQL\\
[ Runtime Prompt Exclude The Following Sel —
Who Add

electi

Event

+  Add With Events...|
Dé

Quest

guest.com | confidential

2SI NDOK |yR @2dz gAff &asSs
v -~ N AL o .
W2 Af REIF NR 9ELINBaaAz2yQ
.'. A v .'. % A =
UNA Sa U T dzNI K'S NJ
| @ Add Who ?
|
| Wildcard Expression: |
| = S .
* Like e | |
- 0= *n 000
| (DomainiUser) |
® 2 user O 22 Group 0K Cancel i
@ Add Users, Computers, or Groups u]
Hame Avme sl
‘ = ] User ‘
| i
| bhymer@MobilityTest.onmicrosaft.com A User \
| dale.meredith_mymentoredlearning.com#EXT#&titancorp.net & User |
\ DEV\Administrator A User ‘
| DEMSWDC3S A User |
‘ DEVSWDC4S £ User ‘
| Device Registration Service £ User |
‘ EHibar@titancorp.net £ User ‘
| exo_evo_migration@suppart.onmicrosoft.com 2 User |
\ fhamdi@MebilityTest.onmicrosoft.com & User \
| gallen@MobilityTest.onmicrosoft.com & User |
\ gkhairi@MobilityTest.onmicrosoft.com A User ‘
| gVasiliev@MobilityTest.onmicrosoft.com &5 User |
‘ ILindsay@titancorp.net & User ‘
| IHaatan@Htanearn nat O lear LI ‘
‘ W Add A Remove “# Add Wildcard Expression...

‘ Parameter

Where Next Meets Now.



SearC h es. Layout Tab i Add/Remove columns to provide detailed data

A By default, some event details can only be seen by clicking on the event. Modify the search to include additional columns.
1. Ly GKS W if DNRdzLJ 90SydaQ aSINDK e2dz OFy &aSS (KS dza S Ndodifed. & Y R
2. 2A0K 0G0KS W[lFe2dziQ GFo dzyRSNJ 6KS W! yasSt SR /2fdzvyyaQ (GeLS Ay U
3. lRR GKS Wwhoa2SO0l blYSQ O2fdzyy G2 GKS WwW{S OGSR /2fdzYyaQ | yR NBN

@ Change Auditor [connected to appS.titancorp local - DEFAULT] as user [Robert Tovar (TITANCORP)] - O X

File Edit Action View Help
[start x| Overview || scarches x|

T —— ‘ 8 Print - D Change Auditor [connected to appS.titancorp.lacal - DEFAULT] as user [Robert Tovar (TITANCORP)] - O X
File Edit Action View Help
Drag a column header here to group by that column. T ‘ N
[start x|/ Overview x|/ searches x| NI
Severity | Time Detected | Subsystem | user | Event | computer | Action | Facility QU Search Properties = Event Detalls | {3} Print -
. " . . " " = =

L

Run on: 4/15/202011:24PM Run Time: 00:00:10
Drag a column header here to group by that column. un e un me Refresh

T Records: 9908
Medium  4/15/2020 7:06 PM Active Directory  TITANCORP\svcodgm Member removed from group DC3 Delete Attribute  Custom Group Mo| B} _Severity | Time Detected ~| Subsystem User | Event | Objecthame [ Resutt ICG"“DU‘E" | Action | Facility | site | “0"“‘:'
| A Medium  4/15/2020 11:56 Al Active Directory  TITANCORP\svcARS Member removed from group DC3 Delete Attribute Custom Group Mo| @ Click here to filter data... IKI\ LEJ| LEJ| IKJ\ LEJ| IKJ\ LEJ| IKI\ IKI\ IKI\
| /4 Medium  4/15/2020 11:56 AM Active Directory TITANCORP\svcARS Group type changed DC3 Modify Attribute  Custom Group Mo| . Medium  9/22/2019 12:29 PH Active Directory TITANCORP\tcrane  Member removed from group Pitchers ® Success DC2 Delete Attribute  Custom Group Monitoring Titancorp-AZ  TITAN(
| Medium  4/15/2020 11:56 Al Active Directory  TITANCORPsvcARS Group renamed ol Modify Attribute  Custom Group Mo| . Medium  9/22/2019 12:29 P Active Directory | TITANCORP\tcrane  Nested member removed from eroup Players @ Success  |DC2 Delete Attribute  Custom Group Monitoring Titancorp-AZ  TITAN(
| Medium 4/15/2020 11:25 AM Active Directory  TITANCORPisvcARS Member added to group De3 Modify Attribute  Custom Group Mol /. Medium  9/22/2019 12:29 P Active Directory | TITANCORPterane  Group object remaved Players @ Success  |DC2 Delete Object  Custom Group Monitoring Titancorp-AZ  TITANC
| Medium  4/15/2020 11:25 AM Active Directory TITANCORP\svcARS Member added to group [ele) Modify Attribute  Custom Group Mo| [ High 9/22/2019 12:41 PM Active Directory TITANCORP\tcrane  Group object added Players ® Success DCt Add Object Custom Group Monitoring Titancorp-AZ  TITAN(
Medium  4/15/2020 11:25 AM Active Directory TITANCORP\svcARS Member added to group De3 Modify Attribute  Custom Group Mo| /. Medium  9/22/2019 12:42 P Active Directory TITANCORP\tcrane  Member added to group Players M Failed Monitering Titancorp-AZ  TITANC
: Medium  4/15/2020 11:25 AM Active Directory Member added to group DC3 Modify Atribute  Custom Group Mo| . Medium  9/22/2019 12:42 Ph Active Directory | TITANCORP\tcrane  Member added to group Managers B Failed You can now see all of | yonitoring Titancorp-AZ TITAN
|/ Medium 4/15/2020 11:25 AM Active Directory Member added to group DC3 Modify Attribute  Custom Group Mo| /. Medium  9/22/2019 12:42 P Active Directory TITANCORP\tcrane  Member added to group Pitchers @ Success the imPOI'tant details Monitering Titancorp-AZ  TITANC
| Medium  4/15/2020 11:25 AM Active Directory Member added to group De Modify Attribute  Custom Group Mo| . Medium  9/22/2019 12:42 P Active Directory TITANCORP\tcrane  Member added to group Pitchers B Fail=d DC1 Manitoring Titancorp-AZ  TITANC
| A M 15/2020 11:25 AW Active Directory Member added to group De3 Modify Attribute  Custom Group Mo| /. Medium  9/22/2019 12:42 Ph Active Directory TITANCORP\tcrane  Nested member added to group Players @ Success DC1 Add Attribute Custom Group Monitoring Titancorp-AZ  TITAN(
| /2020 11:25 AM Active Directory Member added to group ) Modify Attribute  Custom Group Mo High 9/24/2019 12:10 PM Active Directory TITANCORP\svcARS  Group object added Stale Users ® Success DC2 Add Object Custom Group Monitoring Titancorp-AZ  TITAN(
| /2020 11:25 AM Active Directory Member added to group De3 Modify Attribute  Custom Group Mol /. Medium  9/24/2019 12:11 PH Active Directory | TITANCORP\svcARS  Member added to group Stale Users B Failed DC2 Add Attribute  Custom Group Monitoring Titancorp-AZ  TITANC
5/2020 11:25 AM Active Directorv Member added to eroun [le] Modify Attribute  Custom Grouo Mo| . Medium  9/24/2019 5:41 P Active Directory TITANCORP\svcARS  Member added to group Eligible GMSA Hosts @ Success DC2 Add Attribute Custom Group Monitoring Titancorp-AZ  TITAN(
Info What || Where | When| [ Origin|[ Atert || Report | A Medium  9/25/2019 §:50 AM Active Directory | TITANCORP\svcARS  Member remaved from eroup testzroup123456 @ Success  |DC2 Delete Attribute  Custom Group Monitoring Titancorp-AZ  TITAN
Save Save As ~ @) Preview Changes |_| Medium  9/25/2019 9:51 AM Active Directory TITANCORP\svcARS  Member removed from group testeroup123456 @ Success DC2 Delete Attribute  Custom Group Monitoring Titancorp-AZ T\Tﬂii;l
4 [
A - £
K et e - B B i e P i C2 3 T e = [ [P e [T x
‘ Subsystem % " ® n4acnd Save [5) Save As * @ Preview Changes
ey - Unselected Columns A Selected Columns 5| Order By | pirection GroupBy | Search Results:
¥ Eent > o [4] Object Name Subsystem #  Time Detected JEoesc HNo
< Computer < = i e @ InAcrd
Action Event v v As A Pie Chart
iy % Object Name > As A Bar
Site Result
Tty ” [ ¢
Action
Facility
Site
Domain 1 =4

Q U eSt quest.com | confidential Where Next Meets Now.



Searches: ap Query i Display addition columns for AD Query report

A Add columns to the AD Query Search.
1. Kerberos, Simple BindjuthPort, Administrator
2. alye LI AOFGAZ2Y & LISNF 2 NI)A
3. ¢K2aS SELRASR ONBRSyiGAlfa (@
during the application login.

@ Change Auditor [connected to app3.titancorp.local - DEFAULT] as user [Robert Tovar (TITANCORP)] — O H

A Y LI

A

t aa

o

N

0«

(0p))

C:\

Q¢ (Y

File Edit Action View Help

[Surt X Cveren | Sewes ] [ECXWEPPONMET R irssion s ¥

‘o\ Search Properties = Event Details |E| Print

Run on: 4/16/2020 3:51 AWM Run Time: 00:00:14

Drag a column header here to group by that column. P o Refresh

| Time Detected "| Subsystem ‘ User | Event | Computer ‘ Action ‘ Domain | Result | Kerberos | Simple Bind ‘ AuthPort ‘ Administrator
gl al g B O g & B
Al ry

4/16/2020 2:39 AM AD Query SITRAKA\svc-QCS LDAP Query Performed SWDC1 Other SITRAKA ® Success @ Yes [ Yes

4/16/2020 1:59 AM AD Query SITRAKA\svc-QCS LDAP Query Performed SWDC1 Other SITRAKA ® Success ® Yes [ Yes

4/16/2020 1:24 AM AD Query SITRAKA\sve-QCS LDAP Query Performed SWDC1 Other SITRAKA ® Success ® Yes W No Yes

4/16/2020 1:24 AM AD Query SITRAKAsvc-QCS LDAP Query Performed SwDC1 Other SITRAKA ® Success ® Yes W No Yes

4/16/2020 12:39 AM AD Query TITANCORPrtovar LDAP Query Performed Dc1 Other TITANCORP @ Success @ Yes W No Yes

4/16/2020 12:34 At AD Query SITRAKAlsvc-QCS LDAP Query Performed  SWDC1 Other SITRAKA @ Success | @ Yes W o Yes

4/15/2020 11:59 PM AD Query SITRAKA\sve-QCS LDAP Query Performed SWDC1 Other SITRAKA ® Success ® Yes [ Yes

4/15/2020 11:49 P AD Query SITRAKAlsve-QCS LDAP Query Performed ~ SWDC1 Other SITRAKA @ Success | @ Yes W o Yes

4/15/2020 11:34 PM. AD Query SITRAKA\svc-QCS LDAP Query Performed SwWDC1 Other SITRAKA @ Success @ ves [ 389 Yes

4/15/2020 11:19 PK AD Query SITRAKAsvc-QCS LDAP Query Performed SwDC1 Other SITRAKA ® Success @ Yes W No 389 Yes

4/15/2020 11:13 PM. AD Query SITRAKAWMSOL_933c93dd6996 LDAP Query Performed SwWDC1 Other SITRAKA @ Success @ ves [ ) 389 No

4/15/2020 11:09 PK AD Query SITRAKAsvc-QCS LDAP Query Performed SwDC1 Other SITRAKA ® Success ® Yes W No 389 Yes

4/15/2020 10:53 PM AD Query SITRAKAWMSOL_933c93dd6996 LDAP Query Performed SwWDC1 Other SITRAKA @ Success @ ves B o 389 No ﬂ

1»

4
Info || Who || What |[ Where | [ When| [Origin| [ Alert |[ Report sQL x
Save Save As ~ @) Preview Changes

Unselected Columns =] Selected Columns -] Order By | pirection |GroupBy | Search Results:
Click here ta filter data... Subsystem #  Time Detected JEoesc B ®

Subject Name User = = I.nﬁthd
Time Batched Event As A Pi
Time Of Day »  Computer > As A Ba
Time Received < Acﬁ°j <

To Domain

User Display Result J

User SID Kerberos

UserMail =i Simple Bind

UserPrincipalName LI LI & I’

Quest

Where Next Meets Now.

guest.com | confidential



Searches: SQL Tab i Display the SQL Query

A The SQL tab is not displayed by default.

1. ¢2

Quest

RAALX I &

GdKS

File Edit | Action | View Help

Start X ) Refresh
Q Sear

User
= oul B Show XML Tab

Chidll2] Show saL Tab

Autofit Columns to Contents
) Reset Display

B =g Auto Connect

l:‘ Agent Notifications

M Agent Auto Refresh

Medium 5
Medium  3/24/2020 11:50 AM
Medium  3/24/2020 11:50 AM

M Disconnect client after 30 minutes ol

Active Directory

@ Change Auditor [connected to app3.titancerp.local - DEFAULT] as user [Robert Tovar (TITAMCORP)]

info || Who |[ What | [ Where | [ When [ origin] [ Alert | [ Report ][ Layout |

Save As ~ ° Run @ Copy

DECLARE @Results TABLE
(

SevericyID int
TimeDetected datetimeoffset
SubsystemID int

UserName nvarchar (max)

EventClassName nvarchar (max)

ServerName nvarchar (max)
ActionName nvarchar (max)
DomainMame nvarchar (max)
RegulcID int

EventID

uniqueidentifier

4 = ~ ~ 4 ~ 4 = 7z A r-
{v[ ulo OtAO]l 2y UKS W OQuA2yQ ulo F2tt20SR
= O X
F5
CrleF |
Run on: 4/16/2020 12:13 AM Run Time: 00:00:00
g ﬂ g Records: 6 heresh
rent ‘ Computer ‘ Action | Domain | Result |
) ] a a
I
activity ember addedto group  DC3 Add Attribute  TITANCORP @ Success
ember added to group DC3 Add Attribute TITANCORP @ Success
ember added to group  DC3 Add Attribute TITANCORP @ Success
ember added to group DC3 Add Attribute TITANCORP @ Success
Member added to group DC3 Add Attribute TITANCORP @ Success
Member added to group DC3 Add Attribute TITANCORP @ Success
X

guest.com | confidential

Where Next Meets Now.



