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Change Auditor 
Suggested Alerts / Searches

× Irregular Domain Controller Registration Events (DCShadow)

× Irregular Domain Replication Activity Events (DCSync)

× NTLMv1 & NTLM v2 (Needs Logon Activity Module)

× Kerberos user ticket events that exceed the maximum ticket lifetime (Golden 

Ticket) (Needs Logon Activity Module)

× Changes by Human vs. IAM

× Service account used out of band

× Changes to Membership of local ñadministratorsò group

× DACL changes on Domain container

× SPN added

× Searches for unconstrained and constrained delegation

× Searches for changes to Protected objects

× ALL Protection templates discussed in next section
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How to use the ñSearchesò Tab
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Searches: Grid View ï Find those hidden alerts

Å The best practice is to keep alerts organized but in some cases they will be stored in multiple containers. Finding them all can be difficult. 
Å {ƻǊǘ ōȅ Ψ¢ȅǇŜΩ ǘƘŜƴ Ψ!ƭŜǊǘΩ ǿƘƛƭŜ ǳǎƛƴƎ ǘƘŜ ΨDǊƛŘ ±ƛŜǿΩ ǘƻ ŦƛƴŘ ŀƭŜǊǘǎΣ ǿƘŀǘ ŎƻƴǘŀƛƴŜǊ ǘƘŜȅ ƭƛǾŜ ƛƴ ŀƴŘ ǿƘƻΩǎ ƎŜǘǘƛƴƎ ǘƘŜ ŀƭŜrts.
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Searches: Who Tab ï There are 2 parts to the óAddô button
Å Ψ!ŘŘΩ Ǿǎ ǘƘŜ ǘƛƴȅ ŀǊǊƻǿ ōǳǘǘƻƴ ƴŜȄǘ ǘƻ ǘƘŜ Ψ!ŘŘΩ ōǳǘǘƻƴΣ ǿƘŀǘΩǎ ǘƘŜ ŘƛŦŦŜǊŜƴŎŜΚ 

1. Ψ!ŘŘΩ ŀƭƭƻǿǎ ȅƻǳ ǘƻ Ψ.ǊƻǿǎŜΩ ƻǊ Ψ{ŜŀǊŎƘΩ ŦƻǊ ǘƘŜ ǳǎŜǊΣ ǳǎŜǊǎ ƻǊ ƎǊƻǳǇκǎΦ 
2. ¢ƘŜ ŀǊǊƻǿ ōǳǘǘƻƴ ƴŜȄǘ ǘƻ ǘƘŜ ǿƻǊŘ Ψ!ŘŘΩ ƛǎ ŀ ǎŜǇŀǊŀǘŜ ōǳǘǘƻƴ ǘƘŀǘ ŀƭƭƻǿǎ ǘƻ ŀŘŘ ŀ Ψ²ƛƭŘŎŀǊŘ 9ȄǇǊŜǎǎƛƻƴΩ 
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Searches: Who Tab ï Add group/s to the who tab
Å ¸ƻǳ Ŏŀƴ ŀŘŘ ƎǊƻǳǇǎ ǘƻ ǘƘŜ Ψ²ƘƻΩ ǘŀō ǘƻ ŀŘŘ ŀƭƭ ƳŜƳōŜǊǎ ƻŦ a group 

1.  Add group or groups to the who tab
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Searches: What Tab ï There are 2 parts to the óAddô button
Å Ψ!ŘŘΩ Ǿǎ ǘƘŜ ǘƛƴȅ ŀǊǊƻǿ ōǳǘǘƻƴ ƴŜȄǘ ǘƻ ǘƘŜ Ψ!ŘŘΩ ōǳǘǘƻƴΣ ǿƘŀǘΩǎ ǘƘŜ ŘƛŦŦŜǊŜƴŎŜΚ 

1. Ψ!ŘŘΩ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ǎŜƭŜŎǘ ŦǊƻƳ all of the possible events Change Auditor can produce. The search will focus on the activity.
2. ¢ƘŜ ŀǊǊƻǿ ōǳǘǘƻƴ ƴŜȄǘ ǘƻ ǘƘŜ ǿƻǊŘ Ψ!ŘŘΩ ƛǎ ŀ ǎŜǇŀǊŀǘŜ ōǳǘǘƻƴ ǘƘŀǘ ŀƭƭƻǿǎ ǘƻ ǎŜƭŜŎǘ ǘƘŜ ƻōƧŜŎǘǎκŀŎǘƛǾƛǘȅ ȅƻǳ ǿŀƴǘ ǘƘŜ ǎŜŀǊŎƘ ǘo focus on.
3. ¸ƻǳ Ŏŀƴ ǎŜŀǊŎƘ ōŀǎŜŘ ƻƴ ǘƘŜ ƻōƧŜŎǘ ŀƴŘ ǘƘŜ ŜǾŜƴǘ ǿƛǘƘƛƴ ŀ ǎƛƴƎƭŜ ǎŜŀǊŎƘΦ wŜǾƛŜǿ ǘƘŜ ǎƭƛŘŜ ά/ƻƳōƛƴŜ ǘƘŜ ǎǇŜŎƛŦƛŎ ŀŎǘƛǾƛǘȅ ŀƴŘ objŜŎǘέ



quest.com | confidential Where Next Meets Now.

Searches: What Tab ï Activity performed against all members of this group

1. ¢ƘŜ ŀǊǊƻǿ ōǳǘǘƻƴ ƴŜȄǘ ǘƻ ǘƘŜ ǿƻǊŘ Ψ!ŘŘΩ ƛǎ ŀ ǎŜǇŀǊŀǘŜ ōǳǘǘƻƴ ǘƘŀǘ ŀƭƭƻǿǎ ǘƻ ǎŜƭŜŎǘ ǘƘŜ ƻōƧŜŎǘǎκŀŎǘƛǾƛǘȅ ȅƻǳ ǿŀƴǘ ǘƘŜ ǎŜŀǊŎƘ ǘo focus on.
2. You can search based on the members of a group.
3. Members of this group - select this option to show changes made to users in a specified group.

1. Nested groups are not supported.
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Searches: What Tab ï Bulk import objects from CSV file
1. ¢ƘŜ ŀǊǊƻǿ ōǳǘǘƻƴ ƴŜȄǘ ǘƻ ǘƘŜ ǿƻǊŘ Ψ!ŘŘΩ ƛǎ ŀ ǎŜǇŀǊŀǘŜ ōǳǘǘƻƴ ǘƘŀǘ ŀƭƭƻǿǎ ǘƻ ǎŜƭŜŎǘ ǘƘŜ ƻōƧŜŎǘǎκŀŎǘƛǾƛǘȅ ȅƻǳ ǿŀƴǘ ǘƘŜ ǎŜŀǊŎƘ ǘo focus on.
2. You can search based on a list of AD objects.
3. /ƭƛŎƪ ƻƴ ǘƘŜ Ψ¢Ƙƛǎ hōƧŜŎǘΩ ƻǇǘƛƻƴ
4. /ƭƛŎƪ ƻƴ ΨLƳǇƻǊǘ hōƧŜŎǘǎΩ
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Searches: What Tab ï Combine the specific activity and object
1. Ψ!ŘŘΩ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ǎŜƭŜŎǘ ŦǊƻƳ ŀƭƭ ƻŦ ǘƘŜ ǇƻǎǎƛōƭŜ ŜǾŜƴǘǎ /ƘŀƴƎŜ !ǳŘƛǘƻǊ Ŏŀƴ ǇǊƻŘǳŎŜΦ ¢ƘŜ ǎŜŀǊŎƘ ǿƛƭƭ ŦƻŎǳǎ ƻƴ ǘƘŜ ŀŎǘƛǾƛǘȅΦ
2. ¢ƘŜ ŀǊǊƻǿ ōǳǘǘƻƴ ƴŜȄǘ ǘƻ ǘƘŜ ǿƻǊŘ Ψ!ŘŘΩ ƛǎ ŀ ǎŜǇŀǊŀǘŜ ōǳǘǘƻƴ ǘƘŀǘ ŀƭƭƻǿǎ ǘƻ ǎŜƭŜŎǘ ǘƘŜ ƻōƧŜŎǘǎ ȅƻǳ ǿŀƴǘ ǘƘŜ ǎŜŀǊŎƘ ǘƻ ŦƻŎǳǎ ƻn.
3. ¸ƻǳ Ŏŀƴ ŎƻƳōƛƴŜ ǘƘŜ ŀŎǘƛǾƛǘȅ ŀƴŘ ǘƘŜ ƻōƧŜŎǘ ƻŦ ƛƴǘŜǊŜǎǘ ǿƛǘƘƛƴ ǘƘŜ Ψ²ƘŀǘΩ ǘŀō ǘƻ ƎŜǘ ŦƛƭǘŜǊŜŘ ǊŜǎǳƭǘǎΦ 
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Searches: ôAdd With Eventsô within the Who / What tab. What does it do?
Å ¢ƘŜ Ψ!ŘŘ ²ƛǘƘ 9ǾŜƴǘǎΩ ōǳǘǘƻƴ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ŀŘŘ ŜǾŜƴǘǎ ŀƴŘκƻǊ ƻōƧŜŎǘǎ ǘƘŀǘ ƭƛǾŜ ǿƛǘƘƛƴ ǘƘŜ ŘŀǘŀōŀǎŜ ōǳǘ ƴƻǘ ƴŜŎŜǎǎŀǊƛƭȅ ƛƴ !Ŏǘive Directory
Å LŦ ȅƻǳ ƴŜŜŘ ǘƻ ǎŜŀǊŎƘ ŦƻǊ ŀƴ ƻōƧŜŎǘ ǘƘŀǘ Ƴŀȅ ƘŀǾŜ ōŜŜƴ ŘŜƭŜǘŜŘ ŦǊƻƳ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ǎŜŀǊŎƘƛƴƎ Ǿƛŀ ǘƘŜ Ψ!ŘŘΩ ōǳǘǘƻƴ ƛǎ ƴƻǘ ŀƴ option.

1. ¢ƘŜ Ψ!ŘŘ ²ƛǘƘ 9ǾŜƴǘǎΩ ōǳǘǘƻƴ ǿƛƭƭ ǇǊƻǾƛŘŜ ŀ ƭƛǎǘ ƻŦ ŜǾŜƴǘǎ ǘƘŀǘ ƘŀǾŜ ōŜŜƴ ƎŜƴŜǊŀǘŜŘ ƛƴ ȅƻǳǊ ŜƴǾƛǊƻƴƳŜƴǘ ŀƴŘ ŜȄƛǎǘ ƛƴ ǘƘŜ 5.
2. ¢ƘŜ ŀǊǊƻǿ ōǳǘǘƻƴ ƴŜȄǘ ǘƻ ǘƘŜ Ψ!ŘŘ ²ƛǘƘ 9ǾŜƴǘǎΩ ōǳǘǘƻƴ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ŦƻŎǳǎ ŀ ǎŜŀǊŎƘ ŦǊƻƳ ǘƘŜ ƭƛǎǘ ƻŦ ƻōƧŜŎǘǎ ǘƘŀǘ ƭƛǾŜ ǿƛǘƘƛƴ the DB but may not 

necessarily live in Active Directory.
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Searches: Wildcard Expressions ï Filtering out the noise
Å Certain activities are performed by user accounts and computer accounts ς filtering out computer accounts can single out the users

1. wǳƴ ǘƘŜ Ψ!ƭƭ {ŜǊǾƛŎŜǎ 9ǾŜƴǘǎΩ ǎŜŀǊŎƘ ŀƴŘ ȅƻǳ ǿƛƭƭ ǎŜŜ ŀ ƭƻǘ ƻŦ ŎƻƳǇǳǘŜǊ ŀŎŎƻǳƴǘǎ ƛƴ ǘƘŜ Ψ¦ǎŜǊΩ ŎƻƭǳƳƴ
2. Lƴ ǘƘŜ Ψ²ƘƻΩ ǘŀō ŜȄŎƭǳŘŜ Ǿƛŀ ŀ Ψ²ƛƭŘŎŀǊŘ 9ȄǇǊŜǎǎƛƻƴΩ ǘƻ ŦƛƭǘŜǊ ƻǳǘ ŎƻƳǇǳǘŜǊ ŀŎŎƻǳƴǘǎΥ ϝ\ *$
3. Lƴ ǘƘŜ Ψ²ƘƻΩ ǘŀō ŜȄŎƭǳŘŜ ΨōƭŀƴƪΩ ŜƴǘǊƛŜǎ ǘƻ ŦǳǊǘƘŜǊ ŎƭŜŀǊ ƻǳǘ ƴƻƴ ǳǎŜǊ ŜǾŜƴǘǎΥ Ψ!ŘŘ ²ƛǘƘ 9ǾŜƴǘǎΩ
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Searches: Layout Tab ï Add/Remove columns to provide detailed data

Å By default, some event details can only be seen by clicking on the event. Modify the search to include additional columns.  
1. Lƴ ǘƘŜ Ψ!ƭƭ DǊƻǳǇ 9ǾŜƴǘǎΩ ǎŜŀǊŎƘ ȅƻǳ Ŏŀƴ ǎŜŜ ǘƘŜ ǳǎŜǊ ǘƘŀǘ ƳŀŘŜ ǘƘŜ ŎƘŀƴƎŜ ŀƴŘ ŀŎǘƛǾƛǘȅ ǇŜǊŦƻǊƳŜŘ ōǳǘ ȅƻǳ ŎŀƴΩǘ ǎŜŜ ǘƘŜ ƎǊƻǳǇ modified. 
2. ²ƛǘƘ ǘƘŜ Ψ[ŀȅƻǳǘΩ ǘŀō ǳƴŘŜǊ ǘƘŜ Ψ¦ƴǎŜƭŜŎǘŜŘ /ƻƭǳƳƴǎΩ ǘȅǇŜ ƛƴ ΨhōƧŜŎǘ bŀƳŜΩ
3. !ŘŘ ǘƘŜ ΨhōƧŜŎǘ bŀƳŜΩ ŎƻƭǳƳƴ ǘƻ ǘƘŜ Ψ{ŜƭŜŎǘŜŘ /ƻƭǳƳƴǎΩ ŀƴŘ ǊŜǊǳƴ ǘƘŜ ǎŜŀǊŎƘΦ



quest.com | confidential Where Next Meets Now.

Searches: AD Query ï Display addition columns for AD Query report 
Å Add columns to the AD Query Search.   

1. Kerberos, Simple Bind, AuthPort, Administrator
2. aŀƴȅ ŀǇǇƭƛŎŀǘƛƻƴǎ ǇŜǊŦƻǊƳƛƴƎ ǳƴǎŜŎǳǊŜ [5!t άǎƛƳǇƭŜ ōƛƴŘǎέ ǿƘŜǊŜ ŎǊŜŘŜƴǘƛŀƭǎ ŀǊŜ ǘǊŀƴǎŦŜǊǊŜŘ ƛƴ ŎƭŜŀǊ ǘŜȄǘ ƻǾŜǊ ǘƘŜ ƴŜǘǿƻǊƪΦ
3. ¢ƘƻǎŜ ŜȄǇƻǎŜŘ ŎǊŜŘŜƴǘƛŀƭǎ ǘȅǇƛŎŀƭƭȅ ƛƴŎƭǳŘŜ ǘƘŜ άǎŜǊǾƛŎŜ ŀŎŎƻǳƴǘέ ǳǎŜŘ ǘƻ ŎƻƴƴŜŎǘ ǘƻ [5!tΣ ōǳǘ ŀƭǎƻ ƛƴŎƭǳŘŜ ǘƘŜ ǳǎŜǊ ŎǊŜŘŜƴǘƛals used 

during the application login.
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Searches: SQL Tab ï Display the SQL Query 
Å The SQL tab is not displayed by default.   

1. ¢ƻ ŘƛǎǇƭŀȅ ǘƘŜ {v[ ǘŀō ŎƭƛŎƪ ƻƴ ǘƘŜ Ψ!ŎǘƛƻƴΩ ǘŀō ŦƻƭƭƻǿŜŘ ōȅ Ψ{Ƙƻǿ {v[ ¢ŀōΩ


