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Introduction

This document provides step-by-step instructions for authenticating a password for a
normal Safeguard Authentication Services-enabled user through an ssh-like program onto
a generic PAM/NSS using *nix system.

NOTE: This guide was last updated for Safeguard Authentication Services 6.0.1. Previous
versions, as of version 3.5.2, work similarly with minor differences. For example, in very
old versions, the Kerberos ticket request was done by the PAM module directly without
involving the vasd process.
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Authenticating a password

You can authenticate a password by performing the following steps.

NOTE: This example assumes the system is configured using default settings, Safeguard
Authentication Services is configured from a default install/join; and, the user s
Safeguard Authentication Services-enabled with a password.

Domain Controller User at computer Unix/Linux machine with

SAS and application
>
— h
>

Appiication
nss_vas4 ﬂ

To authenticate a password

W |k =

1. The user opens a secure connection with the application.
2. The application sends a prompt for the user name.
3. The user sends their user name to the application.
4. The application queries NSS (using getpwnam) about the user.
5. NSS reads /etc/nsswitch.conf and processes the passwd: files vas4 entry.
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6. NSS queries nss_files, which reads /etc/passwd, and returns ENOENT because no
matching user entry is found.
NSS queries nss_vas4.
nss_vas4 sends an IPC to vasd to update the user.
9. vasd uses credentials from the keytab to request a ticket to talk to the LDAP/<DC>
service in Active Directory.
10. AD KDC returns the requested service ticket.
11. vasd queries AD LDAP for the user information.
12. The user’s information is returned.
13. vasd writes the user information into the local cache.
14. vasd returns the information about the user to vas_nss.
15. nss_vas4 forms the data into a passwd-stlye response.
16. nss_vas4 returns the passwd info to NSS.
NOTE: There is no password hash since vasd does not have access to that unless
you are using a legacy auth setup.
17. NSS returns the information to the application.
Domain Controller User at computer u'g:;'::'; g‘:;m;;:_lim
< -2 @h
A
18. The application calls PAM through pam_start then pam_authenticate.
19. PAM reads /etc/pam.conf or the config file relevant to the service from /etc/pam.d
and processes the pam_vas3 entry.
20. PAM queries pam_vas3.
21. pam_vas3 asks vasd for the user info.
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22.
23.

24.

25.
26.

27.
28.
29.
30.
31.

32.
33.

vasd returns the user info from the local cache.

The user is a Safeguard Authentication Services user, therefore pam_vas3 will
continue to attempt to authenticate the user instead of ignoring and letting the PAM
stack fall past pam_vas3.

pam_vas3 returns a request for credentials (password) using PAM conversations
(including the prompt to use).

PAM returns the request to the requesting application.

The application presents the user with the prompt for their password. (If the
application is PAM conversation-aware, it uses the prompt pam_vas3 set).

Unix/Linux machine with
SAS and application

2 . "h

Application

nss_vas4, | Nss
——

pam_vas3 o PAM

The user enters their password.

Domain Contraller User at computer

The application passes the password to PAM.
The password is passed back to pam_vas3 through the conversation mechanism.
pam_vas3 sends the password to vasd through a secure IPC asking for authorization.

vasd requests a Kerberos TGT (Ticket Granting Ticket) for the user using a user key
derived from the user’s samaccountname@realm and the supplied password.

NOTE: Kerberos does not actually use passwords; it uses keys derived from them
for security.

AD KDC returns the TGT (AS-REP).

vasd decrypts the response using the user key, obtaining a TGT and Session key. TGT
and Session key are used to request a service ticket (TGS-REQ) from the AD KDC for
the user to authenticate against the host/ (local machine) service.
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34. The AD KDC returns the service ticket (TGS-REP), which is decrypted using both the
Session key (user portion) and the host/ key (service portion) that is stored in the
host.keytab file.

Unix/Linux machine with
SAS and application

) h

Application

Domain Controller User at computer

35. vasd processes the payload of the service portion of the service ticket, which is the
PAC (Privileged Access Certificate), a list of SIDs of groups of which the useris a
member and modifies the local cache to set the current group memberships.

36. vasd creates the user's home directory if needed.

37. vasd reads the user account information from the local cache. It verifies the user is
within any configured logon hours and has a valid shell (not /bin/false in AD).

38. vasd verifies the user's group membership information and confirms that the user has
access based on any configured access control.

39. vasd performs UID and GID conflict checking.

40. vasd returns success to pam_vas3.

41. pam_vas3 writes a syslog entry that the authentication succeeded.

42. pam_vas3 sets a PAM stack variable to note that it has already processed the above.
43. pam_vas3 pam_authenticate returns PAM_SUCCESS.

44, Because the pam_vas3 entry is configured with sufficient, PAM_SUCCESS is returned to
the querying application, ignoring the rest of the PAM stack.
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Unix/Linux machine with
SAS and application

< - 68 h

Domain Controller User at computer

45. The application calls PAM through pam_setcred and PAM_ESTABLISHED_CRED.

46. PAM reads /etc/pam.conf and processes the pam_vas3 entry.

47. PAM queries pam_vas3 for pam_sm_setcred.

48. pam_vas3 asks vasd to store the user's TGT and host/service ticket a local file-based
cache for the user to use again if desired.

49. pam_vas3 returns PAM_SUCCESS.

50. PAM returns PAM_SUCCESS to the application for both calls.

51. Similarly, the application calls PAM through pam_open_session.

52. PAM queries pam_vas3.

53. pam_vas3 asks vasd through the IPC to create a login session for the user.

54. vasd fills the ~<user>/.vas_logon_server file with the server name.

55. vasd runs VGP to apply any user policies if configured so.

56. pam_vas3 returns PAM_SUCCESS to PAM.

57. PAM returns PAM_SUCCESS to the application.

58. The application starts the user's shell, which then sets up their environment.

59. The OS/shell calls NSS getgroups for the user's group memberships.

60. NSS reads /etc/nsswitch.conf and processes the group: files vas4 entry.

61. NSS queries nss_files, which reads etc/group and adds no groups if no local groups
contain the user.

62. NSS queries nss_vas4.

63. nss_vas4 queries vasd to compute the user's group memberships.
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64.
65.
66.
67.
68.

vasd reads the group memberships from the local cache and returns them.
nss_vas4 returns the memberships to NSS.

The shell uses the groups to set the process space group memberships.
The OS presents the shell to the application.

The application presents the shell to the user, and they are now logged in.
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About us

One Identity solutions eliminate the complexities and time-consuming processes often
required to govern identities, manage privileged accounts and control access. Our solutions
enhance business agility while addressing your IAM challenges with on-premises, cloud and
hybrid environments.

Contacting us

For sales and other inquiries, such as licensing, support, and renewals, visit
https://www.oneidentity.com/company/contact-us.aspx.

Technical support resources

Technical support is available to One Identity customers with a valid maintenance contract
and customers who have trial versions. You can access the Support Portal at
https://support.oneidentity.com/.

The Support Portal provides self-help tools you can use to solve problems quickly and
independently, 24 hours a day, 365 days a year. The Support Portal enables you to:

e Submit and manage a Service Request

» View Knowledge Base articles

e Sign up for product notifications

» Download software and technical documentation

» View how-to videos at www.YouTube.com/Oneldentity
e Engage in community discussions

e Chat with support engineers online

» View services to assist you with your product
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