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 Configure Foglight with Azure AD 

NOTE: To use SAML SSO with Azure Active Directory (AAD), a Premium edition of AAD is required. 

Go to: https://azure.microsoft.com/en-us/pricing/details/active-directory/ for more details.  

AAD requires HTTPs protocol, therefore Foglight’s HTTP SAML login cannot be used on AAD. 

Foglight HTTPs SAML login supports either the IP address or the host name. For detailed 

configurations about IP or host name login, see Before you begin and Step 2: Configuring SAML SSO 

on AAD. 

Before you begin 

NOTE: 

• If you are about to use SAML IP login, make sure to run the following command:

“-Dquest.saml.hostname=<foglight-server-ip>” to start up your Foglight

Management Server. 

• When logging into your Foglight Management Server, make sure to keep using the same

approach as what you configured during the SAML integrations. For example, if you set up

the HTTPS SAML login using the IP address, you must log in to your Management Server 

with https://<foglight-server-ip>:<foglight-server-port>.   

You need to enable SAML 2.0 SSO Configuration in your Foglight Management Server prior to setting up the 

SAML integration. Follow the steps below to enable SAML 2.0 SSO Configuration: 

1 Log into the Foglight Management Server as a Security Administrator. 

2 Under Dashboards, click Administration > Users & Security, and then click SAML 2.0 Integration

Settings. The SAML 2.0 SSO Configuration dashboard appears. 

https://azure.microsoft.com/en-us/pricing/details/active-directory/
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3 Click Enable. 

4 Download the metadata file, which will be imported to Azure AD in Step 2: Configuring SAML SSO on 

AAD. 

Get the metafile from the Foglight server URL: 

• IP logon: https://<foglight_server-ip>:<port>/console/saml2/metadata.xml

• Host name logon: https://<foglight_server-host-name>:<port>/console/saml2/metadata.xml

Step 1: Adding Enterprise Application 

in AAD 

To add an Enterprise Application in AAD: 

1 Go to: 

https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/AllApps/me

nuId/ 

2 Click New Application as shown in the figure below. 

https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/AllApps/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/AllApps/menuId/
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3 Then, click Non-gallery application as shown in the figure below. 

4 Input the Name of your application and click Add. 

5 Click Users and groups to add a user or a group who needs an access to the application. The 

assigned user will be able to see the application on the access panel. 
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Step 2: Configuring SAML SSO on 

AAD 

To configure SAML SSO on AAD: 

1 Click Single sign-on > SAML. A SAML-based sign-on page will open. 
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2 Click the edit icon on the upper right of Basic SAML Configuration section as shown in the figure 

above. Then, upload the Foglight SSO metadata file. 

Identifier and Reply URL should be automatically filled. 

Make sure the contents are as expected. 

• IP login: https://<foglight-server-ip>:<foglight-ssl-port>/console/saml2/metadata.xml.

• Host name login: https://<foglight-server-host-name>:<foglight-ssl-

port>/console/saml2/metadata.xml.

3 Click Save. 
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Step 3: Selecting Attribute Key 

To select an attribute key: 

1 In the SAML-based sign-on blade, click the edit icon on the upper right of User Attributes & Claims 

section. 

2 Record the CLAIM NAME you want to use, which will be needed later in Step 5. 
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Step 4: Exporting the Certificate 

To export the certificate: 

1 In the SAML-based sign-on blade, click the Download link of Certificate (Base64) in SAML Signing 

Certificate section. 

2 Open the downloaded certificate file as a text file, which will be needed in Step 5. 



12 
Foglight® 7.1.0 – Integration with SAML 2.0 in Azure 

AD  Configure Foglight with Azure AD 

Step 5: Setting up SAML in Foglight 

To set up SAML in Foglight Management Server: 

1 Log in to the Foglight Management Server as a Security Administrator. 

2 Under Dashboards, click Administration > Users & Security> SAML 2.0 SSO. The SAML 2.0 SSO

Configuration dashboard appears. 

3 Click Edit Settings and configure the SAML settings as below. 

a) Identity Provider Entity ID: The value is in AAD SAML-based sign-on blade section 4, marked as

Azure AD Identifier.

b) Login URL: The value is in AAD SAML-based sign-on blade section 4, marked as Login URL.

c) Logout URL: The value is in AAD SAML-based sign-on blade section 4, marked as Logout URL.

d) Attribute Key: It is the CLAIM NAME you chose in Step 3. For example, it can be

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name.

e) Identity Provider x.509 Signing Certificate: Copy the content of the certificate file exported in Step

4: Exporting the Certificate.

4 Click Apply Configuration to save the configuration. 

Then, the configuration of integrating SAML 2.0 SSO with the Foglight Management Server in AAD is 

completed. 

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
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About us 

We are more than just a name 

We are on a quest to make your information technology work harder for you. That is why we build 

community-driven software solutions that help you spend less time on IT administration and more time on 

business innovation. We help you modernize your data center, get you to the cloud quicker and provide the 

expertise, security and accessibility you need to grow your data-driven business. Combined with Quest’s 

invitation to the global community to be a part of its innovation, and our firm commitment to ensuring 

customer satisfaction, we continue to deliver solutions that have a real impact on our customers today and 

leave a legacy we are proud of. We are challenging the status quo by transforming into a new software 

company. And as your partner, we work tirelessly to make sure your information technology is designed for 

you and by you. This is our mission, and we are in this together. Welcome to a new Quest. You are invited to 

Join the Innovation™. 

Our brand, our vision. Together. 

Our logo reflects our story: innovation, community and support. An important part of this story begins with 

the letter Q. It is a perfect circle, representing our commitment to technological precision and strength. The 

space in the Q itself symbolizes our need to add the missing piece — you — to the community, to the new 

Quest. 

Contacting Quest 

For sales or other inquiries, visit www.quest.com/contact. 

Technical support resources 

Technical support is available to Quest customers with a valid maintenance contract and customers who 

have trial versions. You can access the Quest Support Portal at https://support.quest.com. 

file:///C:/Users/ixue/Downloads/www.quest.com/contact
https://support.quest.com/
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The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 

hours a day, 365 days a year. The Support Portal enables you to: 

● Submit and manage a Service Request

● View Knowledge Base articles

● Sign up for product notifications

● Download software and technical documentation

● View how-to-videos

● Engage in community discussions

● Chat with support engineers online

● View services to assist you with your product.




