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Introduction

On Demand Migration Active Directory supports device migrations to Microsoft Entra ID from Domain Joined,
Hybrid Domain Joined, and Entra Joined workstations running Windows 10 or Windows 11 while preserving the
User Profiles and File/Folder Security Permissions.

This step-by-step guide walks you through how to configure a Project to perform device migration to Microsoft
Entra ID using On Demand Migration for Active Directory. For device migrations using other On Demand
products, please see the guide for your product: On Demand Migration Active Directory Express or On Demand
Migration Entra ID for Devices.

Topics

This guide covers the following topics:
e Microsoft Entra ID Device Join Requirements
e  Environment preparation
e Prepare the Provisioning Package

e Configure and synchronize your objects between source On-Premises Active Directory and target
Microsoft Entra Tenant

e Configure Device Migration Project
e  Perform Device Microsoft Entra ID Join migration
e Validate the device post Microsoft Entra ID Join

e Frequently Asked Questions

Requirements

General
e Clientis licensed for On Demand Migration Active Directory and Directory Sync
e Clientis licensed for On Demand Migration Azure Device Migration Add-on
e One Global Administrator Account for each Microsoft 365 tenant
e One Domain Administrator Account for each On-Premises Active Directory attached to the tenant
e One dedicated server to install the Directory Sync agent

e Permissions to download and install Directory Sync agent

Important Tip: Local Account and dedicated server are only needed if the environment is an On-
Premises Active Directory or in a Hybrid Tenant setup.


https://support.quest.com/technical-documents/on-demand-migration/current/active-directory-user-guide
https://support.quest.com/technical-documents/on-demand-migration/current/active-directory-express-user-guide
https://support.quest.com/technical-documents/on-demand-migration/current/entra-id-for-devices-user-guide
https://support.quest.com/technical-documents/on-demand-migration/current/entra-id-for-devices-user-guide

Hardware

The local agent must meet the following minimum hardware requirements:

At least one (1) Windows Server 2012 R2, 2016 or 2019
Additional Windows servers may be deployed; limit of 5.
CPU: 4 Cores

Memory: 4GB Free

Disk: 40GB Free Disk Space excluding Operating System

Important Tip: Do not install local agents on AD domain controllers in a production environment.

Software

The local agent must meet the following minimum software requirements:

Windows Server 2012 R2, 2016 or 2019
.NET 4.7.2. NOTE: .NET will automatically be installed if needed.
TLS 1.2 or higher

Domain and Forest Functional Levels

All AD Functional Levels supported by Microsoft for a Microsoft Windows Server operating system listed below
are supported for migration from/to Domain controllers running on that same Operating System. For example,
Windows Server 2016 functional levels are supported on Windows Server 2022, Windows Server 2019, and
Windows Server 2016. For full details see Microsoft's documentation of Active Directory Domain Services
Functional Levels in Windows Server on Microsoft Learn.

Accounts

NOTE: Windows Server 2003 functional levels are supported only on Windows Server 2016, Windows
Server 2012 R2, and Windows Server 2012. That is, Microsoft does not support Windows Server
2003 functional levels on Windows Server 2019 or Windows Server 2022.

NOTE: Microsoft's lifecycle for Windows Server 2012 ends extended support on October 10, 2023.
Customers should be planning to move their Domain Controllers off of Windows Server 2012 and
Windows Server 2012 R2 by that date.

Directory Sync web interface uses TCP port 443 (HTTPS).
Agent web connections use port 443 to Directory Sync host application.
DCs use TCP ports 139, 389 (UDP), 445, and 3268.

SID History functionality uses TCP ports 135, 137-139, 389 (UDP), 445, 1027, 3268, and 49152-
65535. (Optional)

Local Active Directory Account (Optional, required for Hybrid Tenant)

Agent installer will prompt for a domain account with permission to read and write on-premises Active
Directory.

An agent intended to sync all domains in a forest must have rights to all domains and objects used in
workflows.

Microsoft Entra ID Application Account

An account with Global Administrator Role is required to grant permissions and establish connection
when adding a Cloud Environment.

Microsoft Entra ID PowerShell Accounts


https://support.quest.com/technical-documents/on-demand-migration/current/active-directory-user-guide#Hardware
https://support.quest.com/technical-documents/on-demand-migration/current/active-directory-user-guide#Software
https://support.quest.com/technical-documents/on-demand-migration/current/active-directory-user-guide#FunctionalLevels
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/active-directory-functional-levels#windows-server-2003-functional-levels
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/active-directory-functional-levels#windows-server-2003-functional-levels
https://support.quest.com/technical-documents/on-demand-migration/current/active-directory-user-guide#Network
https://support.quest.com/technical-documents/on-demand-migration/current/active-directory-user-guide#Accounts

e Three (3) PowerShell accounts are automatically created to read and update objects in the cloud. To
do this, an OAuth token is used from the account used to add the Cloud Environment.

e These PowerShell accounts do not require any Microsoft 365 licenses.

Environment Preparation

This section will review the environment setup that will be used to perform Microsoft Entra ID Device Join. To
facilitate the migration, please confirm you have the following:

e A source environment that is either on premise Active Directory or a Hybrid Microsoft Entra tenant
including a local on-premises Active Directory with Microsoft Entra Connectconfigured.

e A source environment that is Microsoft Entra ID only tenant.

e Atarget environment that is either an Microsoft Entra ID Only tenant or is a Hybrid Microsoft Entra
tenant including a local on-premises Active Directory with Microsoft Entra Connectconfigured.

e Afile share that is accessible by the workstation, the file share will be used to store the provisioning
package which is needed to perform the Microsoft Entra ID Join. Later in this guide, we will review
how to create the provisioning package using Windows Configuration Designer (WCD).

e A Windows Workstation running Windows 10 (Build 1709 or later), or Windows 11.

Device Microsoft Entra ID Join status

B nNeme Enabled  0S Version Join Type Owner MDM Compliant Registered Activity

[} [‘_J Lab1-W104Z @ Yes Windows | 10.0.19044.1889 | | Hybrid Azure AD joinec |r\,¢\ None N/A 8/26/2022, 7:40 PM N/A

Microsoft Entra ID Portal Device View

Important Tip: For additional detail on how to configure an Hybrid Microsoft Entra ID Join
device, please refer to this Microsoft Article at Configure Microsoft Entra hybrid join - Microsoft Entra |
Microsoft Docs

Provisioning Package Preparation

This section will explain how to create a provisioning package for Windows Workstation running Windows 10
(Build 1709 or later), or Windows 11 using Windows Configuration Designer. Additional detailed instructions can
also be found at this Microsoft Article Bulk enrollment for Windows devices - Microsoft Intune | Microsoft Docs.

1. Download the Windows Configuration Designer (WCD) from the Microsoft Store.

Important Tip: Windows Configuration Designer(WCD) should be downloaded and installed on
the workstation used by the migration administrator to prepare the enrollment package. It does not
need to be installed on the workstations that are being migrated.

2. Launch the Windows Configuration Designer by clicking on the icon on the start menu.

o

Windows Con...

3. Create a new package by clicking on the Provision desktop devices icon.


https://learn.microsoft.com/en-us/entra/identity/devices/how-to-hybrid-join
https://learn.microsoft.com/en-us/entra/identity/devices/how-to-hybrid-join
https://docs.microsoft.com/en-us/mem/intune/enrollment/windows-bulk-enroll

Create

Provision desktop
devices

Configure common settings for Windows
desktop devices

Provide a project name and click Finish.

Mew project X

Enter project details

Mame:

|Microsoft Entra ID Device Join Q5 Guide |

Project folden
CAUsers\lYulD2\OneDrive - Quest\Documents\Windows Imaging and Configuration Designer (W

Description:

Specify a computer name using the on-screen instructions. Leave all other settings with default.
Click Next.

Steps

Setup network

Eab

Account Management
R B e
( This setting is only supported in Windows 10 version 2004 . Ta change the i use the Ce > G
\ \ i et & oy g the comp
( i corates \
= = Enter product key
[ Finish | tonal ntes 3 produc key 10 upgrade Window

Configure devices for shared use
Allow

10 quickdy login with their credentials or as 2n anonymaous guest. and store sl their work in the cloud

Remave pre-installed software

Optional: remove pre-installed software without keeping any user data

Gl

Next

Disable the Wi-Fi setting if devices will have a wired network connection, or you may enter a Wi-Fi
SSID in your environment, Click Next.

On Demand Migration Active Directory Entra-Join - Quick Start Guide
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Set up network

Connect devices to a Wi-Fi networl

@ or

Make sure you have a wired network (Ethernet) connected to your device

7. Perform the following in Account Management section, click Next when completed:
o Select “Enroll in Azure AD” option.

o Click on the “Get Bulk Token” link to generate a token that will be used for device join. You will
be prompted by Microsoft 365 to enter your tenant credential.

Important Tip: Your account must have a specific Azure AD (Microsoft Entra ID) role
assignment to create a bulk enroliment token. Reference the Microsoft documentation for
details on which roles have access and how to assign them Bulk enroliment for Windows
devices - Microsoft Intune | Microsoft Docs.

o Optionally you can also specify a local administrator account and password. This account will
be created on the device.

Manage Organization/School Accounts

Improve security and remote management by enrclling devices into Active Directory

(© Enroll into Active Directory

® Enroll in Azure AD

O Local Admin

Bulk Token Expiry* | 0272272023 ‘

| Bulk Token Fetched Successfully |

Bulk AAD Token™

Optional: Create a local administrator account

User name | Q5Guide ‘

Password | TTYTITIT] ‘

Important Tip: If you do not have any local administrator account configured on the device, it is
recommended that you create this optional local administrator account as your source Active
Directory Admin account will not work after device migration.

8. Leave the default setting for Add Application section and click Next.
9. Leave the default setting for Add certificates section and click Next.

10. Review the package setting and click Create.


https://docs.microsoft.com/en-us/mem/intune/enrollment/windows-bulk-enroll
https://docs.microsoft.com/en-us/mem/intune/enrollment/windows-bulk-enroll

Steps

Summary
Set up device Set up device
Share devices No
Set up network Remove pre-installed software Neo
Enter device name AzJoinQSGuide%Rand:3%

Account Management Network settings

Network Wired

Add applications
Account Management

Bulk Token Expiry Date “2023-02-23700:27:24.023Z"

Local admin user name QSGuide

Local admin user password FERRRAE
Finish
Add applications

Add certificates

S

Add certificates

Protect your package

Protect the contents of your package by specifying a password. The password length must be 8-16 characters.

@

You are ready to create the package!

11. Store the package file in a Shared Folder which is accessible by the Workstation for later use. (The
Share Folder UNC path will need to be defined later in On Demand Migration Active Directory)

On Demand Migration Active Directory Entra-Join - Quick Start Guide
Introduction



Device Migration

On Demand Migration Directory Sync

This section explains how to setup Directory Sync between Local On-Premises Active Directory and an Microsoft
Entra tenant using On Demand Migration Directory Sync. During project setup, an Office 365 Global
Administrator account is initially required to add Microsoft Entra tenant to the project.

Setting up the Directory Sync Local
Environment

Follow these steps to setup the Directory Sync Environments.
1. Log into On Demand.

2. Navigate to Migration.
3. Select an existing migration project.
4

Click on Directory Sync from the Project Dashboard.

Directory Sync

5. Once the On Demand Migration Directory Sync module is loaded, click on the Directory Sync icon in the
main dash view.

Directory Sync
at

Directory synch

6. Click Environments in the left navigation menu to display the environment page.


https://quest-on-demand.com/#/mydashboard

10.
11.
12.

13.

14.

15.
16.

Create a Workflow

ork Storage

Support
% Help Center
[ Sign Up for Notices
€ signout
Click the New button.
Click Local as the environment type, Click Next.
Name the environment, Click Next.
Name the local agent, Click Next.
Note the agent registration URL and registration Key for later use, click Finish.
Install the agent in the Windows Server that is joined to the local AD domain.

a. Launch the On Demand Migration Directory Sync Agent installation in the target workstation or
server.

b. Accept the license agreement and click on next.

c. Enter the target active directory environment information by providing the following and click
next.

e Domain Name

e Global Catalog Server
e Username

e Password

d. Enter the On Demand Migration Directory Sync Registration URL and Agent Registration Key
information and click next.

e. Inthe sIDHistory Migration section, you may skip this step as sIDHistory is not in-scope for this
project.

Note, Refer to On Demand Migration Active Directory Online Help Center for detailed information about
agent installation and set-up requirements.

Once the agent is installed and the environment is discovered, click on the Setting button to access the
local AD environment setting page.

Click on the Organization Unit tab and define the OU filter based on your project scope. In this case, we
should include the following:

a. Users and Groups objects in-scope of the migration
b. Devices in-scope of the migration
Click on the Filters tab and define any LDAP filter based on your project scope.

Click Save.


https://power365.binarytree.com/DirSync/Environment/Add
https://help.binarytree.com/power365/dirsync/content/home.htm
https://help.binarytree.com/power365/dirsync/content/power365%20directory%20sync%20agent.htm
https://help.binarytree.com/power365/dirsync/content/power365%20directory%20sync%20agent.htm

Setting up the Directory Sync Cloud
Environment

1. Click Environments in the left navigation menu to display the environment page.

Create a Workflow
0 Home

Dashboard

BT-Lenny

Migrate
"= Devices + Servers
[ File shares + Network Storage

Setup

& Workflows
@ Templates
Agents

Settings

Alerts
28 Scripts
€2 Data Sets

e
2

Support
) Help Center
[ sign Up for Notices
© Sign Out
2. Click New to open the environment wizard.
3. Select Cloud and click Next.

SETUP > ENVIRONMENT > TYPE

Select your environment type.

The type of environment that contains objects that will be read from or written to.

LOCAL CLOUD

A traditional on-premises Active A Microsoft Entra ID environment
Directory environment.

4. Type the name of the cloud environment and click Next.
5. Click on Add Commercial or GCC tenant.

e
SETUP > ENVIRONMENT > CONNECT

Connect to your Cloud Environment.

Commercial or GCC Tenant GCC High Tenant

e BACK

6. Enter the tenant Admin Credential and accept the consents.



admin@grdcloud 1.onmicrosoft.com
Permissions requested
Review for your organization

Quest On Demand - Migration - Active Directory
nverified

This app may be risky. Only continue if you trust this
a9, Leam more

we I
7. Click Next.

8. Configure the cloud environment filter group and click Next.

9. Select the “Include Objects Synchronized with a Local Active Directory via Microsoft Entra Connect
option if you wish to include Hybrid Objects. For the purpose of this guide, we will leave this option
unchecked and click Next.

10. Review the environment summary and click Finish.

Important Tip: When migrating devices between two Microsoft Entra tenants without Local On-Premise
Active Directory, please add both source and target tenant as Cloud environments.

Configure Directory Sync Template

This section provides a step-by-step guide on how to configure the Directory Sync Template.
1. Loginto On Demand.

2. Navigate to Migration, select the project, and click on Directory Sync.
3. Click the Directory Sync icon.
4

Click the Templates link via the hamburger menu.

Setup

2 workflows
Templates

2 Agents

Click New and bring up the Template Wizard.
Enter the name and description for the template and click Next.
Select Local for source environment type and click Next.

Select Cloud for target environment type and click Next.

© © N o O

Configure the Users Synchronization options and click Next. For the purpose of this guide, use the
default options.

10. Configure the Groups Synchronization options and click Next. For the purpose of this guide, use the
default options.

11. Configure the Contact Synchronization options, click Next. For the purpose of this guide, use the default
options.

12. Specify the default user password and click Next.

13. Configure the Attribute mappings, click Next. For the purpose of this guide, use the default options.


https://quest-on-demand.com/#/mydashboard

14. Review the template summary and click Finish.

Important Tip: If you do not wish to create objects in your target environment, please choose “Skip” or “Do

Not Create” option for each object type.

Configure Directory Sync Workflow

This section provides a step-by-step guide on how to deploy and configure the Directory Sync Workflow.

1.

o g M w D

~

Log in to On Demand.

Navigate to Migration, select the project, and click on Directory Sync.
Click on the Directory Sync icon.

Click on New under Workflow and bring up the workflow wizard.
Enter the workflow name and click Next.

Select the environments and click Next, for the purpose of this guide, please select the Local and Cloud
environments added in the above step.

Select One Way Sync and click Next.

The workflow wizard will have four(4) workflow tasks pre-selected, they are Read, Match, Stage and
Write. We will need to configure all 4 tasks.

a. Read - Select the environments from which you wish to read the objects.

b. Match — This is the step where you will decide how to match existing objects across your
Microsoft Entra ID directories. Matching is conducted by pairing sets of attributes to find
corresponding objects. Your two (2) environments may already have some attributes that can
be used to find similar objects between the different directories, or you may need to populate
some to ensure accurate matching. For a successful Directory Synchronization, it is most
important that existing objects are correctly matched.

For the purpose of this guide, DisplayName and Name will be used for matching.

2. Match Objects

& your matching criteria by selecting up to five attributes below. @

a LABI-LOCAL ~ DEMO3

SOURCE ENVIRONMENT TARGET ENVIRONMENT

SOURCE ATTRIBUTES TARGET ATTRIBUTES

ADD ATTRIBUTE

(J MATCH ACROSS ALL OBJECT TYPES

c. Stage — Configure how objects are synced using the sync template. The Stage data step is
required and if you do not wish to create any objects in the target environment, you may modify
the template option and select “Skip” or “Do Not Create” for each object type.

i. Select the Sync Template, click Next.

ii. Select the source environment, click Next.
iii. Select the target environment, click Next.
iv. Choose the target domain name, click Next.

v. Select the Source Organizational Units, for the purpose of this guide, select the OUs
you have defined in the Local Environment which contains your in-scope Users,
Groups and Devices. Click Next.


https://quest-on-demand.com/#/mydashboard

vi. Configure any Stage Data filters by double-clicking the OUs. 1t is highly

recommended to setup a filter to limit the scope when performing a test on the first

sync as part of the validation. click Next.

vii. Review the stage data summary and click Finish.

d. Write — Specify the environment you want the changes to be applied to and click Next. This
task can be removed from the workflow if you do not need to create any objects in the target

environment.

9. Configure the Sync Interval. For the purpose of this guide, select Manually and click Next.

10. Configure the Sync Alert. For the purpose of this guide, we do not want to setup any alerts. Click Skip.

11. Review the workflow summary and click Finish.

Running Directory Sync Workflow and
validating the sync results

This section provides a step-by-step guide on how to synchronize the objects between source and target
environment using the workflow created in this guide.

1. Log into On Demand.

Navigate to Migration, select the project, and click on Directory Sync.
Click on the Directory Sync icon.

Select the workflow created and click Run button.

Allow the workflow run to complete.

o o M DN

Select the workflow created and click Run button again.

Important Tip: This step is needed to ensure all the objects created in the target tenant will be

matched to the source objects.
7. Click the Environments link via the hamburger menu.

Settings

%4 Environments
o Alerts

128 Scripts

@3 Data Sets

8. Select the Local On-Premises AD environment and click on Details.

Last Reconcile %

Name % Type Workflows Agents $ Discovery % Last Discovery % Next Discovery %
Demo3 Cloud 5 OK Discovered 08/29/2022 3:36 PM

Demo2 Cloud 5 OK Discovered 08/29/2022 3:35 PM

Demo1 Cloud 1 OK Discovered 08/29/2022 9:43 AM

Lab1-Local Local 3 0K Discovered 08/26/2022 5:02 PM

Lab2-Local Local 4 OK Discovered 07/11/2022 10:01 AM

Demo3 Cloud OK Discovered 08/29/2022 9:43 AM

Demoz2 Cloud OK Discovered 08/29/2022 9:43 AM

08/29/2022 10:35 AM

08/29/2022 10:18 AM

07/21/2022 5:51 PM

9.

m PASSWORD LOGS DISCOVERY LOGS DISCOVER DETAILS m DELETE

Confirm source devices are discovered, users and groups have matching objects in the target
environment.


https://quest-on-demand.com/#/mydashboard

a USERS[3]

Search users Q
D % Name % Email # Distinguished Name Sovrce & Distinguished Name T8t & Match Status & Deleted #

5a0248d2- Lab10DMAD1 CN=Lab10DMAD1,0U=Lab10DMAZObjects.... CN=Lab10DMAD1,0U=M365x16494329.0... Matched No

256e-415e-
af40-
57d02cb13c1b

cc3898eb- Lab10DMAD2 CN=Lab10DMAD2,0U=Lab10DMAZObjects,. CN=Lab10DMAD2,0U=M365x16494329.0n. Matched No
64cc-49fb-

93ca-

5b58c8e7a04c

4b2f0dc7- Lab10DMAD3 CN=Lab10DMAD3,0U=Lab10DMAZObjects.... CN=Lab10DMAD3,0U=M365x16494329.0n... Matched No
8944-4dae-

bee3-

afd27aedbb1b

w SELECT ALL UNMATCH EXPORT

On Demand Migration Active Directory
Project

This section provides a step-by-step guide on how to configure Active Directory Migration configurations and
migrating the source device to target Microsoft Entra ID only tenant.

Install the local agent on the workstation

1. Log into On Demand.
2. Navigate to Migration, select the project, and click on Active Directory.

3. Click on the Active Directory icon.

Active Directory
Migration services for
Microsoft Active Directory.

4. Viathe hamburger menu, click on Configurations.

Setup

& Workflows
& Profiles
== Waves

Configurations



https://quest-on-demand.com/#/mydashboard

5. Download the latest device agent and note the Service URL and Auth Key for later use.

ACTIONS DOWNLOADS

DOWNLOADS

MAPPING FILES

Select a Target environment to download user and group mapping files DEMO1 " ‘ DOWNLOAD
used during Device/Share ReACL. &

REPOSITORIES

VARIABLES
DEVICE AGENT
Select a version of the device agent to download. @ 20.12.8.9999 (LATEST) " ‘ I
Service URL
https://extdev.odmad.dev.xcloud.ninja/api/ADM C'E* )
Auth Key

5d915498daaed40459cb832270352523d470ef19f839548b480d84ddab35a1fad

o

[«

Perform automatic agent upgrades when a new agent version is available?
ENABLE DISABLE

SQL RE-PERMISSION TOOL

Download the SQL Re-Permission Tool. DOWNLOAD

6. Copy the agent installation file onto the workstation and run the installer. The installer will prompt you to
enter the Service URL and Auth Key noted in the previous step. Follow the installer wizard to complete
the installation process.

ﬁl On Dermand Migration for Active Directory Agent - InstallShield Wizard >

Welcome to the InstallShield Wizard for On

O U e St Demand Migration for Active Directory Agent

The Installshield(R) Wizard will install On Demand Migration for
Active Directory Agent on your computer. To continue, click
Mext.

Quest, and the Quest logo are trademarks and registered
trademarks of Quest Software Inc, and its affiliates. All other
trademarks are properties of their respective owners.,

s




ﬁ On Dernand Migration for Active Directory Agent - InstallShield Wizard >

Agent Registration O t
Enter URL and Authorization Key + U e S

Service URL:

|https:ffextdev.odmad.dev.xdnud.ninjafapifADM

Autharization Key:

|3daae40459cb8322?03525 23d470ef19f339548b480d54ddab35a 1fa4]

InstallShield

7. After the agent installation completes, you should see the device under the Ready Devices tab via

Devices + Servers in the Hamburger Menu.

Migrate

"= Devices + Servers

2  File Shares + Network Storage

Note: by default, when the agent is first installed, it may take up to 4 hours for the agent to be registered

and show up in On Demand Migration Active Directory “Ready Devices” view.

READY DEVICES NOT READY DEVICES

LAB1-W10AZS CN=LAB1-W10AZ,0U=Lab10.. Lab1-Local

Prepare for migration by assigning devices to Migration Waves, setting status and then schedule actions. (=] & L & T
Maximize UpdateWave Export Refresh  Filter
Search Q

Wave sAMAccount Name & Distinguished Name Source Environment & Target Environment & Registered Ag

0 of 1 selected

Setup the Microsoft Entra Bulk Enrollment
Repository and Microsoft Entra ID Join
Migration Profile

1. Log into On Demand.
2. Navigate to Migration, select the project, and click on Active Directory.

3. Click on the Active Directory icon.



https://quest-on-demand.com/#/mydashboard

Active Directory
Migration services for
Microsoft Active Directory.

4. Viathe hamburger menu, click on Configurations.

Setup

:‘3: Workflows
e Profiles

e
== __Wayesg

#& Configurations

5. Click on Repositories and fill in the Provisioning Package Local Path or Shared Folder's UNC Path
under Microsoft Entra Bulk Enroliment. Click Save.

ACTIONS

DOWNLOADS

REPOSITORIES

VARIABLES

REPOSITORIES

Repositories are specified storage locations on your network used for the following specific job types. @

AGENT LOGS
Lt]
e.g. \\server\agentlog Copy
Agent Logs share must be accessible to source and target domain computers.
CUSTOM DOWNLOADS
e.g. \\server\downloads B
Copy
Custom Download share must be accessible to source and target domain computers.
OFFLINE DOMAIN JOIN
: L&)
e.g. C:\ODJFile or \\server\odj aeiE
Offline Domain Join file can be stored locally on the computer under the above folder path or via the Shared Folder. Note for Shared
Folder must be accessible to devices in source and target environment.
MICROSOFT ENTRA BULK ENROLLMENT
e.g. C:\MicrosoftEntraBulkEnrolimentFolder or \\server\microsoftentrabulk Cziy

Microsoft Entra ID Bulk Enrollment file can be stored locally on the computer under the above folder path or via the Shared Folder.
Note for Shared Folder must be accessible to devices in source and target environment.

SAVE

6. Via the hamburger menu, click on Profiles.

Setup
% workflows

o Profiles |

it

Waves
#& Configurations

7. Click on Microsoft Entra Join tab, and click on Add to create a new Microsoft Entra Join Profile.

On Demand Migration Active Directory Entra-Join - Quick Start Guide
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8. Enter the following information in the profile and click Save.
a. Name of the Profile
b. Provisioning Package File Name
c. Source Domain Credential
d. Specify the target Microsoft Entra tenant

e. Choose an option to either preserve the computer name or use the name defined in the
provisioning package.

Add Your Microsoft Entra Join Profile

PROFILE NAME

Entra Join

BULK ENROLLMENT PACKAGE FILE NAME

Enter file name

TARGET ENVIRONMENT

DEVICE NAME OPTION

@ DEVICE NAME DEFINED PER PROVISIONING PACKAGE
(O KEEP ORIGINAL DEVICE NAME

CLEAR

f.  Click Next

g. Enter the Source Domain Credential information including the Domain FQDN. Note, if the
source device is an Microsoft Entra Join Cloud Only device, you may uncheck the “Active
Directory Joined or Microsoft Entra Hybrid Joined” option.

For Preflight check validation, choose this option if the source device is a remote workstation
that does not have access to Local On-Premise Active Directory.

To add a new user to the local admin group, select the Create Local Admin option and enter
a Username and Password for the new user.



Add Your Microsoft Entra ID Join Profile ——

[J SOURCE DIRECTORY IS ACTIVE DIRECTORY JOINED OR HYBRID MICROSOFT ENTRA ID
JOINED

SOURCE DOMAIN CREDENTIALS
FQDN OF DOMAIN (E.G. FABRIKAM.COM)

USERNAME (E.G. FABRIKAM\USERNAME OR USERNAME@FABRIKAM.COM)

PASSWORD

PREFLIGHT CHECK VALIDATION

M CREATE LOCAL ADMIN

CREDENTIALS

USERNAME

LocalAdmin

PASSWORD

BACK SAVE PROFILE

h. Click Save Profile

Perform Device Migration

This section provides a step-by-step guide on how to perform the Device Migration to Microsoft Entra ID Join
including Device ReACLing, and Device Cutover.

1. Log into On Demand.
2. Navigate to Migration, select the project, and click on Active Directory.

3. Click on the Active Directory icon.

Active Directory
ion services for
Vicrosoft Active Directory.

4. Via the hamburger menu, click on Devices + Servers.


https://quest-on-demand.com/#/mydashboard

Migrate

2. Devices + Servers
= File Shares + Network Storage

First, we will define the target environment for the device.

Select the device, select Set Target Environment from the drop-down action menu, click Apply Action. In
the pop-up window, select the target Microsoft Entra tenant and click Apply.

Set Device Target Environment

Next, we will perform the Device ReACL in preparation for Microsoft Entra ID Join cutover.

Select ReACL via the drop-down action menu, click Apply Action. In the pop-up window, click Apply.

ReACL Job Options

[0 DO NOT START BEFORE

APPLY CANCEL

The Device will receive the ReACL job shortly and complete the processing. You may check the job
status via the ReACL Status or select View Jobs action from the drop-down menu.

Search Q

Agent Version % OS Version $  Agent Last Contact & Description ReACL Status % ReACL Profile #  Cache Credential Status % Offline Don

©20.12.8.8212 10.0.15044 09/01/2022 9:13 AM Completed

Jobs for LAB1-W10AZ$

o &
Maximize  Export All

search Q

Command Name $ Status & Queued Timestamp % Do Not Start Before $  Cancel Requ

BT-ReACL Completed 09/01/2022 9:13 AM false

BT- Completed 09/01/2022 9:13 AM false
DownloadReAclConfig

BT- Completed 09/01/2022 9:13 AM false

0
O
0
DownloadGroupMap
O
O
O

BT- Completed 09/01/2022 9:13 AM false
DownloadUserMap

BT-Discovery Completed 08/31/2022 8:24 PM false

BT-Discovery Completed 08/30/2022 10:49 AM false

Next, we will perform the Microsoft Entra ID Join device cutover.

On Demand Migration Active Directory Entra-Join - Quick Start Guide
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Select Microsoft Entra ID Cutover via the drop-down action menu, click Apply Action. In the pop-up
window, select the Microsoft Entra ID Profile configured earlier and click Apply.

Microsoft Entra ID Cutover X

MICROSOFT ENTRA ID PROFILE
E

(J IGNORE REACL STATUS

n

Entra Join Profile1

(CJ DO NOT START BEFORE

oy [ oweer |

The Device will receive the Microsoft Entra ID Cutover job request shortly and perform the reboot to
complete the Microsoft Entra ID device join. You may check the job status via the Microsoft Entra ID
Cutover Status or select View Jobs action from the drop-down menu.

READY DEVICES NOT READY DEVICES

Iz

DEVICES + SERVERS

=] 3 & o T

ache Credential Status £ Offfine Domain Join Status & Cutover Status & Microsoft Entra 1D Cutover Status #  Cleanup Status £ Last job Message &

Jobs for LAB1-W10AZ$ X
[ & e =
Maximize  Export All Cancel Job Refresh
Search Q
Command Name % Status & Queued Timestamp % Do Not Start Before &
[ ] BT-AzureADCutover Completed 09/01/2022 3:13 PM false
[ ] BT- Completed 09/01/2022 3:13 PM false

ReACLPrepareWini -ijro‘il es
[ ] BT-DownloadReAc|Config Completed 09/01/2022 3:13 PM false

[ ] BT- Completed 09/01/2022 3:13 PM false
AzureADCutoverPreflight

D BT-ReACL Completed 09/01/2022 9:13 AM false
|:| BT-DownloadReAc|Config Completed 09/01/2022 9:13 AM false
|:| BT-DownloadGroupMap Completed 09/01/2022 9:13 AM false
|:| BT-DownloadUserMap Completed 09/01/2022 9:13 AM false
D BT-Discovery Completed 08/31/2022 8:24 BM false
|:| BT-Discovery Completed 08/30/2022 10:49 AM false




Validate Device Post Microsoft Entra ID
Join

This section provides a step-by-step guide on how to validate the device after it is Microsoft Entra ID Joined to
the target tenant.

1. Log into target Microsoft Entra ID Admin Center, via the Device view and verify the device is Microsoft
Entra ID Joined.

= MicboftAiie us ® 0

Bulk

2. Log in to the workstationusing your account UPN in the target Microsoft Entra ID.

Other user

{ IODMAD1@demo1.mcslab.gsftdemo.com

Sign in to: Your work or school account

3.  Windows may prompt you to setup Windows Hello or MFA, depending on your tenant’s policy. Follow
the on-screen instructions.



Use Windows Hello with your account

‘Your organization requires you to set up your work or school account with Windows Hello Face,
Fingerprint, or PIN.

If you've already set up Windows Hello on this device, we'll automatically add it for this account. You
may be asked to re-verify with Windows Hello.

If your organization requires a more complex PIN, Windows will prompt you to change it.

De: J
Personal

Personal

L Type here to search

5. Inthe System Tray, locate the OneDrive icon, right click, and Click Sign in.



& OneDrive - Labl-league365 53:33

Start syncing again by signing in

%

Your files might net be up to date. Re-enter your
credentials to start syncing again.

OneDrive will prompt you to enter the account credential. Follow the on-screen instructions and
complete the sign in process.

Open Outlook and follow the on-screen instructions when Outlook prompts you to enter the account
credential. Outlook should start once the credential is authenticated.

o = B Search = - o
File Home  Send/Receive  View  Help /& Coming Soon | Try it now
7 New Email ~ m ~ = i ] o F search People B e
~
@ TAKE YOUR OUTLOOK ANYWHERE  Connect. organize and get things done Download #
< Welcome to Outlook. Simplified.
« Favorites Focused Other By Date v T
Find commands you use less frequently and
Inbox We didn't find anything to show here. thaose that won't fit on your screen here in More
o Commands. To add a command to the ribbon,
ent tems tight-click i, then pin it.
Dt Learn More
Deleted ltems
[t ]
1 vLab1ODMAD1@M365x626...
Inbox B
Drafts
Sent ltems
Deleted ltems
Archive
» Conversation History
Junk Email
Outbox
RSS Feeds
Search Folders
“ Groups
You have not joined any groups...
= R
Items: 0 Updating this folder. ~ Connected to: Microsoft Exchange  [LI]
4 PM

rﬂﬁvo'

8. Launch the Teams client. Because your device is Microsoft Entra ID Joined, the target Teams account
will be automatically added, while the original source account should also be retained.

L Type here to search 0%



~y = 2 Search = — o

R
File i
Search
1 N e
® u ‘Q' ~ x To: Enter name, email, group or ta Lab1ODMAD1
group g
Activity o L Lab10DMAD1@demoT.meslab...
wFavg B h Available - Set status messa..,
L] I P
Serdl L LY ; Lab10DMAD1
209 Lab10ODMAD1@lab1.leaguetea...
Drafte  L0J E Al g
T Labl-league36s
Delet b (D)
% Your teams live here. Teams are made —
vlab® S up of channels that organize your [ saved
Inboy B teamwork into topics, departments, or !
q &
Draft: BIRIEEES (23] Manage accounts
iles
Sent | b
Delet CD Sign out
Viva Conne.
Archi
> Conv
Junk
ol Ly You're starting a new conversation
RSSF Type your first message below.
Searc
v Grou|
You aa
s Type a new message
=
i = J 5 e
0 b 2 O @B B0 G0 B B
Items: O

R Type here to search

Frequently Asked Questions

Can | use configure Wi-Fi access point
for my devices to use post Microsoft
Entra ID Join?

Device Wi-Fi access point can be configured via the Microsoft Entra ID Join Provisioning Package. Additional
detail can be found at this Link.


https://docs.microsoft.com/en-us/mem/intune/enrollment/windows-bulk-enroll

Steps Set up network

{ Set up device ° |

nect devices to a Wi-Fi network

Finish

Set up network
| Account Management
p Network SSID *
| Add applications
o
7 \ Network type*
| Add certificates Open
s d WPA2-Personal

| cannot connect to my devices via
Remote Desktop Service post
Microsoft Entra ID Join.

Remote Desktop Connection file may have to be modified in order to connect to Microsoft Entra ID Join device
via RDP. The following settings need to be changed in the RDP file.

e authentication level:i:2

e enablecredsspsupport:i:0

e username:s:LablODMAD1@demol.mcslab.gsftdemo.com
e domain:s:AzureAD

Additional information and instruction can be found at this Microsoft Soft Link Remote Desktop Connection for
credentials - Windows Server | Microsoft Docs

What is the Microsoft Entra ID NetBIOS
name for my Microsoft Entra ID Users?

For Microsoft Entra ID Devices, the default NetBIOS name is AzureAD. For Hybrid Microsoft Entra ID Join
devices, the NetBIOS name can be configured using the On-Premises Active Directory’s NetBIOS name.

Can | provision a local administrator
for my devices during Microsoft Entra
ID Join process?

For Microsoft Entra ID Devices, an optional local administrator account can be configured via the Microsoft Entra
ID Join Provisioning Package. Additional detail can be found at this Link.


https://docs.microsoft.com/en-us/troubleshoot/windows-server/remote/remote-desktop-connection-6-prompts-credentials
https://docs.microsoft.com/en-us/troubleshoot/windows-server/remote/remote-desktop-connection-6-prompts-credentials
https://docs.microsoft.com/en-us/mem/intune/enrollment/windows-bulk-enroll

Manage Organization/School Accounts

05/22/2021

Get Bulk Token

Can | provision additional applications
and adding a certificate for my devices
during Microsoft Entra ID Join
process?

For Microsoft Entra ID Devices, applications and certificate account can be configured via the Microsoft Entra ID
Join Provisioning Package. Additional detail can be found at this Link.

My device is Microsoft Entra ID Joined,
It is prompting me to setup MFA and
Windows Hello, is this normal?

Yes, it is normal for users to receive MFA and/or Windows Hello setup prompt if the organization has policy in
place which requires users to configure these security settings.

After my user devices are Microsoft
Entra ID Joined to the target tenant,
how can users switch their Microsoft
Apps such as OneDrive, Teams, and


https://docs.microsoft.com/en-us/mem/intune/enrollment/windows-bulk-enroll

Outlook to start using target tenant
account?

On Demand Migration Desktop Update Agent provides an automated solution to help end-users switch their
desktop applications to their new target M365 accounts. Additional Detail and Help related to Desktop Update
Agent can be found at On Demand Migration Current - Desktop Update Agent User Guide (quest.com).

Is there a way that | can use On
Demand Migration Active Directory to
migrate my devices if they are
Microsoft Entra ID Join only in the
source?

Support for devices that are Microsoft Entra ID Joined (Cloud Only, Not Hybrid Microsoft Entra ID Joined) in the
source and wants to Microsoft Entra ID Join to a target tenant is supported. Please ensure to include devices in
the source environment’s object filter and the following attribute is part of your template mapping if an existing
template is used.

MAPPING
Below is a list of your mapped attributes. Double-click a mapping entry to madify.
dev Q
Target # ] Target Object Type
DeviceCategory Basic DeviceCategory
Deviceld Basic Deviceld
DeviceMetadata Basic DeviceMetadata
DeviceVersion Basic DeviceVersion

After Cutover, why is the Windows
screen flickering or displaying a black
screen on some devices?

After a successful cutover and when the target user logs onto to the device, Windows is unusable. For a
Windows 10 device, the windows task bar just flickers. For a Windows 11 device, the screen is black but after
about 10 minutes, the windows task bar is displayed but does not function correctly.


https://support.quest.com/technical-documents/on-demand-migration/current/desktop-update-agent-user-guide

This is only occurring in the unique situation where the On Premise user object is being synced to the source
tenant user object using Entra Connect and then the same On Premise user object is then synced to the target
tenant user object also using Entra Connect.

In this situation the following registry keys are locking the profile to the source tenant account and these keys
must be removed before logging on with the target account.

HKLM:\Software\Microsoft\IdentityStore\Cache - subfolders
And
HKLM:\Software\Microsoft\IdentityStore\LogonCache - subfolders:

1 - This can be done manually on the device.

[EnY

. Download and extract PSEXEC.

. Open a cmd prompt as admin.

3. Change location to folder where PSEXEC have been extracted and run
"psexec -s -i cmd.exe"
It will open a new cmd with system admin permission and run regedit:
This will open a cmd prompt as a local system account

4. Run regedit from this new window.

. Perform the registry removal as mentioned above.

6. Reboot device.

N

¢

2 - Create a custom task in On Demand Migration Active Directory that will run PowerShell scripts to remove
these registry keys.

This custom task can be added to a custom Entra Cutover action or be added to a new Action and run as
required.

The following are SAMPLE scripts to remove these registry keys.

Note that these scripts are provided as-is for example purposes only, and you may need to modify them to work
for your specific project.

If required to be amended, this will need to be done by you or with assistance from Quest’s Professional Services
Team.

DeleteCache Script

# Define the registry path
$registryPath = "HKLM:\Software\Microsoft\IdentityStore\Cache"

# Check if the registry path exists

if (Test-Path $registryPath) {
# Get all subkeys of the specified registry path
$subkeys = Get-Childltem -Path $registryPath

# Loop through each subkey and delete it
foreach ($subkey in $subkeys) {
try {
Remove-Item -Path $subkey.PSPath -Recurse -Force
Write-Output "Deleted: $($subkey.PSPath)"
} catch {
Write-Output "Failed to delete: $($subkey.PSPath)"
}
}

}else {



Write-Output "Registry path does not exist: $registryPath"
}

DeleteLogonCache Script

# Define the registry path
$registryPath = "HKLM:\Software\Microsoft\IdentityStore\LogonCache"

# Check if the registry path exists

if (Test-Path $registryPath) {
# Get all subkeys of the specified registry path
$subkeys = Get-Childltem -Path $registryPath

# Loop through each subkey and delete it
foreach ($subkey in $subkeys) {
try {
Remove-Item -Path $subkey.PSPath -Recurse -Force
Write-Output "Deleted: $($subkey.PSPath)"
} catch {
Write-Output "Failed to delete: $($subkey.PSPath)"
}
}

}else {
Write-Output "Registry path does not exist: $registryPath"
}



About us

Quest creates software solutions that make the benefits of new technology real in an increasingly complex IT
landscape. From database and systems management, to Active Directory and Office 365 management, and
cyber security resilience, Quest helps customers solve their next IT challenge now. Around the globe, more than
130,000 companies and 95% of the Fortune 500 count on Quest to deliver proactive management and monitoring
for the next enterprise initiative, find the next solution for complex Microsoft challenges and stay ahead of the
next threat. Quest Software. Where next meets now. For more information, visit www.quest.com.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have
trial versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

e Submit and manage a Service Request

e View Knowledge Base articles

e  Sign up for product notifications

e Download software and technical documentation
e View how-to-videos

e Engage in community discussions

e Chat with support engineers online

e View services to assist you with your product.


https://www.quest.com/
https://support.quest.com/
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