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Contact erwin

Understanding your Support
Review support maintenance programs and offerings.

Registering for Support
Access the erwin support site and register for product support.

Accessing Technical Support

For your convenience, erwin provides easy access to "One Stop" support for all editions of
erwin Data Modeler, and includes the following:

Online and telephone contact information for technical assistance and customer ser-
vices

Information about user communities and forums

Product and documentation downloads

® erwin Support policies and guidelines

® Other helpful resources appropriate for your product
For information about other erwin products, visit http://erwin.com/products.
Provide Feedback

If you have comments or questions, or feedback about erwin product documentation, you
can send a message to techpubs@erwin.com.

News and Events

Visit News and Events to get up-to-date news, announcements, and events. View video
demos and read up on customer success stories and articles by industry experts.
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erwin Mart Portal Architecture

erwin Mart Portal Architecture

erwin Mart Portal architecture follows a JAR-based, multi-product structure.

The following diagram explains erwin Mart Portal architecture:

erwin Mart Portal On Premises Architecture
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Mart Logs

The mart comprises the following components:

Database

Stores the user data for the Workgroup Edition.

Oracle 18c, 19c¢, 21c, and
Oracle Cloud

PostgreSQL 12.x, 13.x, 14.%, 15.x, You can also use PostgreSQL for
and 16.x Amazon RDS.
SQL Server Microsoft SQL Server You can also use Microsoft SQL
2017, 2019, and 2022 Azure and Amazon RDS SQL
Server.
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erwin Mart Portal Architecture

Applications

Includes the following web-based components, erwin Mart Portal and erwin ER360
that helps you manage the Mart and manage, review, and govern data models
through a web console respectively.

Web server

Hosts erwin Mart Portal and erwin ER360. By default, erwin Mart Portal installation
process installs Apache Webserver.
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Install or Upgrade a Mart?

Setting up erwin Mart Portal

When you access the Mart database througherwin Mart Portal for the first time, you must
choose the database. You can choose the database using a database authenticated user or
a Windows-authenticated user.

Before you proceed, verify that you have installed a DBMS, created the mart database,
and configured Mart Portal. If the Mart is already initialized, the Login page appears.

Upon selecting the database, it is necessary to ensure that the database requirements are
met. Next, proceed with the installation and initialization of the erwin Mart Portal and erwin
ER360.

To install and configure erwin Mart Portal and erwin ER360, follow these steps:

1. Review prerequisites

Configure database

Install erwin Mart Portal and erwin ER360

Configure erwin Mart Portal

Initialize erwin Mart Portal and erwin ER360

Log in to erwin Mart Portal and configure settings

N o v o~ WD

Log in to erwin Mart Portal and configure settings
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Review the Prerequisites

Reviewing Prerequisites

You can use any of the following combinations to install erwin Data Modeler (erwin DM),
the Mart database, and erwin Mart Portal:

Install erwin DM, the Mart database, and erwin Mart Portal on the same computer.

Install erwin DM, the Mart database, and erwin Mart Portal on different computers.

Install erwin DM and the Mart database on one computer, and install erwin Mart
Portal on a different computer.

Install erwin DM on one computer, and install the Mart database and erwin Mart
Portal on a different computer.

Refer to the following tables for minimum system requirements.

Additional Inform-
ation

Parameter Requirement

» VM or Dedicated Physical Server
» Windows-based workstation
e 100 GB of disk space or more as

Hard- required to support your specific mart
ware/Work- e Processor - 64-bit, minimum 4 cores
station e RAM:

e Only erwin Mart Portal: 16 GB
o Both erwin Mart Portal and
erwin ER360: 32 GB

* Microsoft Windows Server 2016

e Microsoft Windows Server 2019

» Microsoft Windows Server 2022

o All current Microsoft Windows critical
updates

Operating Sys-
tem

* Microsoft SQL Server 2017, 2019, and | SQL Server:

2022. You can also use Microsoft SQL

Database .
Azure and Amazon RDS SQL Server. UL L 07 o]
can use a stan-

e Oracle 18c, 19¢, 21c, and Oracle Cloud
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Review the Prerequisites

Additional Inform-
ation

Parameter Requirement

dalone or can
share an exist-
ing database
server for a
Microsoft SQL
Server.

e The SQL Server
2017 and 2019
TRUSTWORTHY
database prop-
erty is no longer
required for the
mart. After you
install this
product, you

o can optionally
e For DM Connect for DI, the minimum reset this prop-

SQL Server version requirement is erty to OFF
SQL Server 2016 SP2 e The database

e PostgreSQL 12.x, 13.x, 14.x, 15.x, and
16.x. You can also use PostgreSQL for
Amazon RDS.

user account
that is used to
configure the
Mart must have
the dba_owner
role assigned.

« (Optional) To
use the Korean
language, use
the Korean_wan-
sung_CI_AS char-
acter set. Select
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Review the Prerequisites

Additional Inform-
ation

Parameter Requirement

the character
set while cre-
ating the Mart
database (in the
Collation field).
For more
information, see
the SQL Server
documentation.

Oracle:

e The Mart Portal
can use a stan-
dalone or can
share an exist-
ing database
server for an
Oracle data-
base. You can
also use a plug-
gable database.

e To create the
Mart, you must
be the database
schema owner
user and you
must have the
DBA role in the
target database
on the Oracle
server. The DBA
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Review the Prerequisites

Additional Inform-
ation

Parameter Requirement

role is required
for the user who
is specified in
the Configure
Mart Portal dia-
log. If the DBA
privilege of this
user is revoked,
then erwin DM
users will not be
able to save
model changes
to the Mart.
 (Optional) You
have modified
the following
parameters in
the initialization
file (InitSID.ora):

Remote OS
Authent=T

OS Authent
Prefix=TRUE

« (Optional) To
use the Korean
language with
the Mart data-
base, use
KO16MSWIN949
or AL32UTF8
character set
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Review the Prerequisites

Additional Inform-
ation

Parameter Requirement

depending on
your operating
system lan-
guage pack. For
more inform-
ation, see the
Oracle doc-
umentation.

o If the Mart data-
base is an
Oracle data-
base, the
default
tablespaces that
were used for
initializing any
earlier release
of r9 series Mart
are available for
the latest
release.

PostgreSQL:

e The Mart Portal
can use a stan-
dalone or can
share an exist-
ing database
server for Post-
greSQL.

e The database
user account
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Review the Prerequisites

Parameter

Additional Inform-
ation

Requirement

erwin Mart
Portal Web Cli-
ent - Browser

Web Client
Workstation

Web Server

JDK

MartPortal Ser-
vices

ER360 Services

that is used to
configure the
Mart must have
super user per-
missions.

Latest versions of the following browsers:

e Microsoft Edge
» Mozilla Firefox
» Google Chrome
e Apple Safari

e Processor - i3 or higher
e RAM - 8 GB minimum
e Minimum Free Space - 1-2 GB

Apache Server 2.4.62
17.0.12

In the C:\Program Files\erwin\Mart
Portal\create_service.cmd, update the RAM
size setting to increase the RAM in MBs:

reg add "HKLM\SYSTEM\Cur-

rentCon-
trolSet\Services\erwinMartPortal\Parameters" /v
Application /d "\"%JRE_HOME%)\bin\java.exe\" -
Xms2048m -Xmx10240m -Dlog-
ging.config=\"file:C:\Program Files\erwin\Mart
Portal\MartApp\config\log4j2-portal.xml\" -jar
\"C:\Program Files\erwin\Mart Porta\MartAp-
p\MartPortal.jar\"™" That is, (2GB -10GB)

In the C:\Program Files\erwin\Mart
Portal\create_service.cmd, update the RAM
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Review the Prerequisites

Additional Inform-
ation

Parameter Requirement

Size setting to increase the RAM in MBs as
follows:

reg add "HKLM\SYSTEM\Cur-
rentControlSet\Services\erwinER360\Parameters" /v
Application /d "\"%JRE_HOME%!\bin\java.exe\" -
Xms2048m -Xmx10240m -Dlog-
ging.config=\"file:C:\Program Files\erwin\Mart
Portal\MartApp\config\log4j2-er360.xmI\" -jar
\"C:\Program Files\erwin\Mart Portal\MartAp-
p\ER360.jar\"" That is (2GB - 10GB)

In the C:\Program Files\erwin\Mart
Portal\create_service.cmd, update the RAM
size setting to increase the RAM in MBs:

reg add "HKLM\SYSTEM\Cur-
rentCon-

Vault Services trolSet\Services\erwinVaultService\Parameters" /v
Application /d "\"%JRE_HOME%\bin\java.exe\" -
Xms2048m -Xmx4096m -Dlog-
ging.config=\"file:C:\Program Files\erwin\Mart
Portal\MartApp\config\log4j2-vaultservice.xm\" -jar
\"C:\Program Files\erwin\Mart Portal\MartAp-
p\vaultservice.jar\"" That is, (2GB -4GB)

I Ensure that you always install erwin Mart Portal on Windows operating system.

Other requirements

Ensure that the following additional requirements are met:

" The DBMS is installed and prepared for creating the Mart Database.

The Mart database is created. At least one user with administrator privileges is
present. You have run the initial queries on the Oracle database. For more inform-
ation about the initial queries, see the Implementation Guide.

If you want to add Windows Group users as Mart users, you have the Active Directory
Server details.
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Review the Prerequisites

You can add Windows Group users as normal Mart users, but not as Mart admin-
istrators. A Mart administrator must be a server or Windows user.

Important disclaimer notice on all requirements:

1. The requirements that are mentioned previously define the minimum requirements
which permit the application to run with reasonable performance based on a small
business use case scenario. The actual requirements for an enterprise-wide use case
based on larger models and configurations require significantly greater resources to
obtain acceptable performance.

2. These requirements are based on actual physical hardware (no virtual environment)
and the following assumptions:

* Minimal to no network overhead (both the database and application servers
are locally installed)

® Vendor's default install of the current version of their software (with all current
service or fix packs)

No other applications sharing the defined hardware configuration (for
example, a clean machine)

Any other hardware/software configurations are acceptable as long as they provide
the same (or better) performance characteristics identified.
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Install or Upgrade a Mart?

Install a Mart or Upgrade a Mart?

Use the following guidelines to determine if you must install or upgrade Mart Portal:

If you are new to erwin Data Modeler and have purchased the current version of
Workgroup Edition, then install the current version of the Mart. Use the How to
Install and Configure a Mart procedure that is appropriate for your Mart database.

If you have any earlier release of r9 series Mart, then upgrade the Mart to the current
version. Use the How to Upgrade any r9 Series Mart to the Current Version procedure
to upgrade your Mart. The models that are created in any earlier release of r9 series
are upgraded when a user connects to the current version Mart and opens the mod-
els.

If you have an existing Mart and the version is r7.3 through r8.2.9, install the current
version Mart. Use the How to Install and Configure a Mart procedure that is appro-
priate for your Mart database. After installing the Mart, use the Upgrade Mart utility
to upgrade the Mart models from r7.3 through r8.2.9 to the current version.
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Character Limitations

Character Limitations

There is a limitation on the number of characters you can use for certain Mart Portal para-
meters. The following table gives information about such parameters:

Parameter/Field Character Limitations

Username 450 (Server User, Windows User, and Group)
Also, refer to the special character limitations below.

For international OS (I18N), if the character set being used is
Double byte Character Set (DBCS) then the character limit is

225.
Password 130
Email Address 130

Also, refer to the special character limitations below.

Profile Name 130
Profile Description 2000
Catalog Name 255

Catalog Description 4000

Apart from the above character limits, for username and email address, following are the
permitted special characters:

Parameter/Field Permitted Special Characters
Username Server User for Mart Portal:. | Server User for ER360: . (dot),
(dot), _ (underscore), - _(underscore), - (hyphen), ~

(hyphen), ~ (tilde),  (carat), # (tilde), A (carat), # (hash), !
(hash), ! (exclamation mark),
(back tick)

Windows User for Mart

(exclamation mark), (back
tick), |(pipe), {}(flower brack-
ets)
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Character Limitations

Parameter/Field | Permitted Special Characters

Email Address

Portal: \ (backslash), . (dot), _
(underscore), - (hyphen), ~
(tilde), A (carat), # (hash), !
(exclamation mark), (back tick),
| (pipe), {}(flower brackets)

Group User: . (dot), _ (under-
score), - (hyphen), ~ (tilde), A
(carat), # (hash), ! (exclamation
mark), + (plus), % (percent)

Server User for Mart Portal:
@ (at sign), - (hyphen), % (per-
cent), _(underscore), + (plus), .
(dot), ~ (tilde), A (carat), #
(hash), ! (exclamation mark)
Windows User for Mart
Portal: @ (at sign), % (percent),
+ (plus), . (dot), _ (underscore), -
(hyphen), ~ (tilde), A (carat), #
(hash), ! (exclamation mark)
Group User for Mart Portal: .
(dot), - (hyphen), %(per-
centage), _(underscore), +
(plus), @(at the rate)

Windows User for ER360: \
(backslash), . (dot), _ (under-
score), - (hyphen), ~ (tilde), A
(carat), # (hash), ! (exclam-
ation mark), (back tick), |
(pipe), {}(flower brackets)

Server User for ER360: @ (at
sign), - (hyphen), % (percent), _
(underscore), + (plus), . (dot), ~
(tilde), A (carat), # (hash), !
(exclamation mark)

Windows User for ER360: @
(at sign), % (percent), + (plus),
. (dot), _ (underscore), -
(hyphen), ~ (tilde), A (carat), #
(hash), ! (exclamation mark)
Group User for ER360: . (dot),
- (hyphen), %(percentage), _
(underscore), +(plus), @(at the
rate)
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Mart Portal Version Validation

Mart Portal Version Validation

From erwin Data Modeler (DM) and erwin Mart Portal (MS) 2019R1 onward, while con-
necting to the erwin MS from erwin DM, version validation has been implemented as fol-

lows:
1. Connecting from erwin DM 2019R1 to erwin MS lower than 2019R1 is not allowed.

2. Connecting from erwin DM lower than 2019R1 to erwin MS 2019R1 is not allowed.
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Configuring Database

Configuring Database

Configure your DBMS environment before you can install and use erwin Mart Portal and
erwin ER360.

Oracle

PostgreSQL
" SQL Server
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Creating Oracle Database

Creating Oracle Database

Perform the following setup tasks in your DBMS environment before you can install and
use the software:

1.

Install the DBMS on the server where you plan to store the Mart.

Ensure that you can create tables, indexes, stored procedures, and public synonyms.
For more information about memory and disk space requirements, see the system
requirements for each DBMS (Microsoft SQL Server, PostgreSQL, and Oracle).

Create a database that you want to use as the Mart. To use a pluggable database, see
the Use a Pluggable Database topic.

Use the DBMS features to create or identify the required storage objects and the
mart. The specific requirements vary depending on your DBMS type.

To create, update, or delete a Mart in erwin Data Modeler Workgroup Edition, you must
be the database schema owner and you must have the DBA role.

Additional Tasks

The DBA and the system administrator responsible for installing the software on an Oracle
database management system performs these tasks.

Use graphical tools or SQL *Plus (all versions), SQL*DBA, or the Oracle Enterprise Man-
agement Console to perform these tasks. Some SQL commands are included where appro-
priate. The Data file paths, data file sizes, role names, and user names are included as
examples only.

1.

Check the SYSTEM tablespace.

The installation creates several stored procedures. All triggers, stored procedures,
and packages are kept in the Oracle SYSTEM tablespace. The standard size of the
SYSTEM tablespace assumes that you are not using procedural options, so the
SYSTEM tablespace must be often expanded. If other Oracle applications are not
using procedural code, then expand the SYSTEM tablespace to 32 MB. If other Oracle
applications also use procedural code, expand the SYSTEM tablespace to at least 32
MB.

Check the Rollback Segment tablespace.

If your instance uses UNDO tablespace, do not create rollback segments.
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Creating Oracle Database

Significant rollback space is required for installing and use. The rollback segments
must be in their own separate tablespace and each have at least 16 MB of available
space. There must be one rollback segment for every four concurrent users, with a
maximum of 50 rollback segments. The available space must scale upward with
increasing numbers of rollback segments. Finally, the rollback segment optimal para-
meter must be set to control rollback segment growth and space consumption.

I For Steps 3, 4, and 5, use the Dictionary-managed tablespaces.

3. Create a data tablespace of at least 32 MB.

For example:

CREATE TABLESPACE MyMart
DATAFILE '/dbOl/oracle/rdbms9i/data/mymart.ora' SIZE 100M;
Or For Locally Managed extents:
CREATE TABLESPACE Mymart
DATAFILE '/dbOl/oracle/rdbms9i/data/mymart.ora' SIZE 100M
EXTENT MANAGEMENT LOCAL SEGMENT SPACE MANAGEMENT AUTO;

4. Create an index tablespace of at least 32 MB.

For example:

CREATE TABLESPACE MMARTINDEX
DATAFILE '/dbO2/oracle/rdbms9i/data/mmartindex.ora' SIZE 75M;
Or For Locally Managed extents:
CREATE TABLESPACE MMARTINDEX
DATAFILE '/db0O2/oracle/rdbms9i/data/mmartindex.ora' SIZE 75M
EXTENT MANAGEMENT LOCAL SEGMENT SPACE MANAGEMENT AUTO;

5. Create a temporary tablespace.

For example:

CREATE TEMPORARY TABLESPACE MMTEMP TEMPFILE '/db03/or-
acle/rdbms9i/data/mmarttemp.ora' SIZE 50M;

Or For Locally Managed extents:
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Creating Oracle Database

CREATE TEMPORARY TABLESPACE MMTEMP TEMPFILE '/dbO3/or-
acle/rdbms9i/data/mmarttemp.ora' SIZE 50M

EXTENT MANAGEMENT LOCAL UNIFORM SIZE 1M;

For more details about syntax and options regarding tablespace creation, see the
appropriate Oracle documentation.

6. Create an Oracle user with DBA privileges for use by the erwin Data Modeler Work-
group Edition Installer or designated schema owner.

Assign the data tablespace to this user as the default tablespace, and the temporary
tablespace as the temporary tablespace to the user.

For example:

CREATE USER STEVE IDENTIFIED BY STEVE
DEFAULT TABLESPACE MyMart
TEMPORARY TABLESPACE MMTEMP
QUOTA UNLIMITED ON MyMart
QUOTA UNLIMITED ON MMARTINDEX;
GRANT DBA TO STEVE;
7. Create the erwin Data Modeler Workgroup Edition Installer role.

The following example is the role that the Oracle user requires to install erwin Data
Modeler Workgroup Edition.

CREATE ROLE MMINSTALL;
8. Grant the Oracle privileges to the Installer role.

The following example shows the Oracle privileges that the erwin Data Modeler Work-
group Edition Installer must install on Oracle. For the last command, log in as sys
with the sysdba role in the user-name or the command will fail.

grant create sequence to MMINSTALL;

grant create table to MMINSTALL;

grant create view to MMINSTALL;

grant create materialized view to MMINSTALL;

grant drop public synonym to MMINSTALL;
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Creating Oracle Database

grant
grant
grant

grant

create

create

select

create

public synonym to MMINSTALL;
procedure to MMINSTALL;
on dba data files to MMINSTALL;

session to MMINSTALL;

I To use the database, an Oracle user needs only the create session privilege.

9. Select the erwin Data Modeler Workgroup Edition tablespaces and Installer role.

When prompted for tablespace and role information, select the Workgroup Edition data
tablespace, the Workgroup Edition index tablespace, and the Workgroup Edition Installer

role.

“Back to Top
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Creating PostgreSQL Database

Creating PostgreSQL Database

If you are a DBA or a system administrator responsible for installing the software on a Post-
greSQL database management system, perform the following tasks:

Use a graphical user interface (GUI) tool, such as pgAdmin or a similar tool, to create the
erwin Data Modeler Workgroup Edition database. If a GUI tool is not available, you can use
SQL Shell to type in the appropriate commands manually.

Configure PostgreSQL:

You can configure PostgreSQL database to accept any IP address.

Follow these steps:

1.
2.
3.

Set the IP address to 0.0.0.0/0
Select the server.

Click Tools, Server Configuration, pg_hba.conf. Alternately, you can find the file at
C:\Program Files\PostgreSQL\<version>\data.

Double-click the last empty column.
Complete the following fields:
Type
host
Database
all
User
all
Ip_Address
0.0.0.0/0
Method
md5

Select Enable and click Ok.
Click Save.

Click Reload Server.
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Creating PostgreSQL Database

The PostgreSQL database configuration is complete.

“Back to Top
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Creating SQL Server Database

Creating SQL Server Database

If you are a DBA or a system administrator responsible for installing the software on a
Microsoft SQL Server database management system, perform the following tasks:

1. Use a graphical user interface (GUI) tool, ISQL (all versions), SQL Administrator, or
Enterprise Manager to create the Mart database. If a GUI tool is not available, you
can use ISQL to type in the appropriate commands manually.

Your database should meet the following criteria:

The initial size of the database file should be set to 60 MB.

The initial size of the transaction log file should be set to 50 MB.

Set the maximum file size to unrestricted file growth for both files (recom-
mended, but not required).

Increase the Set Auto grow file by 10 percent (recommended, but not
required).

The new database is owned by the user who created it.

Set the Truncate Log on Checkpoint option and have the server generate checkpoints
frequently. By selecting this option, the log is emptied periodically and should not fill
up and cause rollbacks.

For best performance ensure that separate devices are used to store the data and
the transaction log.
2. Verify tempdb size.

Significant temporary space is required for installation and use. The temporary seg-
ments need at least 16 MB of available space. You should also increase available
space as the number of concurrent users increase.

Back to Top
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Specify Use of Foreign Characters With Microsoft SQL Server 2005

Specify Use of Foreign Characters With Microsoft SQL Server

For Microsoft SQL Server modify your registry settings to have certain foreign language
characters in your models recognized.

Follow these steps:

1. Click Run on the Start menu.

2. Enter regedit.

The Registry Editor opens.

3. Verify or add the following registry entry:
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSSQLServer\Client\DB-Lib]
"AutoAnsiToOem"="ON"

"UselntlSettings"="ON"

4. Click File, Exit.

Your configuration is set to recognize foreign language characters in your models.

“Back to Top
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Install erwin Mart Portal

Installing erwin Mart Portal and erwin ER360

The erwin Mart Portal installer contains and installs three microservice JAR files, vault-
service.jar, MartPortal.jar, and ER360.jar. Along with mart, it also installs erwin ER360 by
default. You can either use an existing web server or use the default web server through

the installation wizard.

You must install and configure erwin Mart Portal regardless of whether you use Mart
Portal as a server or a Windows service.

To install erwin Mart Portaland erwin ER360, follow these steps:

1. Download the erwin Mart Portal installer file from the product page.

2. Start the installer.
The erwin Mart Portal Installation Wizard appears.

rwin Mart Portal - InstallShield Wizard X

Welcome to the InstallShield Wizard for
erwin Mart Portal # % ¥ (64-bit)

The InstallShield(R) Wizard will allow you to maodify, repair,
or remove erwin Mart Portal =~ = (64-bit). To continue,
click Next.

< Back Cancel

3. Click Next and accept the Software Transaction Agreement.
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4. Click Next and enter your name and organization.

5. Click Next.
The applications and components list appears. Observe that under erwin Mart Portal,

ER360 is available by default as a component.
Although erwin ER360 is installed by default, you need a license to use it. Contact
your license administrator for a license.

48 erwin Mart Portal | (64-bit) - InstallShield Wizard %

by st

Feature Description

IEI ...... g -
l—'—l | ER 2860 Installs Apache web server and
IRE. Deploys erwin Mart Portal
(- » v| erwin Mart Applications and erwin ER.360,

This feature reguires 522ME on
your hard drive. Ithas 1of 1
subfeatures selected. The
subfeatures reguire 185MB on
your hard drive,

Deploy to:
C:\Program FileserwinMart Portaly Change...

InstallShield

Help Space « Back Cancel

6. Click Next and then click Install.

The installation process starts.
7. On process completion, click Finish to complete the installation process.

Depending on the options you select, erwin Mart Portal and/or erwin ER360 are
installed.

If you want to connect to an SSL enabled Mart through API, you must first install the
security certificate on the corresponding computer. Install the certificate through erwin
DM. Without the security certificate, the API cannot connect to the SSL enabled Mart.
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Create a Pluggable Database

You can use the pluggable database concept in Oracle 12c and create multiple Marts of the
same Mart release.

Follow these steps:
1. Create a pluggable database in Oracle 12c.

For example, provide the Global Database Name as erwin and the Pluggable Data-
base Name as erwin_test.

For more information on how to create a pluggable database, see the Oracle doc-
umentation.

2. Run the following script on the computer where Oracle 12c is installed:

DROP TABLESPACE MMDATA INCLUDING CONTENTS AND DATAFILES CASCADE
CONSTRAINTS;

DROP TABLESPACE MMINDEX INCLUDING CONTENTS AND DATAFILES CASCADE
CONSTRAINTS;

DROP TABLESPACE marttemp INCLUDING CONTENTS AND DATAFILES CASCADE
CONSTRAINTS;

ALTER SESSION SET CONTAINER=erwin test;

CREATE TABLESPACE MMDATA datafile 'c:\r9mart2\MMDATA.dbf' size 300m

autoextend on;

CREATE TABLESPACE MMINDEX datafile 'c:\r9mart2\MMINDEX.dbf' size 300m
autoextend on;

CREATE TEMPORARY TABLESPACE marttemp tempfile 'c:\r9-
mart2\tempdata.dbf' size 300m autoextend on;

DROP USER MMADMIN CASCADE;

CREATE USER MMADMIN IDENTIFIED BY MMADMIN DEFAULT TABLESPACE MMDATA
TEMPORARY TABLESPACE MARTTEMP QUOTA UNLIMITED ON MMDATA QUOTA
UNLIMITED ON MMINDEX;

DROP ROLE MMINSTALL;
CREATE ROLE MMINSTALL;

GRANT CREATE SEQUENCE TO MMINSTALL;
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GRANT CREATE TABLE TO MMINSTALL;
GRANT CREATE VIEW TO MMINSTALL;

GRANT CREATE MATERIALIZED VIEW TO MMINSTALL;

GRANT DROP PUBLIC SYNONYM TO MMINSTALL;
GRANT CREATE PUBLIC SYNONYM TO MMINSTALL;

GRANT CREATE PROCEDURE TO MMINSTALL;

GRANT CREATE SESSION TO MMINSTALL;

GRANT MMINSTALL TO MMADMIN;

GRANT DBA TO MMADMIN;
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Install erwin Mart Portal with a Pluggable Database

The procedure to install erwin Mart Portal for a pluggable database is same as the pro-
cedure for a normal database. This topic describes only those fields that need different val-
ues for a pluggable database. For more information on how to configure the erwin Mart
Portal, see the Install erwin Mart Portal topic.

The following fields on the Configure the erwin Mart Portal dialog need different values:

Server Name

Specifies the name of the database server where you have installed the Mart data-
base. Enter the name of the computer where Oracle 12c is installed and the plug-
gable database erwin_test is created.

Database Name
Specifies the name of the pluggable Mart database. For example, erwin_test.
User Name

Specifies the user name to connect to the Mart database. Enter mmadmin or any
other user account that you have created when you ran the script.

Password

Specifies the password to connect to the Mart database. Enter mmadmin or any
other password that you have created when you ran the script.
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Configuring erwin Mart Portal

The next step after installing erwin Mart Portal is to configure using either of the two ways:

® via erwin Mart Portal configuration

*® via command line interface (CLI)

Configuration via CLI is available erwin Mart Portal 12.5.2 onwards.

To use the same database that you have used for the r9.0.0 Mart (or any earlier release of
r9 series Mart), upgrade your mart. Refer to the Upgrading Mart topic before proceeding.

Configuring via erwin Configuration
To configure erwin Mart Portal, follow these steps:

1. On the Windows Start menu, click erwin > Configure Mart Portal.

erwin Mart Partal Configuration

Database Mart Portal Advanced Authentication Proxy Settings

OM-PREM ~  ORACLE

1521 Server Name

Database Name Instance Name

[ | Enable SSL/Wallet

Location Password

DOWMNLOAD HOSTINFO TEST CONFIGURE

2. Configure database settings.

3. Configure mart portal settings.

erwin Mart Portal and erwin ER360 Installation Guide | 35



Configure the Mart Portal

4. Configure advanced settings.

. Configure authentication settings.

. Configure proxy settings (only applicable to erwin ER360).

5
6
7. Click Test to validate the configuration.
8

. On successful validation, click Configure.

Configuring Database Settings

On the Database tab, configure the following settings:

Description Additional Information

Specifies whether the mart con-
Database Con- | nects to an on-premise database
nection Method | or to a database via a JDBC con-
nection string.

This option is available only when
the Database Connection Type is
set to Custom JDBC URL.

JDBC Con- Specifies the JDBC connection
nection String string to connect to a database

Available options are:

Specifies the mart database pro- * Oracle
Database ,
vider e PostgreSQL
e SQL Server
Specifies the port number of the
Port No

database server

Specifies the name of the data-
base server where you have
installed the Mart database. For
Server Name example, suppose that you are
using SQL Server as the Mart
database. Enter the name of the
computer where SQL Server is
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Database Name

Instance Name

Authentication

Schema Name

Username

installed.

Specifies the database to which
the mart must connect

Specifies the name of the data-
base instance

Specifies whether user authen-
tication is done via database or
Windows authentication

Specifies the database schema
that you want to use for mart

Specifies the user name to con-
nect to the Mart database

If you are installing the Mart for
the first time, use a new database.
Do not use an existing database.

If you are upgrading the Mart from
any earlier release of r9 series to
the latest release, use the cor-
responding Mart database.

For an Oracle mart, ensure that
appropriate permissions for a
materialized view are assigned to
the installer role (GRANT CREATE
MATERIALIZED VIEW TO
MMINSTALL;). For more inform-
ation, refer to the Creating Oracle
Database topic.

This option is enabled only when
the Database is set to SQLServer.

This option is enabled only when
the Database is set to SQLServer.

Windows authentication works only
for on premises SQL Server data-
base.

This option is enabled only when
the Database is set to
POSTGRESQL. By default, it is set to
use public schema.

This username must be is authen-
ticated by the Mart database.

Windows authentication (User
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Name field) is not supported for
connecting to the Mart database
from the Configure Mart Portal win-
dow. Ensure that the user is server
authenticated.

Specifies the password to con-

Password
nect to the Mart database

Specifies whether SSL or Wallet
(in case of Oracle database) is
enabled

Enable SSL/Wal-
let

This option is enabled only when
you select the Enable SSL/Wallet
check box.

i Specifies the location of the wal-
Location .

let file
This option is enabled only when
you select the Enable SSL/Wallet
check box.

Password (For Specifies the password that you
SSL/Wallet) set for the wallet

This feature downloads the fol-
lowing information in the JSON

format.

e OS Name
e OS Version

bownload Downloads the host machine's T
e Time Zone

) information for erwin ER360 off-
Hostinfo N
line license. e System Locale

o« IP

e System Type
» NIC

e Host Name
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* MAC

e Input Locale

The erwin licensing team uses this
information to configure an offline
license for erwin ER360. For more
information on offline licenses, con-
tact license support.

Configuring Mart Portal Settings

The Mart Portal tab specifies the erwin Mart Portal application settings.

erwin Mart Portal Configuration = x

Databass kart Portal Advanced Authentication Proxy Settings

localhost
18170

MartServer

|| Secure Sockets Layer(SSL) Enabled

S5L File Location
851 Key File Location

300

DOWMNLOAD HOSTINFOD TEST CONFIGURE CANCEL
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On the Mart Portal tab, configure the following settings:

Description

Additional Information

Server
Name

Port Num-
ber

Secure Sock-
ets Layer
(SSL)
Enabled

SSL Cer-
tificate

Specifies the name of the computer
where the Web Server is present.
For example, if you are using Tom-
cat, enter the name of the com-
puter where Tomcat is installed.

Default: localhost

Specifies the port number on which
the Web Server is running.

Specifies whether you want to con-
nect to the Mart through a secured
connection (SSL)

Specifies the location of SSL cer-
tificate file

You can now configure erwin Mart
Portal on any port except 18172,
18174, and 18176 (These ports are
used as proxy ports.).

If you use SSO, ensure that you con-
figure the correct port number here
according to your SSO configuration.

If you select the Secure Sockets Layer
(SSL) Enabled check box, Port Num-
ber is set to 443 by default.

Using a self-signed SSL certificate
may result in an error about cer-
tificate authority while connecting to
erwin Mart. In that case, click OK to
continue connecting to erwin Mart

This option is enabled only when the
Secure Sockets Layer (SSL) Enabled
option is selected.

The certificate is available at C:\Pro-
gram Files\erwin\Mart
Portal\Apache\myerwin.mart.crt.
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Specifies the location of the SSL Key
SSL Key

file

Specifies the duration (in seconds)
Account .

for which an account should be
Lockout .

. .| locked whenever an incorrect pass-

Duration (in i ) i

word is entered five consecutive
seconds)

times

Configuring Advanced Settings

The Advanced tab specifies mart upgrade settings.

This option is enabled only when the
Secure Sockets Layer (SSL) Enabled
option is selected.

The key is available at C:\Program
Files\erwin\Mart Portal\Apache\my-
erwin.mart.key.

By default, it is set to five minutes
(300 seconds). At the most, you can
set it to 30 days (2592000 seconds).
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erwin Mart Partal Configuration = *

Database hart Portal Advanced Authentication Proxy Settings

[ | Rerun Count Upgrade
[ | Rerun Repert Upgrade
[ | Rerun Repert Upgrade For &ll Models

[ 1Is GitHub Enterprise

8
64

14400

Ensure that the mart database has the following: m9ReportUpgrade and
m9ReportlistData tables. m9Catalog with entent, attent, relent and counthblob
columns. For more information about the advanced tab Kindly refer the
documentation.

DOWMNLOAD HOSTINFO TEST CONFIGURE CANCEL

In case of failures in upgrade, before you rerun the upgrade, on the Advanced tab, con-
figure the following settings:

L. Additional
Description .
Information
Rerun Count Specifies that the model count upgrade should
Upgrade run while running the Mart database upgrade
Rerun Report Specifies that the report upgrade should run while
Upgrade running the Mart database upgrade.
Rerun Report Specifies that the report upgrade should run for
Upgrade For All all models while running the Mart database
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. L Additional
Description .
Information
Models upgrade
Is GitHub Enter- Specifies whether your GitHub account is an enter-
prise prise account
Database Initial Specifies the initial mart database size in MB
Size By default, this is set to 8 MB

Specifies the maximum size the mart database
Database Max Size | €an take in MB

By default, this is set to 64 MB

Specifies the duration (in seconds) for which your

Rest API Token REST API token will be valid
Lifetime(in
seconds) By default, this is set to 14400 seconds (four

hours)

Ensure that the Mart database has the following:

m9reportUpgrade and m9ReportListData tables

m9Catalog table with entcnt, attcnt, relcnt, and countblob columns

To upgrade, follow these steps:
Click Configure.

The Mart Portal Upgrade dialog box appears.
Mart Server Upgrade »

Your Mart database version 15 2019 R1. You must upgrade it to12.5.

Pleas note that this process might take some ime to complete, click here for mors details,

Click Yes to Upgrade or dick No to exit without upgrading.

(R (e

Click Yes.
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The MartUpgrade screen for count upgrade appears.

& MartUpgrade — O *

Updating Count Info, Please wait... |

Once the count upgrade process is complete, the ReportExport screen appears.

b ReportExport = | x

| 0%

Balch-151arl processing models with names: mib—|
Batch-1Construct Stnucturas
Batch-1Rewiring Domain
Batch-1Rewiring Keygroups
Balch-1Rewiring Alributes
Balch-1lnsering into Dalabase

1 Il 4

I This screen does not appear when you upgrade from 2020 R1 Mart to higher versions.

On completion of report export process, the upgrade process is complete.

Configuring Authentication Settings

The Authentication tab specifies user account authentication settings for erwin Mart Portal
and erwin ER360. The available settings differ based on the selected authentication
method. Also, based on the authentication method configured here, the types of users that
you can add in erwin Mart Portaldiffer. For more information on adding users, refer to the

Manage Users topic.
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erwin Mart Portal Configuration - »

Database  Mari Portal Advanced Authentication Proxy Settings

SERVER w

MartCloudServer

DOWNLOAD HOSTINFD TEST CONFIGURE CANCEL

On the Authentication tab, configure the following settings:

Authentication Description Additional
Method P

Information

Specifies that authentication is
server-based

Server

You can add up to
10 domains to the
list. Enter domain
information and
click Add Domain.

Active Directory
Details Domain Specifies the title of domain to
Title be used in the AD list

As a best practice,
add only those
domains that you
use in mart. Do not
add all your
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Authentication . .. Additional
Field Description .
Information

Method

domains.
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Authentication
Method

Additional
Information

Description

Domain
Base

Domain
Server
Name

Domain
Server Port

Domain
user name

Domain

user pass-
word

Use SSL

Save pass-
word

Specifies comma separated
domain base specification for
search.

For example, CN=Use-
ers,DC=erwin,DC=com

Here, cn-users,dc=erwin,
dc=com is the distinguished-
name. The distinguished
name is the full path of the
object.

Specifies server name or the
IP address of the server

Specifies the port number to
which the server listens

Specifies the domain name
and user name in the <domain
name>/<user name> format

Specifies the password of the
domain user

Specifies whether you want to
connect to the Mart through a
secured connection (SSL)

Specifies whether you want to
save domain user password
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Authentication
Method

Description

Additional
Information

Tenant Id

Graph
Scope

Azure AD (OAuth2) | ClientId

Client Uri

Client
Secret

SAML Metadata

XML
(SAML 2.0) method

Specifies your Azure AD envir-
onment properties for con-
nection

Specifies your SAML envir-
onment properties for con-
nection

Configure these set-
tings based on your
provider and the pro-
tocol.

For more inform-
ation on configuring
AzureAD OAuth on
Microsoft, refer to
the AzureAD OAuth
topic.

erwin Mart Portal is
certified for SAML
with:

e AzureAD

» Pingldentity
o Okta

e WS0O2

You can also use any
other

SAML supported
identity provider.

To use any of these
identity providers,
ensure that you do
the following:

- On the Mart Portal
tab, set up Secure
Sockets Layer (SSL),

erwin Mart Portal and erwin ER360 Installation Guide | 48


Okta OAuth2.html

Configure the Mart Portal

Authentication

Method

Description

Additional

Information

SSL Certificate, and
SSL Key.

MetaData

XML - On the Authentic-
ation tab, click

Group Download SP

Attribute Metadata and

Name upload the

User Email metadata.XML file to

T your provider's

Name portal. Then,
configure these set-

Download | Downloads the service pro- tings based on your

SP vider metadata file that is
Metadata required for your SSO setup

provider and the pro-
tocol.

Based on your configuration here, the available options to add users in erwin Mart Portal
change.

Configuring Proxy Settings

The Proxy Settings tab is applicable only to erwin ER360 and specifies proxy server settings.
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erwin Mart Portal Configuration - X
Database hart Portal Advanced Authentication Proxy Settings
| Enable Proxy
Proxy server address (DNS/IP Address)
Proxy server port number (eg. 3128)

Proxy usemame (optional)

Proxy password (optional)

DOWNLOAD HOSTINFO

CONFIGURE CANCEL

On the Proxy Settings tab, configure the following settings:

Additional
Information

Description

Specifies that a proxy server should be used

Enable Prox
y for erwin ER360configuration

Proxy server address Specifies the proxy server's address, either
(DNS/IP Address) DNS or an IP address

Proxy server port num- | Specifies the port number on the proxy
ber server that you want to use

Proxy username
Specifies the proxy server credentials
Port password
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Configuring via CLI

To configure erwin Mart Portal via CLI, open command line interface and run following com-
mands, for example, for PostgreSQL:

>cd C:\Program Files\erwin\Mart Portal\MartUpgrade
>SET PATH = %JRE_HOME%\bin
>java -jar ./MartConfiguration.jar configure
—-—conntype=0ON-PREM
--dbname=test
—-—dbport=5432
-—-dbpwd=postgres
—-—-dbserver=localhost
-—-dbssl=false
-—-dbtype=POSTGRESQL
--dbuser=postgres
--dbschemaname=public
--walletlocation=
--walletpwd=
-—adminport=8081
-—-iisport=80
--locktime=300
-—-martappname=MartServer
--martserverhost=localhost
--martuseiis=false
--martusessl=true

--sslfilelocation="C:\Program Files\erwin\Mart Portal\Apache\my-

erwin.mart.crt"
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--sslkeyfilelocation="C:\Program Files\erwin\Mart Portal\Apache\my-

erwin.mart.key"

-—authorizationType=LDAP

--dcname="1dap://10.250.28.4:389/DC=quest, DC=com"

--domainuser=quest\sysadm

--domainpwd=Erwinl2345

For example, to configure erwin Mart Portal with PostgreSQL database, follow these steps:

1.

Open command line interface and navigate to C:\Program Files\erwin\Mart
Portal\MartUpgrade.

Run the following command:

java -jar ./MartConfiguration.jar configure --conntype=ON-PREM --
dbname=26feb --dbport=5432

--dbpwd=admin --dbschemaname=public --dbserver=localhost --dbssl=false
--dbtype=POSTGRESQL --dbuser=postgres --walletlocation= --walletpwd=
-—adminport=8443 --iisport=80 --locktime=300 --martappname=MartServer
--martserverhost=localhost --martuseiis=false --martusessl=true
--sslfilelocation="C:\Program Files\erwin\Mart Portal\Apache\my-
erwin.mart.crt"

--sslkeyfilelocation="C:\Program Files\erwin\Mart Portal\Apache\my-
erwin.mart.key"

-—authorizationType=SERVER

Bect Administeator: C:\Windows\System32\ cmd. exe [- B

Once done, this configuration in updated in configuration file, MartCon-
figuration.properties, located at C:\ProgramData\erwin\Mart Portal. It is also avail-
able on the erwin Mart Portal Configuration screen.
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] erwin st Portal Configuration - x

Database  Mart Portal  Advanced  Authentication  Proxy Seftings
ONPREM v POSTORESOL

5432 localhost

2600 o}

public

posigres

Enatie SSLAWalet

K eewin Mart Portal Configuration - x

Database Mart Partal Advanced Authentication Prowy Settings

Iocathast |
Bd443
MartServer

| Secure Sockets Layer(SSL) Enabled

CAProgram Fi i t Portal fin.mart.crt
GAProgram f 1Pean it key
300

DOWNLOAD HOSTINFO TEST CONFIGURE

For the full list of commands, refer to the erwin Mart Portal Configuration- CLI Commands
topic.
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Configuring erwin Mart Portal- CLI Commands

Section Command Description

Provide ON-PREM or CUSTOM-

--conntype=<conntype>
yp yp JDBC-URL

Provide database instance
--dbinstance=<dbinstance> name. [Required, if

--conntype=0ON-PREM]
Database

Provide database name.
--dbname=<dbname> [Required, if

--conntype=0ON-PREM]

Provide database port.
--dbport=<dbport> [Required, if
--conntype=ON-PREM]

Provide database password.

--dbpwd=<dbpwd> [Required]

Provide database name.

[Required, if
--dbschemaname=<dbschemaname>
--conntype=ON-PREM and

database is Postgres]

Provide database server

--dbserver=<dbserver> name. [Required, if

--conntype=0ON-PREM]

Provide true or false. [default

= [
dbss value is false]

--dbtype=<dbtype> Provide SQLSERVER or
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Section Command Description

POSTGRESQL or ORACLE.

Provide database username.

--dbuser=<dbusername> i
[Required]

Provide jdbc url. [Required, if

—jdbc_url=<jdbc_url> --conntype=CUSTOM-JDBC-
URL]

Provide wallet location path.

[Required, if
--walletlocation=<walletlocation>
--dbssl=true][default value is

empty]

Provide wallet password.
~-walletpwd=<walletpwd> [Required, if --dbssl=true]

[default value is empty]

Provide port number. [default

Mart Portal --adminport=<adminport> .
value is 80]

--iisport=<iisport> [default value is 80]

Provide locktime in seconds.

--locktime=<locktime> .
[default value is 300]

--martappname=<martappname> [default value is MartServer]

--martport=<martport>

Provide mart portal hostname.
—-martserverhost=<martserverhost> | Ldefault value is

localhost]

--martuseiis [default value is false]
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O

Advanced

Active Dir-
ectory Options

--martusessl

--sslfilelocation=<sslfilelocation>

--sslkey-
filelocation=<sslkeyfilelocation>

--dbinitialsize=<dbinitialsize>

--dbmaxsize=<dbmaxsize>

--docountupgrade

--doreportupgrade

--doreportupgradeforallmodels
__git_

hubenterprise=<githubenterprise>

--tokenvalidity=<tokenvalidity>

--dchname=<dcname>

Provide true or false. [default
value is false]

Provide SSL File Location.
[default value is empty]

Provide SSL Key File Location.
[default value is

empty]

Provide database initial size.
[default value is 8]

Provide database max size.
[default value is 64]

Provide true or false. [default
value is false]

Provide true or false. [default
value is false]

Provide true or false. [default
value is false]

Provide true or false. [default
value is false]

Provide token validity in secs.
[default value is

14400]

Provide domain controller
name. [Required, if

--author-
izationType=LDAP/LDAPS]
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Ciecion —Commens—————owerpion

Azure OAuth
Options

SAML Options

--domainpwd=<domainpwd>

--domainuser=<domainuser>

--oauth2-provider-client-id=<oauth2_
provider_client_id>

--oauth2-provider-client-secret-
t=<oauth2_provider_client_secret>

--oauth2-provider-client-uri-
i=<oauth2_provider_client_uri>

--oauth2-provider-graph-scope-
e=<oauth2_provider_graph_scope>

--oauth2-provider-tenant-
id=<oauth2_provider_tenant_id>

--saml-auth-request-signed=<saml_
auth_request_signed>

Provide domain user pass-
word. [Required, if

--author-
izationType=LDAP/LDAPS]

Provide domain user name.
[Required, if

--author-
izationType=LDAP/LDAPS]

Provide oauth provider client
id. [Required, if

--authorizationType=AZURE]

Provide oauth provider client
secret. [Required,

if --authorizationType=AZURE]

Provide oauth provider client
uri. [Required, if

--authorizationType=AZURE]

Provide oauth provider graph
scope. [Required, if

--authorizationType=AZURE]

Provide oauth provider tenant
id. [Required, if

--authorizationType=AZURE]

Provide true or false. [default
value is true]
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Ciecion —Commens—————owerpion

Authentic-
ation

Proxy Settings

--saml-group-attribute-name=<saml_
group_attribute_name>

--saml-idp=<saml_idp>

--saml-user-email-attribute-name-
e=<saml_user_email_attribute_
name>

--author-
izationType=<authorizationType>

--tem-
pServerName=<tempServerName>

--proxy-setting-hostName=<proxy_
setting_hostName>

--proxy-setting-hostPort=<proxy_set-
ting_hostPort>

--proxy-setting-isEnable=<proxy_set-
ting_isEnable>

--proxy-setting-password=<proxy_set-
ting_password>

Provide saml group attribute
name. [Required, if

--authorizationType=SAML]

Provide saml provider file
path. [Required, if

--authorizationType=SAML]

Provide saml user email attrib-
ute name. [Required,

if --authorizationType=SAML]

Provide authorization type as
SERVER or LDAP or LDAPS or
AZURE or SAML. [default value
is SERVER]

[default value is MartServer-
Cloud]

Provide proxy hostname.
[Required, if --proxy-setting-
isEnable=true]

Provide proxy port. [Required,
if

--proxy-setting-isEnable=true]

Provide true or false. [default
value is false]

Provide proxy password.
[default value is empty]
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Section Command Description
--proxy-setting-userName=<proxy_ | Provide proxy username.
setting_userName> [default value is empty]

General

. --clienthostname=<clienthostname> | [default value is erwinLocal]
Options

--console=<console>

--env-cloud=<env_cloud> [default value is false]

--wrapper-ip=<wrapper_ip> [default value is empty]
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AzureAD OAuth2
To configure AzureAD OAuth2 for erwin Mart Portal authentication, follow these steps:
1. Log in to Microsoft Entra admin center.

2. Click App registrations and enter the necessary information as shown in the following

image.
Microsoft Entra admin center L Search resources, services, and docs (G+/) I
K users ~ " Home > App registrations

Al users Register an application

Deleted users

) * Name
User settings

The user-facing display name for this application (this can be changed later).

' Groups ~
[ MartQuest
All groups
Deleted groups Supported account types

. i i ?
Group settings Who can use this application or access this API?

®) Accounts in this organizational directory only (Contoso only - Single tenant)

B Devices O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

@ Applications A O Accounts in any organizational directory (Any Azure AD directary - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)
O Personal Microsoft accounts only

Enterprise applications
Help me choose

App registrations

m=}

Tz e Redirect URI (optional)

@ Identity governance v We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.
e v
E{h Bl v Select a platform 4 e.g. https://example.com/auth
- By proceeding, you agree to the Microsoft Platform Policies f'
2 A
4s Learn & support

<<

3. Click Register.

4. Go to Certificates & secrets.
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MM A nequsirabans MartCuess

& MartQuest | Certificates & secrets = =

s b B ol e P

B Overders

I —— Cimbeilaats wvsaluler o ioifudeidial appdil alawn 1o akeedily thevmabors 5 e sdfenlaslan e e mben ceiese) oern ol o well sl b st o) e BT
wibwre] [on & beghee vl ofl avisn arce, we necorenend wsies o corifnale [rmbrad of & clord wsrel] an o orederdad
B e wlae et aed]

Mg

Baardin B propesiies

‘n Al ool s vl S (Bl sl s et g Sede e el Cas et Rged o IR el Deru

o QT

Coridhoates {0 Chert dpcrets (1 hedevated oombeniush, (09
Covtfaste & werwiy T

. A it atirg thn e sqepllc atass. unes B3 [ o % chentity wheen Iqueeitng & ioken A ran be refemed 5368 appls ation puvseced
1 Foten comfigea sticn

& MM peverissa e 5 Perw clee et
& Capow oAb [ eep—— Eapires Viskse Sacred ID
E approie
g WP SiCris P Db (REdNhD B e i fa
P

5. Click New client secret and add Description. Then, click Add.

oma 3 App ragietustions 3 Mest(luse Add a client secret .a
MartQuest | Certificates & secrets =
[ scriproe i ethary| ]
—— Ll s— Fapares Facormmancied EBD days [ monhe]
B Cevrviem
i Chidonan Cradertuli sratd rordabentul sppicstont o oently Femebae 1

Twpiar] Fo & P bredl O ior st me sevoomisaihid wir 8 O
A indegastion sinkiand

Alanage

B dociinance wgimanon conPounm, e and Sedrensd cedm
= st & progeeten

§ Jataosicaton Cortheater (] Clot sacreta §0]  Fasbem stec] cradhontialy

Cotficaton & wemvtn

B SECre SR TRl Thet MSpRACELN Lt 10 (it B3 Rientiy when
1 Tolen cosbpemion

® L prvnmisenn T Reep——
& Lapou sn AR Ereidryptiee Eapres
B App roley

Mo cheet wecerts Raer bepn cested for thes spplestion
B Cmrdr

e P arad BTyt shan

W mlandesi

mppoit = Tioulbde whedi g

£ Treublebastey

awviwl
& Mew wppoe reguet n [

6. Copy the auto-generated value highlighted in the following image.
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Horme * App regrtiatons

MartQuest | Certificates & secrets :-

B Overviw
& Duicintet

A greon S

L

B Bearding A& propertes

T kshanacanca
Conmibcatss & secress

L= sorrhgeraton

+

AP peTEmaon
Laposs an AFY

g # 0l

B E P

Charsers

Foder and sdmarariraion.

B e

el « Trgnsbibeihisgtoray
& toublestooting

A e papport reques

Pl e

e

ﬂ Gl o el b i ok R Rinhaci T

Croforiliah srubie confudesl ol spple siors iz derd By (hemaehe 1o P sffardi sl wrvce wben eusersg lokerm il 4 web sdSeeable lostan fuung an HETPS
whatived] Foot & aghatd Wbl OF BRLaanod, et e omareind steng b nei il s fenetaad oF 4 ChEar i) s & crideieul

W) Ropicsion mgabubon oo woerh and Aedersied ireden

Cotificatins 1%

& AT HII TR tha SPEACITAR S588 0 S ML iITTy e A tting & 0keny ARG (3 Be relen e 00 8 SppACaion pastwoed

- New clent wscret

D gt

marsecTety

Elbérsd et (1)

A b Fourad i e tabe Bricw

Pt it il 91

Bupaia ‘wadat Faren iD

Ll ol Pl L ATV . [ SR TTT ol dide boifs abiedetd . [y (&

Click API Permissions > Application Permissions.

Homs + App registratio

= MartQuest |

Fa
W Ovrera
i utkilin]

;L' imdrgratoen auciant

B brardrg & properto

D Attt
Cemianes B 1erEs

M roken confguratan

+ MR preminicns

e Eapase #n AP

B Mo roden

& Owrar

£, Boles gnad iierereay pid's

B aesbrat
Suppt + Teoublebootng
£ reimpiten

- N pEpport regues

Whar et

APl permissions &

Frieth _;

i The R
ey gt nefieg
Configueed pern

Appit st ae gl
e ol the prarm

£ Add s permimi

WF  Perreisony

e e

Request AP| permissions x

4Rl iy
Microrsolt Graph
" i g i oot commy Chows (o
Whai fype of permmors dioes your sppbcstion redquee?

Qrrgated preisom Apps; B BTSN

B “
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8. Search and expand Group and select Group.Read.All permission. Then, click Add per-
missions.

r

B

B o

Ll A TR AN

Bl

Chatrloitant

el i e i

Marage

P atadiing Mo propeetaie
ol Puie il SEaws

el fa et

| tokem configuration

AP permitsasng

Espeace an &Py

L ipp rules

Charanry.

o (Foker and sdemimtr oy

ipaaden

Sumprpenet 0 Trgmaldabuntorng

£ teietooning

e AP e

et

= MartQuest | APl permissions =

Bt wrif A

n Thag " iy 3
orudey A Tl

Confipared paen

Applicatiorn s s
it all B prrie

T Bdd & parming

AP} Prreisone

Tor wirvw arull Ao

Request APl permissions

€ Al AP
' Microsoft Graph

Htpes/ iqraphumicronolt oo,
What type of pirmniscrn doe pour application regquine

Crrsgated tdr=uisetnm

Vo spphlaton rewds ic Koma Be AP i T sgrad-n T

SHET [

AL iR T O

WO W A T k4 Bachgrourd Wl o dépman Wit &
Rl A

gronan]

P il
> Cully
> Goep
S Gosuphember
% Pbdnpitecrs

I> Frinbeasddsagnmend S hedule

[ e

9. Search and expand User and select User.Read.All permission. Then click Add per-
missions.
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B Ovvesn
i Ouekilact

®  Integubos anrtenl

i

B framadirg & propeerten

w

e
Cartda st A s

T Tophen orbirasie

]

&P prrsminissen

2

Erpane an A

i

App 1rdan

1

Crmrein

=

Buisby el demicinty by

|
L
g

& i b i

Haerse B 1wl alecr B T il

= MartQuest | AP| permissions 2

Eptisih -

e Vemg e e

B s

ey el ey

Coniliganisd pien

Applicatonn sv s
inchde 51 e perm

B o perman
AP Permumecns

i

Tir whiri dud Welstingi

Request AP| permissions

3 neriasthensepticniiebod
3 LMo gion
I Uartreteeree

= ke (T}

L Enabir[inabieA: copnt A
Lraltly sred dinable uner socournh
s [ wpoet AJ
it wiét's dails
Lhae el A
e
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LLhaw Fasddie ta Al

Earad afud weite ol uneey’ Tl piofdes

[ [T

10. Click Grant admin consent for Contoso.

Configured permissions

Add a permission =" Grant admin consent for Contoso
API / Permissions name Type Description

 Microsoft Graph (3)

Group.Read.All Application  Read all groups
User.Read Delegated Sign in and read user profile
User.Read.All Application  Read all users® full profiles

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of confi
all the permissions the application needs. Learn more about permissions and consent

Admin consent requ... Status

Yes & Granted for Contoso
Mo @ Granted for Contoso
Yes @ Granted for Contoso

11. Go to Authentication and click Add a platform.

erwin Mart Portal and erwin ER360 Installation Guide | 64



AzureAD OAuth2

tome - App regairatons  MartCues

5) MartQuest | Authentication =

e — 7 ot fedback?
F TR N

Platform configurations
s Cueckeian
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12. Click Web.

Mo 3 App cagfalnliior: % |MiadiCuninl Configure platforms
5) MartQuest | Authentication =
Vet Al D
D Search B Gt hendback?
B Overvirm ) @ Wt = Lrgli-puge spplication
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13. Add Redirect URIs and click Configure.
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14. Go to Overview and note the Application (client) ID and Directory (tenant) ID. Graph

scope and Client Uri are default.
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You can now use these parameters on the Authentication tab while configuring erwin
Mart Portal for SSO as shown in the following example image.
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[ erwin Mart Portal Configuration = *

Database  Mart Portal  Advanced  Authentication

AZURE AD (OAuthZ) w
d272d1al-37e T-4834-bad - beediTed 1338 https:/fgraph microsoftcoms default
39832044 76(-41 79-8d92-858b1 e 950l hitps:/floginmicrosoftonline.com/

wPBEQ-L2V_sXUGWIEKSdO960YdsCheygTms2dal)

TEST CONFIGURE CANCEL

Adding Groups in erwin Mart Portal

To add your AzureAD groups to erwin Mart Portal, follow these steps:

1. Inthe Microsoft Entra admin center, click Groups > All groups > Download groups.
A CSV file with all your groups is downloaded.

2. Loginto erwin Mart Portalas administrator.

3. Go to Application Menu > Users.
The Users page appears.

Py y— [~ T ]
= Active - ] O Deleted 0
o Display Mame Username ~ Email Address Type
O ceaeen SR M
o ew b o =
- Dense Rows per page: 10 ~ 1—_aofa

The Add User page appears.
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Add User

Picture

User Type
{ B Server User v

Drag and Drop or Select a file
Allowed *peg, *jpg, ° fif, " png Max size
of IMB
A detaultimage is set automatically when
there i no image.

Details

(" Username

r Display Name

Enter DisplayName

r Email Address

er EmailAddrass

r Confirm Email Address

Enter Confirm email Address

r Password

Enter Password

User must change password at next logon

5. Under User Type, select Azure AD Group User.

Add User X

User Type
{ Azure AD Group User|

Group User

Email Address

CANCEL SUBMIT

6. Under Group User, select the group that you want to add.

7. Click Submit.
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SAML with AzureAD
To configure AzureAD SAML for erwin Mart Portal authentication, follow these steps:
1. Log in to Microsoft Entra admin center.

2. Click Applications > Enterprise Applications.

Microsoft Entra admin center R Search resources, services, and docs (G+/)
A8 Groups 2y Home > Enterprise applications
— . . - B B
Al groups wu Enterprise applications | All applications
Contoso - Azure AD for workforce
CeiSied gl “ New application 'O Refresh & Download (|
. Overview
Group settings
@ Overview View, filter, and search applications in your organizatio
1 Devices A
#. Diagnose and solve problems The list of applications that are maintained by your org
% Applications Py
Manage 2 Search by application name or object ID
I Enterprise applications ¥ m=n S
_| Al apple=ies Application type == Enterprise Applications <
App registrations £ Application proxy 29 applications found
4 - Name TL  Object 1D App
EI Protection \/ 4% User settings
BH App launchers
@ |dentity governance '
“! Custom authentication
il External Identities s extensions (Preview)
Show more Security
W Conditional Access
& Pprotection e ) Consent and permissions
. Activity
(&} ldentity governance N
—3 Sign-in logs

3. Click New application and create your non-gallery application with an appropriate
name.

4. Open your newly created application.
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Enterprise Application

. Overview
Deployment Plan

#. Diagnose and solve prob

Manage
i} Properties

Owners

§

» Roles and administrators

A& Users and groups
3 Single sign-on

2 Provisioning

£ Application proxy

C  Self-service

Home > Enterprise applications | All applications >

) MartTechDocs | Overview

Properties

Name @
| MartTechDocs M |

Application ID @
(S me——]
ObjectID @
| )

Getting Started

l'l 1. Assign users and groups
Frovide specific users and groups access
to the applications

Assign users and groups

—3 2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials

Get started

5. Click Set up single sign on.

Enterprise Application

H# Overview
Deployment Plan

# Diagnose and solve problems

Manage
Il Properties

Owners

e

» Roles and administrators

ke

Users and groups

©

Single sign-on
= Provisioning

Application proxy

Home > Enterprise applications | All applications > MartTechDocs

%) MartTechDocs | Single sign-on

Single sign-on (550} adds security and convenience when users sign on to applications in Azure Active Directory by enabli
in your organization to sign in to every application they use with only one account. Once the user logs into an application,

credential is used for all the other applications they need access to. Learn more,

Select a single sign-on method

® Disabled
Single sign-on is not enabled. The user

won't be able to launch the app from

My Apps.

Help me decide

{:E SAML
Rich and secure authentication to

applications using the SAML (Security
Assertion Markup Language) protocol.

6. Under single sign-on method, click SAML.
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Il
s
1
3
1

T Upload metadata file 2 Change single sign-on mode Test this application & Got feedback?

Set up Single Sign-On with SAML

An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn
mare.

Read the configuration guide & for help integrating MartTechDocs.

o Basic SAML Configuration

¢ edit
Identifier (Entity 1D) Required
Reply URL (Assertion Consumer Service URL}  Required
Sign on URL Optional
Relay State (Optional) Optional
Logout Url (Optional) Optional
o Attributes & Claims
A\ Fill out required fields in Step 1
givenname user.givenname
surname usersurname
emailaddress user.mail
name user.userprincipalname
Unigue User |dentifier user.userprincipalname
e SAML Certificates
Token signing certificate 7 it
i
Status Active
Thumbprint FEA2374309CD4TBEDIATFCEETOOATTASBIDO19EC
Expiration 10/2/2027, 11:36:4% PM
Natification Email admin@M365x690321.onmicrosoft.com
App Federation Metadata Url | https://login.microsoftonline.com/d272d1af-37¢7-... |
Certificate (Basesd) Download

7. Click Upload metadata file and select the file that you downloaded (erwin Mart
Portal Configuration > Authentication tab > Download SP Metadata) during erwin
Mart Portal configuration.

Doing this retrieves and adds the necessary information for you.
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Basic SAML Configuration

Identifier (Entity 1D)
Reply URL (Assertion Consumer Service URL)

Sign on URL
Relay State (Optional)
Logout Url (Optional)

Attributes & Claims

givenname

surname
emailaddress

name

Unigue User Identifier

SAML Certificates

Token signing certificate

Status

Thumbprint

Expiration

Natification Email

App Federation Metadata Url

Certificate (Base6d)

Read the canfiguration guide f for help integrating MartTechDaocs.

& Edit

https://localhost443/MartServerCloud
https://localhost443/MartServerCloud/saml2/login/sso/sa
ml2-mart

Optional

Optional
https://localhost443/MartServerCloud/saml2/SingleLoge
ut

& Edit

user.givenname
User.surmname

user.mail
user.userprincipalname
user.userprincipalname

& Edit

Active

B81A35E6F20F363FBDO012384F2C598E4A444186
77272026, 511756 PM

admin@M365x69032 1.onmicrosoft.com

| https://login.microsoftonline.com/d272d1af-37¢7-... [

Download

8. Copy the App Federation Metadata Url.

9. Click Users and groups > Add user/group and select required users or groups.
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Home > Enterprise applications | All applications > MartTechDocs UserS

Add Assignment

Contoso

(D Try changing or adding filters if you don't see what you're

M\ Groups are not available for assignment due to your Active Directeryp ~ Search

the application. | 2 mart

Users All Users

3 users selected,

Select a role - .
:. mart User
D Py Mart Test User
(] & mart_test_usert User
D .'. mart_user_test User
\:\ P mart1 User
P martuser User
P martuseri Usar
D Py martuser2 User

10. Click Select. Then, click Assign.

Your SAML SSO set up for the required users is complete. Next, during erwin Mart
Portal configuration, you can configure SAML

During erwin Mart Portal configuration, on the Authentication tab, for SAML, follow these
steps:

1. Select URL and paste the URL copied in step 8 above in the MetaData XML field.

2. Inthe Group Attribute Name and User Email Attribute Name, enter appropriate attrib-
ute names that are configured for Azure AD SAML SSO.

Adding Groups in erwin Mart Portal
To add your AzureAD SAML groups to erwin Mart Portal, follow these steps:
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1. Inthe Microsoft Entra admin center, click Groups > All groups > Download groups.
A CSV file with all your groups is downloaded.

2. Login to erwin Mart Portalas administrator.

3. Go to Application Menu > Users.
The Users page appears.

Users @ Add User -
& Active [ 4 | O Deleted [1]
User Type
[ All v” Search for username, email address.displayname.. Q ] ] 3|
O Display Name Username Email Address Type
(] George H george george.mh@quest.com B Server User
O Olly olivia olivia.jedi@quest.com B Server User
- Dense Rows per page: 10 > 1-4of 4

4. Click aa*.
The Add User page appears.

Add User B o

Picture Details
UsarType ( Username
B Server User v coter Usernane
r Display Name
Enter DisplayName

r Email Address

Enter EmailAddress

 Confirm Email Address

Enter Confirm email Address

 Passwiord

Enter Password @

Drag and Drop or Select a file
Allowed *.

peg, *jog, fif, " png Max size
of IMB

A defaultimage is set automatically when

User must change password at next logon
there is i image

5. Under User Type, select Group Upload User.
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Add User X

User Type

Group Upload User -

Drag and drop a LDAP file here or click to add
(+3

Group Users

Email Address

CANCEL SUBMIT

6. Drag and drop the CSV file that you downloaded in step 1.

7. Under Group Users, select the required groups.
8. Click Submit.
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SAML with PingIdentity

To configure AzureAD SAML for erwin Mart Portal authentication, follow these steps:

1. Log in to Pingldentity Console.

A trial_quest_ 1978035655 @ ® Explore - & TechDocs ~

Your Environments Get Started Add Environment

Administrators
This is the administrator environment created when the organizati. .. $SO|MFA

2. Click Administrators to set up your environment.

WPingldentity. # trial_quest_1978035655 > Ad.. ~ (3P ® Explore ~ & Tech Docs
© Overview Getting Started Tasks (0/5) Dashboard
88 Dashboards @ @
a |dentities
= ]

S5 Connections 5
© Experiences Customize sign-on form Add a SAML app
PingC
& Environment @

Build custom policy Create a group

3. Click Identities > Users > 0
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+8  Add User

Given Name

Family Name

Username *

Email

Require Email to be Verified

Population *

Authoritative Identity Provider 2

PingOne (default) -

Password

1S

Generate Password

Save Cancel

4. Enter user's information and click Save.

5. Click Identities > Groups > O.
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8 Add Group

Group Name *

Description

Population

Select Population (optional) -

Save Cancel

6. Enter Group Name and select Population.

7. Click Save.

Groups @

Create, search for, and manage groups of users to simplify managing access to
applications. Learn More

Q, Search
s MartDoc .
“@mr  Administrators Population )

a4 »

8. Click i. Then, click Add/Remove Users.
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oy WETLEE > Edit Users X

“#m»  Administrators Population

Q, Search

All Users Selected Users o

shru{@guest.com D

[
=  shru@quest.com

e EMWIn
o in@aiemai O
enwin{@gismail.com

Save Cancel

9. Select the users that you want to add to your group and click Save.

10. Click Connections > Applications > -+
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i Add Application X

Application Name *

Description

Icon
AN

Max Size 1.0 MB

Application Type Show Details

o Select an option below or view the Application Catalog to use a templated integration_ If you can't
find what you need in the cataleg, consider SAML or OIDC to get started.

0 SAML Application & 0IDC Web App O Native
i Single-Page Worker

Save Cancel

11. Enter an Application Name.

12. Click SAML Application and click Save.

8 Add Application

SAML Configuration

Provide Application Metadata
® Import Metadata (O Import From URL (O Manually Enter

——————————————————————

| Selectafile !

Save Cancel
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13. Click Import Metadata and select the file that you downloaded (erwin Mart Portal
Configuration > Authentication tab > Download SP Metadata) during erwin Mart
Portal configuration.

i Add Application

SAML Configuration

Provide Application Metadata
(® Import Metadata () Import From URL (O Manually Enter

____________________________________________

ACS URLs *

https:/flocalhost:443/MartServerCloud/saml2/login/ss. ..

+Add
Entity ID *

| https://localhost:443/MartServerCloud

Save Cancel

14. Click Save.

Applications @

Q, Search

4 Applications by Application Name «

i Mart Portal Avg daily sign-ons: -% :
Client 1D: a833fd... Past 7 days Mo data yet
15. Click against your application name to enable user access to your application.

16. In the list of applications, click your application name.
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Mart Portal .
i Client ID: a833fd2b-e7b2-4bf2-8713-140247ebf620 () * X
Overview Configuration Attribute Mappings Policies  Access
Protocol o Afiributes > Policies > Access > 6
SAML - 1 Mapped / None Selected ¢ All Users /
App Type

Advanced Configuration (SAML)

Description
Not Set

Client ID
a833fd2b-e7b2-4bf2-87f3-14024febf820 D

Home Page URL
MNo Home Page Configured

Signon URL
Default Signon Page

17. Click Attribute Mappings > Q. Add.

[ WMartPortal > EditAttribute Mappings X

If this Application is accessible by users from more than one External IdP, it is recommended that
you map the Identity Provider |1D attribute so the Application can distinguish users by their IdP.

Attribute Mapping
Attributes PingOne Mappings Required
saml_subject | User ID - %
| | %o

Save Cancel

18. Add another attribute and map as shown in the following image.
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g e

Attribute Mapping

Attributes

saml_subject

email

group

Save Cancel

@ MartPortal > EditAttribute Mappings X

e wree raaay

e e e e A e R 6 [ A E s e 4R s e es e e [ mrrennn der o

FingOne Mappings Required
| User ID - ‘& i

Email Address v | " 3 O =
| Group Names| A i O [ |

19. Click Save.

These attributes will be used on the erwin Mart Portal Configuration screen.

20. Click Configuration.
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Mart Portal .
i Client ID: a8331d2b-e7b2-4bf2-8713-140247ebf820 () : X
Overview Configuration  Attribute Mappings Policies  Access
Configuration details for a SAML application. o

Connection Details

Download Metadata

(: Download Signing Certificate )

Saved to this PC

Issuer ID
https://auth_ pingone. asia/bafaf05a-d179-4706-87ee-62c212ac1ds4 1§

Single Logout Service
https://auth pingone.asia/babaf05a-d179-4706-87ee-62c212ac1d54/saml20/idp/zlo 0

Single Signon Service

https://auth.pingone.asia/bataf05a-d179-4 el i 1 d54/saml20/idp/sso 10
Copy to clipboard
IDP Metadata URL

https://auth.pingone.asia/bataf05a-d179-4706-87ee-62c212ac1d54/saml20/metadata/a833fd2b-e7b [
2-4bf2-8713-14024febf820

21. Copy and note the IDP Metadata URL.

22. During erwin Mart Portal configuration, on the Authentication tab, for SAML, follow
these steps:

1. Select URL and paste the URL copied in step 22 in the MetaData XML field.

2. Inthe Group Attribute Name and User Email Attribute Name, enter appropriate
attribute created in step 18.
Adding Groups in erwin Mart Portal
To add your PingIdentity SAML groups to erwin Mart Portal, follow these steps:
1. Create a CSV file with all your groups.
2. Login to erwin Mart Portalas administrator.

3. Go to Application Menu > Users.
The Users page appears.

erwin Mart Portal and erwin ER360 Installation Guide | 84



SAML with Pingldentity

[ oo | ]
O Deleted

(] Display Mame Username o~ Email Address Type

o George H seorge Eeorge.mh@quest.com B2 Serveruser

o Olly olivia oliviajedi@auest.com B ServecUser

g Dense Rows per page: 10 ~ 1—aofa < >

4. Click a*.
The Add User page appears.

Add User g s

Picture Details
i
User Type  Username
B Server User v Enter [sarmam
Enter Username
r Display Name

Enter DisplayName

r Email Address

Enter EmailAddrass

 Confirm Email Address

Enter Confirm email Address

 Passwiord

Drag and Drop or Select a file
- o Enter Password Q

Allowed * jpeg, * jog, * jfit, " png Max size
of IMB
A defaultimage is set automatically when

User must change password at next logon
there i i image

5. Under User Type, select Group Upload User.
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Add User X

User Type

Group Upload User -

Drag and drop a LDAP file here or click to add
(+3

Group Users

Email Address

CANCEL SUBMIT

6. Drag and drop the CSV file that you created in step 1.

7. Under Group Users, select the required groups.
8. Click Submit.
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SAML with Okta

To configure SAML with Okta for erwin Mart Portal authentication, follow these steps:

1.

Log in to Okta environment.

4

~n

Getting Started
Activity
Applications
Authentication
Organizations
User Management
Branding
Security

Actions

\all steps for you.
sive leap for your login box.

ind we can recommend the next steps.

- =

5 MIN INTRO

2. Click Applications > Applications > Create Application.

erwin Mart Portal and erwin ER360 Installation Guide | 87



SAML with Okta

Create application

Name *

My Apdl

You can change the application name later in the application settings.

Choose an application type

Native

Mobile, desktop,
CLI and smart
device apps
running natively.

e.g.: i0S, Electron,

Apple TV apps

o

Single Page Web
Applications

A JavaScript
front-end app that
uses an APL

e.g.t Angular,
React, Vue

Regular Web
Applications

Traditional web
app using
redirects.

e.9.: Node.js

Express, ASP.MET,

Java, PHPF

S

Machine to
Machine
Applications

CLls, daemons or
services running
on your backend.

e.g.: Shell script

3. Enter Name for your application.

4. Under application type, select Regular Web Applications.

5. Click Create.
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€ Back to Applications

' TechDocs

Mative Client ID Sp8Fn¥xgv5f300DpzlevulhQMZHEFaFm

Quick Start Settings Addons Connections Organizations

Mative/Mobile App

Select a native SDK

Q. Search by technology name

Android Android - Device Expo
Facebook Login Authorization
Flow

6. Click Addons > SAML2 Web App.
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Addon: SAML2 Web App X

Settings Usage

SAML Protocol Configuration Parameters

= SAML Version: 2.0
= Issuer: urn:dev-6jtub654867xyido.us.authld.com
= Identity Provider Certificate: Download Auth® certificate
» Identity Provider SHA1 fingerprint:
FB:57:C4:37:C9:16:1D:43:72:FB:CB 47 :E4:C9:308:62 :BF:9C:B3:29
» Identity Provider Login URL: hitps://dev-
Bjtub654067xyido.us.auth@.com/samlp/Sp&FnY xqvSf300DpzIOvulhQMZHBFaFm

» Identity Provider Metadata: Download
Alternatively, you can add a connection parameter:

= https://dev-
BjtubB54067xyido.us.auth@.com/samlp/SpBFnY xgv5f300DpzlOvulthQM2HBFaFm?
connection=google-oauth2

= https://dev-
Bjtub654067xyido.us.auth@.com/samip/Sp&FnY xqv5f300DpziOvulhQM2ZHBFaFm?
connection=Username-Password-Authentication

In this case, Auth® will redirect users to the specified connection and will not
display the Login Widget. Make sure you send the SAMLReguest using HTTP POST .

7. Click Settings.
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Addon: SAML2 Web App x

Settings Usage

Application Callback URL

SAML Token will be POSTed to this URL.

Settings

Debug

8. Uncomment line number 4, 6, 11, and 12.

9. Download the SP Metadata file (erwin Mart Portal) Configuration > Authentic-
ation > Download SP Metadata and open it in any text editor and copy the URL in
the last line as highlighted in the following image.
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b2Z0d2Fy ZTEOMAWGA1UECWWF ZX.J3aW4xDj AMBgNVBAMMBWVyd2 1uMS AwHgY JRoZ ThveHAQKkBFhFz
AXBwb3JOQHF1ZXNOLnNvDbTAeFwOyMzAzMTMxMjU2ZNDZaFwiyNDAZMT IXxMjUZNDZaMIGLMOswCQYD
VQQGEWIVUzELMAKGA1UECAWCQOEXFDASBgNVBACMCOF s aXNv I FZp ZWpvMRowFPQYDVQQRDASRAWVZ

dCBTb2Z0d2Fy ZTEOMAWGALUECwWwWE ZXJ3aW4 xD j AMBgNVBAMMBWVyd2 luMSAwHgY JKoZ ThveNAQKB

FhFzdXBwb3JOQHF1ZXNO LmNvbTCCAS IWwDQY JKoZ ThvcNAQEBBQADgGEPADCCAQoCggEBAMxdWEVZ
3BlOVO+vESBRIb3UgksAXUF+hMIzGSVrV726LuxtDwP2ul 991MRSpSNm3xgpBdk2Rrgg7g7kLGYe
MMzWIsqgABGhU25M/x0JaZql YQAVwt0e 9QwDghYYZ2s4K4 TxFRMp 9 fUY cwjapfS1 fFHWI i com3WP
3zNOW6JxtDUoSxTIHTx1vVOria+Lpet8uHSSbCvYGS TyRS 2XY tBnXj2RX L jwggSavI6vEX4bOnkD

g0HzmO /REDGTdbNoto640sNOxxvLDzHUS fBKWRtI JMFEP1vTXc040X4LplfNYcoyjulbfof6EvG,
FuYB8eOECIZT71twsUGemLGWYntEvnFgOCAWEAATANBgkghkiGIWOIBAQs FAAOCAQEANT +xpwdNLGDV
vCoT72mhg9GiyB396kSve7icX/Ahg6+gZUg9uPpDFhpgbBGproziMQ/ Z1 fXB4CeRY i zWMTNwWEpZKE

U+X9Es /Ngc+QzdgquagxofpxxFNipAWSXz 9K95mNIVEYcR+JwuC00ylof1Z2ZDyNacOnD1DEFEREOL

XXgS81UI8gJl] 7doJBTXHFgnj Z5Hungr /owlaBtX6ke JGFagmWt 79gDOZPbmvk 5g34U0Nn 748 TWhZM

AFOA4H1 Tm2pCeWfa+RURBCR ] Pjt8byg0fLXRO24vCG1+yDH+sazg5pg3EbTz1i19u7ZrNERGad70x

2cR991NFs /DgooegQRJIV4 LEgdQ=—

</ds:X508Certificate></ds:X50%Data></ds :KeyInfo></md:KeyDescriptor><md:SingleLogoutService Binding=
"arn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location=
"https://localhost:443/MartServerClond/saml2/Singlelogout"/><md:SingleLogoutService Bi
"arn:ocasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Locatio
"https://localhost:443/MartServerClond/saml2/Singlelogout"/><md:NameIDFormat:>
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</md:NameIDFormat><md:NameIDFormat>
urn:ocasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat><md:NameIDFormat:>
urn:ocasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat><md:NameIDFormat>
urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</md:NameIDFormat><md:NameIDFormat>
urn:casis:names:te:SAML:1.1:nameid-format:X5095nubjectName
</md:NameIDFormat><md:AssertionConsumerService

"arn:ocasis:names:to:SAML:2.0:bindings:HTTP-POST" Location
"https://localhost:443/MartServerClond/saml?2/login/sso/saml2-mart" index="0"/>
<md:AssertionConsumerService Binding="urn:casis:names:tc:SAML:2.0:bindings:HTTP-Artifact" Location=

"https://localhost:443/MartServerClond/saml2/saml2/login/ssofsaml2-mart" index="1"/>
L</md: SP550Descriptor></md:EntityDescriptor>

10. On the Addon: SAML2 Web App screen, paste the copied URL in the Application Call-
back URL field.

11. Scroll down and click Enable. Then, click Save.

¢ Back to Applications

L TechDocs

Native Client ID Sp&FnYxqv5T300Dpzl8vulhQM2HBFaFm
Quick Start Settings Addons Connections Organizations

Addons are plugins associated with an Application in Auth@. These are SAML or WS-FED web apps used
by the application, which Auth@ generates access tokens for.

/M, SAML2 /M. WS-FED
'L_) WEB APP O 'L_) WEB APP

12. Onthe menu, click User Management > Users > Create Users.
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Create user X

Email *

"email" must be a valid email

Password *

Connection *

‘ Username-Password-Authentication hd

13. Enter appropriate values to the required fields and click Create.

14. On the menu, click User Management > Users > Roles > Create Roles.

New Role X

Name *

Description *

15. Enter appropriate values to the required fields and click Create. Then, click Save.

16. On the Roles page, click . Then, click Assign To Users.
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Assign QA role to users X

Select users you want to assign this role to.

Select users

17. Under Select Users, select the required user and click Assign.

18. On the Users page, click a user.

19. On the Details tab, scroll to the Metadata section.
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Metadata

user_metadata

Data that the user has read/write access to (e.g. color_preference, blog_url, stc.)

app_metadata

Data that the user has read-only access to (e.g. roles, permissions, vip, etc)

20. Under app_metadata, add the following and click Save.
"groups": [

IIQA"’
"Modeler"

]
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app_metadata

"Modeler”

Data that the user has read-only access to (e.g. roles, permissions, vip, etc)

21. Onthe menu, click Applications > Applications and open your application.

22. Scroll down to the Advanced Settings section.

Advanced Settings

Application Metadata Device Settings OAuth Grant Types WS-Federation Certificates Endpoints

Application metadata are custom string keys and values (max 255 characters each), set on a per application basis. Metadata is

exposed in the Client object as client_metadata , and in Rules as context.clientMetadata

Metadata

H + Add

10 metadata slots free

Key Value

There is no metadata

23. Click Endpoints and scroll to the SAML section.
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SAML
SAML Protocol URL

https:/{dev-Bjtub654067 xyido.us.auth@.com/samlp/ 5

SAML Metadata URL

https://dev-Bjtub654@67xyido.us.auth@.com/samip/ A

24. Copy the SAML Metadata URL.

25. On the erwin Mart Portal Configuration screen, click the Authentication tab.

m erwin Mart Portal Configuration - x

Database Mart Portal Advanced Authentication

SAML ~

URL V

group

email

Download SP Metadata

TEST CONFIGURE CAMNCEL

26. Enter values as follows:

a. Inthe MetaData XML field, paste the copied SAML Metadata URL.

b. Inyour Okta AuthO environment, open your application and and click Addons.
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c. Click SAML2 Web App > Settings.

d. Copy the email and groups values.

Settings

5
“http://schemas.xmlsoap.org/ws/2885/85/ident
5“1 "http://schemas.xmlsoap.org/claims/Group”

e. Paste the copied values in the email and group fields of erwin Mart Portal Con-
figuration screen respectively.
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SAML with WSO2

To configure WSO2 SAML for erwin Mart Portal authentication, follow these steps:

1. Download WSO2 Identity Server here.
2. Extract the installer and open the extracted folder.

3. Run command prompt and run the wso2server.bat command.
I Ensure that the JAVA_HOME environment variable is path is configured.

4. Copy the Mgt Console URL, highlighted in the following image.

INFO re.HumanT

INFO OpenJPA 2

INFO { jpa. DBC} - Using dictionary class "or .openjpa.jdbc.sql.H2Dictiona:
INFO . n.c .tra : 97
INFO rbon. p -h H ortListene auy
INFO S

INFO {op

INFO

INFO

.healthcheck
internal
INFO

a

ost:9

y /1
INFO VW i i common . internal. AppsCommonSery mponent} Consol //localh
INFO {org. 2.identity.apps.common.internal.App mponent} - Identity

INFO { W allhome.CallHomeExecutor} -
st update level is 'wso2i
nsists of 91 updat:
on top of 'wso2is-6

f 24 critical security updates applied on top of

5. Openthe URL in a web browser and log in using the following credentials:
¢ username: admin
» password: admin

6. Under Service Providers, click Add.
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Home > |dentity > Service Providers > Add

Identity

5 Users and Roles
© Add
?; List
% User Stores
© Add
-:E List
F_Q Claims
© Add
':; List
A Service Providers
© Add
?; List
@ Resident
%) 1dentity Providers
© Add
?; List

@ Resident

Select Mode

@® Manual Configuration

O File Configuration

Add New Service Provider

Basic Information

Description:

[Regisler' [Gancel

Service Provider Name:*

Management Application:

@ A unigue name for the service provider

@ A meaningful description about the service provider
O
@

If this is enabled, the application can be used to access the server management APIs.

Enter an appropriate Service Provider Name and click Register.

Identity

& Users and Roles

© Add

a= List
8 User Stores
© Add
5; List
Q Claims
© Add
32 List
A Service Providers
© Add
'4; List
@ Resident
) Identity Providers
© Add
2 List
@ Resident
Entitlement
% paP

T Policy Administration

D policy Publish

~ . .
‘ Service Providers

Basic Information

Service Provider Name:*

Description

Select SP Certificate Type

Application Certificate:

SaaS Application

Discoverable Application

|marl

@ A unique name for the service provider

| P
@ a meaningful description about the service provider

O Use SPJWKS endpoint
@ Upload SP certificate

| Choose File | No file chosen
@ The certificate (in PEM format) of the application

0

@ Applications are by default restricted for usage by users of the service provider's tenant
users of all the tenants.

O @ Applications flagged as discoverable are visible for end users

Click Upload SP certificate and upload the myerwin.mart.crt file available at C:\Pro-

gram Files\erwin\Mart Portal\Apache\.
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Select SP Certificate Type

Application Certificate:

Saas Application

Discoverable Application

Access URL

Logo URL

Logout Return URL or regex

Management Application

~  Claim Configuration

O use SPJWKS endpoint
® Upload SP certificate

MIIDNzCCAOCCFDBSioPOB1VGb8sxmlR6/BFVGTTYMARGCSGGSIb3DQEBCWUAMIGL
MQsWCQYDVQQGEWIVUZELMAKGALUECAWCQOEXFDASBENVBACMCOF saXNvIFZpZWpy
MRcWFQYDVQQKDASRAWVZdCBTb2Z@d2FyZ TEOMAWGATUECWwF ZX ) 3alaxDjAMBENV
BAMMBWVyYd21uMSAWHEY IKoZ Thvc NAQKBF hF zdXBwb3J8QHF 1ZXNALmNvbTAeFway
MzAZMTMxMjU2NDZaFw@yNDAZMT I1xMjU2NDZaMIGLMQsWCQYDVQQGEWIVUZELMAKG

A A avr CRACRAMUBA~MEALC e AYMT CZnZhinuMB s CAVRMAAKYRACD ALM =Ar2 T
Choose File | myerwin.mart.crt
@

The certificate (in PEM format) of the application

)
@ Applications are by default restricted for usage by users of the service provider's
users of all the tenants.

O @ Applications flagged as discoverable are visible for end users.

@ Access URL for the Service Provider

@ Link to the logo of the Service Provider. A 150x150px or higher square image is 1|

@ External return to URL during a direct 1dP logout

@ If this is enabled, the application can be used to access the server manageme

9. Expand Claim Configuration and click Use Local Claim Dialect.

10. Click Add Claim and add email address and groups.

erwin Mart Portal and erwin ER360 Installation Guide | 101



SAML with WSO2

#  Claim Configuration

Select Claim mapping Dialect: @ yse Local Claim Dialect

O Define Custom Claim Dialect

Requested Claims: G Add Claim URI
Local Claim
| http://wso2 org/claims/emailaddress v
| http:/iwso2.org/claims/groups w |
Subject Claim URI: [ —Select— v |

Service Provider Claim Dialect: [—Select— ¥

11. Under Inbound Authentication Configuration, click SAML2 Web SSO COnfiguration
> Configure.

12. Configure properties as shown in the following image.
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Register New Service Provider
Edit Service Provider

Issuer *

Assertion Consumer URLs *

Default Assertion Consumer URL *
MamelD format

Certificate Alias

Response Signing Algorithm *
Response Digest Algorithm *
Assertion Encryption Algorithm *
Key Encryption Algeorithm *

Enable Response Signing

[J Enable Assertion Encryption

Enable Single Logout

S5LO Response URL

SLO Request URL

Logout Method

Enable Attribute Profile

Include Attributes in the Response Always

hitps:iocalhost:8443/MartServerCloud

[ Add |

https://flocalhost: 844 3/MartServerCloud/sami2/login/sso/saml2-
mart

[ https:iocalhost:8443MartServerCloud/sami2/login/sso/sami2-mart v |

@ Delete

|urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

wsao2carbon w
| hittpe/fwww.w3.0rg/2000/09/xmidsigHrsa-shal ]
| http:/fwww.w3.0rg/2000/09/xmidsig#shat ]

| hittp:/fwww.w3.org/2001/04/xmlenc#aes256-cbc V|

[ http:/fwww.w3.0rg/2001/04/xmlenc#rsa-oaep-mgfip |

[J Enable Signature Validation in Authentication Requests and Logout Requests

@ Single logout response accepting endpoint

@ Single logout request accepting endpoint

® Back-Channel Logout
O Front-Channel Logout (HTTP Redirect Binding)

O Front-Channel Logout (HTTP POST Binding)

13. Click Download IDP Metadata.
14. Click Register.

15. Under Users and Roles, click Add > Add New User. Then, enter the necessary inform-

ation.
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Home > Add User

Add New User

Step 1: Enter Username and Password

Enter username

Domain PRIMARY
Username* [demo l
PaSSWOrd* LTI l

Confirm Password™

Next >| | Finish| | Cancel

16. Under Users and Roles, click Add > Add New Role. Then, enter the necessary inform-
ation.

Home > Add New Role

_Add New Role

Step 1: Enter Role Details

Enter role details

Domain PRIMARY v

Role Name* [demc_role

NNext >/ Finish |Cancel

17. Click Finish.
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Home
Roles
Search Roles
Select Domain [ALL-USER-STORE-DOMAINS |
Enter Role Name Pattern (* for all) [" HSearch Rolesi
Name Actions
admin 9} Rename |3 Permissions |ZF Assign Users !View Users _ﬁ' Delete
demo_role |Z@ Rename |Z¥ Permissions |3 Assign Users !View Users J-]’ Delete
Internal/admin |&" Assign Users ! View Users
Internal/everyone \Z& Permissions
Internal/system |z Rename  [Z Permissions [ Assign Users MR View Users il Delete
martadmin 3@ Rename |Z& Permissions | Assign Users !View Users _.J]' Delete

18. For the required role, click Assign Users.

Home > Users of Role

User List of Role : demo_role

Enter Username Pattern (* for all)[ = {Search Users|

Unassigned Users

Select all on this page | Unselect all on this page

UJ admin
demo
[J sameer

[Update] {Finish] \'Cancel]

19. Click Finish.

20. You can now use these parameters and the IDP metadata file downloaded in step 13
on the Authentication tab while configuring erwin Mart Portal for SSO as shown in
the following example image.
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erwin Mart Portal Configuration — X

Database Mart Portal Advanced Authentication

SAML v

File v C:\Users\A r\Downloads\metadata.xml

http://wso2.org/claims/groups

http://wso2.org/claims/emailaddress

Download SP Metadata

TEST CONFIGURE CANCEL
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Initializing erwin Mart Portal and erwin ER360

To start using erwin Mart Portal and erwin ER360, you first need to initialize the database.
You can initialize the database using a database authenticated user.

Before you proceed, verify that you have installed a DBMS, created the database, and con-
figured Mart Portal. If the application is already initialized, the Login page appears.
erwin Mart Portal
When you open erwin Mart Portal for the first time, the Initialize Mart page appears.

If you are using Mart Portal as a Windows service, ensure that the service is started. If
not, from the Windows Start menu, click erwin > Start as Service to start the Mart Portal.
A Windows command prompt window appears and indicates when the server starts.

To initialize mart, follow these steps:
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1. On the Windows Start Menu, click erwin > erwin Mart Portal.

erwin Mart Portal opens in your default browser.

-a-@
erwin
Quest

Mart Portal

Initialize Mart

Username

Password

Confirm Password

Email Address

2. Complete the following fields:
Username

Specifies the user name with which you want to access the Mart. If you are
using a Windows-authenticated user, enter the name in the <domain
name>/<user name> format.

Password

Specifies the password for the user name.

A password should fulfill the following criteria:
*+ Contains at least 1 lowercase character

*+ Contains at least 1 uppercase character
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*+ Contains at least 1 number
* Is minimum 6 characters in length

* Is maximum 130 characters in length
Apart from the above criteria, special characters are optional.

Confirm Password
Confirms the password that you entered in the previous field.
Email Address

Specifies the email address for the user account that you are creating.

3. Click Initialize.

The user name is added as an administrator of Mart, Mart is initialized, and the Login
web page appears. Initializing is a one-time task. After initialization, the user who ini-
tialized must log in first. Later, any other user who wants to use erwin Mart Portal can
login.

The user name that is entered here is an application level user and not a database user.
Remember the password that you have entered here, because without the password you
cannot log in to erwin Mart Portal for the first time.

In the previous releases, only a server user was allowed to initialize a Mart. From release
r9.6, a Windows-authenticated user can also initialize a Mart. Further, a Windows-authen-
ticated user can log in to a Mart as a Windows user.

erwin ER360

When you open erwin ER360 for the first time, the Initialize ER360 page appears.
To initialize erwin ER360, follow these steps:
1. On the Windows Start Menu, click erwin > erwin ER360.

erwin ER360 opens in your default browser.
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R‘%‘ﬂ- Initialize ER360 erwin
=== Collaborate to share models and metadatal et
Initialize

Username
Confirm Password L)
Email Address
License S
| read, understand, and accept the Terms of Use, Privacy Policy, and Software
Transaction Agreement.

2. Complete the following fields:
Username

Specifies the user name with which you want to access the application. If you
are using a Windows-authenticated user, enter the name in the <domain
name>/<user name> format.

Password

Specifies the password for the user name.

A password should fulfill the following criteria:
* Contains at least 1 lowercase character
* Contains at least 1 uppercase character

*+ Contains at least 1 number
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*+ Is minimum 6 characters in length

* Is maximum 130 characters in length
Apart from the above criteria, special characters are optional.

Confirm Password
Confirms the password that you entered in the previous field.
Email Address

Specifies the email address for the user account that you are creating.

License

Specifies your erwin ER360 license code.
If you need help with the license code, contact your license administrator.

You can initialize erwin ER360 with an offline license. For more information on
offline licenses, contact license support.

3. Select the terms of use, privacy policy, and software transaction agreement check
box.

4. Click Initialize.

The user name is added as an administrator of ER360, ER360 is initialized, and the
Login page appears. Initializing is a one-time task. After initialization, the user who ini-
tialized must log in first. Later, any other user who wants to use erwin ER360 can log
in.
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Logging in to erwin Mart Portal and Configuring
Settings

After the Mart is initialized, the user who initialized must log in first. When you log in for the

first time, configure it according to your requirements. You can configure the following set-

tings:
n

Default profile for the model creator

" Default selector for user
* Email notification
" Device tracking
To log in to mart, follow these steps:

1. On the Windows Start Menu, click erwin > erwin Mart Portal.

The log in page appears.
2. Enter the credentials with which you initialized the mart and log in.
If you enter an incorrect password five consecutive times, your account will be

locked for five minutes (300 seconds) by default. To change the default lock out
time, refer to the Change Default Account Lockout Duration section.

3. On the application menu, click seinss

4. Complete the following fields:

Default profile for model creator

Specifies the profile that is assigned to a user on a model. This profile is
assigned whenever a user creates a model and saves it to Mart for the first
time. The user inherits the permissions of the default profile selected here on
the model that is saved. For example, suppose that User1 is assigned with
Modeler profile and the System Administrator selects Architect as the default
profile for model creator. If User1 creates Model1 and saves it to Mart, for
Model1, User1 inherits the permissions of Architect. Now, suppose that the Sys-
tem Administrator selects Viewer as the default profile for model creator, and
suppose that User1 creates Model2 and saves it to Mart. For Model2, User1
inherits the permissions of Viewer.
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Default Selector for User

Specifies whether the default display selector for users is username, email
address, or both. Based on the settings here, users' username and/or email is
displayed in the Permissions module.

Use SMTP Settings

Specifies whether SMTP settings are configured for email notification through
the application.

SMTP host name

Specifies the name of the SMTP host. Enter the name in the mail.domain.com
format. Notification emails are sent from this server.

Port number

Specifies the port number of the SMTP server. The default port number is 25. If
your company is using an alternate port number for the mail server, specify
that port number.

Authenticate

Specifies whether transactions with the SMTP server are authenticated. Select
the check box to authenticate.

Use TLS Connection

Specifies whether transactions with the SMTP server use a Transport layer
Security (TLS). If you intend to use a TLS connection, ensure that the User name
and Administrator email correspond to each other.

I Select this option only if you want to use a TLS connection.

Username

Specifies the user name to authenticate the SMTP server. Select the Authentic-
ate check box to enable authentication.

Password

Specifies the password to authenticate the SMTP server. Select the Authentic-
ate check box to enable authentication.

Administrator email
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Specifies the email ID of the Mart administrator. Notifications to Mart users are
sent from this ID.

No-reply email from

Specifies the email ID from which administrative emails such as the password
reset email are sent.

Enable Device Tracking

Specifies whether the devices on which you log in to your mart account are
tracked and logged.

5. Click Submit.

Mart options are configured.

If SMTP server is not configured, an Administrator can reset a user's password manually
E™
via the Users Page. On the Users page, select a user and click . Enter a new password
and click Submit.
To log in as a Windows-authenticated user, follow these steps:

This procedure describes how to enable a Windows-authenticated user log in to a Mart that
is already initialized. Use this procedure if the Mart is initialized with either a server user or
a Windows-authenticated user.

1. In erwin Mart Portal configuration, on the Authentication tab, ensure that you have
provided Active Directory details.

2. While adding users, search and add the required user corresponding to the neces-
sary Windows user.

Now, the Windows-authenticated user can log in to erwin Mart Portal by providing
the user name in the <domain name>/<user name> format.

A local Windows user who does not belong to an Active Directory group cannot log
in to the Mart as a Windows user.

Use a Pluggable Database

This information applies to Oracle 12c.

You can use the pluggable database concept of Oracle 12c and create multiple Marts of the
same Mart release in a single Oracle instance. For example, you can create two pluggable
databases erwin_test and erwin_production in an Oracle global database erwin. You can
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configure these databases with the Mart Portal one after the other and connect to one of
them at a time.

Follow these steps to use multiple pluggable databases:
1. Create multiple pluggable databases, for example, erwin_test and erwin_production.
2. Install erwin Mart Portal for the first pluggable database, for example, erwin_test.

3. Initialize the Mart for the first pluggable database, erwin_test. For more information
on how to initialize the Mart, see the Initialize an Oracle Mart topic.

4. Login to the Mart and create the models that you want to store in the test Mart.

5. To use the second pluggable database, follow these steps:
a. Stop the Mart Portal or the Mart Portal service.
b. Repeat Steps 1, 2, and 3 for the second pluggable database, erwin_production.
c. Start the Mart Portal or the Mart Portal service.

d. Log into the Mart and create the models as required.
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Logging in to erwin ER360 and Configure Settings

After the erwin ER360 is initialized, the user who initialized must log in first. When you log in
for the first time, configure it according to your requirements. You can configure the fol-
lowing settings:

Default user selector

® Email notification

Device tracking

" Search permissions

" License
To log in to ER360, follow these steps:
1. On the Windows Start Menu, click erwin > erwin ER360.
The log in page appears.
2. Enter the credentials with which you initialized ER360 and log in.
If you enter an incorrect password five consecutive times, your account will be

locked for five minutes (300 seconds) by default. To change the default lock out
time, refer to the Change Default Account Lockout Duration section.

3. On the application menu, click Settings.
4. Complete the following fields:
Default User Selector

Specifies whether the default display selector for users is username, email
address, or both. Based on the settings here, users' username and/or email is
displayed in the Permissions module.

Use SMTP Settings

Specifies whether SMTP settings are configured for email notification through
the application.

SMTP host name

Specifies the name of the SMTP host. Enter the name in the mail.domain.com
format. Notification emails are sent from this server.
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Port number

Specifies the port number of the SMTP server. The default port number is 25. If
your company is using an alternate port number for the mail server, specify
that port number.

Authenticate

Specifies whether transactions with the SMTP server are authenticated. Select
the check box to authenticate.

Use TLS Connection

Specifies whether transactions with the SMTP server use a Transport layer
Security (TLS). If you intend to use a TLS connection, ensure that the User name
and Administrator email correspond to each other.

I Select this option only if you want to use a TLS connection.

Username

Specifies the user name to authenticate the SMTP server. Select the Authentic-
ate check box to enable authentication.

Password

Specifies the password to authenticate the SMTP server. Select the Authentic-
ate check box to enable authentication.

Administrator email

Specifies the email ID of the Mart administrator. Notifications to Mart users are
sent from this ID.

No-reply email from

Specifies the email ID from which administrative emails such as the password
reset email are sent.

Enable Device Tracking

Specifies whether the devices on which you log in to your mart account are
tracked and logged.

License
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Specifies your erwin ER360 license code that you used to initialize the applic-
ation.
You can change and validate the license code here.

5. Click Save.

erwin ER360 options are configured.

If SMTP server is not configured, an Administrator can reset a user's password manually

E™
via the Users Page. On the Users page, select a user and click . Enter a new password
and click Submit.
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Enabling IIS

In [IS-enabled environments, erwin Mart Portal and the configuration will work auto-

matically.

For environments where IIS is not enabled, to enable IIS, follow these steps:

1. On the machine where you have installed and configured erwin Mart Portal, open

Internet Information Services (IIS) Manager.

2. Under Browse Website, click the appropriate option.

IC

B e

84 Permmicns

+"
F a8 "
Al Types  Madules  Ounpa
Cacheng

L

&
Frgpati
Fitarng

il Sine

o ool i

L

3. Open Server Manager and click Manage.
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4. Click Add Roles and Features.
The Add Roles and Features Wizard appears.
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Follow these steps:

1. On the Before you Begin tab, click Next.

2. On the Installation Type tab, click Role-based or Feature-based Installation.
3. Onthe Server Selection tab, click Default.
4

On the Server Roles tab, select Web Server (IIS) > Common HTTP Features
(Installed). Also, ensure that HTTP Redirection is selected.

5. Click Install.
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Once done, the Default Web Site option is available.

5. Download and install ARR 3.0.
Ensure that you use the 64-bit installer.

6. Download and install URL Rewrite Module 2.1.
Ensure that you use the 64-bit installer.

7. In the Internet Information Services (IIS) Manager, click Default Web Site.
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8. Click URL Rewrite.
9. Under Actions, click Add Rules.
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10. Click Reverse Proxy.

The Add Reverse Proxy Rules screen appears.
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11.

12.

13.

14.

15.

Under Inbound Rules, add the server name or the IP address and port number of the
server where you have installed and configured erwin Mart Portal.

For example, localhost:8080.
It will work with any IP address/port number and not just localhost and 8080. Do
not use port that is already in use for another purpose.

Under Outbound Rules,

a. Inthe From field, add the server name or the IP address and port number of
the server where you have installed and configured erwin Mart Portal. For
example, localhost:8080.

b. Inthe To field, add the server name or the IP address of the server where you
have installed and configured erwin Mart Portal. For example, localhost.

Click OK.
This will redirect you to Apache Server console.

In the Internet Information Services (IIS) Manager, right-click Default Web Site and
click Refresh.
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Right-click Default Web Site and click Manage Website > Restart.
This completes IIS configuration.
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Change the Mart Database Server

Sometimes, you may change the server on which the mart database is installed, or you may
restore the mart database with a new name. When there is a change the server name or
database name, reconfigure the erwin Mart Portal.

To change your mart database server, follow these steps:

1.
2.
3.

Back up your mart database.
Restore the database on the designated server.

If you use the same computer for erwin Mart Portal and restore the database in a dif-
ferent name, include the new database name in the erwin Mart Portal Configuration
screen.

From the Windows Start menu, open the erwin Mart Configuration dialog. On the
Database tab > Database Name field, enter the new name with which the database
is restored. Enter the current user name and password to access the database.

If you use a different computer for erwin Mart Portal and restore the database in the
same name, install the erwin Mart Portal on the new computer.

Install the erwin Mart Portal. On the Database tab > Server Name field, enter the
name of the new server where the database is restored. Enter the current user name
and password to access the database.

Stop the erwin Mart Portal service and start it again.
On the Windows Start Menu, click erwin > erwin Mart Portal.

Enter the credentials and log in.
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Upgrading Mart

If you are using any earlier release of r9 series and you want to upgrade it to the latest
release, upgrade the Mart Portal application and the Mart database. Once the Mart Portal
program is upgraded, you must implement the upgraded software.

Important! The current Mart is designed to work with only the current version of erwin
Data Modeler. If you try to connect the current Mart with an older version erwin Data
Modeler such as r9.0.0, it may corrupt the Mart and cause unexpected behavior.

The following diagram illustrates how System Administrators can upgrade a Mart from any
earlier release of r9 series to the latest release:

Upgrade a Mart from r9.0.0 to the
Latest Release

Review the Prerequisites

4

Systemn
Administrator Upgrade Mart Server

'

Configure Mart Server

'

Restart Mart Server

'

Log In to erwin Web
Admin
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Complete the following tasks to upgrade a Mart of any earlier release of r9 series to the
latest release:

1. Review the prerequisites

. Upgrade erwin Mart Portal

2
3. Configure erwin Mart Portal
4

Restart the service

5. Login to erwin Mart Portal

“Back to Top
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Upgrade Performance Considerations

Ensure that you consider mart size, model count, and associated versions while upgrading
a mart from an earlier version to the latest version. The following table provides sample
data of the upgrade process. You can use this information as a guideline.

Mart Database

Machine Con-
figuration

Time Taken (Upgrade from
lower version to erwin

Oracle 12c R2 (1221 Models,
42108498 million rows present
M90Object Table)

SQL Server 2017 (1277 Models,
44294824 million rows present
in M90Object Table)

Postgresql 9.6.15 (1020 Models,
33594468 million rows present
in M90Object Table)

Oracle 12c R1 (10784 Models,
505178719 million rows present
in M90Object Table)

Oracle 12c R1 (11980 Models,
520732699 million rows present
in M90Object Table)

8 GB RAM 1 CPU

8 GB RAM 1 CPU

16 GB RAM 4 CPUs

32 GB RAM AWS

Machine

32 GB RAM 4 CPU

Following are a few tips to ensure a smooth upgrade:

MMDATA and MMINDEX in an Oracle mart.

Mart 2021 R1 and above)

50 minutes

142 minutes

15 minutes

15 hours

20 hours 40 minutes

Before upgrading, ensure that you double the number of data files in tablespaces for

Check the Report Upgrade status in the MartServerUpgrade.log file.
If the M90Object Table has high volume of data and models over 100 MB, run the

upgrade on a machine that has 64 GB or more RAM.

In case of failures in upgrade, before you rerun the upgrade, ensure that you select

the following check boxes on the Advanced tab on the erwin Mart Configuration
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dialog:
® Rerun Count Upgrade
" Rerun Report Upgrade
® Rerun Report Upgrade For All Models

For more information, refer to the Configuring erwin Mart Portal topic.
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Upgrading erwin Mart Portal

If you are upgrading a Mart from any earlier release of r9 series to the latest release,
upgrade the Mart Portal application.

I Refer to the Install a Mart or Upgrade a Mart topic before proceeding.

Follow these steps:
1. If you are running Mart Portal as a Windows service, stop the service and delete it.

If you upgrade erwin Mart Portal without stopping the service, it may not start after
you complete the upgrade process.

2. Download and run the installer file from the erwin Support site.

The erwin Mart Portallnstallation Wizard appears.
3. Follow the wizard.

4. Restart your computer.

Back to Top
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Restarting the erwin Mart Portal Service

When you modify the details of the mart database and Mart Portal application, restart the
erwin Mart Portal service.

Follow these steps:
1. On the Windows Start menu, click erwin > Stop as Service.

2. On the Windows Start menu, click erwin > Start as Service.
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Creating Customized Security Messages

As the administrator, you can add a custom message on the Connect to Mart screen. The
message appears whenever one of the client applications (erwin Mart Portal or erwin Mart
Portal Navigator Edition) connects to the mart. The message appears after your connection
to the desired mart is authenticated and before the connection dialog closes.

Follow these steps:
1. After you install and configure the Mart, locate and open the privacy.message file.

If you are using the default web server Tomcat, the file is available in the following
folder:

C:\Program Files\erwin\Mart Portal r9\Tomcat64\
webapps\Mart Portal\WEB-INF\classes

2. Type the message that you want to display and save the file.

The message can be up to 2000 characters long, anything beyond 2000 characters is
not displayed. Insert line-breaks manually after every 80 characters, for the message
to display properly. If there are no manual line-breaks, Windows automatically inserts
line-breaks in the security message. These line-breaks are based on the specific ver-
sion of Windows you use.

3. From the Windows Start menu, click All Programs, erwin, erwin Mart Portal 14.0, Stop
Mart Portal Service to stop the web server.

4. From the Windows Start menu, click All Programs, erwin, erwin Mart Portal 14.0, Start
Mart Portal Service to start the web server again.

When a user connects to the Mart the next time, the security message is displayed.

To suppress the security message, open the privacy.message file and delete the contents.
Do not delete the file.
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Viewing Log Files

You can finderwin Mart Portal log files at the following locations:
" erwin Mart Portal as server:
® {user.home}/AppData/Local/erwin/Mart Portal/logs/martportal.log
® {user.home}/AppData/Local/erwin/Mart Portal/logs/martportalupgrade.log
" {user.home}/AppData/Local/erwin/Mart Portal/logs/vaultservice.log

® erwin Mart Portal as Windows service:

" C:\Windows\System32\config\systemprofile\AppData\Local\erwin\Mart
Portal\logs\martportal.log

" C:\Windows\System32\config\systemprofile\AppData\Local\erwin\Mart
Portal\logs\martportalupgrade.log

" C:\Windows\System32\config\systemprofile\AppData\Local\erwin\Mart
Portal\logs\vaultservice.log

You can configure how the log is generated. For more information about how to configure
logging, refer to the erwin Mart Portal user guide.
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Use erwin Mart Portal as a Windows Service

There are two ways to start the web server that hosts erwin Mart Portal and erwin ER360:

Start the web server manually.

Use a Windows service to start the web server.

For example, if you have used Apache webserver as the server to host Mart Portal, you can
start it in two ways:

Start Apache through the startMartServer.cmd file or through a shortcut to this file.
" Use a Windows service to start Apache.
The benefits of using a Windows service to start a web server are as follows:

* Any user with administrative privileges on a computer can start the Windows service,
whereas, only designated users can start a web server manually.

" A Windows service runs regardless of whether a user has logged in. A manually-star-
ted web server shuts down when the user who started it logs out.

Follow these steps:

1. On the Windows Start Menu, click erwin > Create Mart Services to create erwin Mart
Portal Windows services.

Creating the service is a one-time task. After the service is created, you only have to
start and stop the service.
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2. On the Windows Start Menu, click erwin > Start as Service to start the web server.
The necessary services are created

Fat

Mame Description Status Startup Type
-.';};Distril::luted Transaction Coordinator Coordinates tra..  Running  Manual
-.‘:;?;DI"-.IS Client The DMS Client ... Running  Automatic (T...
Q;Dn:nwnln:naded Maps Manager Windows servic... Autornatic (..
-.‘;? Embedded Mode The Embedded ... Manual (Trig...
-&J" Encrypting File System (EFS) Provides the co... Manual (Trig...
\‘;};Enterprisehpp Management Service  Enables enterpri... Manual

-.Sj erwin Apache Server Apache/2.4.57 (.. Automatic
-.,';) erwinER360 Automatic
-&" erwinMartPortal Automatic
-.'-'.‘,j erwinVaultService Automatic
T‘.‘,}_‘;E‘.cpress Connect Dynamic Bandwidth... This service dyn... Running  Automatic
\‘;};E:cpressliunnect Analytics Service ExpressConnect.. Running  Automatic
Q;E:cpress[unnecthp Selector Service This service ana.. Running  Autocmatic

Loag On As

Metwork 5
Metwork 5
Metwork 5
Local Syst
Local Syst
Local Syst
Local Syst
Local Syst
Local Syst
Local Syst
Local Syst
Local Syst
Local Syst
Local Syst

You can find the log files, martportal.log, er360.log, and vaultservice.log, at {user accoun-
t'\AppData\Local\erwin\Mart Portal\logs\.

Enable Logging in Local AppData

To enable logging in a user's AppData while using erwin Mart Portal as a Windows Service,
follow these steps:

1.

2
3.
4

Once the service is created, go to service properties.

On the Log On tab, click This Account.

Enter the credentials.

Start the service.

Logging is now enabled for your instance of erwin Mart Portal as a Windows service.
The log files, martportal.log, er360.log, and vaultservice.log will be created at {user
account}/AppData/Local/erwin/Mart Portal/logs.

erwin Mart Portal and erwin ER360 Installation Guide | 136




Troubleshooting

Troubleshooting

This section explains the errors that you can encounter while installing and configuring
erwin Mart Portal, and how you can troubleshoot them.

The Mart Portal log files are available at C:\Program Files\erwin\Mart Portal\MartAp-
p\config.

Unable to Create Mart Portal Service

Symptom:

If Mart Portal is upgraded to the latest version without stopping and deleting the Mart
Portal service of the earlier version, creating a new Mart Portal service does not work.

Solution:

Run the sc Delete Mart Portal command to delete the Mart Portal Service from command
prompt and then try to create a Mart Portal Service in the new version.

Port out of range

Symptom:

Whenever I connect to the web server, I get the following error message:
java.lang.IllegalArgumentException: port out of range 80821.

Solution:

Type the correct port number in the Configure erwin Mart Portal€s Server dialog and then
restart your web server.

Call failed on the server

Symptom:
When I try to connect to the Mart Portal, I get the following error:
500 The call failed on the server; see server log for details

Solution:

The probable reasons for this error could be one of the following reasons:

erwin Mart Portal and erwin ER360 Installation Guide | 137



Troubleshooting

® The server name is not correct.

The application name is not correct. By default, the application name is Mart Portal
and it is case-sensitive.

Type the correct server name and application name in the erwin Mart Portal's Server dialog
and the Configure Mart Portal Details dialog. Restart the web server.

Application Internal Error

Symptom:
When I try to connect to the database, I get the following error:

Application Internal Error

Solution

You get this error when the Mart Portal application is unable to connect to the required
database. The following reasons are probable for this error:

" The database details that are provided in the Configure Mart Portal Details dialog are

incorrect.

The username and the password for the database are incorrect.

The database is not present.

The port number for the database is incorrect.
n

The network is down.

Ensure that you enter the correct details of your database in the Mart Portal tab of the
erwin Mart Configuration dialog.

ORA-12514 TNS listener does not currently know of service
requested in connect descriptor

Symptom:

When I try to open the erwin Mart Portal page, I get the Application Internal Error. The Tom-
cat windows shows the following error message:

ORA-12514, TNS:listener does not currently know of service reques-
ted in connect descriptor

Solution:

Use a fully qualified instance name when starting the Mart Portal.
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Note: This section is applicable only for Oracle and SQL Server.

Use a fully qualified instance name when starting the Mart Portal.

Mart already exists. Specify another database name

Symptom:
When I try to connect to the Mart, I get the following error message:

An earlier mart is already present in the database you are trying
to initialize. This process can not be continued. Please specify
another database name to continue.

Solution:

You get this error when you connect to an old Mart that you have used for erwin DM
Release r7 series, r8 series, or Beta release of any r9 series release.

Create a database and provide its details in the Configure Mart Portal Details dialog.

Initialize page is not loading in Internet Explorer

Symptom:

When I type the URL to initialize my Mart in Internet Explorer, the Initialize Mart page is tak-
ing a long time to load.

Solution:

The Initialize Mart page does not load because the Active Scripting option in Internet
Explorer is disabled.

To enable Active Scripting, follow these steps:
1. InInternet Explorer, click Tools, Internet Options.
2. Inthe Security tab, click the Custom Level button.
The Security Settings Local Intranet Zone window opens.
3. From the list of options, locate Scripting, Active Scripting, and select Enable. Click OK.
4. Restart Internet Explorer and enter the URL to initialize Mart.

The Mart Initialize page opens.
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The Tomcat server is not starting properly. The Configure
button is disabled.

Symptom:

My administrator has given me the Administrator rights and when I start the Tomcat
server, I get a series of errors. Also, I cannot click the Configure button in the configuration
dialog because it is disabled.

Solution:
Right-click Start Server, and click Run as Administrator.

The Tomcat server starts without any error, and the configuration button is enabled.

A connection with the server could not be established

Symptom:

When I try to connect to the web server from erwin Data Modeler, I get the following error
message:

A connection with the server could not be established

Solution:

Verify that you have provided the correct port number and then reconnect to the web
server.

The server name or address could not be resolved

Symptom:

When I try to connect to the web server from erwin Data Modeler, I get the following error
message:

The server name or address could not be resolved

Solution:

Verify that the server name where the web server is installed is correct and then reconnect
to the server.

If erwin Data Modeler and the web server are installed on the same computer, you can
give the server name as localhost. Suppose that erwin Data Modeler and the web server
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are installed on different computers. The server name is the name of the computer
where the web server is installed.

Invalid user ID or password

Symptom:
When I try to connect to the server, I get the following error message:
Invalid user ID or password. Please try again to login.

Solution:

Type the correct user name and password.

I The user must be an application level user and not a database user.

Error 12029
Symptom:
When I connect to the web server, I get the following error message:

Error 12029

Solution:

Restart the web server.

Unable to load the web page from my web browser

Symptom:

When I type the URL in Internet Explorer or Google Chrome to connect to the web server, I
get the following error messages:

For Internet Explorer

Internet Explorer cannot display the webpage

For Google Chrome

Oops! Google Chrome could not connect to localhost:18170

Solution:
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Restart the web server.

Internet Explorer Redirects to a Different Link

Symptom:

Suppose that I install erwin Mart Portal on a fresh machine. If I enable the SSL option and I
invoke erwin Mart Portal, Internet Explorer redirects the page to res://ieframe.dll//.

Solution:

Internet Explorer versions 8 through 10 have a security enhancement that blocks the fol-
lowing types of sites:

Sites that have self-signed certificates

Sites that have self-signed certificates where the certificate does not match the URL

Follow any of these steps:

Install the certificate in the Trusted Root Certification Authorities store.
® Add the site to trusted sites.

Set the Internet Explorer Security level to Medium Low.

Chinese characters are replaced with question marks in Postgre
SQL Mart
Symptom:

I type Chinese characters in the Version Description dialog in erwin Mart Portal. If I open
erwin Data Modeler and go to the Catalog Manager window, I see that the Chinese char-
acters are replaced with ????.

Solution:
Follow these steps:

1. Select Chinese for the Format, Location, and Locale fields in the computer where you
have installed erwin Data Modeler, Mart Portal, and Mart database. (You can access
these settings through the Control Panel.)

2. Open the Database Properties dialog for the Mart database and verify the value for
the Collation field.

3. Ifthe value is other than SQL_Latin1_General_CP1_CI_AS, create a database and
assign this value for Collation. Initialize the Mart again.
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I have a very long Windows user name and I cannot log in
to the Mart through erwin Data Modeler

Symptom:

I have added a very long Windows user name similar to "Magdalena.Chalamalasetti" using
the Mart Portal. When the user tries to log in to the Mart through erwin Data Modeler, the
name is truncated to "US\Magdalena.Chalamas" and the user cannot log in.

Solution:

The name is truncated due to a limitation with Windows. The Windows API returns the leg-
acy user name that is limited to 20 characters. If the length of a user name exceeds 20 char-
acters, for example, "US\Magdalena.Chalamalasetti", the name is displayed as
"US\Magdalena.Chalamas" in the Connect to Mart dialog.

You can resolve this in one of the following ways:

" Type the first 20 characters of the user name when you add the user as a Windows
User, in the Mart Portal. For example, instead of typing "US\Mag-
dalena.Chalamalasetti", type "US\Magdalena.Chalamalas".

Use a Windows Group instead of the user's domain name. Using your Windows
domain controller software, add the user to a Windows Group, and then add the
group as a User Group in the Mart Portal. For more information about how to add a
User Group, see erwin Data Modeler r9 Workgroup Edition: Support for Directory Ser-
vices video.

SSL Certificate Error

Symptom:

When you open Mart Portal from Mart Portal that is configured with an SSL certification, an
SSL certificate error appears.

Solution:

1. Replace localhost in the Mart Portal URL with your computer name.
https://localhost:12345/MartAdmin/
https://<computer_name>:12345/MartAdmin/

2. Use the updated URL to access the Mart Portal
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Unable to save a model to Mart with an existing model
name

Symptom:

When you save a model to Mart with an existing model name, a dialog with the following
text appears.

Model '<model name>' already exists in library '<mart name>'. Rename the new model
name

Solution:

Save the model with a different name.
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