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What’s New in Enterprise Reporter
3.5.2

Enterprise Reporter provides a unified solution for data discovery and report generation. Using the Enterprise
Reporter Configuration Manager, administrators can easily configure and deploy discoveries to collect and store
data. Once the data has been collected, the Report Manager allows users to produce reports that help
organizations to ensure that they comply with industry regulations and standards, adhere to internal security
policies, monitor hardware and software requirements, and fulfill many other reporting requirements.

As a result of ongoing research and development efforts, and in response to customer feedback, the following
changes and improvements have been made in this release of Quest Enterprise Reporter.

Getting Started with Enterprise
Reporter 3.5.2

¢ Anew tenant application, Quest Enterprise Reporter Exchange Online Discovery has been created. If you
have existing Exchange Online discoveries, you must open the Tenant Application Manager and configure
the new application for each tenant.

¢ Exchange Online and Microsoft Teams discoveries now use certificate authentication. To set up your
certificates on tenant application, open the Tenant Application manager, reconfigure the application, and
register certificates. The Exchange Online discovery requires a certificate for the full collection. The
Microsoft Teams discovery requires a certificate for the collection of policies and settings.

* New permissions are available for the Quest Enterprise Reporter MS Teams Discovery application. Ensure
you re-configure this tenant application and consent to the new permissions.

¢ Itis highly recommended that you re-authenticate accounts used for Microsoft Entra and Microsoft 365
discoveries after upgrade.

Microsoft Entra ID and Microsoft 365
rebanding

i | NOTE: Azure Active Directory is now Microsoft Entra ID.

* Azure Active Directory has been renamed to Microsoft Entra ID. This includes discovery type, tenant
application name, report library category, all related report types, library report titles and descriptions.

e Office 365 renamed to Office 365 has been renamed to Microsoft 365. This includes the report library,
some report types, library report titles and descriptions.

Updates to the report library

* The report library structure has been updated to account for the rebranding of Azure Active Directory to
Microsoft Entra ID. Ensure that you republish the reports in the report library to apply this update.
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* New "Active Directory Modernization" report library.
¢ New library report for domain default password policy information.

* New library report for privileged user accounts.

Updates to collections

* Microsoft Entra ID discovery now collects Microsoft Secure Scores for users.

Support for Kerberos only environment

* During installation, users can now specify a User or Service Principal Name which that enables the
Enterprise Reporter Server, Nodes, Configuration, and Reporter Managers to utilize Kerberos
authentication.

* Alternate discovery credentials supported in a NTLM Disabled/Kerberos only environment.

Support for TLS 1.3 protocol

NOTE: Enterprise Reporter supports TLS 1.3; however, TLS 1.2 is still required to be enabled on the SQL
Server due to Microsoft SQL Server 2022 requirements.

* Ability to select Strict Encryption for SQL Server to utilize TLS 1.3 for communication between the client
and SQL server.

Certificate based authentication

» Certificate based authentication is now used for the Exchange Online discovery. Discovery credentials are
no longer required.

* Certificate based authentication is now used to collect Microsoft Teams settings and policies. If a certificate
is not registered policies and settings will not be collected.

¢ Management of certificates for tenant applications is available in the Tenant Application Manager. There
are features available to create a self-signed certificate, register a certificate or select an existing
certificate.

Multi-Factor Authentication (MFA)
enabled discovery credentials
supported, limitations removed

e The discoveries Microsoft Entra risky users, Microsoft Teams, SharePoint Online and Exchange Online
now support MFA enabled discovery credentials. For Exchange Online and Microsoft Teams, certificate
authentication is required.
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» To support certificate based authentication for Exchange Online, a new tenant application has been added:
Quest Enterprise Reporter Exchange Online Discovery.

¢ Permissions have been updated for the Quest Enterprise Reporter MS Teams Discovery tenant
application. A re-configure and consent is required to apply new permissions.

Additional support

= Windows 2025
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About us

Quest provides software solutions for the rapidly-changing world of enterprise IT. We help simplify the challenges
caused by data explosion, cloud expansion, hybrid datacenters, security threats, and regulatory requirements. We
are a global provider to 130,000 companies across 100 countries, including 95% of the Fortune 500 and 90% of
the Global 1000. Since 1987, we have built a portfolio of solutions that now includes database management, data
protection, identity and access management, Microsoft platform management, and unified endpoint management.
With Quest, organizations spend less time on IT administration and more time on business innovation. For more
information, visit www.quest.com.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have trial
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

¢ Submit and manage a Service Request.

* View Knowledge Base articles.

e Sign up for product notifications.

* Download software and technical documentation.
* View how-to-videos.

* Engage in community discussions.

¢ Chat with support engineers online.

* View services to assist you with your product.
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