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Introduction

Directory Sync Pro supports sIDHistory migration when migrating users and groups in an inter-forest migration
scenario. However, by default, Microsoft does not support the migration of sIDHistory in an intra-forest
configuration. Migrating sIDHistory in an intra-forest environment is not possible as duplicate ObjectSID cannot
exist in the same forest. The recommended process involves moving the objects from the source domain to the
target domain within the same forest. However, this approach may not be ideal when device migration is part of
the scope as it often necessitates simultaneous cutover of both users and devices.

To address this limitation, Quest has developed a process that enables sIDHistory migration using a staged
migration concept. This step-by-step guide provides instructions on how to perform sIDHistory migration in an
intra-forest environment by utilizing a staging forest.

Topics

This guide covers the following topics:
e Requirements
e Intra-Forest sIDHistory Migration High-Level Process
e Implementation Process
e  Migrating the sIDHistory
e FAQ

Requirements

Following are the high-level requirements needed to configure the sIDHistory Intra-Forest Staged Migration using
Directory Sync Pro. For details and a complete list of requirements, please refer to the requirement documents of
the product found at Product Support - Migrator Pro for Active Directory (quest.com).

General
e Two dedicated Windows Servers for installation of Directory Sync Pro
e A dedicated SQL Server

Accounts

e Domain Administrators who have proper access/permission to perform Directory Sync and sIDHistory
Migration

Staging Domain Forest

e A pre-configured staging domain forest


https://support.quest.com/migrator-pro-for-active-directory/20.11.1/technical-documents
https://support.quest.com/technical-documents/on-demand-migration/current/active-directory-user-guide#Accounts

Intra-Forest sIDHistory Migration High-
Level Process

By default, Microsoft does not support the migration of sIDHistory in an intra-forest configuration. The
recommended process involves moving the objects from the source domain to the target domain within the same
forest. However, this approach may not be ideal when device migration is part of the scope as it often
necessitates simultaneous cutover of both users and devices.

For the above reason, a staged migration approach should be used for Intra-Forest sIDHistory Migration.
Migration Process:

1.

2.

Objects from the source domain should be synchronized to the target domain, but sIDHistory migration
should not be enabled.

Objects from the source domain should be synchronized to the staged forest with sIDHistory migration
enabled. For the Groups Synchronization, membership syncing should be disabled as we do not need to
migrate the membership to the staged forest.

Objects from the staged forest should be synchronized to the existing objects in the target domain
(created by Directory Sync) with sIDHistory migration enabled. For the Groups Synchronization,
membership syncing should be disabled as we do not need to migrate the membership for sIDHistory.

DomainA.Forest.local

Primary Directory Sync Profile
Synchronizing objects fram Domain
Ato Domain B within the
Forest.local AD forest

DomainB.Forest.local

aging.local sIDHistory Sync Profile

Synchronizing sIDHistary from

Stage Environment Sync Profile
Synchronizing objects from Domain
Ato Staginglocal including Domain ~~ staginglocal

A sIDHistory. Group membership Domain Biin Forest:local.
synchronization should be disabled

in this profile

Implementation Process

Directory Sync Profiles Configuration

This section explains how to set up Directory Sync Profiles for Staged sIDHistory Migrations. The following Sync
Profiles will be created as part of this Quick Start Guide:

Primary Directory Sync Profile — This profile will be used to sync objects from the source domain to the
target domain in the same Active Directory Forest.

Stage Environment Profile — This profile will be used to sync objects from the source domain to the
staging domain with sIDHistory Option enabled. Note, Group membership syncing should be disabled
as we do not need to synchronize group members.

sIDHistory Profile — This profile will be used to sync sIDHistory from the staging domain to target domain
with sIDHistory Option enabled. Note, Group membership syncing should be disabled as we do not
need to synchronize group members.



Setting up the Primary Directory Sync
Profile

Follow these steps to setup the Primary Directory Sync Profile.

1. Launch the Directory Sync Pro web portal.
2. Click on the Add Profile button.

ADD PROFILE

3. Click on the Add A Profile Option.

ADD A PROFILE

Add a new profile using the Profile Wi

4. Select the Active Directory Sync Option.

ACTIVE DIRECTORY 5YNC

5.  Name the Sync Profile (Example Intra-Forest User Group Sync). Click Next.
Let's start by naming your profile.

amed your profile, we will guide you step-by-step through the setup proce

Intra-Forest User Group Sync

Profile security allows dividual profiles using a list of u:

6. Select Inter Forest. Click Next.
What scope should this sync profile have?

Objects are being synced between m

Objects

o
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Use the default Logging Level. Click Next.
Use the default sync interval option. Click Next.
Note, configure sync interval if you wish to run the sync profile automatically.

. Enter the source credential. Click Next.

Next we need source credentials.

T+

lab4\administrator

11. Enter the source Global Catalog Server, click Search and then Next.

12. Click Add DC and configure the Global Catalog Server for the Source Domain. Click Next.

13. Click Add OUs, and select the Organizational Units for the source domain. Click Next.

14. Click Select OU and configure the Organizational Units for the target domain. Click Next.

Enter the source Global Catalog server.

10.1.10.50 SEARCH

Let's select your source Domain Controllers.

CONNECT

Select your source Organizational Units.

are the source OUs you wish to synchronize. Double-click on any OU for advanced filtering options

REMOVE OU



15.

16.

17.
18.

19.

20.

21.

22.

23.
24,

Enter the Default Password for new users. Click Next.
User password synchronization.

DEFAULT PASSWORD FOR NEW USERS CONFIRM PASSWORD

Enable Automatic Sync. Click Next.

Configure the Users Sync Options and Conflict Resolution. For this guide, the merge option can be used.
Configure the Group Sync Options and Conflict Resolution. For this guide, the merge option can be used.
Do not check the Do Not Sync Group Members option for the primary sync profile.

Only the Group cobject and associated mapped fields will be synced, group members will be skipped.

For this guide, we will leave the Synchronize Accompanying Groups option unchecked. Click Next.

Automatically syncs any groups in which a user is a direct member.

For this guide, we will leave the Synchronize Members As Foreign Security Principals option
unchecked. Click Next.

at cannot be matched in the target will be synchronized as Foreign Security Pri trust relatiol ow it and the target group is a Domain Local Security Group.

For this guide, we will skip Device Configuration. Click Next.

You can always set these options later from the profile dashboard.

Leave all options unchecked for Exchange Migration options. Click Next.

How would you like to configure your Exchange Migration?

If checked, target proxy addresses will always be overwritten with source values, If unchecked, target proxy address values will be set only if the target attribute is currently empty.
Enable this feature to convert target contacts into mail-enabled users.
Enable this feature to convert target contacts into mail-enabled groups.

If enabled, only mailbox enabled objects will be updated and no other objects will be modified,

Leave all options as default for Email Address Policy options. Click Next.
Leave all options as default for Matching options. Click Next.



How would you like to handle your Matching options?

26. Review and configure the mapping attribute based on the project scope. Click Finish to complete the
profile configuration for the Primary Profile.

REMOVE FIELD{S)

Setting up the Stage Environment
Profile

Follow these steps to setup the Stage Environment Directory Sync Profile. Note, the Staging Environment Profile
should be configured on a separate Directory Sync Console as stated in the requirement section.

1. Launch the Directory Sync Pro web portal.
2. Click on the Add Profile button.

ADD PROFILE

3. Click on the Add A Profile option.



4.

5.

6.

ADD A PROFILE

Add a new

Select the Active Directory Sync option.

ACTIVE DIRECTORY S5YNC

This profile type is u to Sync between two
Active Directory environment 1C USErs, groups,

y complete OU structures.

Intra-Forest User Group Sync

Select Intra Forest. Click Next.

is)

Nhat scope should this sync profile have?

Use the default Logging Level. Click Next.

Use the default sync interval option. Click Next.

Note, configure sync interval if you wish to run the sync profile automatically.
. Enter the source credential. Click Next.



Next we need source credentials.

T+

lab4\administrator

11. Enter the source Global Catalog Server. Click Search and then Next.
Enter the source Global Catalog server.

10.1.10.50 SEARCH

12. Click Add DC and configure the Global Catalog Server for the Source Domain. Click Next.
Let's select your source Domain Controllers.

13. Click Add OUs, and select the Organizational Units for the source domain. Click Next.

Select your source Organizational Units.

are the source OUs you wish to synchronize. Double-click on any OU for advanced ing option:

14. Enter the target Global Catalog Server. Click Search and then Next.

Next we need target credentials.

15. Click Add DC and configure the Global Catalog Server for the target Domain. Click Next.



Enter the target Global Catalog server.

1e 1P address or fully qualified domain name (FQDN) of the target Global Catalog server you will be connecting to

16. Enter the target Global Catalog Server. Click Search and then Next.
17. Click Add DC and configure the Global Catalog Server for the Target Domain. Click Next.
18. Click Select OU and configure the Organizational Units for the target domain. Click Next.

Select your target OU options here.

19. Enter the Default Password for new users. Click Next.

Next, a few sync options

Kherwise, all attributes will be

herwise. objects will not be synced untl manually marked 25

herwise, the target object will HO)

21. Configure the Users Sync Options and Conflict Resolution. For this guide, the merge option can be used.
22. Configure the Group Sync Options and Conflict Resolution. For this guide, a merger option can be used.
Do not check the Do Not Sync Group Members option for the primary sync profile.

Only the Group cobject and associated mapped fields will be synced, group members will be skipped.

23. For this guide, we will leave Synchronize Accompanying Groups option unchecked. Click Next.

Automatically syncs any groups in which a user is a direct member.



24. For this guide, we will leave Synchronize Members As Foreign Security Principals option unchecked.
Click Next.

p members that cannot be matched in the target will be synchrol i i i low it and the target group is a Domain Local Security Group.

25. For this guide, we will skip Device Configuration. Click Next.
You can always set these options later from the profile dashboard.
26. Leave all options unchecked for Exchange Migration options. Click Next.

How would you like to configure your Exchange Migration?

If checked, target proxy addresses will always be overwritien with source values, If unchecked, target proxy address values will be set only if the target attribute is currently empty.
Enable this feature to convert target contacts into mail-enabled users.
Enable this feature to convert target contacts into mail-enabled groups.

If enabled only mailbox enabled objects will be updated and no other objects will be modified.

27. Leave all options as default for Email Address Policy options. Click Next.
28. Leave all options as default for Matching options. Click Next.

How would you like to handle your Matching options?

matching objects.

e when 3 matching target ol

29. Configure the Matching Attribute option. For this guide we will use the default selections. Click Next.
How would you like map your Matching Attributes?

30. Review and configure the mapping attribute based on the project scope. Click Finish to complete the
profile configuration for the Primary Profile.
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Setting up the sIDHistory Profile

Refer to the guidance for the Stage Environment and configure the sIDHistory Directory Sync Profile.

Migrating the sIDHistory

This section explains the step-by-step instructions on how to migrate sIDHistory in an Intra-Forest setup using the
Directory Sync Profiles configured in the previous steps. The migration consists of three (3) steps:

1.

2.

3.

Sync the objects from the source domain to the target domain within the same forest using the “Primary
Directory Sync” Profile.

Pre-Stage the source objects in the staging forest with sIDHistory option enabled using the “Stage
Environment” Profile.

Migrate the sIDHistory for the in-scope objects using the “sIDHistory” Profile.

Migrating the objects to the intra-forest
domain

Follow these steps to migrate objects to the target intra-forest domain.

1.

2.
3.
4.

5.
6.

Launch the Directory Sync Pro web portal.

Select the Primary Directory Sync Profile and Click on Manage.
Click on Synchronization.

Select the PUSHPULL and Click on Run Sync.

SYNCHRONIZATION CHOOSE A SYNC TYPE

PUSHPULL SIMULATION PUSH PULL

Pushes all changed source entries into SQL and pulls all entries that are ready to sync into the target.

Click on Logs and Reports and click on Sync Logs to review the log.
Verify the profile was synced successfully and there should be no errors. Some of the examples logging
we expect to see are listed below.



LOGS & REPORTS
SETTINGS

SYNC LOGS
AUDIT LOGS

SYNC REPORT

LEVEL

ERROR SOURCE

OS MESSAGE

CALL STACK

7. Verify the objects are created as expected in the target child domain via the Domain Controller. sIDHistory
should not be migrated to these objects from their source domain in the same forest at this point.

Migrating the objects to the staging
forest

Follow these steps to migrate the sIDHistory to the staging forest.

Launch the Directory Sync Pro web portal.

Select the Stage Environment Profile and click on Manage.

Click on Synchronization.

Select the PUSHPULL and click on Run Sync.

Click on Logs and Reports and click on Sync Logs to review the log.

Verify the profile was synced successfully and there should be no errors. Some of the examples of logging
we expect to see are listed below.

oukrwnrE



LOGID

ACTIVITY ID

TIME

LEVEL

ERROR SOURCE

MESSAGE

OS MESSAGE

CALL STACK

7. Verify the objects are created as expected in the staging forest via the Domain Controller. sIDHistory

should be migrated to these objects from their source domain to the staging forest.

Published Certificates  Member Of  Password Replication  Dialin ~ Object
Security Environment Sessions Remate control
General Address Account Profile Telephones Organization
Remote Desktop Services Profile COM+ Atribute: Editor
Atributes: Multi-valued Octet String Editor
Atribute: Value L
objectClass top; person; organizational Person; user Atribte: sIDHistory
objectGUID 14385a834e83-4a392-a6b3-1e6a255bdb 54 Values:
object Sid 5-1-5-21-1256912228-556294792- 10642046
primaryGrouplD 513 = (GROUP_RID_USERS ) Add
pwdlastSet 4/16/2024 3:37:40 PM Eastem Daylight Tim
replPropertyMetaData  AtlD Ver Loc.USN Org.DSA Remove
sAMAccountName Lab4lrtral Edt
sAMAccount Type 805306368 = ( NORMAL_USER_ACCOUNT
sDRightsEffective 15
s|DHistory 5-1-5-21-760584560-3730825727-40260146
structuralObjectClass  top; person; organizationalPerson; user
subSchemaSubEntry  CM=Aggregate CN=Schema CN=Configuratic
tokenGroups S-1-5-21-760584960-3730829727-40260146
tokenGroupsGlobalA...  S-1-5-21-760584960-3730829727-40260146 ¥
£ >
Edit Filter 2 5
oK Cancel
QK Cancel Apply Help

Migrating the sIDHistory from the
staging forest to the target domain

Follow these steps to migrate the sIDHistory from the staging forest to intra-forest target domain.

1. Launch the Directory Sync Pro web portal.
2. Select the sIDHistory Profile and click on Manage.



ok w

7.

©

10.
11.

12.

Click on Synchronization.

Select the PUSHPULL and click on Run Sync.

Click on the Sync Report after the sync is completed.

Select the objects in-scope for the sIDHistory migration and click on Ready to Sync.

SYNC REPORT 1

MEMBERS DOMAIN CONTROLLERS

CN=LabdintraGrp.OU-Intra- No
Staging OU=DirSyncProObjects.DC=Lab2, DC=L eagueTeam.DC=local

CN-Labdintrat ,OU-Intra- No
Staging OU=DirSyncProObjects. DC-Lab2.DC-LeagueTeam.DC=local

NOT READY TO SYNC EXPORT FILTERED

Verify the object’'s Ready to Sync flag are set to Yes.

READY TO SYNC NOT READY TO SYNC EXPORT FILTERED

Click on Synchronization.
Select the PUSHPULL and click on Run Sync.

Click on Logs and Reports and click on Sync Logs to review the log.

Verify the profile was synced successfully and there should be no errors. Some of the examples of logging
we expect to see are listed below.

LEVEL
ERROR SOURCE

MESSAGE

OS MESSAGE

CALL STACK

Verify the objects are created as expected in the target child domain via the Domain Controller. sIDHistory
should be migrated to these objects from their source domain to the staging forest.



Published Certificates ~ Member Of  Password Replication  Dialin ~ Object

Security Environment Sessions Remote control
General Address Account Profile Telephones Organization
Remote Desktop Services Profile COM+ Attribute Editor
Multi-valued Octet String Editor *
Aftributes:
Atribute Value - Attribute: s|DHistory
objectGUID 68046bff-5402-4bee-a7d0-92d315518acd Values:
object Sid 5-1-5-21-1179502634-896575748-36946554 )
y D 513 ={GROUP RID USERS 5-1-5-21-1256912228-956254752-106420468-1487 Add
prman(Group ' o - ~1-5-21-760584360-3730829727-40260146-1668
pwdlastSet 5/2/2024 8:24:06 AM Eastem Daylight Time
replPropertyMetaData  AttlD Ver Loc.USN Org.DSA I
sAMAccountName Labdintral Edit
sAMAccount Type 205306368 = { NORMAL_USER_ACCOUNT
s|DHistory 5-1-5-21-760584560-3730829727-40260146
userfccourtControl (10200 = ( NORMAL_ACCOUNT | DONT_|
userPrincipalName LabdIntra1@Child 1 lab4 leagusteam local
uSNChanged 7081883
uSNCreated 7081674
whenChanged 5/2/2024 5:16:15 AM Eastem Daylight Time
whenCreated 5/2/2024 8:24:06 AM Eastem Davlight Time ¥
< >
£ >
Edit Filter
oK Cancel
QK Cancel Apply Help

FAQ

Question: How do | promote the staging forest; is there an automated method?

Refer to the below high-level steps to configure the staging forest. Assuming you have a fresh installation of
Windows Server 2019 with the default Server installation. This server is intended to be the first domain controller in
a new Active Directory forest used as the staging forest. Prior to attempting to promote this server to a domain
controller, complete the following configuration:

Install all the available Windows Updates.

Configure the system time zone.

Configure the computer name.

Configure a static IP address.

Install the Active Domain Service Feature using below PowerShell Command.
Install-WindowsFeature -Name AD-Domain-Services

Configure the Safe Mode Admin Password.

SPassword = Read-Host -Prompt -
AsSecureString

Install and configure the domain.

Install-ADDSForest -CreateDnsDelegation:$false -DatabasePath C:\Windows\NTDS -DomainMode
WinThreshold -DomainName staging.local -DomainNetbiosName staging -ForestMode WinThreshold -
InstallDns:$true -LogPath C:\Windows\NTDS -NoRebootOnCompletion:$true -
SafeModeAdministratorPassword $Password -SysvolPath C:\Windows\SYSVOL -Force:$true

Question: Why do we need to disable Group Membership Syncing for the Staging Profile and sIDHistory Profile?

Group Membership Syncing is time consuming as it needs to read every member in the group. For the purpose of
sIDHistory Migration, Group membership is not required, and we can save time by disabling the group membership
syncing option.

Question: Can | setup the sync profile to sync sIDHistory automatically to the target based on my user migration
schedule?



Yes, you may configure the Staging and sIDHistory profile to process only objects that were migrated using an
LDAP filter. Assuming you have migrated your users, you may update your source objects with ‘Migrated’ value in
one of the AD attributes (ExtenstionAttributel), the Staging and sIDHistory profiles can be configured to only
process objects with ‘Migrated’ stamped in ExtensionAttributel.

Question: After | migrate the sIDHistory, should | do anything to my source objects; will there be a problem if the
sID exists in both objects in the same forest?

You need to delete the source objects that are migrated after sIDHistory are copied.
Question: Can | pre-stage my objects in the staging forest before my user cutover events?

Yes, you may pre-stage your users and groups from the source domain in the staging forest ahead of your
migration cutover event.



About us

Quest creates software solutions that make the benefits of new technology real in an increasingly complex IT
landscape. From database and systems management, to Active Directory and Office 365 management, and
cyber security resilience, Quest helps customers solve their next IT challenge now. Around the globe, more than
130,000 companies and 95% of the Fortune 500 count on Quest to deliver proactive management and monitoring
for the next enterprise initiative, find the next solution for complex Microsoft challenges and stay ahead of the
next threat. Quest Software. Where next meets now. For more information, visit www.quest.com.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have
trial versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

e Submit and manage a Service Request

e View Knowledge Base articles

e  Sign up for product notifications

e Download software and technical documentation
e View how-to-videos

e Engage in community discussions

e Chat with support engineers online

e View services to assist you with your product.


https://www.quest.com/
https://support.quest.com/

