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Introduction to InTrust Connector
for Operations Manager

InTrust Connector for Microsoft System Center Operations Manager (Operations Manager) 2007/2012 helps
establish a single, comprehensive workflow for managing your Windows-based network.

With InTrust Connector for Operations Manager you can integrate the InTrust capabilities of tracking the business-
critical security events into the existing enterprise-wide system of network operations management.

The product consists of the following components:

e InTrust Connector for Operations Manager
A bridge forwarding alerts from InTrust to Operations Manager. It optionally can forward updates to the
alerts from Operations Manager back to InTrust.

» InTrust Connector Management Pack
Required for InTrust Connector's operation.
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How It Works

InTrust Connector for Operations Manager allows you to forward alerts stored in the InTrust Alert database to
Operations Manager so that personnel in charge can view and resolve the alerts using the Operations Manager
user interface. The workflow is implemented through InTrust, InTrust Connector for Operations Manager, and
Operations Manager.

NOTES:

« You can install these components using any deployment scheme that suits your network
environment and meets the system requirements listed in this document. For example, to evaluate
the solution in a test lab, you can install all required components on a single computer.

« Adedicated InTrust Connector is used to forward alerts from a single Alert database, so you must
deploy a separate InTrust Connector instance for each Alert database you want to forward alerts
from.

A sample deployment is shown in the figure below.

InTrust Server

InTrust rem—
MConnector gpsMgljr
o | Management o | Console
,’_ Pack p—rT =
-— =| PE——
—.! . — -
OpsMgr Server InTrust Connector InTrust
for OpsMgr Alert DB

The steps in the process are as follows:

1.

5.

To provide for interaction between Operations Manager and InTrust Connector, a specially developed
Management Pack is installed on the Operations Manager Server.

Alerts are generated by InTrust upon certain conditions. InTrust Server stores alerts in the InTrust
Alert database.

InTrust Connector service scans this database, applying filters to the alerts (i.e., selecting them by
severity or other criteria). Selected alerts are forwarded to Operations Manager to be processed by
personnel in charge.

During alert forwarding process, the InTrust Connector Management Pack maps InTrust alert fields into
Operations Manager alert record fields; then this record is stored to the Operations Manager database. Alert
field mapping is described in the Alert Field Mapping topic.

NOTE: Alert states are adjusted after the initial synchronization completes. Until then, the original state value
is kept in the alert record's custom field #9. For details, see the Working with Alerts topic.

An authorized operator views and resolves the alert received, changing the alert's status in the Operations
Manager console.
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6. Alert information is updated in both the Operations Manager and InTrust databases. InTrust Connector is
subscribed to the alerts it has created and stored to the Operations Manager database (they are identified
by the Connector GUID stored in the alert record's custom field #10). InTrust Connector service
periodically scans the Operations Manager database and retrieves information about any alerts modified
since the last scan.

7. The information retrieved is used to adjust alert state, as follows:

« If no status changes were made by the Operations Manager operator, then the status is set to the
value kept in custom field #9 (initially received from InTrust).

« Otherwise, the status is set in accordance with the value entered by the operator.

8. Changes to alert states in Operations Manager are optionally synchronized back to InTrust by the
Connector.

1 | NOTE: If an alert is forwarded to Operations Manager by InTrust Connector and then changes were made to
the alert state using InTrust Monitoring Console, these changes will not be forwarded to Operations
Manager.

You can configure the alert synchronization by running InTrust Connector Configuration Wizard. In particular, it
helps you to do the following:

» Specify connection settings for the Connector to access InTrust Alert database
« Select the alerts that should be synchronized by applying filters

» Set up the alert synchronization process (i.e., select whether to forward the alerts only from InTrust to
Operations Manager, or to synchronize them back to InTrust)

NOTE: By default, the alerts displayed in the Operations Manager Console can have a state of either 'New'
or 'Closed', while the InTrust alert status can be “New”, “Acknowledged”, or “Resolved”. Therefore, to
properly process the alerts, you may need to assign a custom state that will present the Acknowledged
InTrust alerts displayed in Operations Manager. For details, refer the Configuring InTrust Connector for
Operations Manager topic.
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Contents of the Package

The solution package includes the following:

¢ ITC4SCOM.<version>.msi—the InTrust Connector installation file
o System.Connectors.Library.InTrustintegration.xml—InTrust Connector Management Pack
¢ InTrust Connector for Microsoft System Center Operations Manager User Guide—this document

« Readme.htm—Iast-minute product information and updates to the documentation
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Using InTrust Connector for
Operations Manager

o Software Requirements

+ UserRights

o Installing InTrust Connector for Operations Manager

« Configuring InTrust Connector for Operations Manager
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Software Requirements

For InTrust Connector installation and functioning, your environment must meet the following requirements:

e InTrust Server (remote or local)

« Microsoft System Center Operations Manager 2007 or Microsoft System Center Operations Manager 2012
(remote or local)

+ Remote or local deployment of Microsoft System Center Operations Manager: any version up to and
including SCOM 1807, which is current at the time of this InTrust release

» One of the following must be installed on the computer where InTrust Connector will be deployed:
o Management Server component of Operations Manager

o Operations Console
o Authoring Console for SCOM 2007

« Microsoft SQL Server Native Client 11.0.6538.0 or later (version 11.0.6538.0 redistributable package of the
clientis included in the InTrust distribution)
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User Rights

o InTrust OpsMgr Connector Admins Group

« Connection to Alert Database and Operations Manager Server
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InTrust OpsMgr Connector Admins

Group

To allow a user to configure InTrust Connector (apply filters to the alerts that should be forwarded, set up alert
forwarding process, etc.), you must add the user's account to the InTrust OpsMgr Connector Admins local group.
This group is automatically created on the computer where InTrust Connector is installed, and the group is granted
the permissions described in the Connection to Alert Database and Operations Manager Server topic.

The following accounts are added to the InTrust OpsMgr Connector Admins group during installation:

« Service account (specified during installation) under which InTrust Connector for Operations Manager
service (ITConOpsMgrService) will run

o User account under which the installation is performed

i | NOTE: The InTrust OpsMgr Connector Admins group is not removed when you uninstall InTrust

Connector; you need to remove it manually.

The InTrust OpsMgr Connector Admins group is granted the following permissions:

o For the <InTrust Connector working folder>\ITConMOM.xml file where the connector's
configuration is stored:

e}

[}

]

Read

Write

Append Data

Read Extended Attributes
Write Extended Attributes
Execute

Read Attributes

Write Attributes

Read Permissions

Synchronize

1 | NOTE: The Synchronize permission is not displayed in the standard Properties window. To show it, use the

Subinacl.exe utility available from the Resource Kit.

o Forthe HKEY_LOCAL_MACHINE\SOFTWARE\Dell\InTrust Connector for SCOM registry entry:

o

o

e}

Query Value

Set Value
Enumerate Subkeys
Notify

Read Control
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o For the InTrust Connector service (ITConOpsMgrService):
o Start

o Stop
o Query Status
o Read Control

1 | NOTE: When granting the necessary permissions manually, clear the Allow inheritable permissions from
parents to propagate to this object check box.
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Connection to Alert Database and
Operations Manager Server

To connect to the InTrust Alert database, InTrust Connector can use either the ITConOpsMgrService account
(supplied during the setup) or a specific different account (which you can supply using the Configuration Wizard).
Whatever account is used, it should be assigned the following:

1. db_datareader and db_datawriter SQL Server roles for the alert database

2. InTrust Real-Time Monitoring or InTrust Monitoring Console roles (which are created during InTrust
setup) for the alert database

If specific Windows account will be used to access the Alert database (see the Configuring InTrust Connector for
Operations Manager topic for details), then it also must be granted the Log on as a batch job right.

The account used for connecting to the Operations Manager server must be a member of the domain global
group included in the Operations Manager Administrators role (this group is created during Operations
Manager setup).
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Installing InTrust Connector for
Operations Manager

« Step 1: Install InTrust Connector Management Pack

o Step 2: Install InTrust Connector

« Unattended Installation

InTrust 11.6.0 Connector for Microsoft System Center Operations Manager User
Guide 16
Installing InTrust Connector for Operations Manager



Step 1: Install InTrust Connector
Management Pack

Prior to installing InTrust Connector, you should deploy the specially designed InTrust Connector Management
Pack (System.Connectors.Library.InTrustintegration.xml) on your Operations Manager server. This
Management Pack is required for InTrust Connector operation.

To deploy the Management Pack

1. Inthe Operations Manager console, go to the Administration page and select Management Packs.

2. Right-click the node and select Import Management Packs. In the Select Management Pack to import
dialog box, browse to the System.Connectors.Library.InTrustintegration.xml file, and click OK. When
imported, it appears in the list of Management Packs on the right.
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*

Step 2: Install InTrust Connector

NOTE: The account under which you run the setup will automatically be added to the InTrust OpsMgr
Connector Admins group on the computer where InTrust Connector is installed.

To install InTrust Connector for Operations Manager

1.

Run the ITC4SCOM.<version>.msi file. The InTrust Connector for Operations Manager Installation
Wizard starts.

Select InTrust Connector for Operations Manager to be installed. Change the installation folder, if
necessary.

On the next step, you will be prompted for the account under which the InTrust Connector service will run,
connecting to Operations Manager and InTrust Alert database. Provide the account in DOMAIN\username
format.

Make sure the account you supply meets the requirements stated in the Connection to Alert Database and
Operations Manager Server topic.

Review the settings you have specified and complete the wizard. To configure InTrust Connector
for Operations Manager immediately after the installation, select the Run configuration wizard
now check box.
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Unattended Installation

Installation Using Command Prompt

You can install InTrust Connector for Operations Manager from a command prompt, as shown below:

Msiexec.exe /qgln|blr|f] /i IT4SCOM.<version>.msi
IT_SCOM_SVC_USER:Z—\BC\MJaCk IT_SCOM_SVC_PASSWORD:abC

Here:

« /q—specifies the user interface level to be used by the program:
° n—no Ul

o b—basic Ul
o r—reduced Ul
o f—full Ul (default)
o IT_SCOM_SVC_USER—specifies the service account name
o IT_SCOM_SVC_PASSWORD—specifies the password of the service account

Installation Using Group Policy

InTrust Connector for Operations Manager can also be installed using Group Policy (administrative installation).
The command prompt for administrative installation looks like this:

Msiexec.exe /A IT4SCOM.<version>.msi
IT SCOM SVC USER=ABC\MJack IT SCOM SVC_ PASSWORD=abc
Here:
o «|T_SCOM_SVC_USER—specifies the service account name
o «|T_SCOM_SVC_PASSWORD—specifies the password of the service account

If the InTrust Connector service is installed using Group Policy, it will be run on the
target computer under the account specified in that command prompt.
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Configuring InTrust Connector for
Operations Manager

» Before You Begin: Preparing a Custom Alert State

¢ Running Configuration Wizard
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Before You Begin: Preparing a
Custom Alert State

This section describes an optional procedure you can follow if you want the full range of InTrust alert resolution
states to be represented in Operations Manager Console.

By default, the alerts displayed in the Operations Manager Console can have one of the following states:

¢ New
State ID=0

+ Acknowledged
State ID=249

e Closed
State ID =255

The InTrust alert status also can be New, Acknowledged, or Closed.

You may want to assign a custom state that will represent the Acknowledged InTrust alerts displayed in the
Operations Manager console. Otherwise, both New and Acknowledged states of InTrust alerts will appear in the
Operations Manager Console as New.
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Running Configuration Wizard

To help you set up InTrust Connector for Operations Manager, the Configuration Wizard is launched automatically if
you select the Run configuration wizard now check box during the setup. Alternatively, you can run the
Configuration Wizard using the InTrust Connector for Operations Manager shortcut at Start | Programs | Quest |
InTrust | InTrust Connector for OpsMgr.

To configure InTrust Connector for Operations Manager

1. On the InTrust Alert Database step of the Configuration Wizard, specify the Alert database
location and name, and the account that should be used for connection. You can use either the
InTrust Connector service account (specified during its setup) or another account with sufficient
rights (see the Software Requirements and User Rights topics).

] Dell InTrust Cannector for Operations Manager [x]]
InTrst Alest Databass
Speecify InTrust ket datsbone pou st 1o spnchionize with Opetstiors Mansgs r
SO0 Server Iw'_:ia'.l.ﬂ Esowpe.
Dratiuaie i 110_tlerts

To connect. uze:
% InTeust Connmcher bor (paMpe perace sceound rndons suthenbiication]

© “Windows ipecific acoount I—
I—

" SOL Seover sccount I
e
S SIS

« Back Heat > Cancel
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2. On the Operations Manager Server step of the wizard, specify the following:
« The Operations Manager Server to connect to.

e The account to be used for connection. You can use either the InTrust Connector service
account (specified during its setup) or another account with sufficient rights. If you select
the Windows specific account option, then you can click Browse to look for the account
you need (otherwise, this button is inactive).

) Dell InTrust Connector for Operations Manager [x]]

Dporatons Manages Server
Specify the Opestations Mansges S erve Shwough which slert synchoonizstion vl un r

l‘ﬁp Dperations Manager Serves rame
W EEE

T connect, use:
=

% InToust Cornechor for Opesations Manages tervice scoount

T indows specic accourt
Panwword T
Confim Pasaword

<Back [ Weds | caee |

3. Next, specify the InTrust Connector operation mode:

) Deil InTrust Connector for Operations Manager [xT
Aleat Synchionization
Wiow can lomwand alerts and syrchionis abat siabes o InTeust o Opsrstions f
Manager. and optionaly synchionize aler states from Dperatiors Manages bo InTnast

7 Tuan ol symehroeization
1 M A ts
L X -

" Fomerd slerts from InTnet bo DpsMp

z‘\_i [T
- =

% Fowand sledts hiom InTrust b Opsbge. Syncheonce slest states back bo InTiust

N Alaris .ﬁ,{
= Manaaed Aleris =

ook [ Meas | caes |

o Select Forward alerts from InTrust to OpsMgr. Synchronize alert states back to InTrust to
receive the alert state back into InTrust.

« Select Forward alerts from InTrust to OpsMgr if you want to have InTrust alerts forwarded to
Operations Manager (alert states will not be synchronized back to InTrust).

« Select Turn off synchronization if you want to cancel alert forwarding to Operations Manager.
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On the next step, specify the synchronization options.

* Dell InTrust Connector for Operations Manager [x7]]

Synchionization Options
Spacily which slests vl b dprachionied tetesen |nT aust and Operations Manags, ’
ared b often Corrchor wall scan (o v slests: and alert siates
Alett Fitering

Specify slarts to be foewarded from InTrust bo DpsMge Fa
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Tt Corrmchon wall scan fof new slests and alat .
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Spacity Opadige Aleet R esclufion State 1D ieguned for
sepeezantng Acknowledged” stale of InTsust slerty

Click Filter to configure the criteria for selecting alerts to be forwarded to Operations Manager. The Filtering
Properties dialog box is displayed:

Filtering Properties -
? Fier e [:u bud Inkormation sl

D excaiption:
[n:lmwmm lerte]
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W Severty. @ ¥ Cica £, F M
D F Mo i) [ Informaticn

I State; F F I=

™ Comguter

|

™ Aleet code: |
I Serverromes |
I

InTrast Serves that generated the slart

[ o Carcel

Here you can select which alerts to synchronize. Consider using wildcards (asterisks or question marks) in
the filtering criteria, as well as Transact-SQL wildcard characters (described in the LIKE (Transact-SQL)
MSDN article).
InTrust Connector will forward any alert containing a custom field with the field name ForwardToMOM,
regardless of the filter settings.
After setting the filters, click OK to save them and return to the Synchronization Options.

a. Specify how often InTrust Connector will scan the InTrust Alert database for new alerts to be

forwarded to Operations Manager.
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b. Specify which Operations Manager State ID will be used to represent the Acknowledged state of
InTrust alerts. By default, this value is set to O (i.e., the Acknowledged alert will be represented as
New in Operations Manager Console). If you configured a custom value for it before starting the
wizard (as described in the Before You Begin: Preparing a Custom Alert State topic), select it
from the list.

On the next step, review your configuration settings:

| Dell InTrust Connector for Operations Manager =]
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Click Next to apply the configuration; wait until the service is restarted, and then finish the wizard.
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Working with Alerts

o Alert View Interface

o Alert Field Mapping
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Alert View Interface

To view the alerts forwarded from InTrust, use the Operations Manager console. After you select Monitoring |
Active Alerts, they will be displayed as shown below:
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+ i agarisen trcaptson sk rE—— -
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You can examine each alert in detail after opening by double-clicking it to open its properties.

Alert Properties—General
[ menbopenes

Geneeal | Produc Krowledge | Comparey Kncwledge | Histery | Alert Cortext | Custor Felds |

<]

InTrust Sesves Reported.an Emo

Key Detads;

Bt source: @ Dol Inrust Connector on Y1202

Alert Description:

EnTrust Server: Y1200 YDOM.spb. it ~
Logping Hest: Y1201 YDOM, spb.qsft

Creation Teene: Mon Ot 27 §3:44:28 2004

EnTrust Alert Descripbion: InTnak Server repested an error: (¥
Ervor bext: Repasitery Services duabled for repestony LoagPath™.

Alert Stakus:
Once you harvs idenitified the probler and baken comeetive sction, you can seist ‘Tlosed which vl rerrern the Alert from
the system once changes are comemithed.

Hew |
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Here you can find general information about the alert, including its severity, description, status, etc.

i | NOTE: When an alert is forwarded to Operations Manager, the Alert Source field value is set to Quest
InTrust Connector on <Connector_host_name>.

Alert Properties—Product Knowledge

C5 Alert Properties -
Ganaral | Product Knowkedge | Cormpatry Kinowiedos | History | At Contaet | Cuihon Fiekds

Summary
Mderts are pererated by inTrust Servers and forwarded to Operations Manager by Dell InTrest Connectar far
Microsaft System Center Ciperatians Menager,

External Knowledge Sources
To obAsin information on Dell InTrust Conmectos for Microsaft System Center Cperations Mansger, refer to
the User Gukde on that product.

For more information about knTrust alerts, refer to the Monitaring for Critical Evenis section of Dell InTruost -
User Guide document, and to Deil's Techoical Suocor Encwiedos Baee.

Copyright ich 2014 Dell Inc. ALL REGHTS RESERVED.

This tab contains a brief description of the product operation and references to detailed information on InTrust and
InTrust Connector for Operations Manager.
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Alert Properties—Company Knowledge

| General | Product knowledgs | Company Krawhedge | Histery | At Contet | Custom Fiekds |
oud ek Compuany Krowledgn by eting the knowkdon for the source of this sler.

Pip Compuey Keiw e wis iy adubia for this aler —~

This tab can be used to enter your company knowledge for the alert (if any). For that, click Edit Rule, and edit the
Knowledge field of the rule which is the source of the selected alert.

Alert Properties—History
[ meeopens

[Gnerel | Product Knowiedon | Company Fraviedon | Hstory | Alert Gorkeok | Custom Fekd |
lhtiﬂ_:rr
10/27/2014 718 PM - Miodified by YDOMii
et rcdfind by
107272014 S P - Bodified by YOOMG
Sy stabus
/2772014 54T PM - Wlodified by System
et Activated by the System.

Al History Comment
Wour can add a commend; that well be added to the alert hestory when the alert s saved,
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Use this tab to track the alert history (from the moment it was activated), including all modifications and their

initiators.

Alert Properties—Alert Context
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The alert context (structure) is displayed in XML format.
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Alert Properties—Custom Fields
T e ®

Generl [ Prochuct Knomisdge | Company Vnomteds | ristory | et Contesa | Custom P |

Custom Fiekls

Custor Fdd 1 lag_pnTERNAL DLDO |
Customn Field 2: [ |
Custom Fidd 3: [{res 7630 4641 60066815 FIFFTISADMG) |
Custom Field 4: 11200 YDOMLspb. gt |
Custon Fiedd 5: [Mion Ot 27 13:44:28 2014 |
Custom Field #1201 D05, et |
Custom Fidd 7: |satsatalisiy_y1n_siots |
Custom Field B: [ |
Custom Fiekd : [ |
Custom Fiekd 10: [{14845553- 23 0-4ERS-5 1 30-61ESL0ABE021} |

This tab contains a list of custom fields described in the Alert Field Mapping topic. This data is filled in automatically
by the product and should not be changed.
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Alert Field Mapping

The table below shows how InTrust alert fields are mapped to the Operations Manager alert fields displayed in the
Operations Manager console:

InTrust Alert Operations Details

Field Manager
Alert Field

Description Alert The Operations Manager alert description is derived from InTrust alert
Description

fields using the following rule:

InTrust Server: <InTrustServer>
Logging Host: <HostName>

Creation Time: <TimeGenerated>
InTrust Alert Description: <Description>

Name Name Alert display name, for example, “Successful Logons During Non-Business
Hours”.

AssignedTo Owner Not forwarded.

State AlertStatus  QOperations Manager offers the following predefined alert resolution states:

¢ New
State ID=0

o Acknowledged
State ID=249

e Closed
State ID = 255

The InTrust alert states are as follows:

¢ New
StateID=0

» Acknowledged
State ID =128

e Closed
State ID = 255

To represent this state in Operations Manager, you can follow the
instructions provided in the Configuring InTrust Connector for Operations
Manager topic. The settings you configure will take effect for all alerts
forwarded to Operations Manager.

Severity Alert Severity  Alert severity values are mapped, as follows:
InTrust— OpsMgr
Information— Information
Minor— Warning
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InTrust Alert
Field

Operations
Manager
Alert Field

Details

ForwardToMOM

AlertCode

Comment

idAlert

HostName

TimeGenerated

InTrustServer

Creation Time

Custom Field
1

Custom Field
2

Custom Field
3

Custom Field
4

Custom Field
5

Custom Field
6

Custom Field
7

Custom Field
8

Custom Field
9

Custom Field
10

Major— Critical
Critical— Critical
Custom— Warning

Filled in by Operations Manager.

If an InTrust Alert contains a custom field named 'ForwardToMOM', it is
forwarded to Operations Manager regardless of the filtering settings in the
InTrust Connector.

InTrust alert ID.

This field is mapped to Custom Field 4 in order to be filled in with the proper
data (since the 'Computer Name' Operations Manager alert field is reserved
for Operations Manager data only).

InTrust alert generation time in GMT format.

This field is mapped to Custom Field 5 in order to be filled in with the proper
data (since the 'Time Created' Operations Manager alert field is reserved
for Operations Manager data only).

This is the InTrust alert field's display name in the InTrust Monitoring
Console. Tn the Alert database this field is named “ServerName”.

InTrust Alert database providing the alerts.

Not used.

Used as a temporary storage for the initial alert state value received from
InTrust: if InTrust alert's initial state is not 'New', the state will be kept in this
field (the Resolution State in Operations Manager will first appear as 'New'
but will be changed to the value from this field when the synchronization
process completes).

InTrust Connector instance's GUID (used to identify alerts stored in the
Operations Manager database by this instance).
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Quest creates software solutions that make the benefits of new technology real in an increasingly complex IT
landscape. From database and systems management, to Active Directory and Office 365 management, and cyber
security resilience, Quest helps customers solve their next IT challenge now. Around the globe, more than 130,000
companies and 95% of the Fortune 500 count on Quest to deliver proactive management and monitoring for the
next enterprise initiative, find the next solution for complex Microsoft challenges and stay ahead of the next threat.
Quest Software. Where next meets now. For more information, visit www.quest.com.

Contacting Quest

For sales or other inquiries, visit www.quest.com/contact.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have ftrial
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

« Submitand manage a Service Request

+ View Knowledge Base articles

« Sign up for product notifications

» Download software and technical documentation
* View how-to-videos

+ Engage in community discussions

» Chat with support engineers online

» View services to assist you with your product
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