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Introduction

Starting with One Identity Safeguard for Privileged Sessions version 4 F2, certain parts and
features of SPS can be configured using a RESTful API (Representational State Transfer
Application Programming Interface). The REST server conforms to the Hypermedia as the
Engine of Application State (HATEOAS).

The SPS REST API uses JSON over HTTPS. The REST server has a single entry point and all
resources are available at paths (URLs) returned in the response for a request sent to the
entry point. The only path that is guaranteed not to change is /api/authentication. Every
other path should be reached by navigating the links returned.

The SPS REST API allows you to create, read, update and delete (CRUD) the configuration
resources of SPS.

In this tutorial, all examples are displayed with curl, but you can use any other HTTP
client. In the examples it is assumed that the REST server is listening on the default HTTP
port of SPS (443).

If you receive the "417 - Expectation Failed" error code when using curl, use curl with the -
-httpl.e or the -H "Expect:" option.

Message format

Response headers

The following headers are included in every response. Other headers are specific to
responses to specific requests.

o Allow: The SPS REST API allows you to create, read, update and delete (CRUD) the
configuration resources of SPS. The value of the header lists the available actions for
the resource or object.

o Content-Language: The language of the response. Currently only English (en) is
supported.

o Content-Type: All messages are JavaScript Object Notation (JSON) objects. The SPS
REST server sends all REST API responses in application/json format.

=N .
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Response body

The response body contains JSON objects. These objects always contain a meta field with
links to different parts of the REST service. In most cases, the following entries can be
found in the meta object. Error messages are returned in the error element.

Element Type Description Notes
meta Top level
element,
contains links
to different
parts of the
REST service
changes string Path to the This value is always
transaction /api/transaction/changes.
changelog For details, see Reviewing
the changelog of a trans-
action on page 39.
remaining_ integer Time left until SPS closes idle sessions
seconds the session after a period of inactivity.
times out in This value shows the
seconds number of seconds left until
the timeout.
href string (relative Path of the For example,
path) resource that /api/authentication
returned the
response.
When creating
a new object,
this is the URL
of the created
object.
parent string (relative
path)
next string (relative Path of the For example,
path) next sibling of /api/configuration
the current
resource
prev string (relative Path of the
path) previous
sibling of the
current
resource
first string (relative Path of the

(GNE IDENTITY
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Element Type Description Notes

path) first sibling of
the current
resource
last string (relative Path of the
path) last sibling of
the current
resource
transaction  string The endpoint  For details on how SPS
( of the trans- handles transactions, see
/api/transaction) action log How to configure SPS using
REST on page 14,
items list of JISON objects List of Each object in the list
endpoints contains a key and a meta
(objects) object for the endpoint. For

available from example:
the current
endpoint {
"meta": {
"href": "/api/ssh-
host-keys",
"parent": "/api"
s
"items": [
{
"key": "ssh-rsa-
10.10.100.1:22",
"meta": {
"href": "/api/ssh-
host-keys/ssh-rsa-
10.10.100.1:22"

}

s

{

"key": "ssh-rsa-
10.10.20.35:22",

"meta": {

"href": "/api/ssh-
host-keys/ssh-rsa-
10.10.20.35:22"

}
s
{
"key": "ssh-rsa-
=~ .
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Element Type Description Notes

10.40.0.28:22",

"meta": {

"href": "/api/ssh-
host-keys/ssh-rsa-
10.40.0.28:22"

}
¥
]

For example:

{
"meta": {
"href": "/api",
"next": "/api/configuration"
}

Error responses

All error responses are JSON objects with the following keys.

. meta: JSON object containing navigation links. For details, see Message format
on page 10.

. error: JSON object containing information about the error.

Element Type Description Notes

error Top level element,
contains links to different
parts of the REST service

type string The type of the error that For example, Unauthenticated,
occurred or NodeNotFound. For a
complete list, see Application
level error codes on page 41,

message  string A textual message that For example, Unable to locate
describes the error the requested path.

details JSON List of additional inform-  For example:
object  ation about the error (for

example, the path where "details": {
the error occurred) "path": "no/such/path"
¥
= .
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The following is a complete error response.

{
"error": {
"details": {
"path": "password"
¥
"message": "Syntax error: The given password is too short. Minimum
password length: 10",
"type": "SyntacticError"
}
}
"meta": {
"href": "/api/configuration/no/such/path",
"parent": "/api/configuration"
}

How to configure SPS using REST

The SPS REST server uses a transactional model for configuration management.

Certain endpoints require transaction for sending/receiving POST, PUT, GET and so on
requests. A transaction creates a "snapshot" of the configuration and will perform all
changes on that snapshot. For example, when using transaction in case of a GET request,
your requests will be performed on a consistent state of the configuration as opposed to a
configuration that might change in the meantime due to user interaction.

The following endpoints require transaction:

https://<IP-address-of-SPS>/api/configuration/
https://<IP-address-of-SPS>/api/cluster/
https://<IP-address-of-SPS>/api/user/password/

https://<IP-address-of-SPS>/api/upload/

Modifying the configuration has the following main steps. The steps are explained in detail
in later sections of the tutorial. You find a simple transaction with detailed requests and
responses in How to configure SPS using REST: a sample transaction on page 15.

1. Authenticate on the SPS REST server, and receive a session_id. For details, see
Authenticate to the SPS REST API on page 19.

=N .
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. Open a transaction. This transaction will collect the changes and modifications you
do, compared to the SPS configuration that is active at the time of opening the
transaction. It is similar to a shopping cart, where your modifications are the items in
the cart. For details, see Open a transaction on page 32.

Opening a transaction locks the configuration of SPS similarly to accessing SPS from
the web interface. At the open transaction stage this step is optional.

. Change and modify the configuration of SPS as you need. Note that to modify the
configuration, you must have the required privileges. For details, see "Managing user
rights and usergroups" in the Administration Guide. For details on navigating and
modifying the configuration of SPS, see Navigating the configuration of SPS on page
44 and Modifying the configuration of SPS on page 47

. Commit your transaction to submit your changes to SPS (this is similar to clicking
Checkout in a web shop). For details, see Commit a transaction on page 35.

If the Users & Access Control > Settings > Accounting settings > Require
commit log option is selected in the SPS web interface, you must include a commit
message (a message object) in the request. This message will be visible on the Users
& Access Control > Configuration History page of the SPS web interface. Note
that on the Users & Access Control > Configuration History page, changes
performed using the REST API are listed as changes to the REST server/REST
configuration page.

If you do not want to commit your changes, and would like to restart with the original
configuration of SPS, you can simply delete the transaction. This is similar to the
rollback transaction in SQL. If your session times out, your transaction is deleted
automatically. For details, see Delete a transaction on page 37.

Note that committing a transaction locks the configuration of SPS similarly to
accessing SPS from the web interface. For more information, see "Multiple users and
locking" in the Administration Guide.

SPS checks and validates the changes in your transaction. If other users have
changed the configuration of SPS since you opened the transaction, SPS tries to
merge your changes to the current configuration.

If your changes are valid, SPS applies them and you have successfully changed the
configuration of SPS. Otherwise, the REST server returns an error response.

How to configure SPS using REST: a
sample transaction

This procedure shows a sample transaction with detailed requests and responses. For
details on the transaction model, see How to configure SPS using REST on page 14.

=N .
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1. Authenticate on the SPS REST server, and receive a session_id.

curl --basic --user <username>:<password> --cookie-jar cookies --insecure
https://<SPS-IP-address>/api/authentication

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"href": "/api",
"next": "/api",
“"transaction": "/api/transaction”
}
}

--- END RESPONSE BODY ---

2. Open a transaction.

curl --data --cookie cookies --insecure -X POST https://<IP-address-of-
SPS>/api/transaction

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"href": "/api/transaction”,
"parent"”: "/api"
}
}

--- END RESPONSE BODY ---

3. Retrieve a resource. The following example shows the resource corresponding to the
Users & Access Control > Settings page of the SPS web interface.

curl --cookie cookies --insecure https://<IP-address-of-
SPS>/api/configuration/aaa/settings

Response status: 200
--- BEGIN RESPONSE BODY ---

{

"key": "settings",

"meta": {
"first": "/api/configuration/aaa/settings",
"href": "/api/configuration/aaa/settings",
"last": "/api/configuration/aaa/settings",
"next": null,
"parent"”: "/api/configuration/aaa",
"previous": null,

2 .
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"transaction": "/api/transaction"

¥
"settings": {
"backend": {
"cracklib_enabled": false,
"expiration_days": O,
"minimum_password_strength": "good",
"remember_previous_passwords": 10,
"selection": "local"
¥
"method": {
"selection": "passwd"
}J

"require_commitlog": false
}

}
--- END RESPONSE BODY ---

4. Change and modify the configuration of SPS as you need. The following example

configures SPS to check the password strength of the passwords for users of the SPS
web interface.

# Body of the PUT request. You can read it from a file, for example,
body. json
{
"backend": {
"cracklib_enabled": true,
"expiration_days": 9,

"minimum_password_strength": "good",
"remember_previous_passwords": 10,
"selection": "local"

¥

"method": {
"selection": "passwd"

¥

"require_commitlog": false

}

# Command to use

curl -H "Content-Type: application/json" -d @body.json --cookie cookies --
insecure -X PUT https://<IP-address-of-SPS>/api/configuration/aaa/settings

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"first": "/api/configuration/aaa/settings",
"href": "/api/configuration/aaa/settings",
@NE IDENTITY SPS 7.0.3.1LTS REST AP Reference Guide |
Quest

Introduction



"last": "/api/configuration/aaa/settings",
"next": null,

"parent"”: "/api/configuration/aaa",
"previous": null,
“"transaction": "/api/transaction”

}

}
--- END RESPONSE BODY ---

5. Commit your transaction to submit your changes to SPS.
curl -H "Content-Type: application/json" -d '{"status":
"commit","message"”: "My commit message"}' --cookie cookies --insecure -X

PUT https://<IP-address-of-SPS>/api/transaction

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"href": "/api/transaction”,
"parent": "/api"
}
}

--- END RESPONSE BODY ---

If the Users & Access Control > Settings > Accounting settings > Require
commit log option is selected in the SPS web interface, you must include a commit
message (a message object) in the request. This message will be visible on the Users
& Access Control > Configuration History page of the SPS web interface. Note
that on the Users & Access Control > Configuration History page, changes
performed using the REST API are listed as changes to the REST server/REST
configuration page.

6. If your changes are valid, SPS applies them and you have successfully changed the
configuration of SPS. Otherwise, the REST server returns an error response.

=N .
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Using the SPS REST API

The following sections give you a general overview of how the SPS REST API works.

Authenticate to the SPS REST API

Prerequisites:

The REST server must permit password authentication to the SPS web interface. If
only certificate-based authentication is permitted, see Authenticate to the SPS REST
API using X.509 certificate on page 23.

To check the permitted authentication method, query the
/api/authentication/login_methods endpoint.

For more information, see Listing SPS login methods.

You can access the REST server on the same IP address and port that you use to
access the SPS web interface. Note that management (administrator) access must be
enabled on the interface. For details on configuring management access, see
"Configuring user and administrator login addresses" in the Administration Guide.

For the user to have full access over the SPS REST API, they must have the REST
server privilege. The user privileges on the web UI and REST API are synchronized.
For example, if the user has the ICA Control / Connections privilege then they can
access this page on the web UI and also the /api/configuration/ica/connections
endpoint on the REST API.For details, see "Modifying group privileges" in the
Administration Guide.

Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)

Make sure that user credentials are encoded in UTF-8.

=N .
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The authentication procedure:

1.

4.

URL

To authenticate on the SPS REST server, send a GET request over HTTPS using the
basic HTTP authentication method, including your username and password to the
/api/authentication resource.

If the authentication is successful, the server returns the 200 status code, and a meta
object in the response body. Also, the HTTP headers of the response include an HTTP
cookie named session_id. This cookie is used to identify the client in every
subsequent HTTP request.

For every subsequent request, include the session_id header with the value of the
received session ID. For example:

session_id 087658d7e30cdc2552b015dd761b6f7ccb25bbd5

The authenticated session times out after 20 minutes of inactivity.

Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)

GET https://<IP-address-of-SPS>/api/authentication

Headers

Header name Description Required Values

Authorization  Contains the Required The string Basic followed by the
username and username:password encoded using the
password of the RFC2045-MIME. For example, Basic
user YWRtaW46YQ==

Sample request

Example: Authenticate to the SPS REST server using curl

The following command authenticates on SPS using the curl HTTP client. The --
insecure option used in the example is used to bypass verifying the certificate of
SPS. (Alternatively, you can use the --cacert option or the CURL_CA_BUNDLE
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environment variable to specify the Certificate Authority to verify the certificate of
SPS. For details, see the curl man page).

When using the REST API in production environments, make sure to download the
CA certificate of SPS from Basic Settings > Management > SSL certificate >
CA X.5009 certificate, and validate the certificate of SPS using this CA certificate, or
with the CA certificate you used to sign the Server X.509 certificate of SPS.

curl --basic --user <username>:<password> --cookie-jar cookies --insecure
https://<SPS-IP-address>/api/authentication

The cookie containing the session ID is also received (you can display it for example
with the tail -1 cookies command).

localhost FALSE / FALSE 1395325830 session_id
600dcoffeecoffeecoffeecoffeecoffeecoffee

The following command retrieves the configuration of SPS, using the session ID
received during the authentication.

curl --cookie cookies --insecure https://<IP-address-of-
SPS>/api/configuration

Response

The following is a sample response received if the authentication is successful.

For more information on the meta object, see Message format on page 10.

{
"meta":
"href": "/api",
"next": "/api",
"transaction": "/api/transaction"
}
}

Authenticate with SPS login methods

You can use different login methods (local, LDAP, RADIUS, or X.509) to authenticate to
SPS. To determine which login methods are available to you on SPS, use the Listing SPS
login methods on page 26 endpoint to list them.
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URL

https://<IP-address-of-SPS>/api/authentication?login_method=<name-of-the-login-
method>&type=<password|x509>

Query parameters related to the /authentication endpoint:
>type=<password|x509>

Where each value indicates the means of authentication to SPS:

« password - You have to send the username and password in a Basic
Authorization header.

« x509 - You have to identify yourself with a client certificate
?login_method=<name-of-the-login-method>

A unique identifier for the login method. For example, x509_with_ldap_groups_name.

Example: Authenticating with password

The following command authenticates the user to SPS with local login.

curl --user <username>:<password> https://<IP-address-of-
SPS>/api/authentication?login_method=example_login_method&type=password

Example: Authenticating with a x509 certificate
The following command authenticates the user to SPS with a x509 certificate.
curl --key <private-key.pem> --cert <x509-certificate.pem> https://<IP-

address-of-SPS>/api/authentication?login_method=example_login_
method&type=x509

Response

In all four examples, the following sample response is received if the authentication is
successful.
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{

"meta": {
"href": "/api/authentication”,
"next": "/api",
"remaining_seconds": 600,
"transaction": "/api/transaction"

. J/

The HTTP response code is 362 Moved Temporarily. An HTTP response with this status code
provides a redirect URL in the header field Location.

For more information on the meta object, see Message format on page 10.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes

200 OK Successful authentication

400 InvalidAuthenticationRequest ~ Unable to authenticate: no valid credentials
found.

401 AuthenticationFailure Authenticating the user with the given

credentials has failed.

405 MethodNotAllowed You tried using an unsupported HTTP method.
Use the GET method for authentication.

Authenticate to the SPS REST API using
X.509 certificate

Prerequisites:

o The REST server must permit certificate authentication to the SPS web interface. If
only password-based authentication is permitted, see Authenticate to the SPS REST
API on page 19.

To check the permitted authentication method, query the
/api/authentication/login_methods endpoint.

For more information, see Listing SPS login methods.

o You can access the REST server on the same IP address and port that you use to
access the SPS web interface. Note that management (administrator) access must be
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enabled on the interface. For details on configuring management access, see
"Configuring user and administrator login addresses" in the Administration Guide.

For the user to have full access over the SPS REST API, they must have the REST
server privilege. The user privileges on the web UI and REST API are synchronized.
For example, if the user has the ICA Control / Connections privilege then they can
access this page on the web UI and also the /api/configuration/ica/connections
endpoint on the REST API.For details, see "Modifying group privileges" in the
Administration Guide.

Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)

Make sure that user credentials are encoded in UTF-8.

The authentication procedure:

1.

4,

URL

To authenticate on the SPS REST server, send an HTTPS GET request, including your
certificate to the /api/authentication?type=x509 resource. The certificate must be
signed by the Trusted CA certificate that is configured on the Users & Access
Control > Settings > X.509 > AUTHENTICATION CA field of the SPS web
interface, or the /api/configuration/aaa/settings resource.

If the authentication is successful, the server responds with an HTTP 302 redirect to
the /api/ resource, and also , sets an HTTP cookie named session_id. This cookie is
used to identify the client in every subsequent HTTP request. The response body also
includes a meta object.

For every subsequent request, include the session_id header with the value of the
received session ID. For example:

session_id ©87658d7e30cdc2552b015dd761b6f7ccb25bbd5

The authenticated session times out after 20 minutes of inactivity.

Note that the system time of SPS and the client must be synchronized. The
authentication cookie is valid for twenty minutes, and both SPS and most REST
clients validate this. As a result, if the system time of SPS and the client is
significantly different from each other, the authentication seems to be successful, but
you will not be able to actually access SPS. (If the session_id is missing from the
cookies file, check the system clocks.)

GET https:<IP-address-of-SPS>/api/authentication
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Headers

Header name Description Required Values

Authorization  Contains the Required The string Basic followed by the
username and username:password encoded using the
password of the RFC2045-MIME. For example, Basic
user YWRtaW46YQ==

Sample request

Example: Authenticate to the SPS REST server using curl

The following command authenticates on SPS using the curl HTTP client. The --
insecure option used in the example is used to bypass verifying the certificate of
SPS. (Alternatively, you can use the --cacert option or the CURL_CA_BUNDLE
environment variable to specify the Certificate Authority to verify the certificate of
SPS. For details, see the curl man page).

When using the REST API in production environments, make sure to download the
CA certificate of SPS from Basic Settings > Management > SSL certificate >
CA X.509 certificate, and validate the certificate of SPS using this CA certificate, or
with the CA certificate you used to sign the Server X.509 certificate of SPS.

curl --basic --user <username>:<password> --cookie-jar cookies --insecure
https://<SPS-IP-address>/api/authentication

The cookie containing the session ID is also received (you can display it for example
with the tail -1 cookies command).

localhost FALSE / FALSE 1395325830 session_id
600dcoffeecoffeecoffeecoffeecoffeecoffee

The following command retrieves the configuration of SPS, using the session ID
received during the authentication.

curl --cookie cookies --insecure https://<IP-address-of-
SPS>/api/configuration

Response

The following is a sample response received if the authentication is successful.

For more information on the meta object, see Message format on page 10.
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"meta": {

"href": "/api",

"next": "/api",

"transaction": "/api/transaction”
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description

Notes

302 OK

400 InvalidAuthenticationRequest

401 AuthenticationFailure

405 MethodNotAllowed

Successful authentication. If the authen-
tication is successful, the server returns the
302 status code, and a meta object in the
response body. Also, the HTTP headers of the
response include an HTTP cookie named
session_id. This cookie is used to identify the
client in every subsequent HTTP request. The
Location header in the response is /api/.

Unable to authenticate: no valid credentials
found. SPS returns this message if password
fallback is enabled for the admin user, but the
admin tries to authenticate with a certificate on
the /api/authentication endpoint. To authen-
ticate with a certificate, use the
/api/authentication?type=x509 endpoint.

Authenticating the user with the given creden-
tials has failed.

You tried using an unsupported HTTP method.
Use the GET method for authentication.

Listing SPS login methods

List login methods (local, LDAP, RADIUS, or X.509) to determine which login methods are
available to you to authenticate to SPS. For more information on authentication, see
Authenticate to the SPS REST API on page 19.
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URL

GET https://<IP-address-of-SPS>/api/authentication/login_methods

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication

token of the
user

Sample request

response, for example,
alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command lists available login methods in SPS.

curl -X GET https://<IP-address-of-SPS>/api/authentication/login_methods

Response

The following is a sample response received if the request is successful.

For more information on the meta object, see Message format on page 10.

Ve

{

"login_methods": [

"name": "local",

"title": "Local login",
"authentication": "local",
"credential”: "password"

"name": "x509_name",
"title": "X509 login",
"authentication": "x509",
"credential™: "x509"
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"authentication": "x509",
"credential”: "x509"
Ts
{
"name": "radius_with_local_groups_name",
"title": "Radius login with local groups"”,
"authentication": "radius",
"credential”: "password"
s
{
"name": "radius_with_ldap_groups_name",
"title": "Radius login with ldap groups",
"authentication": "radius",
"credential™: "password"
Ts
1,
"meta": {
"href": "/api/authentication/login_methods",
"next": "/api/authentication™
}

(.

"name": "x509 _with_ldap_groups_name",

"title": "X509 login ldap groups",

Elements of the response message body include:

Element Type Description Notes
login_methods object A list of available SPS
array login methods.
login_methods.name string A unique identifier for
the login method.
login_methods.title string The title that appears In the case of X.509 login
above the login method, there is only one
method button on the button.
SPS web interface.
This can be custom-
ized.
login_ enum The login method
methods.authentication used for authen-
tication.
credential enum The type of credential Possible values are:

(GNE IDENTITY

Quest

used for authen-
tication.

e password

Send the username
and password in a
Basic Authorization

SPS 7.0.3.1 LTS REST API Reference Guide

Using the SPS REST API



Element

Type Description Notes

HTTP response codes

header.
e X509

Use a X.509
certificate for
authentication.

For more information and a list of standard HTTP response codes, see Application level

error codes on page 41.

Retrieve user information

You can check the endpoints and methods that a particular user is authorized to access.

Prerequisites:

o The user must be logged in.

URL

GET https:<IP-address-of-SPS>/api/user_info

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
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Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
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Sample request

The following command retrieves user information from SPS about the logged in user,
using the session ID received during the authentication.

curl --cookie cookies https://<IP-address-of-SPS>/api/user_info

This information is also available on the /api/user/info and /api/userinfo endpoints.

Response

The following is a sample response received if the request to retrieve user information is

successful.

For more information on the meta object, see Message format on page 10.

{
"user": {
"name": "admin",
¥
"endpoints": [
{
"methods": [
"DELETE",
"GET",
"POST",
"PUT"
1,
"url": "/api"
¥
{
}
]J
"meta":
"href": "/api/user_info",
}
}
Element Type Description
user Top-level element, contains the details of the user
whose access rights information has been retrieved.
name string  The username of the logged-in user whose information
has been retrieved.
endpoints Top-level element, contains the details of the
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Element Type Description

methods  string  The methods that user is authorized to use, and the
permitted HTTP method (for example, GET, POST) for
each endpoint. This information is also available on the
/api/endpoints endpoint.

url string  The resource that the user is authorized to access.

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
200 OK User information has been retrieved successfully.
401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

Checking the transaction status

Before changing anything in the configuration of SPS, you must POST a request to open a
transaction.

« For details about the transaction model of SPS see How to configure SPS using REST
on page 14.

« To check the configuration changes you made in the transaction, see Reviewing the
changelog of a transaction on page 39.

URL

GET https:<IP-address-of-SPS>/api/transaction/

=N .
@NE IDENTITY SPS 7.0.3.1 LTS REST API Reference Guide a1

by Quest Using the SPS REST API



Sample request

The following command retrieves the transaction status of SPS, using the session ID

received during the authentication.

curl --cookie cookies https://<IP-address-of-SPS>/api/transaction

Response

The following is a sample response received if opening the transaction is successful.

For more information on the meta object, see Message format on page 10.

{
"key": "transaction",
"meta": |
"href": "/api/transaction",
"parent": "/api"
¥
"transaction": {
"status": "closed"
}
}
Element Type Description
transaction Top level element, contains the details of the current

status string

transaction

The status of the current transaction. By default, or
after a successful commit it is closed. After success-
fully opening a transaction, it is open

Open a transaction

The REST API of SPS manages the changes of the configuration in transaction. You can
open a transaction with a POST request, but the first change of the configuration will open
the transaction automatically. For details about the transaction model of SPS see How to
configure SPS using REST on page 14.
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URL

POST https:<IP-address-of-SPS>/api/transaction

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
POST body

Note that you must:

. either send an empty body in the POST request,

« orinclude a Content-Length: o header.

Otherwise the SPS REST server returns a 411 - Length Required error.

Sample request

The following command opens a new transaction on SPS, using the session ID received
during the authentication.

curl -X POST --data "" --cookie cookies https://<IP-address-of-
SPS>/api/transaction
Response

The following is a sample response received if opening the transaction is successful.

For more information on the meta object, see Message format on page 10.
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"meta": {
"href": "/api/transaction",
"parent": "/api"

}

}

After opening a transaction successfully, the transaction status changes to open.

{
"body": A
"commit_message": "optional|required"
"status": "open"
}s
"key": "transaction",
"meta": |
"changes": "/api/transaction/changes",
"href": "/api/transaction",
"parent”: "/api"
}
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
200 OK Transaction opened successfully.
401 Unauthenticated The requested resource cannot be

retrieved because the client is not authen-
ticated and the resource requires author-
ization to access it. The details section
contains the path that was attempted to
be accessed, but could not be retrieved.

403 Unauthorized The requested resource cannot be
retrieved because the client is not author-
ized to access it. The details section
contains the path that was attempted to
be accessed, but could not be retrieved.

405 MethodNotAllowed You tried using an unsupported HTTP
method. Use the POST method to open a
transaction.

409 WebGuiOrRpcApiConfigIinProgress  The configuration of SPS is locked.
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Code Description Notes

Committing a new transaction is not
allowed while another user is modifying
configuration through interfaces other
than the REST API. For example, web
GUI, console, and so on.

411 UnsupportedMethod You must send a body (which can be
empty) in this POST request, otherwise
the SPS REST server returns a 411 -
Length Required error.

Commit a transaction

To submit your changes to SPS, you have to commit the transaction by using a PUT request
with a JSON object. For details about the transaction model of SPS, see How to configure
SPS using REST on page 14.

Note that committing a transaction locks the configuration of SPS similarly to accessing
SPS from the web interface. For more information, see "Multiple users and locking" in the
Administration Guide.

URL

PUT https:<IP-address-of-SPS>/api/transaction

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71do30e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
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PUT body

The PUT request must include the following JSON object in its body.

{

"status": "commit"

}

If the Users & Access Control > Settings > Accounting settings > Require commit
log option is selected in the SPS web interface, you must include a commit message (a
message object) in the request. This message will be visible on the Users & Access
Control > Configuration History page of the SPS web interface. Note that on the Users
& Access Control > Configuration History page, changes performed using the REST
API are listed as changes to the REST server/REST configuration page.

{

"status": "commit",
"message": "My commit message"

Sample request

The following command commits a transaction to SPS, using the session ID received during
the authentication.

curl -d '{"status": "commit","message": "My commit message"}' --cookie cookies -
X PUT https://<IP-address-of-SPS>/api/transaction

Response

The following is a sample response received if committing the transaction is successful.
For more information on the meta object, see Message format on page 10.

After a successful commit, the transaction status changes to closed. To make other
changes, you have to open a new transaction.

{

"meta": {
"href": "/api/transaction",
"parent": "/api"

s

"key": "transaction",

"transaction": {
"status": "closed"
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Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
200 OK Transaction committed successfully.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires
authorization to access it. The details section contains
the path that was attempted to be accessed, but could not
be retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

405 MethodNotAllowed  You tried using an unsupported HTTP method. Use the
PUT method to commit a transaction.

Delete a transaction

To delete your changes, you have to delete the transaction. This is similar to the
rollback transaction in SQL. For details about the transaction model of SPS, see How to
configure SPS using REST on page 14. Deleting the transaction also deletes the
configuration lock of SPS.

URL

DELETE https:<IP-address-of-SPS>/api/transaction

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
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Cookie Description Required Values
name

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command deletes a transaction, reverting the configuration to the state it
was in when the transaction was opened, or to the current configuration available on SPS
(if another user has modified it since you opened the transaction).

curl --cookie cookies -X DELETE https://<IP-address-of-SPS>/api/transaction

Response

The following is a sample response received if deleting the transaction is successful.

For more information on the meta object, see Message format on page 10.

{
"meta":
"href": "/api/transaction”,
"parent": "/api"
}
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
200 OK Transaction deleted successfully.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires
authorization to access it. The details section contains
the path that was attempted to be accessed, but could not
be retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.
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Code Description

Notes

405 MethodNotAllowed

You tried using an unsupported HTTP method. Use the
DELETE method to reset a transaction.

Reviewing the changelog of a

transaction

To review your changes, retrieve the changelog of the transaction. For details about the
transaction model of SPS, see How to configure SPS using REST on page 14.

URL

GET https:<IP-address-of-SPS>/api/transaction/changes

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user al1f71de30e657634730b9e887cb59a5e56162860.

Sample request

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command retrieves the changelog of the transaction.

curl --cookie cookies https://<IP-address-of-SPS>/api/transaction/changes

Response

The response contains the list of changes performed in the transaction, as list of JSON
objects. Every change has a type and a path, other elements depend on the type of the
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transaction. For example, when you delete an object, the changelog includes the deleted
object in the old_value field.

Element Type Description

new_order st The new order of a list after the change. This field is
available for reorder transactions.

new_value string or JSON The value of the object after the change. For example, the

object new value of a parameter.

old_order string or JISON The order of a list before the change. This field is available
object for reorder transactions.

old_value stringor JSON The value of the object before the change. For example, the
object value of a deleted object.

path string Path of the changed endpoint or object.

type string The type of the change. One of: create, delete, reorder,

replace

The following is a sample response received if the changelog is empty.

{
"meta":
"href": "/api/transaction/changes",
"parent": "/api/transaction",
"transaction": "/api/transaction"
¥
"changes": []

}

The following is a sample changelog received after deleting a Channel policy.

{
"meta": {
"href": "/api/transaction/changes"”,
"parent"”: "/api/transaction",
"transaction": "/api/transaction”
¥
"changes": [
{
"old value": {
"name": "deny",
"rules": []

}s
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"path": "/api/configuration/ssh/channel policies/94615110156697e€93121f3",
"type": "delete"
}
]
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
200 OK Transaction changelog has been retrieved successfully.
401 Unauthenticated The requested resource cannot be retrieved because the

client is not authenticated and the resource requires
authorization to access it. The details section contains
the path that was attempted to be accessed, but could
not be retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed,
but could not be retrieved.

405 MethodNotAllowed You tried using an unsupported HTTP method. Use the
GET method to retrieve the changelog a transaction.

Application level error codes

In addition to the standard HTTP status codes, in certain cases, the SPS REST server
provides additional information in the response about the error. The following table
contains a brief description of such errors. For more details, see the error object in the
response body.

Code Description Notes

400 InvalidRequestBody The request body sent by the user has an
invalid format. This may be an error with
the encoding or the body is not a properly
encoded JSON value.

400 ConfigTreeNotAvailable An error occurred while preparing the
configuration tree for the REST API.

=N .
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Code

Description

Notes

400

400

400

401

401

403

404

404

405

SyntacticError

InvalidPath

SemanticError

Unauthenticated

AuthenticationFailure

Unauthorized

NodeNotFound

NodeNotAvailable

MethodNotAllowed

(GNE IDENTITY
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A value to be set is not accepted syntactic-
ally. The details section contains
the path that was found to be invalid.

The path provided by the client contains a
syntax error. Path components are restric-
ted to contain only lowercase alpha-
numeric characters, the dash (-) and the
underscore (_) characters.

The details section contains the path that
was attempted to be accessed, but could
not be retrieved.

The configuration contains semantic
errors, inconsistencies or other problems
that would put the system into an unreli-
able state if the configuration had been
applied. The details section contains the
errors that were found in the config-
uration.

The requested resource cannot be
retrieved because the client is not authen-
ticated and the resource requires author-
ization to access it. The details section
contains the path that was attempted to
be accessed, but could not be retrieved.

Authenticating the user with the given
credentials has failed.

The requested resource cannot be
retrieved because the client is not author-
ized to access it. The details section
contains the path that was attempted to
be accessed, but could not be retrieved.

The requested endpoint does not exist in
the configuration. The details section
contains the path that you tried to access,
but could not be retrieved.

The requested endpoint exists in the
configuration, however, it is not available
directly. The details section contains the
path that you tried to access, but could
not be retrieved.

An attempt was made to change a config-
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Code

Description

Notes

409

409

409

409

409

417

MidAirCollisionSemanticError

WebGuiOrRpcApiConfigInProgress

MidAirCollision

NoTransaction

DoubleTransaction

Expectation Failed

(GNE IDENTITY
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uration subtree in an unsupported way.
The method <method> is not allowed for
this node.

This error occurs when the configuration
has been changed by another client
between starting and committing a trans-
action, and the changes in the transaction
would interfere semantically with the
changes of that other user. The recom-
mended strategy to resolve this erroris to
review the changes made in the failing
transaction, then roll it back, start a new
transaction, redo the changes, and finally,
commit the new transaction.

The configuration of SPS is locked.
Opening a new transaction is not allowed
while another user is modifying config-
uration through interfaces other than the
REST API. For example, web GUI, console,
and so on.

This error occurs when the configuration
has been changed by another client
between starting and committing a trans-
action, and the changes in the transaction
would overwrite or interfere with the
changes of that other user. The recom-
mended strategy to resolve this error is to
review the changes made in the failing
transaction, then roll it back, start a new
transaction, redo the changes, and finally,
commit the new transaction.

An attempt was made to change the
configuration when no transaction was
open.

This error is returned when the client
attempts to open a transaction while
another transaction of that client is
already started.

If you receive the "417 - Expectation
Failed" error code when using curl, use
curl with the --http1.e or the -H
"Expect:" option.
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Code Description Notes

500 CommitMessageMissing This error is returned when a commit
message is required for committing a
transaction, but it was not provided in the
commit request.

500 TransactionCommitError Unexpected internal errors during commit-
ting a transaction are interpreted as Trans-
actionCommitError.

500 AuthorizationError The request could not be authorized due
to an unexpected internal error.

Navigating the configuration of SPS

The main starting point of navigating the SPS configuration using REST is the https:<IP-
address-of-SPS>/api/configuration endpoint. If you query this endpoint, the response
contains a list of other endpoints that you can follow to list the various resources of SPS, or
to list the objects of a specific resource. For example, https:<IP-address-of-
SPS>/api/configuration/rdp lists resources related to controlling the Remote Desktop
(RDP) protocol, while https:<IP-address-of-SPS>/api/configuration/rdp/channel_
policies lists the available RDP Channel Policies.

Note that when you want to create an object that references another object (for example, a
Channel Policy that uses a Content Policy), then the referenced object (in this case, the
Content Policy) must already exist. For details, see Create a new object on page 49.

To modify or delete an object, you need the ID of the object. For details, see Change an
object on page 53 and Delete an object on page 47.

The following is a sample command to query the https:<IP-address-of-
SPS>/api/configuration endpoint, and a sample response.

curl --cookie cookies https:<IP-address-of-SPS>/api/configuration

Response status: 200
--- BEGIN RESPONSE BODY ---

{
"meta": {
"first": "/api/configuration",
"href": "/api/configuration",
"last": "/api/configuration",
"next": null,
"parent"”: null,
"previous": null,
"transaction": "/api/transaction”
¥
"items": [
2 .
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"key": "aaa",
"meta": {
"href": "/api/configuration/aaa"
}
}J
{
"key": "alerting",
"meta": {
"href": "/api/configuration/alerting"
}
}J
{
"key": "datetime",
"meta": {
"href": "/api/configuration/datetime”
}
¥
{
"key": "http",
"meta": {
"href": "/api/configuration/http"
}
¥
{
"key": "ica",
"meta": {
"href": "/api/configuration/ica"
}
}J
{
"key": "local_services",
"meta": {
"href": "/api/configuration/local_services"”
}
}J
{
"key": "management",
"meta": {
"href": "/api/configuration/management"
}
¥
{
"key": "network",
"meta": {
"href": "/api/configuration/network"
}
¥
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"key": "passwords",
"meta": {
"href": "/api/configuration/passwords”
}
}J
{
"key": "plugins",
"meta": {
"href": "/api/configuration/plugins”
}
}J
{
"key": "policies",
"meta": {
"href": "/api/configuration/policies”
}
¥
{
"key": "private_keys",
"meta": {
"href": "/api/configuration/private_keys"
}
¥
{
"key": "rdp",
"meta": {
"href": "/api/configuration/rdp"
}
}J
{
"key": "reporting",
"meta": {
"href": "/api/configuration/reporting"
}
}J
{
"key": "ssh",
"meta": {
"href": "/api/configuration/ssh"
}
¥
{
"key": "telnet",
"meta": {
"href": "/api/configuration/telnet”
}
¥
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{

"key": "troubleshooting",

"meta": {
"href": "/api/configuration/troubleshooting"
}
}J
{
"key": "trust_stores",
"meta": {
"href": "/api/configuration/trust_stores”
}
}J
{
"key": "vnc",
"meta": {
"href": "/api/configuration/vnc"
}
¥
{
"key": "x509",
"meta": {
"href": "/api/configuration/x509"
}
}
]
}

--- END RESPONSE BODY ---

Modifying the configuration of SPS

The following sections describe deleting, creating and changing objects.

Delete an object

To delete a configuration object (for example, a policy), use a DELETE request with the ID
of the object as the key.

« You cannot delete policies or objects that are used in other policies (for example, you
cannot delete a Time policy that is used in a Channel policy).

. To delete an element of a list (for example, a user from a local user database), use a
PUT request. The body the request should include the entire object, but remove the
element you want to delete from the related list of the object.

« You cannot delete built-in policies that are available on SPS by default.
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« You must commit your changes to take effect. For details, see Commit a transaction
on page 35.

URL

DELETE https:<IP-address-of-SPS>/api/configuration/<endpoint>/<object-id>

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command deletes an RDP Channel policy.

curl --cookie cookies -X DELETE -https:<IP-address-of-
SPS>/api/configuration/rdp/channel_policies/<object-id>

Response

The following is a sample response received.

{
"meta": {

"first": "/api/configuration/rdp/channel_policies/-20100",

"href": "/api/configuration/rdp/channel policies/<id-of-the-deleted-
object>",

"last": "/api/configuration/rdp/channel_policies/<id-of-the-deleted-
object>",

"next": null,
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"parent": "/api/configuration/rdp/channel _policies",
"previous": "/api/configuration/rdp/channel policies/655555",
"transaction": "/api/transaction”
}
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description Notes
200 OK The resource was successfully deleted.
401 Unauthenticated  The requested resource cannot be retrieved because the

client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

403 Unauthorized The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

409 Conflict No open Transaction is available. Open a transaction before
using this request. For details, see Open a transaction.

Create a new object

To create a new object (for example, a new policy), complete the following steps.

1. Authenticate and open a transaction.
2. Post the new object as a JSON object to the appropriate resource URL.

3. If successful, the REST server creates an ID for the new object, and returns it in the
key field of the response.

4. Commit the transaction.
Note the following points when you create a request:

« Note that you cannot simply use the JSON from the response of a similar object. If
the object contains references to other resources (for example, a Channel policy
references a Time policy), then the JSON object contains an embedded meta object.
To get a valid JSON that you can use, you have to replace this embedded object with
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the ID (key) of the referenced object. For example, the following is a reference to a
Time policy:

"time_policy": {
"key": "-100",
"meta": {
"href": "/api/configuration/policies/time_policies/-
100"

}
In a POST or PUT request, you have to change it to the following:
"time_policy": "-100",
Starting with version 6.1.0, when querying a list of objects, the API response includes

the body of the referenced objects as well, not only its reference key, but only if they
are immediate child nodes.

« You have to include empty fields in the object as well, for example:

"users": [

{ "certificates": [], "passwords": [ "<reference-to-
password>" ], "public_keys": [], "username": "myusername" }

]

« The API ignores any unrecognized or nonexistent keys that appear in the body of
POST and PUT requests. For example, if you mistype the name of an optional key, it
will be silently ignored.

. The body wrapper that is displayed in the response is not needed when you create or
modify an object, for example:

{
"name": "my-local-user-database",
"users": [
{ "certificates": [], "passwords": [ "<reference-to-
password>" ], "public keys": [], "username": "myusername" }
]
}

URL

POST https:<IP-address-of-SPS>/api/configuration/<path-to-the-parent-resource>

N .
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Table 1: Headers

Header Description Required Values

name

Content-  Specifies the Required application/json

Type type of the data
sent. SPS uses
the JSON
format

session_id Contains the Required The value of the session ID cookie received
authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.,

For details on authentication, see Authentic-
ate to the SPS REST API.

Sample request

The following command creates a new RDP Channel policy. The data content of the request
is read from the file body. json

curl -H "Content-Type: application/json" -d @body.json --cookie session_
id=1aca4793549c6f22aecd98bc1047d1bf32dd76ef -X POST https://<object-
id>/api/configuration/rdp/channel policies/

For a simple RDP Channel policy that uses the default settings and allows only the Drawing
channel, the JSON object is the following.

{
"name": "drawing-only",
"rules": [
{
"actions": {
"audit": true,
"content_policy": null,
"four_eyes": false,
"ids": false
s
"allowed for": {
"clients": [],
"gateway_groups": [],
"remote_groups": [],
"servers": [],
"time_policy": "-100"
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}s

"channel": "#drawing"

}
]
¥

Response

The following is a sample response received, showing the properties of Content

policy objects.

For more information on the meta object, see Message format on page 10.

{

"key": "f79bcc85-bb8b-4fa5-al4l-eb4cf2b6ef33”,

"meta": |

"href": "/api/configuration/rdp/channel policies/f79bcc85-bb8b-4fa5-al4l-

ebdcf2bbef33",

"parent": "/api/configuration/rdp/channel_policies"”,
"transaction": "/api/transaction™

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description

Notes

201 Created
400 Bad Request

401 Unauthenticated

403 Unauthorized

409 Conflict

(GNE IDENTITY
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The new resource was successfully created.

The request body format is invalid. The data is not a
properly formatted JSON object.

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

No open Transaction is available. Open a transaction before
using this request. For details, see Open a transaction on
page 32,
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Code Description Notes

417 Expectation Failed If you receive the "417 - Expectation Failed" error code
when using curl, use curl with the --http1.e or the -H
"Expect:" option.

Change an object

To modify or update an object, use a PUT request on the object you want to change. In the
body of the request, you have to upload the entire object, not only the parameter that you
want to change.

To delete an element of a list (for example, a user from a local user database), use a PUT
request. The body the request should include the entire object, but remove the element
you want to delete from the related list of the object.

Note the following points when you create a request:

« Note that you cannot simply use the JSON from the response of a similar object. If
the object contains references to other resources (for example, a Channel policy
references a Time policy), then the JSON object contains an embedded meta object.
To get a valid JSON that you can use, you have to replace this embedded object with
the ID (key) of the referenced object. For example, the following is a reference to a
Time policy:

"time_policy": {
"key": "-100",
"meta": {
"href": "/api/configuration/policies/time_policies/-
100"

}

In a POST or PUT request, you have to change it to the following:
"time_policy": "-100",

Starting with version 6.1.0, when querying a list of objects, the API response includes
the body of the referenced objects as well, not only its reference key, but only if they
are immediate child nodes.

« You have to include empty fields in the object as well, for example:

"users": [
{ "certificates": [], "passwords": [ "<reference-to-
password>" ], "public_keys": [], "username": "myusername" }
]
= :
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. The API ignores any unrecognized or nonexistent keys that appear in the body of
POST and PUT requests. For example, if you mistype the name of an optional key, it
will be silently ignored.

. The body wrapper that is displayed in the response is nhot needed when you create or
modify an object, for example:

{
"name": "my-local-user-database",
"users": [
{ "certificates": [], "passwords": [ "<reference-to-
password>" ], "public_keys": [], "username": "myusername" }
]
}

URL

PUT https:<IP-address-of-SPS>/api/configuration/<path-to-the-parent-
resource>/<id-of-the-object-to-modify>

Table 2: Headers

Header Description Required Values

name

Content-  Specifies the Required application/json

Type type of the data
sent. SPS uses
the JSON
format

session_id Contains the Required The value of the session ID cookie received
authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.,

For details on authentication, see Authentic-
ate to the SPS REST API.

Sample request

The following command updates an RDP Channel policy. The data content of the request is
read from the file body. json.

curl -H "Content-Type: application/json" -d @body.json --cookie session_
id=07640a0bf14cdd361d8f5ae2bOb482a786c7a604 -X PUT
https://10.40.255.17/api/configuration/rdp/channel_policies/<id-of-the-object-
to-modify>
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For a simple RDP Channel policy that uses the default settings and allows only the Drawing
channel, the JSON object is the following.

{
"name": "drawing-only",
"rules": [
{
"actions": {
"audit": true,
"content_policy": null,
"four_eyes": false,
"ids": false
}J
"allowed_for": {
"clients": T[],
"gateway groups": [],
"remote_groups": [],
"servers": [],
"time_policy": "-100"
})

"channel"”: "#drawing"

Response

The following is a sample response received.

For more information on the meta object, see Message format on page 10.

{
"meta":
"first": "/api/configuration/rdp/channel policies/-20100",
"href": "/api/configuration/rdp/channel policies/<id-of-the-modified-
object>",
"last": "/api/configuration/rdp/channel policies/<id-of-the-modified-
object>",
"next": null,
"parent": "/api/configuration/rdp/channel_policies",
"previous": "/api/configuration/rdp/channel policies/655555",
"transaction": "/api/transaction"
}
}

Status and error codes

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.
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Code

Description

Notes

201
400

401

403

409

417

Created

Bad Request

Unauthenticated

Unauthorized

Conflict

Expectation Failed

(GNE IDENTITY
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The new resource was successfully created..

The request body format is invalid. The data is not a
properly formatted JSON object.

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be
retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

No open Transaction is available. Open a transaction before
using this request. For details, see Open a transaction on
page 32,

If you receive the "417 - Expectation Failed" error code
when using curl, use curl with the --http1.e or the -H
"Expect:" option.

SPS 7.0.3.1 LTS REST API Reference Guide 56

Using the SPS REST API



Basic settings

Retrieve basic firmware and host

information

The /api/info endpoint contains generic information about the SPS host. Note that part of
this information is available without authentication.

URL

GET https://<IP-address-of-SPS>/api/info

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.

Sample request

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

The following command displays the information about SPS that is available without

authentication.

(GNE IDENTITY
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curl https://10.40.255.171/api/info

The following command displays the information about SPS that is available for
authenticated users.

curl --cookie cookies https://<IP-address-of-SPS>/api/info

Response

The following is a sample response received by an anonymous user.

For more information on the meta object, see Message format on page 10.

{
"body": {

"domainname": "example",

"hostname": "scbwriter",

"nickname": null,

"plugin_sdk_version": {
"feature": "1.4",
"full": "1.4.4"

¥

"support_link": "mailto:scb-administrator@example.com"
"about_info",
"meta": A

"href": "/api/info",
"parent": "/api"

}

The following is a sample response received by an authenticated user.

{
"body": {
"analytics_enabled": false,
"build date": "2018-06-15T20:18:40+00:00",
"config hash": "2abde4c81d9b544bf53faedf4b9657fc",
"domainname": "example",
"firmware_version": "5.7.0",
"hostname": "scbwriter",
"nickname": null,
"plugin_sdk_version": {
"feature": "1.4",
"full": "1.4.4"
}J
"roles": [
"central-management”,
"search-master"
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Is

"support_link": "mailto:scb-administrator@example.com",
"version": "5 F7"

}J

"key": "about_info",

"meta": {
"href": "/api/info",
"remaining_seconds": 9889
"parent": "/api"

}

Element Description

analytics_enabled
build_date
config_hash

domainname

hostname

nickname

plugin_sdk_version

support_link

firmware_version

(GNE IDENTITY
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Indicates whether or not the One Identity Safeguard for
Privileged Analytics module has been enabled.

Build date of the SPS firmware. This element is included
in the response only for authenticated users.

Contains the hash of the XML database running on the
given SPS host.

Name of the domain used on the network. You can
configure this parameter on the
/api/configuration/network/naming endpoint. For
details, see Naming options on page 99.

Name of the machine running SPS. You can configure this
parameter on the /api/configuration/network/naming
endpoint. For details, see Naming options on page 99,

The nickname of the SPS host. Use it to distinguish the
devices. Itis displayed in the core and boot login shells.
You can configure this parameter on the
/api/configuration/network/naming endpoint. For
details, see Naming options on page 99,

The version number of the Plugin SDK.

« The value of feature represents the feature release
version.

« The value of full represents the minor release
version.

The e-mail address of the SPS administrator, as set in the
admin_address parameter of the
/api/configuration/management/email endpoint. For
details, see Mail settings on page 157,

The version number of the firmware running on SPS, for
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Element Description
example, 4.3.2a. This element is included in the response
only for authenticated users.

version The name of the major release running on SPS, for

Status and error codes

example, 4 F3. This element is included in the response
only for authenticated users.

The following table lists the typical status and error codes for this request. For a complete
list of error codes, see Application level error codes on page 41.

Code Description

Notes

401 Unauthenticated

403 Unauthorized

The requested resource cannot be retrieved because the
client is not authenticated and the resource requires author-
ization to access it. The details section contains the path
that was attempted to be accessed, but could not be

retrieved.

The requested resource cannot be retrieved because the
client is not authorized to access it. The details section
contains the path that was attempted to be accessed, but
could not be retrieved.

Listing integrated products with SPS

List basic information about products that are integrated with One Identity Safeguard for

Privileged Sessions (SPS).

URL

GET https://<IP-address-of-SPS>/api/integrated_products

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication

token of the
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Cookie Description Required Values
name

user alf71do30e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page

19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Operations

Operations with the /integrated_products endpoint include:

Operation HTTP URL
method

Notes

Retrieving information GET /api/integrated_
about products integrated products
with SPS

When SPS is joined to
One Identity Starling,
but One Identity Starling
is not available, you will
receive the following
warning message:

Information about
the integrated
Starling products
cannot be retrieved.
Check the following:
- The Starling cloud
service is
available.

- Your SPS appliance
is connected to the
Internet.

When your credentials to
access One Identity
Starling are invalid, you
will receive the following
warning message:

The credentials used

=N .
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Operation HTTP URL Notes
method

for accessing
Starling are
invalid. This may
happen because SPS
was un-joined from
Starling and
restored to a
previous joined
state. Re-join the
SPS to get valid
credentials.

Sample request

The following command lists products that are integrated with SPS.

curl --cookie cookies https://<IP-address-of-SPS>/api/integrated_products

Response

The following is a sample response received when SPS is joined with One Identity Starling,
but not with any other products integrated with the One Identity Starling platform.

For more information on the meta object, see Message format on page 10.

{

"items": [

{
"name": "Defender",
"link": null,
"activated": false

bs

{
"name": "Connect",
"link": null,
"activated": false

}J

{
"name": "Governance",
"link": null,
"activated": false

}s

{
"name": "RemoteAccess",
"link": null,
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"activated": false

The following is a sample response received when SPS is joined with SPP.

{
"items": [
{
"name": "Safeguard for Privileged Passwords",
"activated": true,
"link": "https://10.10.10.10"
}
]
}

The following is a sample response received when SPS is joined with One Identity Starling,
and it is integrated with certain One Identity Starling products.

{

"items": [

{
"name": "Defender",
"link": "https://2fa.cloud.oneidentity.com",
"activated": true

s

{
"name": "Connect",
"link": "https://connect.cloud.oneidentity.com",
"activated": true

}J

{
"name": "Governance",
"link": null,
"activated": false

}

Elements of the response message body include:

Element Type Description Notes
items object A list of One Identity When there are no
array Starling products products integrated with
= .
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Element Type Description Notes

that are integrated SPS, the items field
SPS. returns empty:

{

"items": []

items.name string The name of the
integrated One
Identity Starling

product.

items.link format The URL of the integ- If the productis not

(uri) rated One Identity integrated, the value of
Starling product. the link parameter will be
null.

items.activated boolean Indicates whether Possible values:
the product is integ- ¢ th duct |
rated with SPS or » [rue-the procuct 1S
not. integrated with SPS

« false - the product
is not integrated
with SPS

HTTP response codes

For more information and a complete list of standard HTTP response codes, see Application
level error codes on page 41.

Firmware management

A list of endpoints managing SPS firmware images.

URL

GET https://<IP-address-of-SPS>/api/firmware

=N .
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Cookies

Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user a1f71de30e657634730b9e887cb59a5e56162860.

For more information on authentication, see
Authenticate to the SPS REST API on page
19.

NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).

Sample request

The following command lists management configuration endpoints.

curl --cookie cookies https://<IP-address-of-SPS>/api/firmware

Response

The following is a sample response received when firmware-related configuration endpoints
are listed.

For more information on the meta object, see Message format on page 10.

{
"items": [
{
"key": "fetch",
"meta": {
"href": "/api/firmware/fetch"
}
¥
{
"key": "slots",
"meta": {
"href": "/api/firmware/slots"
}
}J
{
"key": "test",
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"meta": {

"href": "/api/firmware/test"
}
}J
{
"key": "upgrade",
"meta": {
"href": "/api/firmware/upgrade"
}
}
1
"meta": {
"href": "/api/firmware",
"parent": "/api",
"fetch": "/api/firmware/fetch",
"slots": "/api/firmware/slots",
"test": "/api/firmware/test",
"upgrade": "/api/firmware/upgrade”
}
}

Endpoints Description

fetch Install firmware files by providing a URL.

slots Retrieve information about SPS firmware images maintained on the device
in locations called slots.

test Trigger an upgrade test without an actual upgrade.

upgrade Upgrade SPS to new firmware.

upload Upload new firmware to SPS.

HTTP response codes

For more information and a complete list of standard HTTP response codes, see Application
level error codes on page 41.

Retrieving information about SPS firmware
image slots

Retrieve information about SPS firmware images maintained on the device in locations
called slots.
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../../../../../Content/Guides/scb-rest-api-guide/rest-api-firmware-fetch.htm
../../../../../Content/Guides/scb-rest-api-guide/rest-api-firmware-slots.htm
../../../../../Content/Guides/scb-rest-api-guide/rest-api-firmware-test.htm
../../../../../Content/Guides/scb-rest-api-guide/rest-api-firmware-upgrade.htm
../../../../../Content/Guides/scb-rest-api-guide/rest-api-firmware-upload.htm

URL

GET https://<IP-address-of-SPS>/api/firmware/slots

Cookies
Cookie Description Required Values
name
session_  Contains the Required The value of the session ID cookie received
id authentication from the REST server in the authentication
token of the response, for example,
user alf71d030e657634730b9e887cb59a5e56162860.
For more information on authentication, see
Authenticate to the SPS REST API on page
19.
NOTE: This session ID refers to the connec-
tion between the REST client and the SPS
REST API. It is not related to the sessions
that SPS records (and which also have a
session ID, but in a different format).
Operations

Operations with the /firmware/slots endpoint include:

Operation HTTP URL Notes

method
Retrieving GET /api/firmware/slots
information
from firmware
image slots
Retrieving GET /api/firmware/slots/<slot_id> Example:
|nforn1anon-- /api/firmware/slots/1
from a specific
firmware
image slot
Deleting a DELETE /api/firmware/slots/<slot_id> NOTE: Deleting the
firmware current firmware, or
image slot the one after the

Sample request

reboot, is not allowed.

The following command lists all available firmware image slots.
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curl --cookie cookies https://<IP-address-of-SPS>/api/firmware/slots

Response

The following is a sample response received if the request was successful.

For more information on the meta object, see Message format on page 10.

{
"items": [
{
"body": {
"after_reboot": false,
"current": true,
"upgrade_news": null,

"upgrade_notes": "some notes",
"version": "6.5.0"
})
"key": "1",
"meta": {
"href": "/api/firmware/slots/1"
}
¥
{
"body": {
"after_reboot": true,
"current": false,
"upgrade_news": null,
"upgrade_notes": "some notes",
"version": "6.6.0"
¥
"key": "2",
"meta": {
"href": "/api/firmware/slots/2"
}
})
{
"body": {},
"key": "3",
"meta": {
"href": "/api/firmware/slots/3"
}
}J
{
"body": {

"after_reboot": false,
"current": false,
"upgrade_news": null,
"upgrade_notes": "some notes",
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"version": "6.7.0"
¥
"key": "4",
"meta": {
"href": "/api/firmware/slots/4"
}
¥
{
"body": {},
"key": "5",
"meta": {
"href": "/api/firmware/slots/5"
}
}
1,
"meta": {
"current_slot": "/api/firmware/slots/1",
"href": "/api/firmware/slots",
"number_of empty slots": 2,
"parent": "/api/firmware",
"slot_after_reboot": "/api/firmware/slots/2"

The following is a sample response received when a specific firmware image slot is listed.

{

"body": {
"after_reboot": false,
"current": true,
"upgrade_news": null,
"upgrade_notes": "some notes",
"version": "6.5.0"

}J

"key": "1",

"meta": {
"href": "/api/firmware/slots/1",
"parent": "/api/firmware/slots"

Elements of the response message body include:

Element Type Description Notes
after_reboot boolean This flag shows that the Possible values:
= .
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Element Type Description Notes
firmware is selected to o true - the
be the active firmware firmware is the
after upgrade. active firmware
after upgrade

o false - the
firmware is not
the active
firmware after
upgrade

current boolean Indicates whether the Possible values:
firmware is active.

« true - the current
firmware is the
latest version

o false - the
current firmware
is not the latest
version

upgrade_news string Displays SPS Upgrade  If there is no such
Notes that is relevant information available,
to the current the value will be null.
firmware.

upgrade_notes string The content of the SPS
Upgrade Notes.

version number The version number of

HTTP response codes

that specific SPS
firmware image.

For more information and a complete list of standard HTTP response codes, see Application

level error codes on page 41.

Testing new SPS firmware before upgrade

Use the /firmware/test endpoint as a precheck tool to trigger an upgrade test without an
actual upgrade. The test reveals whether the current state of SPS is compatible with the
new firmwa