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Foglight and SAML 2.0 Integration
in ADFS

Starting with release 5.9.3, Foglight® Management Server supports Active Directory Federation Services
(ADFS) 2.0 and PingFederate 8.x (and later) using the Security Assertion Markup Language (SAML) 2.0
protocol. Follow the below steps in sequence to completely integrate SAML SSO with the Foglight

Management Server on the ADFS sever.

i NOTE: ADFS requires https protocol, so Foglight's http SAML login cannot be used on ADFS.
Foglight https SAML login could be using either IP address or the host name. For detailed
configurations about IP or host name logon, see Before you begin, step 8 & 9 in the Step 1: Adding
Relying Party Trust in ADFS section, and step 3 in the Step 3: Configuring Endpoints section.

e Before you begin

e Step 1: Adding Relying Party Trust in ADFS

e Step 2: Editing Claim Rules

e Step 3: Configuring Endpoints

e Step 4: Configuring Signature and Hash Algorithm
e Step b: Exporting the Certificate

e Step 6: Configuring the Trust Relationship

e Step 7: Setting up SAML in Foglight



Before you begin

NOTE:

e If you are about to use SAML IP login, make sure to run the following command:
“-Dguest.saml.hostname=<foglight-server-ip>" to start up your Foglight
Management Server.

e When logging into your Foglight Management Server, make sure to keep using the same
approach as what you configured during the SAML integrations. For example, if you set up
the HTTPS SAML login using the IP address, you must log in to your Management Sever
with https://<foglight-server-ip>:<foglight-server-port>.

You need to enable SAML 2.0 SSO Configuration in your Foglight Management Server prior to setting up the
SAML integration. Follow the steps below to enable SAML 2.0 SSO Configuration:

1 Log into the Foglight Management Server as the Administrator.

2 Under Dashboards, click Administration > Users & Security, and then click SAML 2.0 Integration
Settings. The SAML 2.0 SSO Configuration dashboard appears.

3 Click Enable.

F SAML 2.0 SSO Configuration

There are no bookmarks
Config SAML 2.0 S50 IDP informaticn.

= Homes -
Administration
il SAML 2.0 S50 is disabled.

Service Operations Conscle

Dashboards SAML 2.0 550 is now disabled. To enable SAM 0, please dick the above "Enable” button.
~ Dashboa T
Administratio

P Identity Provider Entity I0:

Cartridges

Credentials -

Deta Login URL:

Integration

Management Server

Rest APT Logout URL:

Rules & Notifications

Schedules

Setup Attribute Key:

Support

Tocling

Idntity Provider %508 Signing Certificate: (Bass64 encoding PEM format, & "~---BEGIN CERTIFICATE----...")

Alarms
Dependency Mapping
Infrastructure

Step 1: Adding Relying Party Trust in
ADFS

To add Relying Party Trust:
1 Open the ADFS Management Console.

2 Navigate to Trust Relationships > Relying Party Trusts. Right click Relying Party Trusts, and then
select Add Relying Party Trust-- from the context menu.



W AD FS 2.0

Wil Fle  Action View Window Help
e= 2= H

= ] Service
| Endpaints Disnlau Mame i
7| Certficates .

| Claim Descriptions
B [ Trust Relationships

| Claims Provider Trusts
| Attribute Stores el PR TS
Wiewy »

Mew Windaw From Here
Refresh

Help

Click Start on the Add Relying Party Trust Wizard.

Select Data Source: Select Enter data about the relying party manually and click Next.

%1 Add Relying Party Trust Wizard
Select Data Source

Sices Selest an option that this wizard willuse to obiain data abolt s reyig party
® Welcome )
€ Impont data sbout the reing paty publshed online or on a locsl network
@ Select Data Source )
Use this option to import the necessary data and certificates from a relying party arganization that
® Specily Display Name publshes s federation metadata oniine o1 on 3 local netwotk.

@ Choose Frofile Fedetation metadata address (host name or URLY

@ Configue Cerficate
® Configue UAL Example: fs cantoso.com or hifps: /ey, cenloso.com/app

@ Configue Identfiers " Impatt data about the relying party fiom a file

@ Choose Issuance Us this option ta import the necessary data and certficates from a relying party organization that has
Authorization Rules exparted s federation metadata to a fle. Ensure that this i is fram a usted saurce.  This wizard wil

& Reacfo ek Tt ot validate the source of the fik.

@ Finieh Federalion metadata fle location:

Erovise.

[ Enter daia about the teiing party manuall

Use this option to manually input the necessary data about this relying party organization.

¢Previous [[ New> | Concel | Hep |

Specify Display Name: Specify a display name and click Next.

Choose Profile: Select AD FS 2.0 and click Next.

%2 add Relying Party Trust Wizard
Choose Profile

Steps This wizard uses configuration profiles to aid in crealing the relying party tist. Choose the appropriate
@ ‘Weicome configuralion profile ot thie rebing party st

® Select Data Source

@ Speciy Display Name This profile supports elying parties that e interoperabie with new AD FS 2.0 features, such as
secuily taken encyption and the SAML 2.0 protacel,

@ Choose Profile

@ Corfigure Certicale € ADFS1.0and 1.1 profle

@ Configure UAL This profile suppots relying parties that are interoperable: with AD F5 1.0 and 1.1

@ Configure denifiers

@ Choose Issuance
Authorization Rules

@ Ready to Add Trust
@ Finish

<Provious [[ Mews | Cancel Help

Configure Certificate: Click Next.

Configure URL: Select Enable support for the SAML 2.0 WebSSO protocol, and then input
Foglight's SAML 2.0 metadata URL in https, which is:

NOTE: ADFS requires https protocol, so Foglight’'s http SAML login cannot be used on ADFS.



IP logon: https://<foglight-server-ip>:<foglight-ssl-port>/console/saml2/metadata.xml. Click
Next.
Host name logon: https://<foglight-server-host-name>:<foglight-ssl-

port>/console/saml2/metadata.xml. Click Next.

dd Relying Party Trust Wizard

Configure URL

Steps AD FS 2.0 supports the WS Trust, WS Federation and SAML 2.0 webSS0 protocols for relying parties. If
@ Welcome WE-Federation, SAML, of bath are used by the reling pary, select the cheek bowes for them and specify
the LIRLs to use. Support for e WS-Trust piotacal s always enabled for a relying party
® Select Dala Source
I~ Enable suppart for the W3-Federation Passive protacal

® Specily Display Name:
The WS Fadsration Passive protonol LIRL supprts Wet-biomser-based claims providsts using the
® Choose Profile WS-Federation Passive protocol
@ Configure Certficate Relying party w5-Federation Passive protocol UAL:
& Configure UIAL [
@ Configure |dentifiers Example: hitps:/fs.contoso.com/adfs/ls/
@ Choose lssusnce
Authorization Fules I I¥ Enable support for the SAML 2.0WebSSO protocol
@ Ready toAdd Trust The SEML 21 single-sigreon (S50 service THL supports Web-browser-based claims providers using
® Finish the SAML 2.0 Web§$0 protocel,

Reling paity SAML 20550 service LIRL:

| [Pt/ FaegqBas2 prod uest corprB443/cansole/saml2/metadata
wample. Hips. /7w, contoso, com adis s

<Previous | [ Net> Cancel Help

Configure ldentifiers: Input Foglight's SAML 2.0 metadata https URL used in step 8 in the Relying
party trust identifier field, click Add, and then click Next.

% Add Relying Party Trust Wizard

Configure Identifiers

Steps Relying parties may be identified by one or mare unique idenlifier stings. Specily the identifiers for this

@ ‘Welcome relying party trust

@ Select Data Source Rleling party rust ideniifer

@ Speciy Display Name meﬂ Corp BAE3/carsole/samiZ etadsta | pad |
@ Choose Profile Example: hitps: //1s. contose. com/ adls /services st

© Configure Cenficate Flebing parly rust identifers:

@ Configure URL Remove

@ Configure |dertifiers

@ Choose lssuance

Authorization Rules
@ Ready loAdd Trust
@ Firish

<piovios [ 1eo | Cancdl | Hew |

Choose Issuance Authorization Rules: Select Permit all users to access this relying party and click
Next.

"W Add Relying Party Trust rd [<]

Choose Issuance Authorization Rules

Steps "
& Wik o st
ndes

® Select Do Sousce
- 4 @ Pemit ol usess o aceess this iehing party

E ™ a The
° 16kig pary service o pplcaton may ¢l dey th s occess
2 © Deny alusers acosss o i rebing psty
s Youmust

° S ot 5dd e
@ Choose Issuance

Bushozaton Audes
@ Readyto Add Trust trust and chcking Edit Claim Rules in the Actions pane.

@ Frish

<Previous | [_New> Cacel | Hep




11 Ready to Add Trust: Click Next.

12 Finish. Make sure to select Open the Edit Claim Rules dialog for this relying party trust when the
wizard closes, and then click Close.

%) Add Relying Party Trust Wizard

Finish

Steps
@ Welcome

@ Select Data Source nspin.

: = J
@ Choose Profie

@ Configue Cediicate

@ Configwe URL

@ Conligue Identiess

@ Choose lssuance.
Authorzalion Rules
@ Ready toAdd Trust
@ Fnish

Step 2: Editing Claim Rules

To edit Claim Rules:

1 On the prompted Edit Claim Rules dialog box, click Add Rule---

%z Edit Claim Rules for jason test [T
Issuance Transfom Fules | Issuance Autherizatian Fules | Delegation Autharization ues |

The fallowing transform rules specify the claims that wil be: sent 1o the relying party.

Oirder | Rule Name [ Issued Claims: |

EIE]

P | o e |

[ I T T

2 Choose Rule Type: Select Send LDAP Attributes as Claims and click Next.

% Add Transform Claim Rule Wizard

Select Rule Template

Steps.
@ Choose Rue Type provides detads about each clam e template.
@ Configure Clam Rule. Claim rule

Send LDAP Attibutes as Clsins |

T
Cla "} DAP atibute
For example,
clains. This
G

[ ] oo | _w |




3 Configure Claim Rule: Specify a rule name, and select Active Directory as the Attribute store. Add
LDAP attributes mapping as below, and then click Finish.

%1 Add Transform Claim Rule Wizard [x]

Configure Rule

Steps olact e
@ Chooss Rue Typ - DAP atibites. :
B irsied fom the e
‘@ Configue Claim Rule
Clsim e e

[Emstto tesm

Rule temglate: Send LDAP Atrbutes 3 Claims

‘Btbute store:
[Active Directory =]

Mapping of LDAP alirbutes to cutgaing clsim

LDAP Anibue Duigaing Claim Type
E Maldddiesses = |[E M Acess
54M Accourt Mame =l[Name
1| Cormmon 1
" - B

<Previnus | [_Finsh Cocel | Hep |

4 Click Add Rule:-- button again to add another rule on the Edit Claim Rules wizard.

Issumee]’ruulumﬂde:'lww.‘ thorizati nm' Delegation Authorizati Hljegl

The following transform rules specify the claims that will be sent to the relping party.

Email to Lean E-Mail Address Name,Co.

I AddRue,. || EdtRue.. | Remove Rue.. |

ok | cace | apb | Hep |

5 Choose Rule Type: Select Transform an Incoming Claim and click Next.

Select Rule Template

Sher Select the termplate for the claim s that you wart ta creats hom the following list The description
& Chooss Ruls Type provides defais about each claim e template.
@ Corfigure Claim Fule Claim rule template

Claim rule template desciipfion

Using the Transform an Incaming Claim rule template you can select an incorming claim, change its
claim type and optianally change ts claim value. For example. you can use this rul template o create
a e that will send a role claim with the seme claim value of an inceming group claim. ou can aka
use this e to send a group claim with a claim value of "Purchasers' when there is an incaming group
claim with a value of "Adrins". Muliple clzins with the same claim tpe may be emited from ths .
Sources of incoming claims vary based on the 1es heing edited. For mor injormation on the sources
of incoming claims. cick Help.

Tel me more shoul this rule template,

P [ Nets | Caneel | Hep |

6 Configure Claim Rule: Specify a rule name and configure it as below, and then click Finish.



Wi Add Transform Claim Rule Wizard [X]

Configure Rule

Steps T " ey,
@ Choose Rule Type also ahue. Speciy m

the ing ck the claim

@ Configure Claim Rule
Claim ule name
[Transtorm Command Name to NamelD
Rule template: Transform an Incoming Claim

iy o e [[Cormontiane | =
Incoming name ID format [onpecte |
Outgaing claim type: fiame 1D =
Ougongnane D fomet:  [Gspechied =
@ Pass thiough al clam vakues
 Repl: ck diff
.

agong [ ——

(oo o sulfx

<Previous [[Fsh | Cowel | Hep |

7 Click Apply to apply the configuration then click OK to close the Edit Claim Rules wizard.

":E Edit Claim Rules for jason test [_ O[]
Issuance Transform Rules I lgsuance Authorization Rules I Delegation Autharization Rules I

The following transtorm rules specily the claims that will be sent to the elying party.

Oider | Fiule Name | |ssued Claims |
1 Ernail to Lear E-Mail Address Mame Co

Tranzform Command Mame ta MamelD Name D

e =

Add Rule... Edit Rule... | Remove Rule.. |

I QK I Cancel | | Apply |I Help

Step 3: Configuring Endpoints

To configure endpoints:

1 Right click the Relying party Trusts item that you added above, and then click Properties.

% a0 FS 2.0
Wil Fie Action View Window Help
9| 1w =

= Service
_| Endpoints
Certificates
| Cleim Descriptions
Trust Relationships
| Claime Provider Trusts
_ Relying Party Trusts
| Attribute Stores

2 Select Endpoints on the Properties wizard, and then click Add.



jasan test Properties

(<]
| Monitoing | Idenifiers Encyption | Signatue |
Accepted Claims | Organization | Endpoints | Notes | Advanced

Specify the endpoints to use for SAML and 'WS-FederationPassive
protocols.

URL [[Index Binding Default | |
SAML Assertion Consumer Endpoints
hitps:#/qcgnfo52 prod quest... 0 FOST No
4] | |

I Add. I Remave | Edit.. | Set Default |

ok I Cancel I Apoly | Help |

You need add two Endpoints, including SAML Assertion Consumer endpoint and SAML Logout
endpoint.

a Forthe URL field of SAML Assertion Consumer endpoint, the value is:

o IP logon: https://<foglight-server-ip>:<foglight-ssl-

port>/console/saml2/saml_assertion_consumer

Host name logon: https://<foglight-server-host-name>:<foglight-ssl-
port>/console/saml2/saml_assertion_consumer

Configure the other fields as below, and then click OK when you finish.

jason test Properties
tonitaring | Identifiers | Encrypt|u|n | Signature |
= = Eorboe T o

Add an Endpoint

|ISAMLAssertinnEnr\sumer I |
Binding:

|IFUST i =l
:

LIRL:

Ihtlps:/ﬂ‘chquSZ prod quest :olp:8443ﬂ‘consuIeﬂ‘samIZ/‘saml_assell\on_c-|

Example: https: //sts.contoso. comdadfsdls

Response UAL:

Example; hitps://sts. contoso. comlogout

oKk | cancel | Hen |

S = T

b Both the URL and Response URL fields of SAML Logout endpoint are:

o IP logon: https://<foglight-server-ip>:<foglight-ssl-port>/console/saml|2/slo

o Host name logon: https://<foglight-server-host-name>:<foglight-ssl-

port>/console/saml2/slo

Configure the other fields as below, and then click OK when you finish.



jason test Properties

Moritaring | |dentifiers | Encryplloln | Signature |
pr= = i N N

Add an Endpoint [ |

Endpoint type;

|| SAML Logout I

Binding
|[Fedirect |

Index: |0 3:
LURL:

Ilhttps://chqﬁqSZ prod.quest.corp: 8443/ consales/sami2/slo I

Example: https://sts.contoso.com/adfs/ls

Ihttps //gc0g6052.prod. quest corp:3443/console/sam|2/sld |

Example: hitps://sts. contoso. com/logot

ok I Cancel | Help |

oK | Caneel | Apply I

Help |

C

Select the default SAML Assertion Consumer Endpoint which index is 0, and then click
Remove to delete it.

jason test Properties

Moritoring | Identifirs | Encuyplion | Signatwe |
Accepted Claims | Organization Endpaints | Motes | Advanced
Specify the endpoints to use for SAML and WS FederationPassive
protocals.

URL [ Index [ Binding | Default
SAML Assertion Consumer Endpoints
hittps: /eoqbaB2 prod.quest... 2 POST o
SAML Logout Endpoints
https://qo0qbg52. prod.quest.... nda Rediect Mo
< |

i
Add.. || Hemuvei Bt | SetDefaut |

ok | cancel | gk |

Hep |

Step 4: Configuring Signature and
Hash Algorithm

To configure Signature and Hash algorithm:
1 Select Signature on the Properties wizard, and then click Add.



jason test Properties [x]
Accepted Claims | Organization | Endpaints | Motes Advanced I
Montoing | Idenfifiers | Encryption
Specify the signature verification certificates for requests from this relying
party.
Subject | |ssuer | Eftective Date | Expiratic
|
0k | Cancel | gk | Hep |

2 Add a Foglight server’s signature file. You can get a default one from <foglight-server-

directory>/config/sam_certificate.pem or you can generate your own signature file.

jason test Properties

Accepted Claims | Organization | Endpaints | MNotes | Advanced |
Maonitoring | Identifiers | Encryption Signature

Spexify the signature verification cenificates for requests from this relying
paity.

Subject [ tzsuer [ Effective Date | Expiatic
[EE=support@q... E=support@que.. 6/5/2018 3823, 51221

sod. | wview | Remove |

ok | Cacel | s | Hee |

3 After adding the signature file, select Advanced and choose SHA-1 option for the Secure hash
algorithm field, and then click Apply.

jason test Properties ﬁ

Montoing | Idenfifers | Encypion | Signatwe |

Aecepted Claims | Organization | Endpoints | Motes
Speciy the secure hash algorthm to use for this relying party ust.

Secure hash algorithm: A

ak I Cancel | Apply | Help |

4 Click OK to finish the Properties configuration.



Step 5: Exporting the Certificate

To export the certificate:

1 Navigate to Service > Certificates on the ADFS Management Console, right click the Token-signing
item, and then click View Certificate---

®1AD FS 2.0

&7 Fle  Action Wew Window Help
]l

= [ Service

Subject Issuer Effective D+

Service communications

__Endpaints.
™ Claim Descriptions

; P CN=zhuvmfog-2639.subl.ssoexample. com CNezhuvmlog-2639.subl...  5/2/2018
B[] Trust Relationships
| Claims Provider Trusts T oken-deciypting
| Relying Party Trusts
7| attribute Stores CN=ADFS Enciyption - zhuvmfog-2633 subl.ssoexample. com CN=ADFS Enciyption - zh. 5/2/2018

e o

Wiew Certificate. ..

S 25 Primary,

Help

2 Select Details on the pop-up Certificate wizard and click Copy to File::- to export the certificate
which will be used in the following Foglight SAML setup.

Certificate

General Certification Path |

Shaw:

Field [ Value =
[E]version v3

|i= | serial mumber FB6ff922 809500 8d4b 81 ...

| |signature slgorithm shazSERSA

|| signature hash algarithm shazss

Issuer ADFS Signing - zhuvm-fog-263...

| walid From wednesday, May 02, 2018 b
DVaIid to Thursday, May 02, 2019 4:20:

|- subject ADFS Sigring - zhoem-fog-263... v

Edit Properties, . | I Copy toFile... I

Learn more about certificate details

3 Select Base-64 encoded X.509 (.CER) format as the export file type.



Certificate Export Wizard [ <]

Export File Format
Certificates can be exported in a varisty of file Formats,

Select the Format you want to use:

" DER encoded hinary ¥.509 {.CER)

* Base-64 encoded ¥.509 (,CER)
Cryptographic Message Synkax Standard - PKCS #7 Certificates (\P7E)
I~ Include &l certificates in the certification path if possible

| Personal Information Exchange - PRCS #12 [\PFs)
I~ Include all cartificates in the certification path iF possible
™| Delete the private key if the export is successful
™| Export all extended praperties

| Plicrosoft Serilized Cerbficate Stors (,55T)

Learn more about certificate file formats

< Back. I Next = I Cancel

Step 6: Configuring the Trust
Relationship

To configure the trust relationship:
1 On the ADFS server machine, run PowerShell as administrator.
2 Run the following command to load the ADFS PowerShell module.
Add-PSSnapin Microsoft.Adfs.PowerShell

3 Run the following two commands to set up the trust relationship. You need to change the <relying-
party-trust-display-name> to the Display Name of the Relying Party Trust that you have added in
Step 1: Adding Relying Party Trust in ADFS.

m  Set-ADFSRelyingPartyTrust - TargetName <relying-party-trust-display-name> -

SigningCertificateRevocationCheck None

m  Set-ADFSRelyingPartyTrust - TargetName <relying-party-trust-display-name> -

EncryptionCertificateRevocationCheck None

Step 7: Setting up SAML in Foglight

To set up SAML in the Foglight Management Server:
1 Log into the Foglight Management Server as an administrator.

2 Under Dashboards, click Administration > Setup > SAML 2.0 SSO. The SAML 2.0 550

Configuration dashboard appears.

3 Click Edit Settings and configure the SAML settings as below.



a /dentity Provider Entity ID: The value should be
https://<ADFS_SERVER>/federationmetadata/2007-06/federationmetadata.

b Login URL:The value should be https://<ADFS_SERVER>/adfs/Is/.
¢ Logout URL: The value should be https://<ADFS_SERVER>/adfs/ls/.

d Attribute Key. It depends on the identity key selected to identity the user. For example it can
be http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name.

e [dentity Provider x.509 Signing Certificate: copy the content of the certificate file which you
have exported in Step 5: Exporting the Certificate.

SAML 2.0 SSO Configuration

Config SAML 2.0 550 IDP information.

SAML 2.0 SSO is enabled.
SAML 2.0 550 is now enabled. IDP information can be edited as below.

Identity Provider Entity 1D:

|ttps://zhavm-fog-2639.5ub1. I d data/2007-06/federationmetadata.xml ]
Login URL:

|httpszfzhuvm-Fog-2639.sub1.ssoexample.com/adfsls/ |
Logout URL:

|hﬂps:ffﬂwum—fog72639.subl le.comyadfs/lsf |
Adbribute Key:

|ttp: fschemas.xmlsoap.org/ws/2005/05fidentity/daims/name ]
Identity Provider x.509 Signing Certificate: (Base64 encoding PEM format, ex "~----BEGIN CERTIFICATE—--...")

—-BEGIN CERTIFICATE——-

MIDADCCAE QeG/510CVCHLOVQGVHUOP) iGIWOBAQSFADAB

MTowOAYDYQQDEZFBREZTIFNpZ25pbmeglLSB6aHV2bS1mb2ctMjYz0S52dWExLnNz
b2v4YW 1wbGUUY29tMBAXDTESMDUWMAGMjATM10XDTESMDUWMIA4MAIM1 owPDES
MDgGAIUEAMxQURGUYBTaWduaWsnICOgemh1dmtZmInLTI2Mzkuc3ViM55zc291
eGFtcGXILmNvbTCCASIWDQYIKoZIhveNAQEBBQADggEPADCCAQoCGIEBAIS/qOrU
byuyHXOCIQPCIzBuSFofhSGIbX9GGMyaYwoWSx+VQu2MenliisZ SjhINvADhFBU
Yyj41ZYKIBOUdKXE9GU/ D-4+xpbY ONeeD0lerzFkvazgEfculljMcmkGHUG 7 Tijx+C
AyW6BS5agozrZ2RPhzRkbitoeMd0DKu4oHMLWTICwytrb0INSIQsURIWPxCpAUCUB
CAYTUHBbHE0ZFCHY7qQ2CIEITwAGapFtEsBEx 22 heVkhdtFrcUYvejn/ MZYME
LpxXVgoShtSppaudmil+bVAABNGEGP2KnizbdZ9VRsrInPMaxAEn cohVaY QUiMZ
48e60AKu/FqVBOCCAWEAATANBgkghkiGIWIBAQSFAADCAQEAL TYFHseWITSMPITz
H7uFjF7h]IEKG4/279mgOeb0uzpcqHP4b TyqBO-+XpIC+QzZo/EP)/EJa+1VUjAk
3+0sFazt77B3jkQ 1 NAOQI3vAHId9I5huGZiVp T ooMfwBFE0uRYLOPXs3ulU
yhorDS34qinAlBxBYRI7BIHT lidilp9zTh/xdablQ+3nv2VZ4r b2 +1sQuZDETHT

9q0bL MFMgasYHrOsYSHMHEYoBksBPynKTalj+k4hpZToPlawFhzr NS +ghjPLy
kg+CABYFwhnTPmbvifHoOs38ZAWB2KAVlom IHKVFIStgX YIS FNMyvapVil+
Qniflv==

——--END CERTIFICATE-—-

| Edit Settings | | Apply Configuration

4 Click Apply Configuration to save the configuration.

Then configurations of integrating SAML 2.0 SSO with the Foglight Management Server in ADFS are
completed.

Foglight® 6.3.0 — Integration with SAML 2.0 in
ADFS Foglight and SAML 2.0 Integration in ADFS



About us

We are more than just a name

We are on a quest to make your information technology work harder for you. That is why we build
community-driven software solutions that help you spend less time on IT administration and more time on
business innovation. We help you modernize your data center, get you to the cloud quicker and provide the
expertise, security and accessibility you need to grow your data-driven business. Combined with Quest’ s
invitation to the global community to be a part of its innovation, and our firm commitment to ensuring
customer satisfaction, we continue to deliver solutions that have a real impact on our customers today and
leave a legacy we are proud of. We are challenging the status quo by transforming into a new software
company. And as your partner, we work tirelessly to make sure your information technology is designed for
you and by you. This is our mission, and we are in this together. Welcome to a new Quest. You are invited to

Join the Innovation™.

Our brand, our vision. Together.

Our logo reflects our story: innovation, community and support. An important part of this story begins with
the letter Q. It is a perfect circle, representing our commitment to technological precision and strength. The
space in the Q itself symbolizes our need to add the missing piece — you — to the community, to the new
Quest.

Contacting Quest

For sales or other inquiries, visit www.quest.com/contact.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who

have trial versions. You can access the Quest Support Portal at https://support.quest.com.


www.quest.com/contact
https://support.quest.com/

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24

hours a day, 365 days a year. The Support Portal enables you to:
e Submit and manage a Service Request
e View Knowledge Base articles
e Sign up for product notifications
e Download software and technical documentation
e View how-to-videos
e Engage in community discussions
e Chat with support engineers online

e View services to assist you with your product.





