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Overview

Overview of interaction between
Foglight components

Foglight® consists of the Foglight Management Server (FMS), a database repository, and a set of cartridges.
Foglight relies on a browser-based user interface and is controlled via role assignments in the Foglight security
model. The Foglight Web application runs in an Apache Tomcat® server. Users interact with the FMS Web
application via an HTTP or HTTPS connection.

Figure 1. Foglight Components Overview
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Foglight Management Server default
port assignments

The Foglight installation process allows you to configure port assignments. The default ports are displayed during
installation.

Table 1. FMS default port assignments

Port Name Port Number Outgoing/Incoming
Embedded DB TCP 15432 Outgoing
HTTP TCP 8080 Incoming
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Table 1. FMS default port assignments

Port Name Port Number Outgoing/Incoming

HTTPS TCP 8443 Incoming

High Availability UDP 45566 Incoming/Outgoing

TCP 7800

Federation RMI TCP 1099 Incoming/Outgoing

Federation RMI Service TCP 4444 Incoming/Outgoing
NOTE: If your Federation Master Server is
installed behind the firewall, you must configure
this port on the Federation Child Server to set up
the connection with the server.

QP5 TCP 8448 Incoming/Outgoing

High Availability (HA) refers to running a secondary instance of Foglight as a failover backup server (redundant
mode). Foglight listens to the multicast port (45566) only when configured for HA mode.

Foglight default ports

Table 2. Ports used when Foglight is installed with an external database

Port Name Port Number Outgoing/Incoming
External PostgreSQL® 5432 Outgoing
Microsoft® SQL Server® 1433 Outgoing
Oracle® 1521 Outgoing
MySQL™ 3306 Outgoing

Table 3. Agent adapter ports used when configuring the Foglight Administration Console

Port Name Port Number Outgoing/Incoming
Agent Manager 8080 Incoming
Agent Manager over SSL 8443 Incoming
Java EE Technology Agent 41705 Incoming
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Network topologies

This chapter includes the network topology for the following cartridges:
* Foglight for Active Directory/Foglight for Exchange
* Foglight Hybrid Cloud Manager for AWS
* Foglight Hybrid Cloud Manager for Azure
¢ Foglight Hybrid Cloud Manager for Google Cloud
¢ Foglight for Hyper-V
e Foglight for Infrastructure
* Foglight for Container Management
* Foglight for NetVault
* Foglight for Office 365
¢ Foglight for VMware
* Quest Protect Dashboard
e Foglight for Citrix XenDesktop and XenApp
* Foglight for Storage Management
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Foglight for Active Directory/Foglight
for Exchange

Monitored Foglight Agent Manager Foglight Management Foglight Database
AD/ADFS/Exchange Server Repository
Servers

Data Collection

Data Collection Data Submission
*« |DAP:389 * HTTP 8080
* SSLenabled for LDAP: 636 *  HTTPS 8443

* DCOM:7, 135,139
*  WIinRM HTTP 5985
*  WinRM HTTPS 5986

Foglight Hybrid Cloud Manager for
AWS

Monitored Foglight Agent Manager Foglight Management Foglight Database
EC2 Linux Instances Server Repository

HTTPS

Data Collection

Data Collection Data Submission
* HTTPS 443 * HTTP 8080
*  HTTPS 8443

Foglight Evolve Network Topology Guide
Network topologies



Foglight Hybrid Cloud Manager for
Azure

(Y P — Foglight Management Foglight Database
Azure VMs Server Repository

HTTP/HTTP
ata Submiss

Data Collection Data Submission
= HTTPS 443 = HTTP 8080
* HTTPS 8443

Foglight Hybrid Cloud Manager for
Google Cloud

Monitored Foglight Agent Manager Foglight Management Foglight Database
Google Cloud VMs Server Repository

HTTPS HTTP/HTTP

Data Collection ata Submiss

Data Collection Data Submission
* HTTPS 443 = HTTP 8080
« HTTPS 8443

Foglight Evolve Network Topology Guide 9
Network topologies



Foglight for Hyper-V

Monitored Hyper-V Foglight Agent Manager Foglight Management Foglight Database
environments Server

Repository

HTTP/HTTPS HTTP/HTTF
Data Collection ata Submiss

Data Collection Data Submission
+  WinRM HTTP 5985 * HTTP 8080
+  WinRM HTTPS 5986 *  HTTPS 8443

Foglight for Infrastructure

T mmmmmmm—mmmmmm—m - Foglight for Infrastructure ---------- -~

Monitored Foglight Agent Manager Foglight Management Foglight Database
hosts Server Repository

Data Collec’cionI

Data Collection Data Submission
+  Linux/Solaris/HP-UX/AIX: SSH 22 * HTTP 8080
+  Windows: WMI, WinRM HTTP 5985, WinRM HTTPS 5986 *  HTTPS 8443
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Foglight for Container Management

P ik Foglight for Container Management -----

Monitored : )
Local/Cloud Foglight Agent Manager Foglight Management Foglight Database

Kubernetes Server Repository

HTTP/HTTP
ata Submiss

~

Data Collection Data Submission
*  Azure AKS: https://XXX.hcp.<region>.azmk8s.i0:443 = HTTP 8080

+  Amazon EKS: https://XXX.XXX.<region>.eks.amazonaws.com * HTTPS 8443
+ Others: <Kubernetes API Server Endpoint>

Foglight for NetVault

Monitored Foglight Agent Manager Foglight Management Foglight Database

NetVault Backup Server Repository
Servers

HTTP/HTTPS HTTP/HTTP

Data Collection: ata Submiss

Data Collection Data Submission
* HTTP 8080 * HTTP 8080
= HTTPS 8443 *  HTTPS 8443
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Foglight for Office 365

Monitored Foglight Agent Manager Foglight Management Foglight Database

Azure AD & Office Server Repository
365

Data Collection:
via web service]

HTTP/HTTP
ata Submiss

Data Collection
via API

Data Collection — Ensure port 443 is open. Data Submission
* Communication API: https://msdn.microsoft.com/en-us/office-365/office-365-service- = HTTP 8080
communications-api-reference = HTTPS 8443

*  Collecting Report data through Reporting web service:
https://msdn.microsoft.com/en-us/library/office/jj984325.aspx

Foglight for VMware

Monitored VMware Foglight Agent Manager Foglight Management Foglight Database
vCenters Server Repository

HTTP/HTTPS HTTP/HTTP

Data Collection ata Submiss

Data Collection Data Submission
= HTTP 80 - tovCenter Web Service End Point * HTTP 8080
* HTTPS 443 - tovCenter Web Service End Point *  HTTPS 8443
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Quest Protect Dashboard

Monitored RR and Foglight Agent Manager Foglight Management Foglight Database
Repository

Veeam Server Server
HTTPS

Data Collection

HTTP/HTTP
ata Submiss

HTTP
Data Collection

Data Collection Data Submission
* Rapid Recovery Core Server: HTTPS 8006 = HTTP 8080
* Veeam Enterprise Server: HTTP 9399 *  HTTPS 8443

Foglight for Citrix XenDesktop and
XenApp

Monitored Objects Foglight Agent Manager Foglight Management Foglight Database
Server Repository

Data Collection

&5

ontroller/StoreFront] XenDesktop Agent

HTTP/HTTP

ata Submiss
Configure

NetScaler Send Usage Da:te NetScaler Agent

Virtual Desktops MultiHost Agent

Data Collection Data Submission
= StoreFront/Desktop Data Collection: WinRM 5895, 5986 (HTTPS) = HTTP 8080
= Controller Data Collection: WinRM 5895, 5986 (HTTPS), Odata 80, Odata URL: = HTTPS 8443

http://{controller}/Citrix/Monitor/Odata
= NetScaler Agent: Send Data 9995(UDP); Configure 80, 443(HTTPS)
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Foglight for Storage Management

P ittt b Foglight for Storage Management -~----

Data Collection HTTP/HTTPS e
| Data Submission Management
LE 1 1 ] " P>
. >
‘ e

w2 [

Data Collection: See the following table for details. Data Submission
HTTP 8080
HTTPS 8443

Table 1. Data Collection protocol and port for Foglight for Storage Management

Model Protocol Port

Brocade SMI-S default 5988 (HTTP)
default 5989 (HTTPS)

Cisco SSH 22

Dell Compellent API default 3033

Dell Equallogic SNMP 161

EMC CLARIiON CLI DCOM 135, 139 (DCOM)

SSH 22 (SSH)

EMC VNX/ CLARIiiON/VMAX SMI-S default 5988 (HTTP)

SMI-S default 5989 (HTTPS)

EMC Isilon OneFS CLI default 22

HDS AMS/USP/VSP SMI-S default 5988 (HTTP)

DCOM (TM) default 5989 (HTTPS)

135, 139 (DCOM)

HP EVA SMI-S default 5988 (HTTP)
default 5989 (HTTPS)

HP 3PAR SMI-S default 5988 (HTTP)
default 5989 (HTTPS)

NetAPP Filer ONTAP API 443

EMC VPLEX REST API 443 (HTTPS)

Generic SMI-S SMI-S default 5988 (HTTP)

default 5989 (HTTPS)

Foglight Evolve Network Topology Guide

Network topologies

14



About us

Quest creates software solutions that make the benefits of new technology real in an increasingly complex IT
landscape. From database and systems management, to Active Directory and Office 365 management, and cyber
security resilience, Quest helps customers solve their next IT challenge now. Around the globe, more than 130,000
companies and 95% of the Fortune 500 count on Quest to deliver proactive management and monitoring for the
next enterprise initiative, find the next solution for complex Microsoft challenges and stay ahead of the next threat.
Quest Software. Where next meets now. For more information, visit https://www.quest.com/.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have trial
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

* Submit and manage a Service Request.

* View Knowledge Base articles.

* Sign up for product notifications.

* Download software and technical documentation.
* View how-to-videos.

* Engage in community discussions.

e Chat with support engineers online.

* View services to assist you with your product.
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