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Configure Foglight with Azure AD

NOTE: To use SAML SSO with Azure Active Directory (AAD), a Premium edition of AAD is required.

Go to: https://azure.microsoft.com/en-us/pricing/details/active-directory/ for more details.

AAD requires HTTPs protocol, therefore Foglight's HTTP SAML login cannot be used on AAD.
Foglight HTTPs SAML login supports either the IP address or the host name. For detailed
configurations about IP or host name login, see Before you begin and Step 2: Configuring SAML SSO

on AAD.

Before you begin

NOTE:

e |f you are about to use SAML IP login, make sure to run the following command:

“-Dquest.saml.hostname=<foglight-server-ip>" to start up your Foglight
Management Server.

e When logging into your Foglight Management Server, make sure to keep using the same
approach as what you configured during the SAML integrations. For example, if you set up
the HTTPS SAML login using the IP address, you must log in to your Management Server
with https://<foglight-server-ip>:<foglight-server-port>.

You need to enable SAML 2.0 SSO Configuration in your Foglight Management Server prior to setting up the
SAML integration. Follow the steps below to enable SAML 2.0 SSO Configuration:

1 Loginto the Foglight Management Server as Administrator.

2 Under Dashboards, click Administration > Users & Security, and then click SAML 2.0 Integration
Settings. The SAML 2.0 SSO Configuration dashboard appears.


https://azure.microsoft.com/en-us/pricing/details/active-directory/

3 Click Enable.

F SAML 2.0 SSO Configuration

There are no bookmarks
Config SAML 2.0 S50 IDP information.

- Homes -
Administration
o SAML 2.0 S50 is disabled.

Service Operations Console
. N SAML 2.0 550 is now disabled. To enable SAML 2.0 550, please dlick the above "Enable™ button.
~ Dashboards T
Administration
Agents
Cartridges
Credentials .
Data Login URL:
Integration
Management Server
st

Identity Provider Entity ID:

Logout URL:

Attribute Key:

Identity Provider x50 Signing Certificate: (Base54 encoding PEM format, ex "—--BEGIN CERTIFICATE——...")

Dependency Mapping
Infrastructure

4 Download the metadata file, which will be imported to Azure AD in Step 2: Configuring SAML SSO on
AAD.

Get the metafile from the Foglight server URL:
« IP logon: https://<foglight_server-ip>:<port>/console/saml2/metadata.xml

« Host name logon: https://<foglight_server-host-name>:<port>/console/sam|2/metadata.xml

Step 1: Adding Enterprise Application
in AAD

To add an Enterprise Application in AAD:

1 Go to:
https://portal.azure.com/#blade/Microsoft AAD_IAM/StartboardApplicationsMenuBlade/AllApps/me
nuld/

2 Click New Application as shown in the figure below.

Home » Enterprise applications - All applications

Enterprise applications - All applications

Quest - Azure Active Directory

« = new application Y 5 Columns

O oOverview
Application Type Applications status

Manage Enterprise Applications W Any AV

& Al applications

wn, to search a

ur applications, enter a display name or the applig

i Application proxy
NAME HOMEPAGE URL
'ﬂ' User settings

@ Cloud Sync https://onedrive
Security

E Dynamics CRM Online http:/fwww.mic
0 Conditional Access

Cuest  Foglight for Office 365 https://office36
Activity

n FOGLIGHT-TEST
3) sign-ins


https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/AllApps/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/AllApps/menuId/

3 Then, click Non-gallery application as shown in the figure below.

4

Home > Enterprise applications - All applications > Categories > Add an application

Categories

All (3108)

Business management (368)
Collaboration (441)
Construction (8)

Consumer (43)

Content management (146)

CRA SO

X Add an application = O X

Add your own app

B Non-gallery
| |
I. application

Integrate any other

EEE Application ®8  On-premises
you're Wy application
developing

Configure Azure AD

Register an app you're Application Proxy to application that you don't
working on to integrate it enable secure remate find in the gallery
with Azure AD access

Input the Name of your application and click Add.

Add an application

Add your own app

# X Addyour own application O X

* Name @

‘ I!—he display name for your new application ‘

HEE Application E®¥ On-premises EEE Non-gallery
iy you're W application e application
developing Once you decide on a name for your new
R Configure Azure AD Integrate any other application, click the "Add" button below and
Regls.teran ap;_: you're B Application Praxy to application that you don't we'll walk you through some simple configuration
working on to integrate it enable secure remote find in the gallery cteps to get th licati G
with Azure AD P ps to get the application working.

Add from the gallery

Supports: @

SAML-based single sign-on
Learn more

| Enter @ name

Automatic User Provisioning with SCIM

Featured applications

Learn more

Password-based single sign-on

5 Click Users and groups to add a user or a group who needs an access to the application. The

assigned user will be able to see the application on the access panel.
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ri Getting started

Deployment Plan
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I!' properties

Owners

A Users and groups

3 single sign-on
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Security

D Delete
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0
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foglight_test - Users and groups

« + Add user

Columns

Overview
o The application will appear on the access panel for assigned users. Set 'visible to users?' to no in properties to prevent this. =

Getting started

BB Deployment Plan
DISPLAY NAME OBJECT TYPE
Manage
. o application assignments found

' Properties

.
s Owners
A Users and groups
D single sign-on

2 Provisioning

Step 2: Configuring SAML SSO on
AAD

To configure SAML SSO on AAD:
1 Click Single sign-on > SAML. A SAML-based sign-on page will open.

foglight_test - Single sign-on

« . .
Select a single sign-on method  Help me decide
H Overview
7 Getting started
ER Deployment Plan ® Disabled {3 SAML
User must manually enter their Rich and secure authentication to
Manage username and password. applications using the SAML (Security
Assertion Markup Language) protocol.
Properties

;.'. Owners

A Users and groups

3 single sign-on

L

Provisioning
i} Application proxy

C  Self-service



foglight_test - SAML-based sign-on

Enterprise Application

“ 7] Change single sign-on made ¥ Switch to the old experience

B overview
4’ Welcome to the new experience for configuring SAML based S50. Please click here to provide feedback. =»

i’ Getting started

Deployment 2izn Set up Single Sign-On with SAML - Preview

Manage Read the configuration guide @ for help integrating foglight_test.
Y properties
o Basic SAML Configuration /
il Owners
Identifier (Entity ID) Required
A Users and groups Reply URL (Assertion Consumer Service URL) Required
D single sign-on Sign on URL Optional
Relay State Optional
& Provisioning Logout Urd Optional
# Application proxy
C  self-service e User Attributes & Claims K
Security Givenname user.givenname
Sumame user.surname
O Conditional Access Emailaddress user.mail
. permissions Name user.userprfn(\-pa\name
Unigue User Identifier user.userprincipalname
O Token encryption (Preview)
Activi .
ivity e SAML Signing Certificate K
2 sioni
2 sign-ins Status Active
i Audit logs Thumbprint 45TBEEED29167DC0224B44FA49859092ECBE2B1T
Expiration 3/8/2022, 11:22:29 AM
Troubleshaoting + Support MNotification Email ixue@questfve.onmicrosoft.com
) ) App Federation Metadats Url https//lagin micrasoftanline com/94172181-7a70-4... | [I]
& virtual assistant (Preview) -
Certificate (Baseb4) Download
X Troubleshoat Certificate (Raw) Download
Federation Metadata XML Download

ﬂ New support request
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2 Click the edit icon on the upper right of Basic SAML Configuration section as shown in the figure
above. Then, upload the Foglight SSO metadata file.

ldentifierand Reply URL should be automatically filled.
Make sure the contents are as expected.
e |P login: https://<foglight-server-ip>:<foglight-ssl-port>/console/saml2/metadata.xml.

e Host name login: https://<foglight-server-host-name>:<foglight-ssl-
port>/console/saml2/metadata.xml.

Basic SAML Configuration

L:I Save T Upload metadata file

Identifier (Entity ID) (Required}[;

Reply URL (Assertion Consumer Service URL) (Required) @

Sign on URL (Optional) @

| Enter a sign on URL v

Relay State (Optional) @

| Enter a relay state

Logout URL (Optional) @

| Enter a logout url v

3 Click Save.

Foglight® 6.3.0 — Integration with SAML 2.0 in Azure
AD Configure Foglight with Azure AD



Step 3: Selecting Attribute Key

To select an attribute key:

1 Inthe SAML-based sign-on blade, click the edit icon on the upper right of User Attributes & Claims

section.

o Basic SAML Configuration ra
dentifier (Entity 1Y) Required
Reply URL {Assertion Consumer Service URL) Required
Sign on URL Optional
Relay State
Logout U

e User Attributes & Claims P
Givenname user.givenname
Sumame User.surname
Emailaddress user.mail
Name user.userprincipalname
Unigue User Identifier user.userprincipalname

e SAML Signing Certificate P
Status Active
Thumbprint 45TBEEED29167DC0224B44FA40859092ECEB2B17
Expiration 3/8/2022, 11:22:20 AM
Notification Email
App Federation Metadata Ur httns:/Innin.microsaftanline.com Q4172 181-7df-4... r[ﬂ

2 Record the CLAIM NAME you want to use, which will be needed later in Step 5.

User Attributes & Claims [

+ Add new claim

Name identifier value: user.userprincipalname [nameid-format:emailAddress] rd
Groups returned in claim: None 4
CLAIM NAME VALUE
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail .
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname ee
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname e
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier user.userprincipalname ves

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname user.surname .



Step 4: Exporting the Certificate

To export the certificate:

1 Inthe SAML-based sign-on blade, click the Download link of Certificate (Base64) in SAML Signing
Certificate section.

7] Change single sign-on mode % Switch to the old experience

Af‘ Welcome to the new experience for configuring SAML based SSO. Please click here to provide feedback. =

Set up Single Sign-On with SAML - Preview
Read the canfiguration guide & for help integrating tete.

o Basic SAML Configuration /*

Identifier (Entity 1D)
Reply URL (Assertion Consumer Service URL)

Sign on URL

Relay State

i Logout Url

o User Attributes & Claims ra
| Givenname user.givenname

| Surname USErsurname

| Emailaddress user.mail

Name user.userprincipalname

! Unique User Identifier user.userprincipalname

; e SAML Signing Certificate rd
Status Active

| Thumbprint BD79ABIF2EASTFFFE13C1041522C0OFD3ADT5T4ER

| Expiration 2022/3/7 F4:38:12

Notification Email mark.bai@questfve.onmicrosoft.com

App Federation Metadata Url | hitps://login.microsoftonline.com/34172181-7df0-4... |E

Certificate (Basebd) Download

! Certincate (Raw) Download

| Federation Metadata XML Download

2 Open the downloaded certificate file as a text file, which will be needed in Step 5.



Step 5: Setting up SAML in Foglight

To set up SAML in Foglight Management Server:

1 Login to the Foglight Management Server as Administrator.

2 Under Dashboards, click Administration > Setup > SAML 2.0 SSO. The SAML 2.0 SSO

Configuration dashboard appears.

3 Click Edit Settings and configure the SAML settings as below.

a)

e)

ldentity Provider Entity ID: The value is in AAD SAML-based sign-on blade section 4, marked as
Azure AD Ildentifier.

Login URL: The value is in AAD SAML -based sign-on blade section 4, marked as Login URL.
Logout URL: The value is in AAD SAML-based sign-on blade section 4, marked as Logout URL.

Attribute Key. It is the CLAIM NAME you chose in Step 3. For example, it can be
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name.

ldentity Provider x.509 Signing Certificate: Copy the content of the certificate file exported in Step
4: Exporting the Certificate.

4 Click Apply Configuration to save the configuration.

Then, the configuration of integrating SAML 2.0 SSO with the Foglight Management Server in AAD is

completed.


http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
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Our brand, our vision. Together.

Our logo reflects our story: innovation, community and support. An important part of this story begins with
the letter Q. It is a perfect circle, representing our commitment to technological precision and strength. The
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Contacting Quest

For sales or other inquiries, visit www.quest.com/contact.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who

have trial versions. You can access the Quest Support Portal at https://support.quest.com.
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The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24

hours a day, 365 days a year. The Support Portal enables you to:
e Submit and manage a Service Request
e View Knowledge Base articles
e Sign up for product notifications
e Download software and technical documentation
e View how-to-videos
e Engage in community discussions
e Chat with support engineers online

e View services to assist you with your product.





