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Configuring the embedded Agent
Manager

This guide provides instructions for installing, configuring, and starting the Fogligh’[® Agent Manager. Before you
begin, refer to the Foglight System Requirements and Platform Support Guide, and the Foglight Installation and
Setup Guide set.

This guide provides installation instructions for both Windows® and UNIX® operating systems. Commands are
listed separately for each OS. Generic examples follow the UNIX path structure that uses forward slashes '/' to
separate directories; substitute the back slash where necessary for your operating system.

e Getting started

* Interacting with the embedded Agent Manager

Getting started

An instance of the Foglight® Agent Manager is automatically installed with new installations of the Foglight
Management Server. This embedded Agent Manager instance runs on the Management Server machine. You can
deploy agents to the embedded Agent Manager if you want to monitor the machine on which the Management
Server runs.

In certain environments, Foglight starts and stops the embedded Agent Manager along with the Management
Server by default. You can configure whether or not you want the embedded Agent Manager to run in tandem with
the Management Server.

i | NOTE: Although the Agent Manager Adapter cartridge is installed by default with the embedded Foglight,
you must still install a Foglight cartridge that contains installers for your supported platforms in order to
deploy the Agent Manager to remote hosts. See “Installing External Agent Managers” on page 11 for
information about selecting a Agent Manager cartridge, downloading installers, installing, configuring, and
running the Agent Manager.

By default, Foglight starts and stops the embedded Agent Manager along with the Management Server when the
Management Server is installed in standalone mode.

The embedded Agent Manager does not start automatically when:

* Foglight is installed in High Availability (HA) mode. If you want to run the Agent Manager on the
Management Server machines in your HA cluster, you must install, configure, and run separate (non-
embedded) Agent Manager instances on these machines. See Installing external Agent Managers on page
10 for instructions. For more information about High Availability mode, see the High Availability Field Guide.

* The Management Server is a Federation Master. The embedded Agent Manager does not start if you install
Foglight as a Federation Master. See the Federation Field Guide for more information about federation.

The fglam --create-state and fglam --location command-line options are not recommended
for use with the embedded Agent Manager. For more information, see Configuring multiple Agent
Manager instances on page 54.
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If you are running the Management Server as a Windows® service, the embedded Agent Manager continues to
run when you log out of the machine on which the embedded Agent Manager and the Management Server are
running.

An embedded instance of the Agent Manager automatically installs with the Management Server. You can deploy
agents to the embedded Agent Manager. You can specify whether or not the embedded Agent Manager runs in
tandem with the Management Server by changing the value of the server. fglam.embedded parameter in the
server.config file.

To configure whether or not the embedded Agent Manager runs automatically with the
Management Server:

1 Stop the Management Server.
2 On the Management Server machine, open <foglight_home>/config/server.config for editing.
3 Set the parameter server. fglam.embedded to the desired value:

= To have the embedded Agent Manager stop and start automatically with the Management Server,
set server.fglam.embedded to true.

= To disable the embedded Agent Manager, set server. fglam.embedded to false.
4 Save your changes to the server.config file.

5 Restart the Management Server.

Interacting with the embedded Agent
Manager

You can run the configuration interface from the embedded Agent Manager installation directory,
<foglight_home>/fglam/bin.
To interact with the embedded Agent Manager:

1 Launch a command shell on the machine hosting the embedded Agent Manager machine and navigate to
the bin directory.

2 Stop the embedded Agent Manager by issuing the following command:
fglam --stop

3 Run the embedded Agent Manager from the command line with the appropriate set of options, depending
on how you want to run the configuration interface.

= To launch the Agent Manager configuration GUI, issue the following command:
fglam --configure
= To launch the Agent Manager configuration command-line interface, issue the following command:
fglam --headless --configure
i | IMPORTANT: On UNIX® platforms, if you attempt to run the installation interface, and the DISPLAY

environment variable is not set on the machine, the Agent Manager defaults to the command-line
interface.

4 Follow the appropriate set of instructions provided in To launch the Agent Manager Installation and
Configuration interface: on page 41 or To launch the Agent Manager configuration command-line interface:
on page 42 for proceeding through the configuration interface steps.

Aside from setting the host name and port for the Management Server with which it communicates
(described in Automatic configuration of the Management Server host name and port number below), you
can configure the embedded Agent Manager as you would a standalone Agent Manager.
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5 Restart the embedded Agent Manager by issuing the following command:

fglam --start

Automatic configuration of the Management
Server host name and port number

The embedded Agent Manager only communicates with the Management Server that starts it (the Management
Server with which it was installed).

When configuring the embedded Agent Manager, you do not need to set the host name and port number of the
Management Server with which it communicates. The embedded Agent Manager automatically sets the host
name and port number of the Management Server that starts it in its configuration file, fglam.config.xml, which is
located in the <foglight home>/fglam/state/default/config/ directory.

If you configure a host name and port for a different Management Server, these settings are overwritten when the
embedded Agent Manager starts.
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Installing external Agent Managers

A Foglight® agent is a component hosted by the Agent Manager that:
» collects data from monitored resources
* if necessary, manipulates data into the format required by the Management Server
* submits the data to the Management Server using the Agent Manager
The Agent Manager is a middleware application that:
* hosts agents
* manages agent lifecycle (such as start, stop, and restart)
* manages the connection to the Management Server
» provides centralized services to agents

The Agent Manager supplies a centralized communications link between the Management Server and monitoring
agents. It also provides a number of support services such as installation, upgrade, and the ability to configure
agents.

¢ Understanding how the Agent Manager communicates with the Management Server
* Deploying the Agent Manager cartridge

* Downloading the Agent Manager installer

* Installing the Agent Manager

» Starting or stopping the Agent Manager process

* Frequently asked questions

Understanding how the Agent Manager
communicates with the Management
Server

By default, the Agent Manager initiates communication with the Management Server. However, this
communication is not always uni-directional. In some cases, the Management Server can initiate a reverse
connection to the Agent Manager.

If the Agent Manager is configured with an open concentrator port, and the Management Server can resolve and
connect to the Agent Manager host address, then the Management Server attempts to open a reverse connection
to the Agent Manager as an optimization. This enables the Management Server to send agent control messages
(for example, for starting or stopping the agent, configuration changes, or callbacks) without waiting for the Agent
Manager to initiate a connection.

Configuring an open concentrator port is an optional step. If there is no concentrator, or if the Agent Manager
cannot be reached by the Management Server due to NAT or a firewall, the Management Server buffers the
messages until the Agent Manager polls. Therefore, Agent Manager connections through NAT or a firewall are
fully supported.
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Embedded Agent Managers always open a private concentrator port that is restricted to connections from
localhost only. This automatically enables reverse connections without requiring any configuration.

For more information, see Configuring an Agent Manager instance as a Concentrator on page 44.

By default, the Agent Manager installer uses the system-defined temporary directory (for example, /tmp or
C:\TEMP) to unpack and execute the files required during installation. In some cases, such as when /tmp is
mounted noexec, you may need to specify an alternate temporary location. To override the default temporary
installation location, simply set the TMP, TEMP, or TMPDIR environment variable to point to a different location.

i | NOTE: These variables are checked in the order listed. If more than one is set, the first valid setting is used.

Syntax conventions

* [option1|optionZ2] is used in file names at points where you must type, select, or otherwise specify one of
multiple options. For example, FglAM-[all|<platform>]-<version>.car might be used in a step where you
need to choose between the file FglAM-all-<version>.car or the file FglAM-<platform>-<version>.car.

e <platform> represents the appropriate name for your platform. For example,
FglAM-linux-x86_64-<version>.car, for a 64-bit Linux® platform. For more information, see Downloading
the Agent Manager installer on page 12.

* <version> represents the version number of the Agent Manager that you are installing. For example,
FglAM-<platform>-5_8 5 5.car.

Deploying the Agent Manager cartridge

Several types of Agent Manager cartridges are available in the FoglightClient-FgIAM-<version> folder in the
Server directory on Disk1 of your Foglight® installation media or for download from our Support Portal.

The type of Agent Manager cartridge you deploy depends on your needs and the monitored environment:

* The cartridge file FglAM-all-<version>.car contains Agent Manager installers for all supported platforms.
Deploy this cartridge if you plan to install the Agent Manager on multiple platforms in your environment.

e The cartridge files FgIAM-<platform>-<version>.car contain platform-specific Agent Manager installers.
Deploy a platform-specific cartridge if you do not plan to install the Agent Manager on more than one
platform in your environment. Consult the table below for the appropriate installer name for your platform.

* The cartridge file FgIAM-patch-<version>.car can only be used to upgrade certain versions of the Agent
Manager to the current version; it cannot be used for a new install. See the Foglight Upgrade Guide for
more information.

The following table outlines which cartridges contain the appropriate Agent Manager installers for your platforms.
HP-UX PARISC discontinued in Nightcrawler.

; | NOTE: The cartridge FglAM-patch-<version>.car is not listed below. See the Foglight Upgrade Guide for
more information about using this cartridge during the upgrade process.

Table 1. FglAM Cartridges available per OS

Operating System Architecture FglAM Cartridge

Multiple Multiple FglAM-all-<version>.car

HP-UX PARISC FglAM-hpux-parisc-<version>.car

HP-UX ia64 FglAM-hpux-ia64-<version>.car

IBM® AIX® POWER FglAM-aix-powerpc-<version>.car
ia32 FglAM-linux-ia32-<version>.car

Linux® . .
x86-64 FglAM-linux-x86_64-<version>.car

Foglight 6.3.0 Agent Manager Guide
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Table 1. FglAM Cartridges available per OS

Operating System Architecture FglAM Cartridge

ia32 FglAM-windows-ia32-<version>.car
Microsoft® Windows® ia64 FglAM-windows-ia32-<version>.car (emulated)

x86-64 FglAM-windows-x86_64-<version>.car
Oracle® Oracle Solaris® SPARC FglAM-solaris-sparc-<version>.car

x86-64 FglAM-solaris-x86_64-<version>.car

To deploy the Agent Manager cartridge:
1 Login to Foglight.

2 Navigate to the Cartridge Inventory dashboard (Dashboards > Administration > Cartridges > Cartridge
Inventory).

3 On the Installed Cartridges tab, click Install Cartridge.

4 In the Install Cartridge dialog box, click Browse to navigate to and select the appropriate
FglAM-[all|<platform>]-<version>.car file.

5 Ensure that the Enable on Install check box is selected.

i | IMPORTANT: If the Enable on Install check box is not selected, you must manually enable all
cartridges that are contained within the FgIAM-[all|<platform>]-<version>.car file you are deploying.

6 Click Install Cartridge.

After you deploy the applicable cartridge for the Agent Manager, you can download the installer for your platform
and install the Agent Manager. See Downloading the Agent Manager installer on page 12, and Installing the Agent
Manager on page 14.

Downloading the Agent Manager
installer

The sections below describe the different methods to download and run the Agent Manager installer on a target
system:

¢ Using the Components for Download dashboard

¢ Using the Components for Download page

e Using the Agent Managers or Agent Status dashboard
¢ Using a file retrieval tool

Before you begin, review the matrix below to determine the appropriate installer for your platform. The following
table lists the installers available for the platforms on which the Agent Manager is supported.

Table 2. Agent Manager Installers

Operating System Architecture FglAM Installer

HP-UX PARISC FglAM-<version>-hpux-parisc.bin

HP-UX ia64 FglAM-<version>-hpux-ia64.bin

IBM® AIX® POWER FglAM-<version>-aix-powerpc.bin

Linux® ia32 FglAM-<version>-linux-ia32.bin
x86-64 FglAM-<version>-linux-x86_64.bin
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Table 2. Agent Manager Installers

Operating System Architecture FglAM Installer
Microsoft® Windows® ia32 FglAM-<version>-windows-ia32.exe
ia64 FglAM-<version>-windows-ia32.exe (emulated)
x86-64 FglAM-<version>-windows-x86_6A4.exe
Oracle® Oracle Solaris® SPARC FglAM-<version>-solaris-sparc.bin
x86-64 FglAM-<version>-solaris-x86_64.bin

After deploying the FgIAM-[all|<platform>]-<version>.car file on the Management Server, you can download the
appropriate platform-specific installer to the target system from the Components for Download dashboard.

In situations where unauthenticated or headless access to the installers is required, you can download the
appropriate platform-specific Agent Manager installer from a separate Components for Download page (after
deploying the FglAM-all-<version>.car or FgIAM-<platform>-<version>.car file on the Management Server).

; | NOTE: Components for Download is a stand-alone page. It does not provide access to any Foglight
dashboards. If you click your Web browser's Back and Forward buttons while viewing this page, the pages
you visited in your current browser session open; you do not navigate to Foglight dashboards.

To download the Agent Manager installer using the Components for Download dashboard:
1 Loginto Foglight®.

2 Navigate to the Components for Download dashboard (Dashboards > Administration > Cartridges >
Components for Download).

3 On the Components for Download dashboard, in the row containing the Agent Manager installer for your

platform, click | & .

;i | TIP: For the appropriate installer name for your platform, consult the above table.

4 When prompted, save the installer.

5 Run the installer. See Installing the Agent Manager on page 14 for details.

To download the Agent Manager installer using the Components for Download page:
1 Open a Web browser and navigate to the following page:
[httplhttps]://<hostname>:<port>/console/installer/list
Where:
*= <hostname> is the name of the machine where the Management Server is installed.
= <port> is the HTTP port specified during installation (the default is 8080).

If the Management Server has been configured to use HTTPS, specify https as the protocol.

i | IMPORTANT: No login is required to access this page.

2 Click the appropriate Agent Manager installer for your platform. For the appropriate installer name for your
platform, consult the above table.

3 When prompted, save the installer.

4 Run the installer. See Installing the Agent Manager on page 14 for details.
To download and run the Agent Manager installer using the Agent Managers or Agent Status
dashboard:

1 Log in to Foglight.
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2 Navigate to the Agent Managers or Agent Status dashboard (Dashboards > Administration > Agents>
Agent Managers or Agent Status).

3 In the top right corner, click Download Agent Manager Software.

4 In the dialog box that appears, click the appropriate Agent Manager installer for your platform. For the
appropriate installer name for your platform, consult the above table.

5 Click Download to start the process.

6 Run the installer. See Installing the Agent Manager on page 14 for details.

To download and run the Agent Manager installer using a file retrieval tool:

1 Use afile retrieval tool to obtain the appropriate Agent Manager installer for your platform by specifying a
path formatted as:

[httplhttps]://<hostname>:<port>/console/installer/download?downloadId=fglam-<
version>-<platform>

Where:
= <hostname> is the name of the machine where the Management Server is installed
= <port> isthe HTTP port specified during installation (the default port is 8080)
= <version> is the version of the Agent Manager
= <platform> is the appropriate Agent Manager installer for your operating system
For the appropriate installer name for your platform, consult the above table.
If the Management Server is configured to use HTTPS, specify https as the protocol.

For example, to retrieve the file fglam-5_8 5 5-linux-ia32.bin from a machine called server1, that uses the
default port 8080, using Wget, issue the following command:

wget -0 fglam-5 8 5 5-1inux-ia32.bin
"http://serverl1:8080/console/installer/download-
installer.action?downloadId=fglam-5 8 5 5-1inux-ia32.bin"

2 UNIX® only. Grant execute access to the installer by issuing the following command:
chmod +x FglAM-<version>-<platform>.bin

3 Run the installer. See Installing the Agent Manager on page 14 for details.

Installing the Agent Manager

After downloading the installer to the machine on which you want to install the Agent Manager, you can use the
installer interface, run the installer from the command-line, or use the silent (non-interactive) installer.

Install the Agent Manager on each host that you want to monitor locally. Many agents allow hosts to be monitored
remotely, from an Agent Manager installed on another machine. A local Agent Manager is not required on remotely
monitored machines.

The Agent Manager should be installed in a directory that is local to the system. It should also run using a local
account, not a network or domain account. This should also include a local user home directory. Because the
Agent Manager monitors and detects problems such as network and disk failures, having the Agent Manager
installed in a local directory and running it as a local user makes the Agent Manager more resistant to failures in
those services and better able to detect and report those failures. Otherwise, having the Agent Manager installed
on a network drive, could cause the Agent Manager to lock itself when the network drive fails, preventing this
failure from being reported.

In some environments, the need for more efficient credentials management may require the use of domain
accounts. In these environments, the use of gMSA (Group Managed Service Accounts) may provide additional
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security and efficiency. Refer to Planning for authentication with gMSA in the Foglight Installation and Setup
Guide: Installing on Windows with an External Microsoft SQL Server Database.

There is a known issue with the Agent Manager installer GUI failing when running on Oracle Solaris® x86 VMware.
If you see an error containing the following message and your installation fails, this is not a Foglight® error but a
known issue with Oracle Solaris® x86 and VMware Tools:

Warning: Cannot convert string "-monotype-arial-regular-r-normal--*-140-*-*-p-*-

1s508859-1" to type FontStruct
Warning: Unable to load any usable IS08859-1 font

See Frequently asked questions on page 37 for more information, a workaround, and an alternate resolution.

Installing the Agent Manager using the installer
interface

To install the Foglight® Agent Manager using the Agent Manager Installation and Configuration

interface:

i | NOTE: On UNIX® platforms, if necessary, change the permissions for the installer file so that it is executable
(as described in To download and run the Agent Manager installer using the Agent Managers or Agent
Status dashboard: on page 13).

¢ Run the installer executable in GUI mode on the target machine. To start the installer interface from the
command line, run the installer executable with no options.

i | IMPORTANT: If you want to configure the Agent Manager to accept upstream HTTP connections
during the installation, start the installer on the command line with the --allow-unsecured option:

FglAM-<version>-<platform>.exe --allow-unsecured

NOTE: If you want to install the Agent Manager as a Windows service, or as a Unix deamon, the
installation interface appears with pre-selected options, indicating that the Agent Manager will start
immediately after the installation. You can force these options to appear disabled by default (and
enable them, if required, during the installation), if you start the installer executable with the --no-
start-on-exit option:

FglAM-<version>-<platform>.exe --no-start-on-exit

For more information about these options in the installation interface, see Step 7: Install init.d Script
on page 18 (Unix) and Step 9: Windows Service on page 20.

The installer program prompts you for information, and informs you of the progress of your installation.

On some platforms, a command shell may appear while the installer loads and extracts files to a temporary
location on your machine.

i | IMPORTANT: On Windows® 7 and Vista, you must run the installer GUI as an administrator if you
want it to automatically install the Agent Manager as a service. To do so, right-click the installer
executable and select Run as Administrator.

The Agent Manager installation program consists of several steps. Each installation screen includes a
Previous button, allowing you to go back and adjust the information you specified.

Step 1: Introduction

The Agent Manager Installation and Configuration window opens, showing the Introduction step.

Read the information in the Introduction step and click Next.
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Step 2: License Agreement

i | NOTE: You must accept the license agreement before you can install the product.

* Read the information in the License Agreement step, enable the check box to accept the terms of the
license agreement, then click Next.

i | NOTE: If you are running an AIX® operating system with IPv6 support enabled and the Agent Manager
installer detects problems resolving IP addresses and host names, an AIX compatibility warning
appears. This warning provides information about an alternate command-line option for running the
installer and a URL that you can consult for more information. See Frequently asked questions on page
37 for more information.

Step 3: Choose Install Location

* In the Choose Install Location step, choose the directory where you want to install the Agent Manager
and click Next.

If the selected directory does not exist, the installer informs you of this and prompts you regarding whether
or not you want the directory to be created. To create the directory, click Yes. To return to the Installation
Directory step and specify a different directory, click No.

If the Agent Manager is already installed in the directory, you must specify a different directory. The installer
informs you if the Agent Manager is already installed in the directory, provides information about performing

upgrades, and prompts you to select a different directory.

; | NOTE: If you are using gMSA authentication, the gMSA account must have read & write permission on
the Agent Manager installation directory.

Step 4: Host Display Name

The Host Display Name step allows you to configure the host name that the Agent Manager uses to identify itself.
This is also the name under which the Agent Manager submits metrics to the Management Server.

By default, the Agent Manager uses the host name that is automatically detected for the machine on which it is
being installed. This host name initially appears in the Host Display Name box.

There are certain cases in which you should explicitly set the host name in this box: for example, if the host name
is already in use by another machine. If necessary, you can replace the host name with a different (non-host
name) value that suits the needs of your environment; for example, WebServer (Unix Cluster 1) or
12345.example.com (Databases).

By default, the Agent Manager logs a warning when it starts if the host name you set differs from the automatically
detected host name. This warning message appears in the console when you start the Agent Manager and in the
Agent Manager log file. If you do not want the warning logged, clear the check box in this step.

; | TIP: If the machine on which you are installing the Agent Manager is configured with multiple IP addresses
or host names, clear the check box to suppress the warning messages.

* Configure the host name settings, as required, and click Next.

Step 5: Server URLs

The Server URLs step provides multiple ways to configure the connection between the Agent Manager and the
Management Server. For example, you can specify the URL of a single Management Server to which you want the
Agent Manager to connect, or configure multiple Management Server URLSs for failover purposes. You can also
specify the URL of an Agent Manager concentrator to which you want the Agent Manager to connect.

; | NOTE: You can also configure Management Server URLs at a later time using the Agent Manager
configuration interface. See Configuring the Agent Manager on page 40 for information about launching
this interface post-installation.
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From this step, you can also add SSL certificates to the Agent Manager’s certificate store, or configure reverse
polling.

1 By default, the Agent Manager uses secure connections (HTTPS) with the Management Server. If you
need to use an unsecure connection, click Allow Unsecured Connections to enable this option.

; | TIP: To complete this configuration, you must clear the Connect Using HTTPS check box in Step 2.

2 In the Server URLs step, click Add.

a In the Edit Server URL dialog box that appears, specify the host name and port number that you
want the Agent Manager to use when connecting to the Management Server.

TIP: You can also configure other Agent Manager connection options in this dialog. See
Configuring Management Server URLs using the installer interface on page 21 for information
about these options.

b To use an unsecure connection with the Management Server, clear the Connect Using HTTPS
check box.

i | TIP: This option is only available if you selected Allow Unsecured Connections in Step 1.

¢ Once you have specified the desired connection options, click OK.

Repeat these steps for each Management Server URL that you want to add. As you add the URLs, they
appear listed in the Server URLs step. If you want to remove a URL, select the URL from the list and click
Delete.

3 Test the connection between the Agent Manager and the Management Server. Select a URL in the list and
click Test. An icon on the left of each URL indicates if the URL is tested and the outcome of the connection
test:

= :The URL passed the connection test.
. : The URL is not tested.
= %:The URL failed the connection test.

See Frequently asked questions on page 37 for information about why the URL may fail the connectivity
test.

4 After you specify at least one Management Server for the Agent Manager to connect to, you can search for
other Management Servers that have been configured to be part of the same HA (High Availability) partition
by clicking Find HA Servers.

IMPORTANT: You can specify URLs for both Management Servers and Agent Manager
concentrators. However, only Management Servers can have HA (High Availability) peers, not
concentrators. Clicking Find HA Servers does not cause any concentrators to be added to the list of
URLs.

If you specify a localhost address in the Edit Server URL dialog box and then search for HA servers, a URL
that shows the real machine name is displayed as well as the URL for localhost. See Frequently asked
questions on page 37 for more information.

5 To add SSL certificates, click SSL Certificates.

The Manage SSL Certificates dialog box appears. Use this dialog box, to add and remove SSL
certificates from trusted certificate authorities. Only certificates that you manually add appear in this list.
The default set of trusted CA certificates is not included. For more information, see Configuring the Agent
Manager to use SSL certificates on page 43.

a Click Add.
b Use the file chooser to select an SSL certificate.

¢ Inthe SSL Certificate Alias dialog box, type a name (alias) to identify the certificate you are
adding, and click OK.
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; | NOTE: The alias must be unique.

A summary of the new certificate appears in the Manage SSL Certificates dialog box.
d To add another certificate, repeat Step a through Step c.
e When done, click OK.
6 Click Next.

If you choose not to configure any Management Server URLs, add any URLs without testing them, or if
there are URLs listed that failed the connectivity test, a Warning message box appears, asking you to
confirm that you want to continue.

7 If you are installing the Agent Manager on Windows®, proceed to Step 9: Windows Service. Otherwise,
continue with Step 6: Configure Secure Launcher on page 18 and then Step 7: Install init.d Script on page
18.

Step 6: Configure Secure Launcher

UNIX® platforms only.

The Configure Secure Launcher step allows you to configure the external loader used by the Agent Manager to
provide certain Foglight agents with permissions required to gather system-level metrics. See Configuring Agent
Manager agent privileges on page 94 for more information.

1 In the Configure Secure Launcher step, complete one of the following steps:
= Accept the default setting.
= Edit the path to point to a different sudo executable.

= Edit the path to point to the executable for a sudo-like application.

IMPORTANT: After the installation is complete, you must edit the sudoers file for your system. If you
are using a privilege-escalation tool other than sudo (for example, setuid_launcher), you must make
changes related to that application. Follow the instructions in Configuring Agent Manager agent
privileges on page 94.

2 When you have finished making changes to the Configure Secure Launcher screen, click Next.

Step 7: Install init.d Script
UNIX platforms only.

The UNIX init.d Script step allows you to configure the Agent Manager to run as a daemon. You do that by
instructing the installer to installing an init.d-style script called quest-fglam in the init.d directory on your system.
See Locating the init.d script on page 94 for the location of this directory on your operating system.

The system calls the quest-fglam script when the host on which the Agent Manager is installed starts up or shuts
down.

1 In the UNIX init.d Script step, complete one of the following steps:

= If you want to use the default configuration options, ensure the Would you like to customize the
start-up script check box is cleared, and click Next. Then, continue to Step 8: Downstream
Connection Configuration.

= To apply customized configuration options, click the Would you like to customize the start-up
script check box, and proceed to Step 2.

2 Complete one of the following steps:

= To install the script, select the Yes, install init.d scripts check box.

; | NOTE: This check box appears disabled if you are not running the Agent Manager installer as
root.
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= If you do not want to install the scripts, ensure that the Yes, install init.d scripts check box is clear
(the default setting).

; | NOTE: Even if you choose not to install the init.d script, or if you are not performing the
installation as the root user, two scripts to perform the necessary setup are generated for later
use. See Configuring the Agent Manager to run as a daemon on page 93 for more
information.

If you are not installing the init.d script at this time, it is recommended to configure as many
options as possible in this step. They are referenced when generating these scripts for a later
use.

3 Linux only. If the correct operating system is not auto-detected by the installer, from the Select OS Type
menu, select your OS.

4 In the Run as user box, type the name of the user account used to run the Agent Manager.

If you choose to have the Agent Manager run as a different user than the one who performed the
installation, then that user account must already exist in the system. This user becomes the owner of the
<fglam_home> directory and all files within it, including all state directories.

5 Select the one or more of desired numeric run levels for the Agent Manager.

; | IMPORTANT: These numbers signify different run levels on different UNIX platforms. Consult your
UNIX system administrator for more information.

6 If you want the Agent Manager to start immediately after the installation, ensure that Start Foglight Agent
Manager at the end of the installation is selected.

i | NOTE: If the installer is started on the command line with the --no-start-on-exit option, this
check box does not appear selected in the Install init.d Script step. Starting the installer without the
--no-start-on-exit option causes the Start Foglight Agent Manager at the end of the
installation check box to be selected by default. For more information, see Installing the Agent
Manager using the installer interface on page 15.

7 Click Next.

If the user specified in the Run as user box is not a local user, the installer displays a Warning and prompts
you for further actions.

= To continue with the specified user, click Yes.
= To specify a different user, click No.

8 Continue to Step 8: Downstream Connection Configuration.

Step 8: Downstream Connection Configuration

Foglight Agent Manager can accept incoming connections and be configured as a concentrator that acts as an
intermediary connection to aggregates one or more downstream Agent Manager clients. A concentrator
configuration provides a single connection through either a firewall or proxy for all downstream clients, or as an
aggregated connection directly to the server.

Configuring the Agent Manager to act as a concentrator involves configuring queue and heap sizes to adequately
support accepting and transferring data from one or more downstream connections. You can configure
downstream connections when the Agent Manager needs to accept connections from the Management Server
and enable reverse data polling. This is useful when the Agent Manager cannot connect to the Management
Server due to its location.

Using this installer step, you can configure:
¢ Downstream SSL connections, when a certificate host name and a password are provided.

¢ Downstream non-SSL connections, but only if you started the installer on the command line with the
--allow-unsecured option (as instructed in Installing the Agent Manager using the installer interface on
page 15).

User-provided certificates or keystores are supported, but can be configured after the installation.

Foglight 6.3.0 Agent Manager Guide

Installing external Agent Managers 19



If you are configuring the Agent Manager as a concentrator in order to enable connections from the Management
Server, additional setup is required. For more information about this procedure, or to find out to configure non-SSL
connections and user-provided certificates, see Configuring the Agent Manager to accept connections from the
Management Server on page 50.

1

If you want to enable downstream connections, in the Downstream Connection Configuration step,
select the Enable concentrator/downstream connection support check box.

Drag the Pre-Configured Size slider to set the desired queue and memory sizes.

In the Port box, type the port number that you want the Agent Manager to use to listen for downstream
connections.

In the Certificate Host Name box, type the name of the host on which you are installing the Agent
Manager. The host name you specify here is added to the SSL certificate that is to be generated.

In the New Certificate Password and Re-enter Password boxes, type the password of the SSL
certificate keystore.

Click Add.

The Allowed Downstream Connections box refreshes, showing the newly created downstream
connection URL.

If needed, create additional downstream connections.

To delete any downstream connections, select them in the Allowed Downstream Connections box, and
click Delete.

Click Next.

If you are installing the Agent Manager on Windows, proceed to Step 9: Windows Service on page 28.
Otherwise, continue with Step 7: Secure Launcher and Step 8: Install init.d Script.

Step 9: Windows Service

Windows® platforms only.

The Windows Service step allows you to specify if you want to install the Agent Manager as a Windows service.
A Windows service operates in the background while the system on which it is installed is running. Installing the
Agent Manager as a Windows Service causes the Agent Manager to start automatically on your system startup.

1

In the Windows Service step, complete one of the following steps:
= To install the Agent Manager as a Windows service, leave the check box selected.
= If you do not want to install the Agent Manager as a Windows service, clear the check box.

If you want install the Agent Manager as a Windows service, and you want that service to startimmediately
after the installation, ensure that Start Foglight Agent Manager Windows Service at the end of the
installation is selected.

NOTE: If the installer is started on the command line with the --no-start-on-exit option, this
check box does not appear selected in the Windows Service step. Starting the installer without the -
-no-start-on-exit option causes the Start Foglight Agent Manager Windows Service at the
end of the installation check box to be selected by default. For more information, see Installing the
Agent Manager using the installer interface on page 15.

Click Next.

Step 10: Summary

The Summary step informs you that you can complete installation.

1

In the Summary step, click Finish.

The Agent Manager installer copies the Agent manager files to the machine on which it is being installed.
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IMPORTANT: On UNIX platforms, if the Agent Manager installation is performed by a user without
root privileges, the init.d-style script is not installed. One or more messages appear, informing you of
this, and also of the location of the script installer and a copy of the script itself.

The message The Agent Manager has been installed appears.

2 Click OK to close the message box.

IMPORTANT: On some platforms, the Agent Manager Installer dialog might close automatically
when the installation is complete or you might need to close it manually. If a command shell
appeared while the installer was loading, this shell might also need to be closed manually.

On Windows operating systems, if you chose to install the Agent Manager as a Windows service, it starts
automatically.

IMPORTANT: The Agent Manager starts automatically when the installation is complete only when it
is installed as a service on Windows. It does not start automatically at the end of an installation on a
UNIX platform.

Configuring Management Server URLs using the installer
interface

As described in Step 5: Server URLs on page 16 of Configuring Management Server URLs using the installer
interface, you can configure the Agent Manager connection parameters using the installer interface.

Connecting to the Management Server using HTTPS

If the Management Server is configured to use HTTPS, then HTTPS can be used by the Agent Manager to
connect to the Management Server.

1 Inthe Server URLs step, (see page 16), complete one of the following steps.

= Double-click a Management Server URL.

= Click Add to create a new Management Server URL.
2 In the Edit Server URL dialog box that appears, select the Connect using HTTPS check box
3 Select any of the following options, as required:

= Allow self-signed certificates: Select to enable the Agent Manager to accept self-signed
certificates from the Management Server.

NOTE: It is not recommended to enable this configuration in FIPS-compliant mode for
security consideration.

= Allow a certificate with an unexpected common name: Select to enable the Agent Manger to
accept a certificate with a common name (host name) different than the one reported by the
Management Server. Specify the name in the Certificate Common Name box.

Connecting to the Management Server using a proxy
You can specify whether the Agent Manager should connect to the Management Server using a proxy.

1 In Server URLs step, (see page 16), double-click a Management Server URL, or click Add to create a new
one, as required.

2 In the Edit Server URL dialog box that appears, select the Connect using a proxy check box
3 Configure the following settings:
= Proxy URL: Type the URL of the proxy used to connect to the Management Server.

= Username: Type the user name needed to access the proxy.
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= Password: Type the password associated with the user name. The password is saved encrypted in
the Agent Manager configuration file (<fglam_home>/state/<state name>/config/fglam.config.xml)
the next time you start or restart the Agent Manager.

= NTLM Domain: If the proxy uses Windows authentication, specify the Windows domain.

Binding to a local address

You can specify a local network address from which you want the Agent Manager to connect to the Management
Server.

1 In Server URLs step, (see page 16), double-click a Management Server URL, or click Add to create a new
one, as required.

2 In the Edit Server URL dialog box that appears, select the Bind to a local address check box

3 In the Local Address box, type the IP address of a NIC (network interface card) on the machine hosting
the Agent Manager that you want to use to establish outbound connections to the Management Server.

Using GZIP compression

You can configure the Agent Manger to establish HTTP-compressed communication with the Management Server,
if required.

1 In Server URLs step, (see page 16), double-click a Management Server URL, or click Add to create a new
one, as required.

2 In the Edit Server URL dialog box that appears, the Use GZIP compression check box is selected by
default. This causes HTTP-compressed communication between the Agent Manager and the Management
Server, for both requests and responses.

Selecting this option establishes HTTP-compressed communication regardless of whether the Agent
Manager connects to an Agent Manager concentrator or directly to the Management Server.

Installing the Agent Manager from the
command line

The command-line installer prompts you for information and informs you of the progress of your installation.

To install the Agent Manager from the command line:

1 UNIX® platforms only. If required, change the permissions for the installer file to make it executable (as
described in To download and run the Agent Manager installer using the Agent Managers or Agent Status
dashboard: on page 13).

2 Launch a command shell on the target machine and navigate to the directory to which you downloaded the
installer.

i | IMPORTANT: On Windows® 7 and Vista, you must run the command-line installer from an
administrator version of cmd.exe or PowerShell (not just logged in as administrator) if you want the
installer to install the Agent Manager as a service.

3 Run the installer executable by issuing the following command:

FglAM-<version>-<platform> --headless

Where <platform> and <version> reflect the platform of the machine on which the Agent Manager is
about to be installed and its version number. Consult the matrix in Downloading the Agent Manager
installer on page 12 for more information.
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IMPORTANT: If you want to configure the Agent Manager to accept upstream HTTP connections
during the installation, you must start the installer on the command line with the --allow-
unsecured option:

FglAM-<version>-<platform>.exe --headless --allow-unsecured

NOTE: If you want to install the Agent Manager as a Windows service, or as a Unix deamon, the
default values in the related installation steps, if selected, cause the Agent Manager Windows service
or Unix deamon to start immediately after the installation. You can override these defaults during the
installation, or by starting the installer executable with the -—-no-start-on-exit option:

FglAM-<version>-<platform>.exe --headless --no-start-on-exit

For more information about these options in the installation interface, see Step 8: Install init.d Script
on page 27 (Unix) and Step 9: Windows Service on page 28.

The command shell displays messages indicating that the installer files are being extracted to a temporary
directory, and that the installer is starting up.

i | TIP: To cancel the installation at any time, press Ctrl-C.

Step 1: Introduction
When the installer finishes loading, the Introduction step appears.

* Review the information in the Introduction step and press Enter.

Step 2: License Agreement

i | NOTE: You must accept the license agreement before you can install the product.

1 When the first part of the License Agreement step appears, press Enter to page through the license
agreement.

2 Atthe prompt Do you accept the terms of the license agreement? [Y/N], type Y and press Enter to accept
the terms, and to continue the installation.

i | IMPORTANT: If you are running an AIX® operating system with IPv6 support enabled and the Agent
Manager installer detects problems resolving IP addresses and host names, an AlIX compatibility
warning appears. This warning provides information about an alternate command-line option for
running the installer and a URL that you can consult for more information. See Frequently asked
questions on page 37 for more information.

Step 3: Installation Directory
The Installation Directory step allows you to specify the directory where you want to install the Agent Manager.
* Complete one of the following steps:
= To accept the default installation directory, press Enter.
= To specify a different installation directory, type it at the command prompt, and press Enter.

If the specified directory does not exist, the installer prompts you regarding whether or not you want
it to be created. To create the directory, press Enter. To return to the Install directory prompt and
specify a different directory, type N and then press Enter.

If the Agent Manager is already installed in the directory, you must specify a different directory. The
installer informs you if the Agent Manager is already installed in the directory, provides information

about performing upgrades, and prompts you to select a different directory.

; | NOTE: If you are using gMSA authentication, the gMSA account must have read & write permission on the
Agent Manager installation directory.
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Step 4: Host Display Name

The Host Display Name step allows you to configure the host name that the Agent Manager uses to identify itself.
This is also the name under which the Agent Manager submits metrics to the Management Server.

By default, the Agent Manager uses the host name that is automatically detected for the machine on which it is
being installed.

There are certain cases in which you should explicitly set the host name in this box: for example, if the host name
is already in use by another machine. If necessary, you can replace the host name with a different (non-host
name) value that suits the needs of your environment; for example, WebServer (Unix Cluster 1) or
12345.example.com (Databases).

1 Complete one of the following steps:
= To accept the detected host name, press Enter.
= To use a different host name, type the host name and press Enter.
The Log a warning if the detected host name changes prompt appears.

This allows you to configure the Agent Manager to log a warning message when it starts if the specified
host name differs from the automatically detected host name. If logged, this message appears in the
console when you start the Agent Manager and in the Agent Manager log file.

2 If you want the Agent Manager to log a warning, press Enter.

If you want to suppress warning messages, or the machine on which you are installing the Agent Manager
is configured with multiple IP addresses or host names, type N and press Enter.

Step 5: Server URLs

The Server URLs step provides multiple ways to configure the connection between the Agent Manager and the
Management Server. For example, you can specify the URL of a single Management Server to which you want the
Agent Manager to connect, or configure multiple Management Server URLs for failover purposes. You can also
specify the URL of an Agent Manager concentrator to which you want the Agent Manager to connect.

i | NOTE: You can configure Management Server URLs at a later time using the Agent Manager configuration
interface. See Configuring the Agent Manager on page 40 for information about launching this interface
post-installation.

1 Add a new Management Server URL.
a Type 1 and press Enter.

Review the information on the screen about the available parameters. See also Step 10: Change
service credentials [Optional] on page 29 for information about these parameters.

b When prompted, type the URL of a Management Server or Agent Manager concentrator to which
you want the Agent Manager to connect, followed by the applicable parameters. For example:

url=http://localhost:8080,address=127.0.0.1,proxy=http://proxy.server
c Press Enter.
A message appears, indicating that the Management Server URL is added.

d If you want this Agent Manager to connect to additional Management Server URLs, for example, for
failover purpose repeat these steps.

2 Toreview a list of newly added URLSs, type 4 and press Enter.
A numbered list of configured Management Server URLs appears on the screen.
3 Toremove a URL, complete the following steps.
a Type 7 and press Enter.
A numbered list of configured Management Server URLs appears on the screen.

b Type the number identifying the URL that you want to delete and press Enter.
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A message appears, indicating that the Management Server URL is deleted.
4 Test the connections between the Agent Manager and the Management Servers.
a Type 3 and press Enter.

A message appears, indicating the test progress. When the test is complete, the menu options
appear on the screen.

b To see if the configured URLs passed the connectivity test, type 4 and press Enter.

A numbered list of configured Management Server URLs appears on the screen. Any URLs that fail
the connectivity test are marked with an ‘x’ on the left. To find why a URL may fail the connectivity
test, see Frequently asked questions on page 37.

The menu options appear on the screen.

5 If required, search for other Management Servers that are configured to be part of the same HA (High
Availability) partition.

i | IMPORTANT: You can specify URLs for both Management Servers and Agent Manager
concentrators. However, only Management Servers can have HA (High Availability) peers, not
concentrators. Searching for HA servers does not cause any concentrators to be added to the list of
URLs.

a To search for additional HA servers, type 3 and press Enter.

The installer searches for HA peers and tests the connections. A message appears informing you of
the progress.

If you specify a localhost address at the URL prompt (described in Step 1), and then search for HA
peers, a URL that shows the real machine name appears along with the localhost URL. See
Frequently asked questions on page 37 for more information.

When the search is complete, the menu options appear on the screen.
b To verify if the installer found HA peers and added them to the list, type 4 and press Enter.

A numbered list of configured Management Server URLs appears on the screen. Any URLs that fail
the connectivity test have an ‘x’ on their left. To find why a URL may fail the connectivity test, see
Frequently asked questions on page 37.

The menu options appear on the screen.

6 You can also manage SSL Certificate CAs from the Server URLs menu. For more information, see
Configuring the Agent Manager to use SSL certificates on page 43.

a To view a list of all certificates currently in the certificate store, type 6 and press Enter.
b To add a new SSL Certificate Authority (CA), type 2 and press Enter.
Type the alias and file names of the SSL CA certificate using the following syntax:
alias=file name
Where

alias is the name that you want to associate with the certificate.

; | NOTE: The alias must be unique.

file name is the full path to the certificate file.

For example, on a Windows machine, you can type the following:
NewCertl=C:\certificates\example ca certificate.crt

¢ Press Enter.
d To remove a certificate from the certificate store, type 8 and press Enter.
7 If you want to enable the Agent Manager to accept connections from the Management Server, or

downstream Agent Managers that use it as a concentrator, configure the ports that you want to use to listen
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for these types of connections. For more information, see Configuring the Agent Manager to accept
connections from the Management Server on page 50.

a Type 9 and press Enter.

b  Specify the protocol type (HTTP or HTTPS) and the port number that you want the Agent Manager
to listen on. Type them, as prompted, using the following syntax:

port=<port>,type=<http|https>
¢ Press Enter.
d To specify additional ports, repeat Step a through Step c.

8 When you are finished adding Management Server URLs and managing SSL certificate CAs, type 0 and
press Enter.

i | IMPORTANT: If you did not configure any Management Server URLs, if there are URLs listed that
have not been tested, or if there are URLs listed that failed the connectivity test, the installer prompts
you to confirm that you want to continue.

Continue with Step 6: Downstream Connection Configuration.

Step 6: Downstream Connection Configuration

Foglight Agent Manager can accept incoming connections and be configured as a concentrator that acts as an
intermediary connection to aggregates one or more downstream Agent Manager clients. A concentrator
configuration provides a single connection through either a firewall or proxy for all downstream clients, or as an
aggregated connection directly to the server.

Configuring the Agent Manager to act as a concentrator involves configuring queue and heap sizes to adequately
support accepting and transferring data from one or more downstream connections. You can configure
downstream connections when the Agent Manager needs to accept connections from the Management Server
and enable reverse data polling. This is useful when the Agent Manager cannot connect to the Management
Server due to its location.

Using this installer step, you can configure:
¢ Downstream SSL connections, when a certificate host name and a password are provided.

¢ Downstream non-SSL connections, but only if you started the installer on the command line with the
--allow-unsecured option (as instructed in Installing the Agent Manager using the installer interface on
page 15).

User-provided certificates or keystores are supported, but can be configured after the installation.

If you are configuring the Agent Manager as a concentrator in order to enable connections from the Management
Server, additional setup is required. For more information about this procedure, or to find out to configure non-SSL
connections and user-provided certificates, see Configuring the Agent Manager to accept connections from the
Management Server on page 50.

1 To enable downstream connections, type Y, and press Enter.

2 To set the queue and memory sizes, type the number associated with the desired size of the queue and
heap, and press Enter.

3 Type the port number that you want the Agent Manager to use to listen for downstream connections, and
press Enter.

4 Type the SSL certificate password, and press Enter. Retype the password, and press Enter.

; | NOTE: The passwords are not visible on the screen as you type them.

5 Type the name of the host on which you are installing the Agent Manager. The host name you specify here
is added to the SSL certificate that is to be generated.

If you are installing the Agent Manager on Windows, proceed to Step 9: Windows Service on page 28. Otherwise,
continue with Step 7: Secure Launcher and Step 8: Install init.d Script.
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Step 7: Secure Launcher
UNIX platforms only.

The Secure Launcher step defines the external launcher used by the Agent Manager to provide certain Foglight
agents with the required permissions to gather system metrics. See Configuring Agent Manager agent privileges
on page 94 for more information.

¢ Complete one of the following steps:
= To accept the default settings, press Enter.
= To edit the path to point to a different sudo executable, type that path and press Enter.

= To edit the path to point to the executable for a sudo-like application, type that path and press Enter.

IMPORTANT: After the installation is complete, you must edit the sudoers file for your system. If you
are using a privilege-escalation tool other than sudo (for example, setuid_launcher), you must make
changes related to that application. Follow the appropriate set of instructions in “Using Sudo to
Configure Secure Launcher Permissions” on page 88.

Step 8: Install init.d Script
UNIX platforms only.

The Install init.d Script step allows you to configure the Agent Manager to run as a daemon. You do that by
instructing the installer to installing an init.d-style script called quest-fglam in the init.d directory on your system.
See Locating the init.d script on page 94 for the location of this directory on your operating system.

The system calls the quest-fglam script when the host on which the Agent Manager is installed starts up or shuts
down. See Configuring the Agent Manager to run as a daemon on page 93 for more information.

Installation as the root user only: The installer prompts you to specify whether you want to install the init.d script.

Installing as a non-root user only: The installer does not prompt you to specify whether you want to install the
init.d script. However, the installer generates two scripts that perform the necessary setup for later use. See
Configuring the Agent Manager to run as a daemon on page 93 for more information.

1 In the UNIX init.d Script step, complete one of the following steps:

= If you want to use the default configuration options, type Y, and press Enter. Then, continue to Step
10: Summary.

= To apply customized configuration options, type N, and press Enter. Then, proceed to Step 2.

2 Using the Select the Unix/Linux distribution menu, specify the number in the identifies your operating
system.

i | IMPORTANT: Even if you choose not to install the init.d script, or if you are not performing the
installation as the root user, it is recommended that you configure as many options as possible in this
step, and in the subsequent Install UNIX/Linux init.d Scripts steps. These options are used when
generating the two scripts for later use.

= To accept the detected value, press Enter.
= To specify a different operating system, type the number associated with it, and press Enter.

3 At the Enter the user the service will run as prompt, specify the user account that runs the Agent Manager
daemon.

= To accept the default (current) user, press Enter.
= To specify a different user account, type its name and press Enter.

If you choose to have the Agent Manager run as a different user than the one who performed the
installation, then that user account must already exist in the system. This user becomes the owner
of the <fglam_home> directory and all files within it, including all state directories.

If the user specified at this prompt is not a local user, the installer displays a warning and prompts
you to specify whether you want to continue.
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To continue with the specified user, press Enter.
To specify a different user, type N and press Enter. At the prompt, specify the user name.

4 Type the number that corresponds with a run level to select a run level and press Enter.

; | IMPORTANT: These numbers signify different run levels on different UNIX platforms. Consult your

UNIX system administrator for more information.

5 Type 0 and press Enter.

6 If you want the Agent Manager process to start immediately after the installation, press Y, and then Enter.

i | NOTE: The default answer to this question is Y (Yes). However, if you started the installer with the —-

no-start-on-exit option, the default answer to this question is set to N (No). For more
information, see Installing the Agent Manager from the command line on page 22.

7 Continue with Step 10: Summary.

Step 9: Windows Service
Windows platforms only.

The Windows Service step allows you to specify if you want to install the Agent Manager as a Windows service.
A Windows service operates in the background while the system on which it is installed is running. Installing the

Agent Manager as a Windows Service causes the Agent Manager to start automatically on your system startup.

; | NOTE: If you intend to use gMSA authentication you must install the Agent Manager as a service.

1 Complete one of the following steps:
= To install the Agent Manager as a Windows service, press Enter.
= If you do not want to install the Agent Manager as a Windows service, type N and press Enter.

2 If you want the Agent Manager process to start immediately after the installation, press Y, and then Enter.

i | NOTE: The default answer to this question is Y (Yes). However, if you started the installer with the -~
no-start-on-exit option, the default answer to this question is set to N (No). For more
information, see Installing the Agent Manager from the command line on page 22.

Step 10: Summary

The Summary step informs you that the installer has sufficient information to complete the Agent Manager
installation.

* Press Enter to complete the installation and exit the command-line installer.

The Agent Manager installer calculates the amount of disk space required to complete the installation, and copies
the required to the machine on which it is being installed.

NOTE: Unix platforms only. If the user account that you used to install the Agent Manager has no root
privileges, the init.d-style script is not installed. Messages appear that inform you that the script is not
installed due to insufficient user permissions and provide the path to the script installer and a copy of the
script file.

If you choose to install it as a Windows service, the Agent Manager starts automatically.

; | NOTE: The Agent Manager starts automatically when the installation is complete only when it is installed as
a service on Windows. It does not start automatically at the end of an installation on a UNIX platform.

Step 10: Change service credentials [Optional]

When using gMSA authentication, the Log On user for the Agent Manager service must be changed after
installation.
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1 Open Services (services.msc)
2 Find the Agent Manager service. \
3 Right-click on the service and choose Properties

Update the Log On User with the gMSA account. Leave the password field empty.

Configuring Management Server URLs from the command
line

As described in Step 5: Server URLs on page 24 of Installing the Agent Manager from the command line and

Using the Agent Manager silent installer on page 32, you can configure the Fogligh’[® Agent Manager connection
parameters using the £glam command and the arguments passed to its fms command option. For example:

fglam --headless --configure --fms url=http://localhost:8080, address=127.0.0.1,
proxy=http://proxy.server

; | NOTE: For complete information about the fglam command, see “Managing the Foglight Agent Manager” in
the Command-Line Reference Guide.

Syntax

fglam --headless --configure [--fms url={http | https}://host:port
[proxy={http|https}://host:port [proxy-user=user name] [proxy-pass=password]
[proxy-ntlm-domain=domain]] [address=IP address]
[ssl-allow-self-signed={true|false}] [ssl-cert-common-name=name]
[compressed={true|false}]] [ [--downstream "<port=<port>,key-password=<password>>
[ ,<host=<host>, type=<https|http>,size=Small |Medium|Large |Huge |Maximum>]"] |
[--deletedownstream <port>] | [--deletealldownstream] ]

Table 3. Options and arguments

Argument Mandatory
Option or Description
Name Value Optional?
headless Mandatory Launches the Agent Manager and configuration

interface on the command line, when used with
the configure option.

configure Mandatory Launches the Agent Manager and configuration
interface.

fms Mandatory Specifies the URL to the Management Server that
you want to configure.

url http|https: Mandatory The URL to the Management Server, where host
Ilhost:port and port specify the host name of the machine on
which the Foglight Management Server is
installed, and the port number the server uses to
communicate with the Foglight Agent Manager.

proxy http|https: Optional The URL to the proxy server needed to connect to
Illhost:port the Management Server.
proxy-user user_name Optional The user name needed to connect to the proxy
server.
proxy-pass password Optional The password associated with the user name

needed to connect to the proxy server. The
password is saved encrypted in the Agent
Manager configuration file
(<fglam_home>/state/<state
name>/config/fglam.config.xml) the next time you
start or restart the Agent Manager
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Table 3. Options and arguments

Argument

Option
P Name

Value

Mandatory
or
Optional?

Description

proxy-ntim-
domain

address

ssl-allow-
self-signed

ssl-cert-
common-
name

compresse
d

downstream port

key-
password

host

type
size

deletedownstream port

deletealldownstream

domain

ip_address

true|false

hame

true|false

port

password
host

http|https
Small

Medium

Large

Huge

Maximum

port

Optional

Optional

Optional

Optional

Optional

Mandatory

Mandatory

Optional

Optional
Optional

Mandatory

The Windows domain to which the proxy server
belongs.

The IP address of the Foglight Agent Manager
that is used to connect with the Foglight
Management Server.

Indicates if self-signed certificates are accepted
(true) or not (false).

NOTE: It is not recommended to enable this
configuration in FIPS-compliant mode for security
consideration.

The common name of the expected certificate.
Specifying this argument causes a certificate with
a common (host) name, that is different than the
one reported by the Management Server, to be
accepted.

Indicates if HTTP compression is enabled (true)
or disabled (false). HTTP compression is enabled
by default. When enabled, it is applied to both
request and responses, and used when
connecting to either Agent Management
concentrators or Management Servers.

When used with --configure, this option creates a
downstream connection.

The port argument specifies the number of the
port the Agent Manager uses to listen for
downstream connections.

This argument specifies the password needed to
access the private key contained in the keystore.

Specifies the host name to be set in the
certificate.

Specifies the type of the supported protocol.

Specifies the amounts of the disk and memory
resources.

Small allocates 10 MB for the disk queue and 512
MB of memory.

Medium allocates 100 MB for the disk queue and
768 MB of memory.

Large allocates 500 MB for the disk queue and 1
GB of memory.

Huge allows unlimited amounts of disk space for
the queue, and up to 4 GB or 85% of system
memory, whichever is less.

Maximum allows unlimited amounts of disk space
for the queue, and 85% of available system
memory.

When used with --configure, this option deletes a
downstream connection given its port number.

When used with --configure, this option deletes
all downstream connections.
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Removing Management Server URLs

In addition to managing connections to the Management Server from the command line, the £g1am command also
provides arguments for removing Management Server URLs, when required. You can delete one URL at a time, or
all of them, as required. Deleting all Management Server URLs can, for example, be useful in situations when you
need to migrate an Agent Manager from oneManagement Server to another.

To delete a single Management Server URL:
e Issue the following command:

fglam --headless --configure --deletefms url=<http|https>://
<hostname>:<port>

To delete all configured Management Server URLs:

* Issue the following command:
fglam --headless --configure --deleteallfms

In some configuration scenarios, after dissociating your Agent Manager from one or all of your Management
Servers, you typically need to connect it to another Management Server. The fglam command is flexible enough
to allow for multiple operations on a single command line, as long as you first specify the arguments to first delete
the existing URLs, and then add a new one. For example:

fglam --headless --configure --deleteallfms --fms url=http://Hostl:8080

Detecting HA Servers

The fglam command also allows you to detect High Availability (HA) failover servers (peers) using its detectha
argument. When used with the configure option, this option instructs the installer to detect and test any
available Management Server HA peers.

fglam --headless --configure --detectha

Using the Agent Manager silent installer

The Agent Manager silent installer allows you to install the Agent Manager non-interactively—for example, to
install the Agent Manager from the command line onto a remote, headless machine.

The silent installer is an advanced tool. It should be used cautiously and only by
advanced Foglight administrators.Do not run the installer in silent mode unless you are an advanced
Foglight administrator who is familiar with configuring the Agent Manager and you are certain what
setup is required for your environment. If you are not certain which installation options you need,
use the installer interface or command-line installer instead.

If you are running Foglight® in High Availability (HA) mode, you can configure the Agent Manager to work with a
set of primary and secondary Management Servers in an HA cluster.

To install the Agent Manager using the silent installer:

1 If you are installing the Agent Manager onto a remote machine, log in to the target machine (for example,
using SSH).

2 Launch a command shell on the target machine and navigate to the directory to which you downloaded the
installer.

3 On UNIX® platforms, if necessary, change the permissions for the installer file so that it is executable (as
described in To download and run the Agent Manager installer using the Agent Managers or Agent Status
dashboard: on page 13).

4 Run the installer executable with the --silent option.

i | IMPORTANT: On Windows® 7 and Windows Vista®, you must run the silent installer from an
administrator version of cmd.exe or PowerShell (not just logged in as administrator) if you want the
installer to install the Agent Manager as a service.
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IMPORTANT: The --silent option is an advanced option. It should be used cautiously and only by
advanced Foglight administrators.

All desired installation parameters must be included in the command with the --silent option, using the
following syntax:

fglam-<version>-<platform> --silent --installdir <install directory path>
[--fms <url and other parameters>] [--noservice] [--host-display-name
<display name>] [--spid <path to SPID>] [--certificate <alias=path>]
[--downstream "<port=<port>,key-password=<password>>[,type=<https|http>,
host=<host>,size=<Small |Medium|Large |Huge|Maximum>]"] [--allow-unsecured]
[--no-start-on-exit] [-h|--help] [-v|--version]
[<-m|--javavm> <path>] [--installer-properties <file path>]
[--headless] [auth-token <token>] [--noservice] [--host-display-name <name>]
[--detectha]

Where:

silent prevents the installer from prompting for configuration options. It uses default values unless
they are specified on the command line.

<version> is the version number of the Agent Manager.

<platform> is the appropriate installer name for your operating system. Consult the matrix in
Downloading the Agent Manager installer on page 12 for the installer name.

<install_directory_path> is the full path to the directory where you want to install the Agent Manager.
The installdir option is mandatory.

; | IMPORTANT: Ensure that there is no existing installation of the Agent Manager in the
directory that you specify with the --installdir <install directory path>
parameter. If there is an Agent Manager installation in the directory, you must specify a
different directory or the installer fails. The installer aborts, to protect you from overwriting
your existing installation. Consult the Foglight Upgrade Guide for upgrade instructions.

You can also include the following optional command-line options:

--fms <url_and_other _parameters>, where <url_and_other _parameters> is a comma-separated
list of parameters for configuring the connection to a Management Server. See Step 10: Change
service credentials [Optional] on page 29 for a description of the parameters for the ——fms option.

If you are running Foglight in High Availability (HA) mode, add the —-fms option once for each
member of the HA cluster to which you want the Agent Manager to connect. You must do so to
configure the connection to more than one Management Server (or Agent Manager concentrator)
within the cluster.

--noservice (on UNIX) prevents an init.d-style script from being installed (that would

automatically start the Agent Manager). On Windows®, this option causes the Agent Manager not to
be installed as a service.

--host-display-name <display name>, Where <display name> is the host display name
that you want to set manually for the Agent Manager. This is the host name that the Agent Manager
uses to identify itself and the name under which it submits metrics to the Management Server. By
default, the Agent Manager uses the host name that it automatically detects for the machine on
which it is being installed. There are certain cases in which you should explicitly set the host display
name: for example, if the host name is already in use by another machine.

--spid <path to SPID>, where <path to SPID> is the path to an existing SPID installation.
This allows you to (optionally) migrate agents from an existing SPID installation to the new Agent
Manager installation. The Agent Manager automatically detects any agents managed by SPID from
the old installation and copies the agent instances to the new Agent Manager installation.

--certificate alias=<path> allows you to add an SSL certificate, where <path> is the
directory path to the SSL certificate file.

--downstream allows you to create a downstream connection.

Foglight 6.3.0 Agent Manager Guide

Installing external Agent Managers 32



= port=<port> specifies the number of the port the Agent Manager uses to listen for
downstream connections. This argument is mandatory.

s key-password=<password> specifies the password needed to access the private key
contained in the keystore.

o type=<https|http> specifies the type of the supported protocol.
= host=<host> specifies the host name to be set in the certificate.

° size=<Small|Medium|Large|Huge |Maximum> specifies the amounts of disk and
memory resources that are allocated to downstream connections.

--allow-unsecured enables the configuration of HTTP downstream connections.

--no-start-on-exit prevents the Agent Manager Windows service or Unix daemon from
starting immediately after the installation.

-h or --help lists the arguments available with the installer executable and exits.
-v or —-version display the Agent Manager version number and exits.

-m or —-javavm sets the location of the Java virtual machine, for example, the directory that
JAVA_ HOME points to.

; | NOTE: Java 7 or lower is not supported.

--installer-properties sets the path to the installer properties file. This file contains the
default installer values used during installation. Its contents must be in a Java Properties format and
can include a mix of installer arguments and arbitrary properties for use by the installer runtime. All
installer options can be defined here but must be prefixed with “installer.” and have the “--”
removed from the argument name. All other argument value setting constraints still apply. For
installer arguments that can be declared multiple times, a numeric value must be appended to the
end of the property name in order to make the key unique. For example:

o installer.fms.O=url=https://localhost:8443,ssl-allow-self-
signed=true

o installer.fms.l=url=https://127.0.0.1:8443,ssl-allow-self-
signed=true

o installer.headless
o installer.downstream=type=http,port=15872,size=Large
o custom.property.one=true

If the --installer-properties argument is not declared, the installer runtime searches for a file named
installer.properties in the root directory of the installer binary, or in the extraction root directory of the
installer payload. When located, the properties file is automatically loaded during startup.

--headless launches the Agent Manager and configuration interface on the command line. If not
specified, the graphical interface is displayed.

--auth-token registers an authentication token during the installation. The token is generated
from the Management Server and provides authorization for this Agent Manager to connect.

--noservice prevents the Agent Manager service from being installed on Windows. On UNIX; it
prevents the installer from installing an init.d script that automatically starts the Agent Manager.

--host-display-name specifies the display name used to identify this Agent Manager instance.

--detectha locates and configures additionally available high availability (HA) servers.

For example, in stand-alone mode:

FglAM-<version>-windows-x86 64.exe --silent --fms url=http://serverA:8080
--installdir C:\Quest\Foglight Agent Manager --noservice

./FglAM-<version>-1linux-x86 64.bin --silent --fms url=http://serverA:8080
--installdir /opt/Quest/Foglight Agent Manager --noservice
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In HA mode:

FglAM-<version>-windows-x86 64.exe --silent --fms url=http://serverA:8080/
--fms url=http://serverB:8080/ --installdir C:\Quest\Foglight Agent Manager

./FglAM-<version>-1linux-x86 64.bin --silent --fms url=http://serverA:8080/
--fms url=http://serverB:8080/ --installdir /opt/Quest/Foglight Agent Manager

Messages appear in the command-line window while the installer starts. Installer files are extracted to the
location you specified in the --installdir parameter and the installer runs.

i | NOTE: Install the Agent Manager on each host that you want to monitor with local agents.

Installing the Agent Manager as a Windows
service

If you did not install the Agent Manager as a Windows®

command line after installing the Agent Manager.

service using the installer, you can do so from the

To install the Foglight® Agent Manager Windows service:
1 Launch a Command Prompt window on the Agent Manager host machine and navigate to the
<fglam_home>\bin directory.

i | IMPORTANT: On Windows 7 and Vista, you must issue the command to manually install the Agent
Manager as a Windows service using an administrator version of cmd.exe or PowerShell (not just
logged in as administrator).

2 Issue the following command to install the Agent Manager as a Windows service:

fglam --install-service

Alternatively, to create multiple Windows services on the same machine, for each Agent Manager service
that you want to install, issue a command using the following syntax:

fglam --location <STATE> --install-service

Where STATE is the name of the Agent Manager instance that you want to install as a Windows service.
For more information, see Configuring multiple Agent Manager instances on page 54.

3 To start or stop the Foglight Agent Manager service manually, follow the instructions in To run the Agent
Manager as a Windows service: on page 36.

To remove the Foglight Agent Manager Windows service, follow the instructions in To remove the Foglight Agent
Manager Windows service: on page 37.

Starting or stopping the Agent Manager
process

The section below describes basic options for running the Agent Manager. See the Command-Line Reference
Guide for additional options that you can use with the fg1am command.

The Agent Manager should be installed in a directory that is local to the system. It should also run using a local
account, not a network or domain account. This should also include a local user home directory. Because the
Agent Manager monitors and detects problems such as network and disk failures, having the Agent Manager
installed in a local directory and running it as a local user makes the Agent Manager more resistant to failures in
those services and better able to detect and report those failures. Otherwise, having the Agent Manager installed
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on a network drive, could cause the Agent Manager to lock itself when the network drive fails, preventing this
failure from being reported.

In a default installation, the Agent Manager is installed as a Windows service or a Unix daemon, this process starts
immediately after the installation. You can override this default behavior by using the --no-start-on-exit
option. For more information, see Installing the Agent Manager using the installer interface on page 15.
To start the Agent Manager:
* Navigate to the bin directory of an Agent Manager installation and run the fglam executable.
For complete information about the fg1am command and the available command-line options, see the
Command-Line Reference Guide.
To restart the Agent Manager:
¢ In the Foglight browser interface, navigate to the Agent Managers dashboard, select the Agent Manager
host, and click Restart.
To stop the Agent Manager:

¢ Navigate to the bin directory of an Agent Manager installation and issue the fglam executable with the --
stop option:

fglam --stop

To run the Agent Manager as a daemon on UNIX®:

1 Follow the instructions in To install the init.d script: on page 93. See Configuring the Agent Manager to run
as a daemon on page 93 for more information about this script.

2 Navigate to the location in which the init.d script quest-fglam was installed. See Locating the init.d script on
page 94 for more information.

3 Run the script with a required option.

= To start the Agent Manager daemon, run the quest-fglam script with the start option. For example
(on Linux):
/etc/init.d/quest-fglam start

= To stop the Agent Manager daemon, run the quest-fglam script with the stop option. For example
(on Linux):
/etc/init.d/quest-fglam stop

To run the Agent Manager as a Windows service:

1 Follow the instructions in Installing the Agent Manager as a Windows service on page 35.

2 Launch a command-line window on the Agent Manager machine and navigate to the <fglam_home>/bin
directory.

i | IMPORTANT: On Windows 7 and Vista, you must issue the commands to manually start and stop the
Agent Manager as a Windows service using an administrator version of cmd.exe or PowerShell (not
just logged in as administrator).

3 Start or stop the Foglight Agent Manager service from the command-line using a required option.

= To start the Foglight Agent Manager service, run fglam.exe with the --start-service option:
fglam --start-service

= To stop the Foglight Agent Manager service, run fglam.exe with the —-stop option:
fglam --stop
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Identifying the Agent Manager process

The Agent Manager has different process names on different operating systems.
«  On Windows® operating systems, the process name is fglam.exe.

« On AIX® HP-UX, and Linux® operating systems, the process name is Foglight <version>:
FoglightAgentManager [Daemon] on <machine_name>.

«  On Oracle Solaris® operating systems, the process name is <absolute-path-to-$FGLAM_HOME>/fglam [--
daemon].

About platform-specific identification

The Agent Manager determines a unique ID for each system on which it runs, and includes that ID with the data

submission from each agent. On some Linux® systems, however, the Agent Manager may be unable to determine
a unique system ID. In such cases, the Agent Manager does not return any system ID in the data submission.

Frequently asked questions

How do | upgrade the Agent Manager?

Consult the Foglight Upgrade Guide for detailed upgrade instructions.

How do | uninstall the Agent Manager?

This section topic describes how to completely uninstall the Agent Manager and remove the init.d script used to
run the Agent Manager as a daemon or the Foglight® Agent Manager Windows® service.

To remove the init.d script used to run the Agent Manager as a daemon on UNIX®:

i | IMPORTANT: Stop the Agent Manager using the init.d script, then remove the init.d script before uninstalling
the Agent Manager.

1 Launch a command shell on the Agent Manager machine and navigate to <fglam_home>/state/default/.
2 Switch to the root user and run the script fglam-init-script-installer.sh with the remove option:

./fglam-init-script-installer.sh remove

i | IMPORTANT: This script must be run as root.

The setup script fglam-init-script-installer.sh removes the init.d script quest-fglam and all known symlinks to
the quest-fglam script. See Installing the Agent Manager using the installer interface on page 15 for the
location from which it is removed.

To remove the Foglight Agent Manager Windows service:

i | IMPORTANT: Remove the Agent Manager Windows service before uninstalling the Agent Manager.

1 Launch a Command Prompt window on the Agent Manager machine and navigate to the
<fglam_home>\bin directory.
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; | IMPORTANT: On Windows 7 and Vista, you must issue the command to manually remove the Agent
Manager as a Windows service using an administrator version of cmd.exe or PowerShell (not just
logged in as administrator).

2 Run the Agent Manager from the command-line with the --remove-service option:

fglam.exe --remove-service

3 Close the Command Prompt window.

To uninstall the Agent Manager:
1 Stop the Agent Manager.

2 Delete the installation directory (referred to as <fglam_home> in this chapter section) and any state
directories related to this installation.

i | NOTE: On HP-UX, you cannot unlink a binary used for paging. This means that even if you stop the program
that is using the shared library, if HP-UX has it cached, you cannot delete the file.

The workaround is to move or rename the file before you delete it. For example:
$ $FGLAM HOME/bin/fglam -g

$ cd SFGLAM HOME/..

$ mv SFGLAM HOME x
#

rm -rf x

Where can | find the Agent Manager installation log files?

The Agent Manager saves its log files in the <fglam_home>/state/<state_name>/logs directory.

i | NOTE: If you did not specify the <state_name> using the --location command, the default name is default.

In addition to the installation log file, Install*.log, that contains messages logged during the installation, the Agent
Manager also provides the following log files:

e FglAM*log contains messages logged during run-time.
e quest-runner*.log contains messages logged by the external process runner.
e quest-watchdog*.log contains information from the Agent Manager self-monitoring watchdog process.

e auditor/SecurityAudit*.log contains information about agent activities needed for agent developers and
Quest Support.

Why does the message “Created system preferences
directory in java.home” appear after | finish installing the
Agent Manager on AIX?

This is a benign log message from Java™ that appears when you finish installing the Agent Manager on AIX®.
Java performs the action described the first time a specific user runs Java on a machine.

Are the passwords that are stored in the configuration file,
fglam.config.xml, encrypted?

Certain passwords that are specified (or stored) in the Agent Manager configuration file
<fglam_home>/state/<state name>/config/fglam.config.xml are automatically encrypted when the Agent Manager
restarts.
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The passwords that are encrypted are the ones set as arguments for the proxy-pass, key-password,
keystore-password, and truststore-password attributes in fglam.config.xml. These passwords are
encrypted after you manually edit them in fglam.config.xml and then restart the Agent Manager.

The passwords stored as arguments for the key-password, keystore-password, and truststore-
password attributes are also encrypted when you start an Agent Manager concentrator for the first time after
configuring it to communicate with downstream instances using HTTPS. See Creating a secure connection with
downstream instances on page 47 for more information about this type of configuration.

In addition, you can specify the password that the Agent Manager uses when connecting to the Management
Server using a proxy during or after the installation (using the Agent Manager configuration interface). This
password is stored in an encrypted form in fglam.config.xml (as the argument for the proxy-pass attribute) when
you start the Agent Manager after installation or restart after using the Agent Manager configuration interface. See
Configuring Management Server URLs using the installer interface on page 21 and Step 10: Change service
credentials [Optional] on page 29 for more information about setting the proxy password through the Agent
Manager installer or configuration interface.

How can | see what parameters are available for the silent
installers?

You can see the list of parameters available for the silent Agent Manager installer by running the Fg1aM-
<version>-<platform> command with the --help option.

Why are two URLs displayed for localhost when | search for
HA peers?

If you specify a localhost address as the Management Server URL and then search for HA peers (while installing
or configuring the Agent Manager), two URLs appear: one that shows the real machine name and one for
localhost.

For example, you are installing the Agent Manager on server1, the same machine on which the Management
Server is running. You type localhost and 8080 as the host name and port used by the Agent Manager to
connect to the Management Server. After you search for HA peers, two URLs are listed: http://localhost:8080 and
http://server1.example.com:8080.

| tested the connection between the Agent Manager and a
Management Server, but the Management Server URL failed
the connectivity test. Why did this happen?

There are several reasons why a Management Server (or Agent Manager concentrator) URL may fail the
connectivity test, including the following:

e The Management Server is not running. Verify that the Management Server is running by navigating to the
Management Server URL in a browser:

<http|https>://<management_server_host_name>:<management_server_port>

If the Management Server is running, the Foglight Login Page appears. If the Login Page does not appear,
follow the applicable instructions in “Starting and Stopping the Foglight Management Server” in the
Installation and Setup Guide for the platform and database you are running to start the Management
Server.

e The Agent Manager adapter is either deactivated or uninstalled. Verify that the Agent Manager adapter is
running by logging in to Foglight and navigating to Dashboards > Administration > Agents > Agent
Adapters using the navigation panel.

If the Agent Manager adapter is running, the Agent Manager adapter (named FglAM) is listed in the Agent
Adapters table and an Active icon (®) appears in the row for the adapter.
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If the Agent Manager adapter is listed but no Active icon (®) appears in the row for the adapter, select the
adapter and click Activate at the bottom of the dashboard.

If the Agent Manager adapter has been uninstalled (it is not listed in the Agent Adapters table), re-install the
Agent Manager cartridge. See Deploying the Agent Manager cartridge on page 11 for instructions.

* You are attempting to connect the Agent Manager to a concentrator or Management Server over HTTPS,
but your certificate has expired. Renew your certificate and test the connection again.

* You are attempting to connect the Agent Manager to a concentrator or Management Server through a
proxy configuration but your proxy is rejecting connections. Ensure that the proxy you specify is accepting
connections and test the connection again.

When | try to install the Agent Manager using the installer
interface on Solaris x86 VMware, it fails and a warning
message related to fonts appears. Why does this occur?

There is a known issue with the Agent Manager installer interface failing when it runs on Oracle Solaris® x86
VMware. If you see an error containing the following message and your installation fails, this is not a Quest
Software Inc. error but a known issue with Solaris x86 and VMware tools:

Warning: Cannot convert string "-monotype-arial-regular-r-normal--*-140-*-*-p-*-
1s508859-1" to type FontStruct
Warning: Unable to load any usable IS08859-1 font

The workaround is to use the command-line installer when installing the Agent Manager on Solaris x86 VMware.
For more information, see Installing the Agent Manager from the command line on page 22.

i | NOTE: You can also resolve the issue by running the installer interface with the LAX_VM parameter set to a
known good JVM on the system: . /<installer-name>.bin LAX VM [path to Java executable]

For example: . /fglam-<version>-solaris-x86 64.bin LAX VM
/home/jdkl.6.0 07/jre/bin/java

Why does an AIX compatibility warning appear when | run
the Agent Manager installer?

If you are running an AIX® operating system with IPv6 support enabled and the Agent Manager installer detects
problems resolving IP addresses and host names, an AIX compatibility warning appears.

This warning provides information about an alternate command-line option for running the installer and a URL that
you can consult for more information.

The alternate command-line option is: -Djava.net.preferIPv4Stack=true

This option causes IPv6 to be disabled for the Agent Manager and rewrites the Agent Manager’s
<fglam_home>/state/default/config/client.config file to disable IPv6 when the Agent Manager is launched. Using
this option allows you to run the Agent Manager, but without IPv6 support.

If you want to run the Agent Manager with IPv6 support, or if you want to correct the underlying problem resolving
IP addresses and host names, follow the additional steps listed in the IBM® URL that is provided for more
information:

http://www-01.ibm.com/support/docview.wss?uid=swg21170467
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3

Configuring the Agent Manager

This section contains information about configuring the Agent Manager after the installation.
e Operating system patches
* Launching the Agent Manager installation interface
* Configuring the Agent Manager to run in FIPS-compliant mode
* Configuring the Agent Manager from the command line
¢ Configuring the Agent Manager to use SSL certificates
e Configuring an Agent Manager instance as a Concentrator
* Configuring the Agent Manager to accept connections from the Management Server
* Configuring the Agent Manager to execute commands on remote hosts
* Configuring multiple Agent Manager instances
¢ Controlling the polling rate
¢ Configuring the Agent Manager to work in HA mode
* Negotiating Agent Manager resources at runtime
* Configuring credentials

e Troubleshooting

Operating system patches

As noted in the System Requirements and Platform Support Guide, Foglight® requires that the operating systems

on which it runs have all vendor-recommended patches applied for running the Oracle® Java™ Virtual Machine.
On machines without full OS patches applied, the following failure mode is observed:

* On un-patched HP-UX machines, the installer can hang on exit.

Launching the Agent Manager
installation interface

You can change many of the setti