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Executive Summary

This paper provides information about how to set up  Quest” QoreStorH as a backup target for BridgeHead Backup software.

For additional information, see the QoreStor documentation and other data management application best practices whitepapers for
your specific QoreStor version at:

https://support.quest.com/gorestor/

i NOTE: The QoreStor and BridgeHead screenshots used in this document may vary slightly,
depending on the QoreStor and BridgeHead versions you are using.


https://support.quest.com/qorestor/

1. Installing and configuring QoreStor

1 Before installing QoreStor, refer to the  QoreStor Interoperability Guide to ensure your system(s) meet the installation

requirements.
2 Toinstall QoreStor on your system(s), follow the procedures documented in the QoreStor Installation Guide .

Using a supported web browser (refer to  QoreStor Interoperability Guide for a list of supported browsers), connect to the
QoreStor administrative console via https, using the host IP address/FQDN and port 5233 ( https://<hostname:5233 >). Log in

with the username admin and password StOr@ge! (The-0° i n the password is the n
Q QoreStor™ x  +

& C A Notsecure | gspl-6300-07.systest.ocarina.local:5233/#/login T

QoreStor™

Sign In

® 2021 Quest Software Inc. ALL RIGHTS RESERVED.




2. Creating a CIFS container for use with BridgeHead

1 Selectthe Containers tab, then click Add container .

admin -

Containers (0) ‘ : n Status
Healthy

0

No Containers Available

2 Enter a container Name, select a Storage Group or leave the DefaultGroup option selected, and select NAS (NFS, CIFS) from

the Protocol dropdown menu. Click Next.

Add Container

‘ DefaultGroup

— P O
‘ NAS (NFS, CIFS)

3 Click the dropdown on the Protocols field then select the check mark for CIFS. Leave Marker Type on Auto, then click Next.



Add Container

[] selectan

] nrs
CIFs

4 Fillin the CIFS Client Access options if needed then click Next.
Add Container

CIFS Client Access
o Open (allow all clients)

@ Create dlient access list

| Prev

5 Confirm the settings and click Finish . Confirm that the container is added.

Add Container

£ Container Summary
Name:
sample

Storage Group:

DefaultGroup

Pr
NAS

Marker:
Auto

£ Connection Summary

Protocol CIFS:

Finish




3. Adding QoreStor CIFS container  to BridgeHead

1 Open BridgeHead Console Management console.

2 Under Backup Node, click Configuration . Double-click to open the Configuration File.

% Management Console - Backup Node

“q Gereral [yl ReportManager ] Log Viewer
¥ @ Refresh | @) =
= K Delete K“" z j
Open Diagnostics | Guides Release Notes
- -
General Aclions Documenta tior
-y Management Console
=88 Control Node

| Backup Node > Configuration

Name
i Bw Object Manager

e guratio
T) Queue Manager

-
5| Schedule Manager
{3 Service Manager
G Update License
-{dlj Reports
- [&] service Node

=-[Z] Backup Node

“_‘ﬂ |Configuration .
Service Manager
-{alll Report Manager
=@ Log Viewer

i--4ggl sekhar-w16-v4

3 Search Staging_Area in the text editor. Use QoreStor container share UNC path for the Staging Area Path , define a Staging
Area Name . Save the Configuration file.



File

|HPT_BN - Notepad

Edit Format View Help

.
El

the staging area size is limited only by the amount of free disk
space available.

Staging_Area<_nn>_Path

Specifies the full path of the staging area. For example
C:\Stage\Stagel\. The default is no path, i.e. no staging area.
Staging areas have to be defined in strict ascending order.

For example if one defines staging areas 01, @2, 03, 05, @6 and 07,
only staging areas 01, 02 and 03 will be taken into account.

If not defined, Staging_Area_©1 Path defaults to the Stage
sub-folder of the Backup Node. Typically C:\Htape\BN\Stage.

St

aging_Area_@1_Path \\10.230.48.240\sample

St

aging Area_@2 Path C:\Stage\Stage2\

Staging Area<_nn>_Name

Specifies a name for the staging area. This setting is optional.
If you specify a staging area name, you can ask the Backup Node to
select that particular staging area, rather than leave the choice
to the Backup Node. The default is no name.

[st

aging Area 01 Name = HDMCIFS |

St

.
2
2

.
2

Stage2

aging Area_©2_Name

; Staging_Area<_nn>_Max_Size

Specifies the maximum size of the staging area, in MB. This setting

Note: The Backup Node for BridgeHead Healthcare Data Management requires appropriate permissions to the

QoreSto

r CIFS Share for the step below to complete successfully. See Appendix A for setting up the BridgeHead

Healthcare Data Management Backup Node account correctly. This should be done before the next step.



2.1 Procedure for Unix/Linux Environment

Notes:

Make sure that you can mount/verify the NFS share from the UNIX/Linux backup node. Please see Appendix B for
how to mount/verify the NFS share.

The procedure for the Unix/Linux Environment is very similar to the procedure for the Windows Environment. One

difference is that the configuration file of the Backup Node is ht_media.def , and the default location for the file is

0/ etc/ ht _nbedi a. def

For other details, please refer to the Procedure for the Windows Environment.

4. Create a New Backup Job with QoreStor CIFS container as the Target

1.  Open Bridge Head Manageme nt Console. Click Schedule Manage under Control Node . Double-click to open the
Schedule Manager .

% Management Console - Centrol Node

@ “ General |gllj Report Manager ] Log Viewer

™ =

Open " | Diagnostics | Guides Release Notes
-

-

General Actions Documentation

-l Management Console Control Node > Schedule Manager
=fi2 Control Node

¥ Schedule Manager "C:\Htape\CN\bin\schedule.exe™

£ Reports
@ [& Service Node
=-[Z] Backup Node
{58 configuration

{5 Service Manager
@ Jalll Report Manager
=) Log Viewer

G sekhar-w16-v4




2. Select Template schedules that contain suitable defaults for various job types. Click  OK.

Organise Inspect Schedule Database

Create Schedule X

A schedule describes the dates on which jobs are to be run and
media to be used (if any). New schedules can be based on
template schedules or existing schedules.

(O Existing schedules are those already defined in the
schedule database,

Setting Up Qord sithBridgebleacd
Contents



3. Select None and then click OK.

No dates scheduled, no Media Manager

Setting Up Qui withBridgebleacd
Contents



4. Populate all the required fields and SelectMedia Manager under Media Management, and click New .

Schedule Manager

. Schedule Name and Comment
/ Schedule [ Neme: [ Daly_schedule | | veary
Daily operation
',.,., Comment: | |
-test-schedule
:ﬂm : Recurrences
E ld’lm'l
dm : Recurrence Name Autosave  Freguency Scope | New... I
i =) test-ful
| Stz N | cone... |
oo ' T |
3 +
| Rename... |
< I > | s
Media Management
O None
(®Media Manager
o]

Setting Up Qui withBridgebleacd
Contents



5. Select Disk in the Media Management option and click Next.

Lo hd

General

Modify
/  Schedule
@Dﬂyopuamn
=|None
i=|qa-test-schedule
[=|sch730
li=|schvmware
test-backup

Etest12

f=wmn_ov_om

edule Database |

€ € € € € ¢« €

Yearly

Sche(
Namd Recurrence name: |de
Comr
Scope
Reas @Ful O Incremental
Req
Frequency
® Daily Run daily at the spedified times.
O weekly Run on the specified days of a week.
< O Monthly Run on the specified days of a month,
O Yearly Run on the specified days of the year.
Caler|
Media Management
e
[ Autosave enabled 0
[ [ ned> | =
L ] L d
Setting Up Qui withBridgebleacd
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6. Select all the required fields then click NEXT

i
¢

gl § 8%

~
-

£

Days of the week and start vhen t will be

to run.

Run on these days:

Monday Edit days...
Tuesday

—— e
Run at these times:

12:00AM Edit start times...

| <Back |[ Next> | cameel

[

7. Enter Stage Area Name, Application as BACKUP, click Finish .

Schedule Database

Media Properties

£ € € € € € €

_E_

$l8 § §%

Disk Properties
Max Daily Savesets 1 E‘
Ja— T —

T

Setting Up Qui withBridgebleacd
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8. Click OKto save it.

27
Schedule Manager

Modify Organise Inspect Schedule Database Schedule Name and Comment
/  Schedule [ Name: [ Daily_Scheduie | |
[Elpaily operation
= None Comment: | |
=|qa-test-schedule v
[=|sch730 v Recurrences
[=|schvmware v
"=ltest-backup " Recurrence Name Autosave  Frequency Scope
test-full v Yes Daily Full
=ltest12 "
F=lwin_cn_om v

Setting Up Qui withBridgebleacd
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9. On Bridge HDM Management Console, click Object Manager under Control Node, which displays the Object Manager in the

list. Double -click to open the Object Manager on right - hand side pane.

s Management Console - Control Node
% General g Report Manager [ Log Viewer

3 > Refresh E‘

I ] v
= x Delete
- -
General Actions Documentation
=-¢lly Management Console Control Node > Object Manager
=
E-figk Control Node Name &

v :
G Queue Manager -
i Schedule Manager
(g Service Manager
i @ Update License
{3 Reports
L@ Service Node
=] m Backup Node
; Configuration
a Service Manager
[e2] m Report Manager
=] g Log Viewer
-l sekhar-w16-v4
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10. Select the Template objects to contain default settings for particular tasks such as platform or database backups, storage
policy application s, or reporting, and click Next .

|° s Control Node Object Manager

Functions ‘ Modify | Organise  fi|
/  Object Create Object X
EESXbachp
=object1 Create New Object .
=qslnl 4 from a template or an existing object ..

An object describes what to run and where and when to run it. Objects can
describe backups, reports, storage policy etc. New objects can be based on
template objects or existing objects.

(® Template objects contain default settings for particular
tasks such as platform or database backups, storage policy
application or reporting.

(O Existing objects are those already defined in the object
database.

ok [Net> ] canl |

Setting Up Qul withBridgeblead
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11. SelectWIN in the template list then click Next.

Functions Modify Organise
/  Object Create Object X
BEsxbadnp
qs 10back Select the most appropriate template
& Badwp A
-] MEDITECH
(] Hyper-v
(-] Microsoft
v
| < Back |I Next > I | Cancel |

Setting Up Qui withBridgebleacd
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12. Enter the Service Node related info with the valid file path for the backup data source, click on Credential

manager to set the password and then click Next.

Functions Modify 1! Iil New
/  Object Create Object X
Eesxbacup
B object1 Service Node -.
S as10backup .
A Service Node is a computer whose data is saved or restored by an
operation initiated a Control Node. During a save, data is collected and sent
to a Backup Node.
Computer: | localhost v]
Credential:  administrator v/
Path defines data to be saved or restored
| Path: | C:\dataset |
<Back [ Next> | | cCancel

Setting Up Qul withBridgeblead
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13. Enter Backup Node related info.

Functions Modify | Organise

/  Object Create Object X

B object1 Backup Node List
£ as10badkup a

Backup Nodes store data on disk or tape. If you specify more than one node,
Save operations that fail are automatically rerun on the next node. Repeat
the same node for simple automatic retry.

2nd Computer and Credental
| localhost vl | v]
administrator vl | v
| Additonal BadupNodes... ~ CredentialManager... |

<Back [ MNext> |  Cancel

Setting Up Qui withBridgebleacd
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14. Accept the defaults and click NEXT.

Functions Modify Organise
/  Object Create Object X
BES)d:adap
=°bj=dl Mailing the Job Log
gs10backup
Mail log when job ends
(®In error
(O 1n error or warning
O Aways
(O Never

<Back [[Next> | | cancel

Setting Up Qui withBridgebleacd
Contents



15. Select the schedule, and click NEXT.

Functions Modify
/  Object Create Object X
gEsnadu.p
object1 .
gs10bad Select a suitable schedule

|<n-t||&rt>|||w|

Setting Up Qu i withBridgebl eael
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16. Accept the defaults and click Next.

Functions Modify QOrganise
/  Object Create Object X
B esxbadwp
gs10backup

Tick the box below to override the start times in the schedule. Incremental
runs are not normally used for non-backup objects.

[CJ override schedule start times

Full; 09:00 PM

Incremental: 07:00 PM =a

“

| <Bak [ mext> | | cancel |

Setting Up Qui withBridgebleacd
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17. Accept the defaults and click Next.

Functions " Modify | Organise New

Create Object X

Queue Names .
=1

Once scheduled, jobs are held in queues. Jobs run as soon as their start time
arrives and sufficient resources are available. Different queues can be used
to group jobs for common resources and for easy monitoring.

Full: | <HTQ> v|
Incremental: |<HTQ> vl
Restore: | <HTQ> v|

Setting Up Qui withBridgebleacd
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18. Enter the Name of the Object then click Finish to save it.

Functions Modify Organise New
7/ Object Create Object X
BESXbadnp
object1 Object Name(s)
gs10backup

Each object must be given a unique name within the object database.
Consider OS naming conventions and restrictions. Names associated with a
mmmumnmﬂd.mmmmum

Name of object to create
[ sample_backup | | create

| <sak |[Ensh ] | concel |

Setting Up Qui withBridgebleacd
Contents



19. The backup object summary is displayed on the Object list. Right -click the object to run the backup.

Setting Up Qui withBridgebleacd
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20. When Save or Run Operation window opens, click Start On  -Line to start the backup.

/  Object Save or Run Operation X
Beswsdp Object(s)
s
as10backup Object Name Operation Type
sanpie b = ook bacuo |
| o |
[Jrrace
Operation Recurrence
Yearly — -
Monthly -
Wutty Start Time for Submit
Sy ® [ens021 @] [ Today |
Incremental C
oy S o |10:56 am B[ new |

Setting Up Qu i with Brid@eHead
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21. The Object Manager Operation Log window displays the progress of the backup session. Operation status has details of the

backup job.

Object Manager Operation Log

Functions

Service Node
{ kgt [ HT Service Node Version Windows64 5.6-03 (208) Buid 560301 |

object1 [ [ windowss4 10.0 ]

elitacus Node Name: [seciar-wis-v4 |

X
View Log
AsText...
e In Browser...
Save As.
Aot

Service Node Input Parameters
Object Name: | sample_badkup

|
Operation Type: [o |size g@):  [5144578 |
Object Path: [ |
File Pattern: I I
Backup Node: [ localhost 4232 |

|

SN chkpoint, [1] Successful checkpoint for stream 1 after C:\dataset A

SN waitstrm, Waiting for data streams to finish

SN Processed a total of 4.9 GB, 3items

SN iopcompl, Operation completed on Tue Jun 15 11:05:34 2021.
Control Node dosed connection.

i
W

Setting Up Qul withBridgeblead
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5. Setting up the QoreStor system replication

L]

1 | NOTE: For the steps in this procedure, assume QS1 is the replication source QoreStor system, and QS2 is the
replication target QoreStor system. ¢ sour c e is the replication source co
target container.

Creating a CIFS/NFS replication session

1 Create a source container on the source QoreStor system.

2 Create a target container on the target QoreStor system.

3 On the source QoreStor system, go to the Replication s Tab. Click the Add replication button.
03 admin

Replications (0

Versio! stem Statu
6.0.0.670 Healthy

Replications

0

No Replications Available

Add replcation

4 Select the source Container for Replication and click Next.

Add replication

Source container

o Local
. Remote

‘ source

5 Select the Encryption type for the Source Container and click Next.
Add replication

Encryption

. None

@ AES 128bit

© AES 256bit




6 Enter the target QoreStor systems related information then click  Retrieve Remote Containers

the populated list, and click Next.

Add replication

Target container

[ ] I
o Remote

‘ admin

qspl-6300-47 systest. ocarina.local

Retrieve Containers

. Select a target container from

7 Specify any Bandwidth Limitations  needed in MBps, and leave 0 for unlimited bandwidth. Click Next.

Add replication

Limits

8 Verify the Summary and click Finish .

Add replication

Encryption

Unlimited

arget

Remote

target

xrrenx

qspl-6300-47.systest.ocarina.local

Prav

9 Check replication is added successfully and confirm the

replication details



0. Restoring from the replication target

enabled.

NOTE: Before restoring from the target QoreStor

system, make sure that the replication session

1. Add the target QoreStor system container to the BridgeHead :

state is INSYNC on the QoreStor system GUI Replication menu. Stop or Delete the replication
session, and make sure that the target QoreStor system container has the CIFS/NFS connection(s)

2. 1. Click Configuration of Backup Node, which displays Configuration File, Double click to open

File. Modify the Stage Path to point to

sole - Backup Node

@ ‘% General |LH[] Report Manager | (J Log Viewer

"W ¥ pefresh
| .

\ | p

|
&

(L]

the Configuration

the target QoreStor container path, then save the changes

Open

General

“|HPT_BN - Notepad

File Edit Format View Help

=) ¢y Management Cq
{28 Control Nod

El ObjectX -

(O Queuet

18] Schedul

Staging areas have to be defined in strict ascending order.
; For example if one defines staging areas 01, 82, 83, @85, @6 and @7,

3

E )

; only staging areas 01, 02 and ©3 will be taken into account.
; If not defined, Staging_Area_01_Path defaults to the Stage

H

sub-folder of the Backup Node. Typically C:\Htape\BN\Stage.

Staging_Area_01_Path

\\19.239.48.249\targeﬂ

,‘i‘ Service
(¥ Update
gl Reports

+}-|{&J| Service Nod
-
4

|| Backup Nod

E=]contou

< arira
{agy Service

= Log Viewer

J sekhar-

Staging_Area_02_Path

C:\Stage\Stage2\

; Staging_Area<_nn>_Name

El

Staging_Area_01_Name
Staging_Area_02_Name

e s Me s Wl W s e e

If you specify a staging area name, you can
; select that particular staging area, rather

H
k]
; Specifies a name for the staging area. This
2
k]
& |L|ﬂ Report Man{ ;

to the Backup Node. The default is no name.

HDMCIFS
Stage2

Staging_Area<_nn>_Max_Size
Specifies the maximum size of the staging area, in MB. This setting
is optional. If you do not specify a maximum, the size of the
staging area is limited only by the amount of free disk space
available. The default is no maximum size, i.e. limited only by

the amount of free disk space available.

Staging_Area_01 Max_Size = 400

setting is optional.
ask the Backup Node to
than leave the choice



3. Go to Backup Node - > Service Manager, restart the Service of Backup Node

‘ Management Console - Backup Node
oy General |y Report Manager  [C], Log Viewer

Si @B =
L/ xDelete EE —

Open Diagnostics | Guides Release Notes
- -
General Actions Documentation
¢y Management Console Backup Node > Service Manager
&-{ig# Control Node Name #
I =l Object Manager
Q Queue Manager
I - Schedule Manager
(g Service Manager o Backup Node - Service Manager - X
= Update License -
{dlil Reports
@] Service Node Service Status
-] Backup Node HT Intemet Daemon is running
5 Configuration
@ - figu @ HT Backup Broker is running
Service Manager
m Report Manager
[ Log Viewer Install Services ] Remove Services |
. 4
&l sekhar-wibv | Start I = Pause Continue "
’7 Action/St

_ Com |

4. On BridgeHead Management Console, open Object Manager, and the backup object summary is displayed under

the Object list. Right -click the object and SelectRestore

s Control Node Object Manager
V)
. Object . View  Database  Tools  Help

E: < Restore EBMW ) wizard Z7Single field  $§ Delete I.\a-u
P | List Journal - {) View History 25 All fields Autosave ~ T Undelete ] |y Recovery
Ulﬂ““ ¢ orrun (7 List Saveset {3} Display 25 Group of fields ] Rename L3
Fundiions L Moaty | Organise J|  New |
7 Object | server [ service Node
EESXhach.n sekhar-c8-gs3 sekhar-w16-v4
:nb)zctl sekhar-w16-v4 sekhar-w16-v4
:xlcbado.p sekhar-w16-v4 sekhar-w16-v4
— SEKHAR-W16-V4 localhost

View History...

Save or Run...

List Journal...

List Saveset...

Restore Utility

Modify >

Delete...

Display...

Setting Up Qark withBridgeblaae
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5. Select the Saveset, then click Start On -Line.

Start Time for Submit
o | e
[ vow |
Restore Properties
Service Node <localhost>
4] Backup Node <localhost>
Restore Target  <C:\dataset>
[Propertes...|
6. Verify that the restore job completes successfully.
Setting Up Qul withBridgeblead
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