Quest’

KACE ExpertAssist 8.7.2

User Guide



© 2023 Quest Software Inc. ALL RIGHTS RESERVED.

This guide contains proprietary information protected by copyright. The software described in this guide is furnished under a
software license or nondisclosure agreement. This software may be used or copied only in accordance with the terms of the
applicable agreement. No part of this guide may be reproduced or transmitted in any form or by any means, electronic or
mechanical, including photocopying and recording for any purpose other than the purchaser’s personal use without the written
permission of Quest Software Inc.

The information in this document is provided in connection with Quest Software products. No license, express or implied, by
estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of Quest Software
products. EXCEPT AS SET FORTH IN THE TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR
THIS PRODUCT, QUEST SOFTWARE ASSUMES NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED
OR STATUTORY WARRANTY RELATING TOITS PRODUCTSINCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTY OF MERCHANTABILITY, FITNESS FOR APARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NOEVENT
SHALL QUEST SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR
INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS
INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR INABILITY TOUSE THIS DOCUMENT,
EVEN IF QUEST SOFTWARE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. Quest Software makes no
representations or warranties with respect to the accuracy or completeness of the contents of this document and reserves the right
to make changes to specifications and product descriptions at any time without notice. Quest Software does not make any
commitment to update the information contained in this document..

If you have any questions regarding your potential use of this material, contact:

Quest Software Inc.

Attn: LEGAL Dept

4 Polaris Way

Aliso Viejo, CA 92656

Refer to our Web site (https://www.quest.com) for regional and international office information.
Patents

Quest Software is proud of our advanced technology. Patents and pending patents may apply to this product. For the most current
information about applicable patents for this product, please visit our website at https://www.quest.com/legal.

Trademarks

Quest, the Quest logo, and Join the Innovation are trademarks and registered trademarks of Quest Software Inc. For a complete
list of Quest marks, visit https://www.quest.com/legal/trademark-information.aspx. All other trademarks and registered trademarks
are property of their respective owners.

(missing or bad snippet)

ExpertAssist User Guide
Updated - February 2023
Version - 8.7.2


https://www.quest.com/
https://www.quest.com/legal
https://www.quest.com/legal/trademark-information.aspx

Overview

Quest™ExpertAssist is the perfect choice for anyone who has ever needed to access and control a PC or server
from elsewhere, be it from down the hall or from halfway around the world. All that is required to control a PC or

server is a web browser or WAP-enabled wireless device.

ExpertAssist is a remote administration tool that lets you control and administer Microsoft® Windows®-based
computers over a local area network or the Internet. Originally designed for network administrators, ExpertAssist
has evolved to offer a wide variety of remote computing solutions for an equally wide variety of users. Today,
ExpertAssist provides many useful capabilities such as Java-based desktop remote control, file transfer protocol

(FTP) for downloading and uploading of files, configuration of the host computer, remote-to-local printing,
advanced scripting, and dozens of other features.

ExpertAssist acts as the host software on the machine that is to be controlled or accessed. The client (the remote
computer that is used to access the host) requires no special software. The client software is any Java-enabled
web browser (see System Requirements). Many Remote Control features can also be accessed and controlled

using such client software as that found in handheld PDAs and WAP-enabled mobile telephones.

System Requirements

Operating Systems Support

KACE ExpertAssist can be deployed to the following operating systems.

Microsoft Windows Server 2012 R2

Microsoft Windows Server 2012

Microsoft Windows 8.1 (32-bit or 64-bit)

Microsoft Windows 10 (32-bit or 64-bit)

Windows Server 2008 R2 any Service Packs

Windows 7 (32-bit or 64-bit) Service Pack 1 or later
Windows Server 2008 (32-bit or 64-bit) any Service Packs
Windows Server 2016

Where possible, be sure to have the latest Service Pack installed on a remote computer when you are
deploying KACE ExpertAssist.

Browser Requirements

The following web browsers can be used to manage ExpertAssist hosts:
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1. Web Browsers:
* Windows Internet Explorer 11
* Mozilla Firefox (latest version recommended)
» Google Chrome (latest version recommended)
Microsoft Edge (latest version recommended)

2. Latest Java Runtime Environment (Oracle and OpenJDK supported)

Additional Software Requirements

« PowerShell 1.x command line shell installed on the remote computer for the Scripting functionality

Licensing ExpertAssist

The ExpertAssist componentis licensed as a part of the overall Desktop Authority licensing framework.
Therefore, a valid Desktop Authority license (Standard or Professional) is required in order to use ExpertAssist.

Remotely Accessing a Workstation

When the ExpertAssist software installation is complete, each workstation may be accessed from any machine
using a Java-enabled web browser.
To access the host machine:

1. Open an Internet browser.

2. Inthe Location/Address bar, enter the FQDN, DNS name or the IP address of the host machine as shown
in the examples below.

Example:
« http://pc345-XP:2000
« http://192.168.3.26:2000
o http://192.168.3.26:5050
where:

o “192.168.3.26" represents the IP address of the host machine.
« “2000” represents the default port entered on the ExpertAssist configuration tab.
» “pc345-xP"represents the DNS machine name of the host machine.

« “5050" represents the port custom defined via the ExpertAssist configuration tab

Logging In

After entering the URL into your browser and pressing enter, the ExpertAssist login screen will be displayed.

ExpertAssist 8.7.2 User Guide 4



Windows Authentication

Depending upon who is logging in to the system, the SAM database, Active Directory, and ExpertAssist’'s own
user database are accessed for authentication.

For the first-time logon:

1. Log on as someone who is a member of the local Administrators group.
This default behavior can be changed later by granting Windows users or groups access to ExpertAssist
through the Access Control section of the Security node.

2. Type in the credentials that can be used to authenticate on the remote computer and click Login.

NTLM

ExpertAssist will use the current credentials (those entered by you at the Windows logon screen on the
computer running the browser) to identify the computer to the remote computer. This is only available on
local networks.

To login using your current Windows login credentials:
Click the Login button within the NTLM section.

If available, NTLM requires that the remote computer IP address be added to the Local intranet security zone in
your browser.

Typically, the browser will automatically figure out for you if the remote computer is on the local network or not
by analyzing the remote computer’s IP address class. If not, make sure to manually add the remote computer’s
address to the Local intranet security zone in your browser, otherwise you will be prompted to enter your
credentials despite using NTLM. The behavior is by browser design and depends on the Logon radio button
setting in the security zone setting. This setting is typically set to Automatic logon only in Intranet zone in
zones’ settings.

Smart Card

This logon type will verify your identity based on the credentials stored on a Smart Card. Smart Card supportis
available on computers running Microsoft Windows 7 or later.

To login using credentials stored on a Smart Card:

Click the Login button within the Smart Card section.

Advanced Options

Additional login and access options are detailed below.

To get access to additional login options:
Click on the Show advanced options button in the login window
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Figure 1: Login screen with additional options.
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ExpertAssist

administrator Password

Authentication:

Windows Authentication ~

w Hide advanced options

O Go to Main Menu
@ Go directly to Remote Contral
@ Go directly to File Transfer & Synchronization

O Full interface (for DHTML capable browsers)
@ Light interface (for old browsers or slow connections)
W Use 55 to secure your session

Go directly to

Using any of the first three buttons selects whether to go directly to Remote Control, to File Transfer &
Synchronization or to the Main Menu page (default) directly upon login.

Full/Light Interface

Choose between the full and lightinterfaces. The full interface is for DHTML capable browsers. The light
interface is more suitable for old browsers or users with slow connections.

This only works for ExpertAssist users defined within the Access Control page. ExpertAssist administrators
always have full interface enabled for them unless specified explicitly. See details in the Access Control section.

Automatic Java Download

Several KACE ExpertAssist functionalities, such as Remote Control, File Transfer, and Performance Viewer,
require that you have Java Runtime Environment (JRE) installed on the client computer where you are
managing the remote computer from. If you have logged into KACE ExpertAssist using one of the three
available authentication options, and you do not have JRE installed on your local computer, you will be
prompted by your browser right before you will see the KACE ExpertAssist user interface.
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KACE ExpertAssist requires that you have at least JRE version 1.5.0_5 installed on the local computer to work
with applets.

Figure 2: The browser prompts for Java update before launching EA.

Internet Explorer x|

The page vou are wiewing uses Java. kore information on
Jawva zuppaort iz available from the Microzoft website,

[T Do not show this message again.

More Info

Click OK to close the message box and let the browser to show you the KACE ExpertAssist user interface.

In the topmost frame on the user interface you will see that the Performance Viewer appletis not working and
KACE ExpertAssist shows the “Java is not installed” message.

Click on the download link within the frame and KACE ExpertAssist will automatically open the new browser
window or tab and redirect you to the JRE download page.

If you are running your browser on a server with Windows Server 2003 or above with Internet Explorer
Enhanced Security Configuration (IEESC) mode enabled, please make sure to add the web sites to the Trusted
Sites zone when prompted by browser. This behavior is by browser’s design.

You can eliminate these browser web site blocking prompts and difficulties with downloading the JRE by
disabling the IEESC on your local operating system.

Download and install the JRE on your local computer. Once installed, Java runtime will enable KACE
ExpertAssist to allow you use its applets.

If the automatic installation provided by site does not work for you, either use relaxed browser security settings
for the JRE download site, or choose the manual download option.

If prompted by a Java security warning, accept the warning by clicking Yes.

ExpertAssist 8.7.2 User Guide 7



Figure 3: Java security warning.

The name of the site does not match the name on the
certificate. Do you want to continue?

- ==

Mame: gluon

Publisher: GLUON.internal.corp

Always trust content from this publisher

| Yesﬂ[ Mo ]

More Information...

II_ _II The name of the site, "glucn®, does not match the name on the
. certificate, "GLUON.internal.corp”.

Warning - Security |3

This warning is normal since KACE ExpertAssist is using a self-signed security certificate, which typically gets

automatically issued to the DNS name of the remote computer. Thus, if you are connecting to the remote
computer by using the IP address or the NetBIOS name in the URL, JRE will locate the mismatch between the
“issued to” string in the client certificate and the computer name in the URL and a warn you about this. In the
figure above you may see that the JRE warns the user accessing KACE ExpertAssist by using the
https://gluon:port/ntim URL in the browser since the certificate has been issued to gluon.internal.corp. In the
example above, you could avoid having the JRE warning message by accessing KACE ExpertAssist using the

DNS name of the remote computer in the URL https://gluon.internal.corp:port/ntim.

Bypassing the Login Screen

You can bypass the login screen entirely when logging into EA by using one of the following methods.

To force an NTLM login:
Append /ntlm/ to the URL with which you access the ExpertAssist.

Example,
The URL http://MAILSERVER:2000 would become http://MAILSERVER:2000/ntlm/.

i | NOTE: Be careful not to forget the trailing slash!

To bypass the menu system and access certain parts of ExpertAssist with NTLM login:

Use the following URL examples for guidance:

« Remote Control:
http://machine.name.here:2000/ntim/remctrl.html

« Command Prompt:
http://machine.name.here:2000/ntim/telnet.html

o Chat:
http://machine.name.here:2000/ntim/chat.html
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To force a normal login (with user name and password credentials):
Specify a username and password with which you access the Remote Control host rightin the URL.

Example,
The URL http://MAILSERVER: 2000 would become
http://MAILSERVER:2000/1login:username:password:domain/.

1 | NOTE: Be careful not to forget the trailing slash!

The domain is optional. If omitted, an attempt will be made to authenticate on the computer on which it's running
and the domain to which it belongs.

Here are some URLs as an example:

« Remote Control:
http://your.machine.here:2000/login:yourloginname:yourpassword/remctrl.html

« Command Prompt:
http://lyour.machine.here:2000/login:yourloginname:yourpassword/telnet.html

o Chat:
http://lyour.machine.here:2000/login:yourloginname:yourpassword/chat.html

Accessing ExpertAssist through a Firewall

Most corporations today employ certain security measures to protect their computer networks from hostile
intrusion. One of the common measures includes creating a firewall. A firewall is a system designed to prevent
unauthorized access to a private (internal) network. Firewalls can be implemented either as hardware or
software, or a combination of the two.

The most common use of a firewall is to prevent unauthorized intrusion from Internet users attempting to access
a private network or Intranet. A firewall examines all traffic entering or leaving the internal network/Intranet,
ensuring that traffic meets security criteria established by the Network Administrator.

ExpertAssist can be configured to work with a computer protected by a firewall. This requires mapping an
external, incoming port on the firewall to the internal IP and port on the computer running the ExpertAssist host.

From outside the LAN, gain access to the computer running the ExpertAssist host by entering the router’s IP
address and the port to which the desired machine is mapped.

Example:

Router:
External IP address: 111.111.111.111

ExpertAssist host:
IP address: 192.168.0.10, Port: 2000
(port 2000 is the default but this can also be changed)

Map a firewall port to the Computer. In this case, pick a port on the router (say, 5200) and map it to
192.168.0.10:2000.

The procedure for mapping ports from routers to computers is router-specific. Usually the router will have a web-
based interface that allows configuration and maintenance. Sometimes router companies refer to this action as
Port Forwarding or Port Mapping.

Access the ExpertAssist Host through the firewall

Having done the above, fully access the ExpertAssist host with the URL http:/111.111.111.111:5200 - that is the
firewall’s external IP, followed by the port mapped to the ExpertAssist host.
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User Interface

The user interface is designed to make using the ExpertAssist quick and easy to use. For details on each
section follow the links below.

Menu

Every page of the ExpertAssist host can be reached from the left hand menu tree of the Manager. The menu tree
is expandable and collapsible like Windows Explorer so you can find the pages you need quickly.

The sub-sections of each item in the menu tree are labeled as follows:
« Home
« Remote Control
« File Transfer
o Help Desk Chat
o Computer Management
« Computer Settings
« Server Functions
« Scheduling & Alerts
« Performance Monitoring
« Security
« Preferences

« Custom Pages

Performance Data Viewer

On each page of the ExpertAssist you can see a real-time Performance Data Viewer. This java appletis to the
right of the logo in the top frame. It shows CPU load (green) and Memory load (red) and is updated every few
seconds so you can getinstant feedback on the effects of performance intensive processes.
Figure 4: Performance Data Viewer.

100 %%

[CPU Load 7% |memory Load 62%
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To disable the Performance Data Viewer:

Use the Appearance.section of the Preferences node.

QuickLinks

QuickLinks are accessible from every page of the ExpertAssist.

The QuickLinks menu is situated in the top frame of the page so that your favorite pages are always only
a click away.

To add your favorite pages to the QuickLinks drop down menu:

Click the staricon in the tool bar of the page you are viewing.

To edit your QuickLinks:
Click on -- Edit your QuickLinks -- in the QuickLinks drop-down menu.

To access the QuickLinks:

Open the System Overview tab of Home page.

End Remote Session

If you are inactive for 10 minutes you will be logged out automatically.

To close the remote session:

Click the red End Remote Session button in the top right corner of the screen, to the right of your
computer's name.

To modify the session idle timeout time:
Use the Network page under Preferences section.

Time

The time on the remote machine is displayed above the log out button.

Main Content Window

The main content window is where you will do most of your interaction with the host machine via the
ExpertAssist. For the most part this should be self explanatory.

On most pages you will see a tool bar at the top. Below is a quick key to the buttons you’ll encounter on
these toolbars.

Table 1: Main content toolbar buttons.

B 9, &
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Refresh Paste Permissions Download files

X & g, Q

Delete Rename Find files
Execute

of = & =
Cut Edit Create new folder Set sharing properties
Ee) &
Copy Change attributes Upload files Create rule

’ = i
Exportto CSV View Browse Parent

System Tray Icon

The ExpertAssist deploys a system tray (notification area) icon on each client that the ExpertAssist service is
deployed on. The icon serves many purposes.

The icon will change on the remote computer when the computer is remotely controlled via the Remote
Control applet.

To enable/disable the system tray icon on the host computer:

Use the Appearance section of the Preferences node to modify the Systray Settings.

To open a dialog with the ExpertAssist status and configuration settings, as well as access
support information:

Double-click the notification area icon and make the necessary changes or view the information.

To open the ExpertAssist system tray context menu:
Right-click the ExpertAssist system tray. Use the menu options described below:

Open ExpertAssist

This is the default action. Choosing this is equivalent to double-clicking the icon. Select this menu
item to load the ExpertAssist management dialog. From this dialog you can open the ExpertAssist
using the default web browser, see the ExpertAssist status (enabled or disabled), if the
ExpertAssistis currently being accessed or not, and a link to download the documentation.

Open ExpertAssist Web Interface

Select this menu item to load the ExpertAssist on the local machine using the default web
browser. NTLM Login will be used.

Open Status Window

Selecting this item displays the ExpertAssist status window. The status window will display a log
of all events that have occurred during the past remote management sessions.
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Enable/Disable ExpertAssist

Here you can turn the ExpertAssist services on and off at will.

Enable/Disable Status Indicators

Here you can enable or disable the memory and CPU usage indicators.

Show Performance Windows

This menu provides a selection of performance indicators to display on your desktop.

The menu selections displayed are based on the performance data ExpertAssist is able to collect
from the client. The software automatically collects performance data on CPU usage (total and
broken down by individual CPU on SMP systems), and various memory counters. You also can
monitor network performance and drive usage in the real time.

When you select an item from this menu, a window will pop up, similar to this:

The performance window.

CPU Load - 21% EH
100%)

0

Double-clicking the performance window will shrink it to a smaller format.

You can have as many of these windows up on your screen as you want. They are persistent —
thatis, they will automatically appear in their previous position following a reboot.

About

Opens the ExpertAssist About window, providing the software manufacturer and license
information.

ExpertAssist 8.7.2 User Guide 13



Home

Home is the page that you will see when you start up the ExpertAssist. Here you will find a useful at-a-glance
System Overview information. Your current KACE ExpertAssist licensing status, legal notices, and technical
support contacts are available on the separate tabs.

Each tab is described below.
System Overview

System Overview.

About

The About tab provides info on the version of KACE ExpertAssist you are currently using.

Licenses

This tab contains a link to the page with legal terms and conditions of your license for your reference.

Legal Notices

This tab provides info on general copyright data.

Contacts

Contacts is a link to the product owner site to find out more about this and other products.

Here you'll also find the support pages, along with the popular forums and Knowledgebase articles. If the
answer isn'tin the manual you may well find it there.

System Overview

When you start up ExpertAssist, you will see the System Overview tab. It contains a multitude of useful
information about the host computer.

Welcome

At the top of the page you'll see the following info:
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« A welcome message which displays who you’re logged in as.

¢ The date and time of the host machine.

Click on the date and time (highlighted in blue) to open a page where you can set the time on
that machine.

The date and time of the host machine page is also accessible on the Time page of the
Computer Settings.

« Information about when the machine was last rebooted;
« Information on how long the machine has been running;

« Information on how much data has been sent to how many clients.

Security

In the top right corner of the System Overview section of the ExpertAssist Home page, you can see a summary of
your security data. This includes the following:

« The authentication method used to log in;

« Information on the Secure Sockets Layer (SSL) connection.

QuickLinks

QuickLinks are designed to make access to frequently used features quick and easy.

To view the pages added to ExpertAssist's QuickLinks:
Click the icon in the box on the right hand side of the home page.

Or,
Use the dropdown in the upper frame of every page.

To add a QuickLink:

Click on the QuickLinks icon, which appears on every page.

To remove a QuickLink:
Select Edit your QuickLinks command from the drop down menu.

Performance

The performance graph details CPU and memory usage. Data about the physical and committed memory are
displayed in an easy to read green and red graph.

Most Recent Accesses

Here you can see information about the users who have most recently accessed the ExpertAssist on
this computer.
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Current Connections

Here you can see data on any current connections on the host machine.

System Information

Here you can see information on the computer itself, including the current CPU utilization.

Operating System

An overview of the operating system of the accessed machine is displayed here, including when it was installed.

Installed Hotfixes

Here you can see a list of the Hoffixes that have been installed on the machine.

For more information about a particular Hoftfix:
Click on the Hoffix name .

Alternatively, you can view the list of installed hotfixes listed with other updates and applications installed on
the remote computer on the Installed Applications page available under Performance Monitoring object.
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Remote Control

One of the main features of ExpertAssist is its advanced ability to remotely control the computer on which itis
installed, thus enabling you to authentically replicate the experience of sitting in front of the host computer —
regardless of where you actually are in the world.

When you select Remote Control, a small Java appletis downloaded to the client and will display the screen of
the remote computer. Your actions, such as keyboard usage and mouse movement are emulated by
ExpertAssist on the screen and on the remote computer. The Java applet downloads automatically.

Depending on your browser settings, you may see a popup window asking you to accept or reject this. You
should acceptitin order to use Remote Control.

When typing or using your mouse, it will be exactly as if you were sitting in front of the remote machine. The only
real difference will be a few ExpertAssist specific tools which appear at the top of the remote control window,
detailed below.

Figure 5: The Remote Control window.

Menu Options

In the top left corner of the remote control screen, you will see the menu with the following options:

Send Ctrl-Alt-Del

Pressing Ctrl-Alt-Delete cannot be captured by the applet, but you can still send the combination via this menu
item. Selecting this menu item will immediately send the Ctrl-Alt-Del key sequence to the host computer.
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Send Special Keys

Certain keystrokes, such as Alt-Tab, cannot be captured by the applet, but you can still send them via
this menu item.

Select Send Special Keys to gain access to a whole list of special key combinations you might want to send to
the host computer.

Transfer Clipboard

Another useful option available from the menu is the ability to transfer your clipboards between machines, thus
allowing you to copy from one machine and paste on the other.

The limitis 8 Mbyte in both directions. If the clipboard is larger, you will be notified that clipboard cannot be
transferred. It also works with bitmaps.

Below is the example usage of the function:

1. Copy some text on the local machine.

2. Then select Transfer Clipboard -> Local to Host on the remote screen. Copied text will be placed into
clipboard on the host machine.

3. Paste the copied text on a remote machine.

4. The same applies the other way around, but you would select Host to Local in order to transfer your
clipboard between machines.

Terminal Server Sessions

i | NOTE: Available when opening a Remote Control session on any operating systems with Terminal
Server Sessions support.

The Terminal Server Sessions option lets the user switch between the active Terminal Server sessions.

Open Chat

Select Open Chat to initiate a chat session with the remote computer.

View Connection Status dialog

Select View Connection Status dialog to view the status of the connection with the remote computer.
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Figure 6: The View Connection Status dialog.

Remote Control
Your computer's desktop is ready.

To increase your connection speed, click the Color Depth button on the
toolbar above and on the drop-down menu, and select a lower number,
Mote that this will affect the quality of the remote desktop’s display,

To correct differences in screen size between your remote and local PCs,
click the Resolution button on the toolbar and on the drop-down menu, and
lower the resolution. This can also be used to increase speed or correct any

Canzsole window ready. ;I

=ent ready state.

[T automatically close this dislog once connected Close |

Full Screen
The option detaches the remote window allowing you greater flexibility.

To switch back to the standard ExpertAssist frame:
Select Exit Full Screen from the menu.

End Remote Control

Select this menu option to end the Remote Control session.

Screen

Display Properties

You can modify the remote screen’s display properties via the menu as well. There are drop-down lists for color
quality and screen resolution, as well as a zoom option that allows you to view the screen all the way up to
300% of its original size.

For the best performance during remote control you should set the remote machine’s screen resolution down to
the lowest, still convenient value.

Itis also recommended that you do not use 16-bit (hi-color, 65536 colors) for the remote host’s display. Use
either 256 colors or true color. Converting 16-bit color bitmaps down to the internal format is rather slow, and
has an impact on performance.
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Click D to set the dialog size to the same size as the host computer. Click D to fit the host computer dialog

El Full Screen

within the client's dialog. Click to view the host computer in full screen mode.

Ctrl-Alt-Del

Pressing Ctrl-Alt-Delete cannot be captured by the applet, but you can still send the combination via this menu
item. Selecting this menu item will immediately send the Ctrl-Alt-Del key sequence to the host computer.

Network

Click Network to select the network type from the given drop-down button list. Select from Modem (56 Kbps),
DSL (384 Kbps), WAN (2 Mbps), LAN (10 Mbps) or Auto. Select the network type to optimize the remote control
session for the type of network chosen.

Display

Select the Number of Displays for host computers that are using multiple monitors. This will allow the client to
switch between the monitors on the host computer during the Remote session.

Blank Display

Click Blank Display to blank the display on the host computer. This is useful for preventing user interaction while
remote work is in process.

Remote Notification

When you initiate a remote control session, a notification message will appear on the remote screen. If you do
not have full administrative rights on the remote machine, a user sitting there would be invited to decline or
accept the remote session, with a default time of 10 seconds before you would be connected automatically. You
can configure both the message displayed and the amount of time given to make a decision under the
Preferences object. Select Remote Control when a remote session is in progress, a small window in the top
right corner of the remote screen is displayed stating who is currently remotely connected to the machine. This
message can also be configured under the Preferences object. Select Remote Control.

If the user locked his computer, ExpertAssist can also display the confirmation window over the Windows logon
screen, allowing the remote user to accept the remote control session without having to unlock his computer.

ExpertAssist automatically determines if there is an interactive user logged in on the remote computer. If no
users are logged in or the remote user has justlogged off of the computer, ExpertAssist will determine that
nobody is available to answer the Remote Control session confirmation message and skip displaying it. If so,
you will be automatically entered the remote control session. This is useful for unassisted remote
troubleshooting or resolving remote users’ login problems.

1 | NOTE: When the remote control session is started, ExpertAssist will notify the remote user by animating
its icon in the notification area of the task bar.

Remote Printing

When connected to the remote machine, and if you have remote printing enabled under Preferences > Remote
Control, that machine’s default printer will temporarily become that of your local machine. This means that
should you choose to print anything from the remote machine, you will receive it on your local printer.

A user sitting at the remote machine would be notified of this change.
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Remote Control Preferences

There are a number of special features you can use to configure your remote control sessions under
preferences. These are detailed in the Preferences section towards the end of this chapter under the
Preferences object. Select Remote Control.
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File Transfer

With ExpertAssist File Transfer, you can quickly and securely transfer files between the local and the remote
computer. All data transferred between the two computers is compressed and encrypted by the Java applet, so
you can be sure thatitis secure.

The file transfer screen is divided into two panels:

1. The left hand panel shows the file system of the computer running the web browser.

2. Theright panel displays the remote computer’s file system.

Figure 7: File Transfer window.
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parent: drive list; size: 0 bytes

parent: drive list; size: 0 bytes

1 _>| 0 of 14 files selected; size: 0 KB of 1,048,577 KB 0 of 14 files selected; sire: 0 KB of 1,048,577 KB

You can use the icons in the toolbar at the top of the screen or your keyboard and mouse to operate the File
Transfer applet. There’s always an active and inactive panel and you can switch easily between them with
the Tab key.
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Using the File Transfer appletis very helpful when synchronizing your data. If ExpertAssist notices identical data
on the source and destination locations, it will prompt you to choose whether you want to overwrite/update the
destination file with the old/new one or skip and continue synchronizing data. Itis also possible to apply
selected action to all files that will match the same criteria.

The available toolbar buttons are:

You can refresh the list with the Refresh button, by pressing F5, or by right clicking in the Local or Remote
panel and selecting Refresh from the context menu.

Sy,

-1 You can go up to the parent directory by clicking on the Up button, by pressing Backspace, or by right
clicking on a file or folder and selecting Up from the context menu.

2 To go to a different folder click on the Go to folder button, by pressing the CTRL+G key combination, or by
right clicking in the Local or Remote panel and selecting Go to folder from the context menu.

H} You can create a new folder with the Create folder button or by pressing the CTRL+N key combination, or
by right clicking in the Local or Remote panel and selecting Create Folder... from the context menu.

x You can delete a folder or file with the Delete button, by pressing Delete on your keyboard, or by right
clicking in the Local or Remote panel and selecting Delete from the context menu.

=3 You can rename a file or folder with the Rename button, by pressing F2, or by right clicking in the Local or
Remote panel and selecting Rename from the context menu.

ED You can copy a file or folder with the Copy button, by pressing CTRL+C, or by right clicking in the Local or
Remote panel and selecting Copy from the context menu.

I% You can move a file or folder with the Move button, by pressing CTRL+X, or by right clicking in the Local or
Remote panel and selecting Move from the context menu.

@ Synchronize folders by clicking on the Synchronize current folder button or by pressing CTRL+S.
Synchronization merges folder contents making sure that each o the synchronized folders contains the most
recent version of the file or folder inside.

é Replicate files from the source folder to the destination folder by clicking on the Replicate button or by
pressing CTRL+R. Replication replaces target folder contest making sure that the target folder is a bitwise
replica of the source folder.

m You can select files with the Select files button or by pressing + (plus) on the number pad.
EE‘I You can unselect files via the toolbar Unselect files button or with - (minus) on the number pad.

] Select the folder on a remote or local computer and click the Folder size button or press CTRL+F to
calculate the size of all contents within the selected folder. Alternatively, right-click the chosen folder and select
Folder size from the context menu.

Go directly to the Drive List by right clicking on the active panel and selecting Drive list or by pressing
Ctrl+Backspace.
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Help Desk Chat

ExpertAssist's Help Desk Chat feature allows you to communicate with the user sitting in front of the remote
computer as you would with any instant messenger software. ExpertAssist's advanced diagnostic capabilities
can be put to use while you’re remotely connected.

Figure 8: Help Desk Chat window.
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Connected.
Megotiating S5L...
Host S5L certificate verified.

Authenticating...
Connect successiul.

m

The interactive user is PAlrmiles.

[2:39 PW] PAacdmin: Hello!
[2:40 PM] PArmiles: Hi Mickl i
[Z:40 PM] P&Airmiles: | have troubles with the printer

1

Copy Al Send | Close |

1. Type textin the lower pane of the chat window.

2. Once typed, click Send button or hit Enter. The text typed by both yourself and the remote user appears
in the upper pane of the chat window.

3. You can distinguish the typed text of yours from that typed by your remote user by different font coloring
used for the typed text.

4. Use Ctrl+Enter key combination for entering paragraphs while you type.

5. You can copy and paste text from and to these windows.

This functionality is implemented in a Java applet which is similar to the screen that the remote user will see.
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Computer Management

The Computer Management object allows you to take advantage of a wealth of ExpertAssist administrative
features including the File Manager, information on the Processes, Services and Drivers of the remote machine
and even a reboot of the remote machine.

File Manager

The File Manager displays a list of all available drives, together with their capacity and available space.

Double-click on the drive names to get into the root directory of that drive, where all files and directories
are also links.

Double-click on the name of a subdirectory to getinto it and produce a listing.
You can select multiple consecutive files with the Shift key, or non-consecutive files with the CTRL key.

Use the toolbar buttons to copy, delete, or move the selected files.

To work with files:
1. Double-click on the name of a file and the ExpertAssist will send it to your browser.
2. Press the Back button to close the file.

3. Press the Save button to save any changes made to the file.

Table 2: File Manager toolbar buttons.

“¢  Click QuickLinks to add your favorite pages to the QuickLinks drop-down list.
Click Refresh to redisplay the File Manager list of files and folders.

¥ Click Parent to go to the Parent folder (move back one folder).

% Click Root to go to the root folder of the drive.

3 Click Browse to open a file browser window.

X Click Delete to remove the selected file/folder.

5 Click Copy to copy selected file/folder to another location. The path to selected file/folder is copied to the
clipboard. Copying is performed when you click Paste in the selected destination.

4  Click Cutto move selected fileffolder to another location. The path to selected file/folder is copied to the
clipboard. Move is performed when you click Paste in the selected destination.
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Il

Click Paste to paste the copied/cut file/folder into the selected destination.

Click Rename to rename the selected file/folder.

e

[& The Edit button lets you edit small text files right within your browser. This is useful for changing small
configuration or batch files without downloading or uploading.

The Attributes button lets you change file attributes, such as Hidden, Read-Only, etc.

9, The Permissions button lets you specify NTFS access permissions on the selected objects.

£ By clicking the Execute button, the ExpertAssist will attempt to launch each selected file on the host.
¥ Click Create to create a new folder.
&

Clicking the Upload button lets you upload files from your local computer to the current directory of the
remote computer using your browser.

&  Clicking the Download button lets you download the selected file/folder from the remote computer to the
local computer. You will be prompted for a download location.

S Click the Find button to perform a file search. Use wildcards to find the file/folder by specifying a part of its
name.

=1 Click the Sharing button to set the Sharing properties of the current folder.
Click the View button to see the file/folder properties.

#  Click the Export button to export the displayed table of files and folders into the CSV file.

Fields of the File Manager

The File Manager has the following columns in its view:

Icon

A small icon indicating the file type

Name

File name and extension
Size
File size

Modified

Last modification time
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When hovering over a file or folder in the currently selected drive, a tooltip will be displayed containing the
following information:

Name

File name and extension

Size

File size

Attributes

File attributes (i.e. read-only, system, etc.)

Created

File creation time

Modified

Last modification time

Accessed

Last time the file/folder was accessed

Permissions

Indicates what actions the user can perform on the object (i.e. read, write, change, etc.)

Owner

The owner of the file/folder

Go

The Go field accepts a path name.

Enter a directory (for example C: \Windows\System32\Drivers)and click on the Go button. This will
immediately take you to the requested location, without having to click your way there. This can be especially
helpful over slow connections.

Clicking on the header fields will change the sorting order of the file list to the relevant column.
For example, to sort files by modification time rather than name, simply click on the header field for that column.
To sortin descending order, click the header field of the currently active sorting field again.

User Manager

When you click on User Manager under the Computer Management object you will be able to access
ExpertAssist’s full-blown User Manager. User Manager supports all the features of Windows' built-in User
Manager including user and group maintenance.

ExpertAssist 8.7.2 User Guide 27



Figure 9: The User Manager window.

¢ User Manager

* [ | Page 1: &dministrator W show 30 w | A |
Users | Groups
= Adminiztrator Built-in account for administering the computerfdomain
‘ Guest Built-in account for guest access to the computer/domain
‘ krbtat Kew Distribution Center Service dccount
° ,
= sladmin
L]
- sluser

Click Add user on the Users tab to add a new local user to the computer.
Click on an existing User name to modify the account settings.

On the Groups tab, click Add group to add a new local group or click on an existing group to manage the
group settings.
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Add User
Figure 10: The Add User window.

User name:
Mame

Pazswiord:
Confirm password:
Full name:

Comment: ;I

Uzer must change pazsward at next logon
User cannot change password

Password never expires

Account disabled

Account locked out

Home directary: E

Drive letter assigned to home directory:

b R e

Logon scHpt:

Profile path: E

User name

Enter the new user account name.

Password

Enter the user account password.

Confirm password

Type the password again to confirm it.

Full name

Enter the user's display name.

Comment

Enter any text to describe the user account.
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User must change password at next logon

Select this box to force the user to reset the password at the next logon.

User cannot change password

Select this box to disallow the password to be changed.

Password never expires

Select this box to enable the password to never expire.

Account disabled

Select this box to disable the selected user account.

Account locked out

Read-only setting that specifies the user account is locked out. This user may not log on to the network.

Home directory

Specify a shared network folder as the home directory.

Drive letter assigned to home directory

Specify the network drive letter to which the home directory will be mapped to.

Logon script

Enter the name of the logon script.

Profile path

Enter the path to the mandatory or roaming user profile.

Manage User

The Manage User dialog presents the same configuration settings as the Add User dialog. The Manage User
dialog also presents several different user account statuses—Last logon, Last logoff, Account expires, Password
last changed, Bad password count and Number of successful logons.
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Figure 11: The Manage User dialog.

& Manage user "Administrator”

User name: Administrator

Full name:

Comment: -
Built-in account for administering the —I

computer/donain

Uszer must change paszword at next logon
User cannot change passward
Pazzsword never expires

bccount disabled

I .

Account locked out

Home directony: E’

Drive letter assigned to home directory:

Logon script:

Profile path: E

Last logon at: Tuesday, March 11, 2014 10:48:37 A,
Lazt logoff at:
fAccount expires at: Mever
Pazzword last changed: Monday, March 03, 2014 2:53:02 Pal
(7 days, 20 hours, & minutes ago)
Bad password count: 0

Mumber of successful logons: 20

Changze p

Last logon

The date and time of the last time the user logged on to the computer.

Last logoff

The date and time of the last time the user logged off to the computer.

Account expires

The date and time the user account is set to expire.

Password last changed

The date and time of the last time the user password was changed.

Bad password count

A count representing the number of times a bad password was entered during logon.
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Number of successful logons

A count representing the number of times a successful logon has occurred.
Apply
Save all changes made to the user account.

Change Password

Modify the current password.

Rename

Change the current user name.
Delete

Delete the user account.
Groups

View the local groups the user is a member of.

Back

Go back to the User Manager page.

New Group

Figure 12: The Add New Global Group dialog.

& Add new global group

Group name:

Dezcr