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Preface

Welcome to the syslog-ng Store Box (SSB) 7.1.0 Administration Guide.

This document describes how to configure and manage SSB. Background information for
the technology and concepts used by the product is also discussed.
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Introduction

This chapter introduces the syslog-ng Store Box (SSB), discussing how and why it is useful,
and what benefits it offers to an existing IT infrastructure.

NOTE: Due to complexity of deployment, configuration, and design, you may require
assistance from One Identity Professional Services while introducing new or additional:

e Sources
« destinations
« log paths

« significant increases in log volume.

One Identity Professional Services is equipped and trained to evaluate the needs of any
organization, and to provide configuration and architectural recommendations that help
our users get the most out of any SSB version.

One Identity Professional Services offer assistance in planning and scoping for current
needs, as well as recommendations for the future to ensure success.

What SSB is

syslog-ng Store Box (SSB) is a device that collects, processes, stores, monitors, and
manages log messages. It is a central log server appliance that can receive system (syslog
and eventlog) log messages and Simple Network Management Protocol (SNMP) messages
from your network devices and computers, store them in a trusted and signed logstore,
automatically archive and back up the messages, and also classify the messages using
artificial ignorance.

The most notable features of SSB are as follows:

« Secure log collection using Transport Layer Security (TLS).
« Trusted, encrypted, and time stamped storage.

« Ability to collect log messages from a wide range of platforms, including Linux, Unix,
BSD, Sun Solaris, HP-UX, IBM AIX, IBM System i, as well as Microsoft Windows.

. Forwards messages to log analyzing engines.
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. Classifies messages using customizable pattern databases for real-time log
monitoring, alerting, and artificial ignorance.

« High Availability (HA) support to ensure continuous log collection in business-critical
environments.

« Real-time log monitoring and alerting.

« Retrieves group memberships of the administrators and users from a Lightweight
Directory Access Protocol (LDAP) database.

« Strict, yet easily customizable access control to grant users access only to selected
log messages.

« Ability to search log data in multiple logspaces, whether on the same SSB applicance
or located on a different appliance, even in a remote location.

SSB is configured and managed from any modern web browser that supports HTTPS
connections, JavaScript, and cookies.

Supported browsers:

Mozilla Firefox 52 ESR

We also test SSB on the following, unsupported browsers. The features of SSB are available
and usable on these browsers as well, but the look and feel might be different from the
supported browsers. Internet Explorer 11, Microsoft Edge, and the currently available
version of Mozilla Firefox and Google Chrome.

What SSB is not

The syslog-ng Store Box (SSB) appliance is not a log analyzing engine, though it can
classify individual log messages using artificial ignorance. SSB comes with a built-in feature
to store log message patterns that are considered "normal”. Messages matching these
patterns are produced during the legitimate use of the applications (for example sendmail,
Postfix, MySQL, and so on), and are unimportant from the log monitoring perspective,
while the remaining messages may contain something “interesting”. The administrators
can define log patterns on the SSB interface, label matching messages (for example,
security event, and so on), and request alerts if a specific pattern is encountered. For
thorough log analysis, SSB can also forward the incoming log messages to external log
analyzing engines.

Why is SSB needed

Log messages contain information about the events happening on the hosts. Monitoring
system events is essential for security and system health monitoring reasons. A well-
established log management solution offers several benefits to an organization. It ensures
that computer security records are stored in sufficient detail, and provides a simple way to
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monitor and review these logs. Routine log reviews and continuous log analysis help to
identify security incidents, policy violations, or other operational problems.

Logs also often form the basis of auditing and forensic analysis, product troubleshooting
and support. There are also several laws, regulations and industrial standards that
explicitly require the central collection, periodic review, and long-time archiving of log
messages. Examples of such regulations are the Sarbanes-Oxley Act (SOX), the Basel 11
accord, the Health Insurance Portability and Accountability Act (HIPAA), or the Payment
Card Industry Data Security Standard (PCI-DSS).

Built around the popular syslog-ng Premium Edition (syslog-ng PE) application used by
thousands of organizations worldwide, the syslog-ng Store Box (SSB) brings you a
powerful, easy-to-configure appliance to collect and store your logs. Using the features of
the latest syslog-ng PE to their full power, SSB allows you to collect, process, and store log
messages from a wide range of platforms and devices.

All data can be stored in encrypted and optionally time stamped files, preventing any
modification or manipulation, satisfying the highest security standards and policy
compliance requirements.

Who uses SSB

The syslog-ng Store Box (SSB) appliance is useful for everyone who has to collect, store,
and review log messages. In particular, SSB is invaluable for:

« Central log collection and archiving: SSB offers a simple, reliable, and convenient
way of collecting log messages centrally. It is essentially a high-capacity log server
with high availability support. Being able to collect logs from several different
platforms makes it easy to integrate into any environment.

« Secure log transfer and storage: Log messages often contain sensitive information
and also form the basis of audit trails for several applications. Preventing
eavesdropping during message transfer and unauthorized access once the messages
reach the log server is essential for security and privacy reasons.

« Policy compliance: Many organization must comply with regulations like the
Sarbanes-Oxley Act (SOX), the Basel II accord, the Health Insurance Portability and
Accountability Act (HIPAA), or the Payment Card Industry Data Security Standard
(PCI-DSS). These regulations often have explicit or implicit requirements about log
management, such as the central collection of log messages, the use of log analysis
to prevent and detect security incidents, or guaranteeing the availability of log
messages for an extended period of time — up to several years. SSB helps these
organizations to comply with these regulations.

« Automated log monitoring and log pre-processing: Monitoring log messages is an
essential part of system-health monitoring and security incident detection and
prevention. SSB offers a powerful platform that can classify tens of thousands of
messages real-time to detect messages that deviate from regular messages, and
promptly raise alerts. Although this classification does not offer as complete an
inspection as a log analyzing application, SSB can process many more messages than
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a regular log analyzing engine, and also filter out unimportant messages to decrease
the load on the log analyzing application.
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The concepts of SSB

This chapter discusses the technical concepts of syslog-ng Store Box (SSB).

The philosophy of SSB

The syslog-ng Store Box (SSB) appliance is a log server appliance that collects, stores and
monitors log messages sent by network devices, applications and computers. SSB can
receive traditional syslog messages, syslog messages that comply with the new Internet
Engineering Task Force (IETF) standard (RFC 5424-5428), eventlog messages from
Microsoft Windows hosts, as well as SNMP messages.

Figure 1: The philosophy of the syslog-ng Store Box

Log archiving: Log analysis:
ing older log forwarding messages
to external storage to external log analyzing

engines and SIEMs

S S S —

____________ N
syslog-ng Store Box

=i
Mutually authenticated, |
—l — —
TLS-encrypted log transfer |> @ Q
|

Log collection on the clients Log Log monitoring: Log storage: Reporting:
Premium Edition and real-time alerting timestamped log files about the log traffic

using syslog-ng [ collection content-based filtering signed, encrypted, reports and statistics

.

Clients can send messages to SSB using their own logging application if it supports the
BSD-syslog (RFC 3164) or the IETF-syslog (RFC 5424-5428) protocol, or they can use
the syslog-ng Premium Edition (syslog-ng PE) application to act as the log-forwarding
agent of SSB.
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The main purpose of SSB is to collect the logs from the clients and store them on its hard
disk. The messages are stored in so-called logspaces. There are two types of logspaces: the
first stores messages in traditional plain-text files, while the second one uses a binary
format that can be compressed, encrypted, and time stamped.

You can also define multiple logspaces, remote logspaces, and configure filtered subsets of
each logspace. A multiple logspace aggregates messages from multiple SSB appliances
(located at different sites), allowing you to view and search the logs of several SSBs from a
single web interface without having to log on to several different interfaces. Remote
logspaces, on the other hand, enable you to access and search logspaces (including filtered
logspaces) on other SSB appliances. Filtered logspaces allow the creation of a smaller,
filtered subset of the logs contained in an existing local, remote or multiple logspace.

The syslog-ng PE application reads incoming messages and forwards them to the selected
destinations. The syslog-ng PE application can receive messages from files, remote hosts,
and other sources.

Log messages enter syslog-ng PE in one of the defined sources, and are sent to one or
more destinations. In the case of the clients, one of the destinations is the syslog-ng Store
Box. The destinations on the SSB can be logspaces or remote servers, such as database
servers or log analyzing engines.

Sources and destinations are independent objects, log paths define what syslog-ng PE
does with a message, connecting the sources to the destinations. A log path consists of
one or more sources and one or more destinations: messages arriving to a source are
sent to every destination listed in the log path. A log path defined in syslog-ng PE is
called a log statement.

Optionally, log paths can include filters. Filters are rules that select only certain messages,
for example, selecting only messages sent by a specific application. If a log path includes
filters, syslog-ng PE sends only the messages satisfying the filter rules to the destinations
set in the log path.

SSB is configured by an administrator or auditor using a web browser.

Collecting logs with SSB

The following procedure illustrates the route of a log message from its source on the
syslog-ng Premium Edition (syslog-ng PE) client to the syslog-ng Store Box appliance.
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Figure 2: The route of a log message
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1. Adevice or application sends a log message to a source on the syslog-ng PE client.
For example, an Apache web server running on Linux enters a message into the
/var/log/apache file.

2. The syslog-ng PE client running on the web server reads the message from its
/var/log/apache source.

3. The syslog-ng PE client processes the first log statement that includes the
/var/log/apache source.

4. The syslog-ng PE client performs optional operations on the message, for example, it
rewrites parts of the message or compares the message to the filters of the log
statement (if any). If the message complies with all filter rules, syslog-ng PE sends
the message to the destinations set in the log statement, for example, to the remote
syslog-ng PE server.

After that, the syslog-ng PE client processes the next log statement that includes the
/var/log/apache source, repeating Steps 3-4.

5. The message sent by the syslog-ng PE client arrives to a source set on the syslog-ng
Store Box appliance.

6. The syslog-ng Store Box appliance reads the message from its source and processes
the first log path that includes that source.

7. The syslog-ng Store Box appliance processes the message and performs the
following operations. Note that most of these operations are optional, but the order
of the processing steps is fixed.

a. Parse the message as a syslog message (unless message parsing is explicitly
disabled for the source).
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b. Classify the message using a pattern database.
c. Modify the message using rewrite rules (before filtering).

d. Filter the messages, for example, based on sender hosthame or message
content. If the message does not match the configured filter, syslog-ng Store
Box(SSB) will not send it to the destination.

e. Parse the text of the message (that is, the ${MESSAGE} part) using a key-value
parser or the sudo parser.

f. Modify the message using rewrite rules (after filtering and other parsing).

g. SSB sends the message to the destinations set in the log path. The destinations
are local, optionally encrypted files on SSB, or remote servers, such as a
database server.

8. SSB processes the next log statement, repeating Steps 6-8.

NOTE: The syslog-ng PE application can stop reading messages from its sources
if the destinations cannot process the sent messages. This feature is called
flow-control and is detailed in Managing incoming and outgoing messages with
flow-control.

Managing incoming and outgoing
messages with flow-control

This section describes the internal message-processing model of syslog-ng Premium
Edition (syslog-ng PE), as well as the flow-control feature that can prevent message loss.
To use flow-control, the flow-control option must be enabled for the particular log path.

The internal message-processing model of syslog-ng PE

The syslog-ng PE application checks the source for messages.
When a log message is found, syslog-ng PE reads the message.

The message is processed and put into the output buffer of the destination.

R W N =

When the destination can accept the message, syslog-ng PE sends the message to
the destination from the output buffer.

Flow-control

If the destination cannot send out messages, or not as fast as they arrive in the destination,
the output buffer fills up. When the output buffer is full, the sources stop reading
messages. This can prevent message loss.

If a message is successfully sent out from the destination, the source that sent that
message starts reading logs again, until the destination buffer fills up.

X

Flow-control and multiple destinations
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Using flow-control on a source has an important side-effect if the messages of the source
are sent to multiple destinations. If flow-control is in use and one of the destinations cannot
accept the messages, the other destinations do not receive any messages either, because
syslog-ng PE stops reading the source. For example, if messages from a source are sent to
a remote server and also stored locally in a file, and the network connection to the server
becomes unavailable, neither the remote server nor the local file will receive any
messages. This side-effect of the flow-control can be avoided by using the disk-based
buffering feature of syslog-ng PE.

NOTE: Creating separate log paths for the destinations that use the same flow-controlled
source does not help avoiding the problem.

Receiving logs from a secure channel

The syslog-ng Store Box (SSB) appliance receives log messages securely over the network
using the Transport Layer Security (TLS) protocol (TLS is an encryption protocol over the
TCP/IP network protocol).

TLS uses certificates to authenticate and encrypt communication, as illustrated in the
following figure:

Figure 3: Certificate-based authentication

Client 1. The client connects to the server > Server

CA2 2. The server sends Client
@ - < = @ certificate
certificate the server certificate issued by CA2

3. The client verifies the server
certificate using the CA2 certificate

CliepF 4. The client sends the client CA1l
@ certificate = > @ certificatE
issued by CA1 certificate to the server

5. The server verifies the client
certificate using the CA1 certificate

The client sending the logs authenticates SSB by requesting its certificate and public key.
Optionally, SSB can also request a certificate from the client, thus mutual authentication is
also possible.

In order to use TLS encryption in syslog-ng Premium Edition (syslog-ng PE), the following
elements are required:
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« A certificate on SSB that identifies SSB. This is available by default.

« The certificate of the Certificate Authority that issued the certificate of SSB must be
available on the syslog-ng PE client.

When using mutual authentication to verify the identity of the clients, the following
elements are required:

« A certificate must be available on the syslog-ng PE client. This certificate identifies
the syslog-ng PE client.

« The certificate of the Certificate Authority that issued the certificate of the syslog-ng
PE client must be available on SSB.

Mutual authentication ensures that SSB accepts log messages only from authorized clients.

For details on configuring TLS communication in syslog-ng PE, see Configuring message
sources on page 206.

Advanced Log Transfer Protocol

The syslog-ng Store Box (SSB) appli can receive log messages in a reliable way over the
TCP transport layer using the Advanced Log Transfer Protocol (ALTP). ALTP is a proprietary
transport protocol that prevents message loss during connection breaks. The transport
protocol is used between syslog-ng Premium Edition (syslog-ng PE) hosts and SSB (for
example, a client and SSB, or a client-relay-SSB), and interoperates with the flow-control
and reliable disk-buffer mechanisms of syslog-ng PE, thus providing the best way to
prevent message loss.

The sender detects which messages the receiver has successfully received. If messages are
lost during the transfer, the sender resends the missing messages, starting from the last
successfully received message. Therefore, messages are not duplicated at the receiving
end in case of a connection break (however, in failover mode this is not completely
ensured). ALTP also allows for connections to be encrypted.

Network interfaces

The syslog-ng Store Box (SSB) hardware has five network interfaces: the external, the
management, the internal (currently not used in SSB), the HA, and the IPMI interface. For
details on hardware installation, see "syslog-ng Store Box Hardware Installation Guide" in
the Installation Guide.

External interface

The external interface is used for communication between SSB and the clients: clients send
the syslog messages to the external interface of SSB. Also, the initial configuration of SSB
is always performed using the external interface (for details on the initial configuration, see

@NE IDENTITY SSB 7.1.0 Administration Guide

Quest The concepts of SSB


https://www.syslog-ng.com/products/log-management-software/
https://support.oneidentity.com/technical-documents/syslog-ng-store-box/7.1.0/installation-guide/
https://support.oneidentity.com/technical-documents/syslog-ng-store-box/7.1.0/installation-guide/

Configuring SSB with the Welcome Wizard on page 47). The external interface is used for
management purposes if the management interface is not configured. The external
interface uses the Ethernet connector labeled as 1 (or EXT).

Using a 10Gbit interface as external interface

The SSB T-10 appliance is equipped with a dual-port 10Gbit interface. You can use the
10Gbit interface instead of the regular 1Gbit external (LAN 1) interface. That way, you can
use SSB without any additional changes even if your network devices support only 10Gbit,
and you must connect SSB to a 10Gbit-only network. This interface has SFP+ connectors
(not RJ-45) labeled A and B, or labeled 5 and 6, depending on the hardware model, and can
be found right of the Label 1 and 2 Ethernet interfaces.

NOTE: Only Intel-based SFP+ transceivers are compatible with the Intel 82599EB host
chipset found in SSB.

The following Intel-based optical and Direct Attached Copper (DAC) SFP+ transceivers
have been tested successfully with SSB, but in the future, their compatibility with SSB is
not guaranteed:

« AOC-E10GSFPSR (optical)
« SFP-10GE-SR (DAC)
. FTLX8571D3BCVIT1 (DAC)

For a list of Intel-based connectors that may be compatible with the Intel 82599EB host
chipset found in SSB, see the 82599-BASED ADAPTERS section on the Linux* Base Driver
for the Intel(R) Ethernet 10 Gigabit PCI Express Adapters page at 82599-BASED
ADAPTERS/Linux* Base Driver for the Intel(R) Ethernet 10 Gigabit PCI Express Adapters.

CAUTION:

Do not leave any unused SFP/SFP+ transceiver in the 10Gbit interface. It
may cause network outage.

CAUTION:

Hazard of data lossOne Identity recommends using a single interface
(either 1, or A) and leaving the B interface unused.

If SSB detects a link on multiple interfaces, SSB will not switch to a
different interface as long as the link is detected on the currently active
interface, not even in case of packet loss or other network issues.

To ensure that your configuration is future-proof and to avoid having to
reconfigure your appliance in the future, it is not recommended to use the
B interface. In future releases of SSB, the B interface will be used
exclusively in one particular type of scenario.

Management interface

The management interface is used exclusively for communication between SSB and the
auditors or the administrators of SSB. Incoming connections are accepted only to access
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the SSB web interface, other connections targeting this interface are rejected. The
management interface uses the Ethernet connector labeled as 2 (or MGMT).

The routing rules determine which interface is used for transferring remote backups and
syslog messages of SSB.

TIP: It is recommended to direct backups, syslog and SNMP messages, and email
alerts to the management interface. For more information, see Configuring the routing
table on page 88.

If the management interface is not configured, the external interface takes the role of the
management interface.

NOTE: When deploying SSB in a virtual environment, it is sufficient to use only a
single network interface. When only one network interface is defined, that interface
will be the one used for management purposes, enabling access to SSB's web
interface and the RPC API.

High availability interface

The high availability interface (HA) is an interface reserved for communication between the
nodes of SSB clusters. The HA interface uses the Ethernet connector labeled as 4 (or HA).
For details on high availability, see High Availability support in SSB on page 25.

IPMI interface

The Intelligent Platform Management Interface (IPMI) interface allows system
administrators to monitor system health and to manage SSB events remotely. IPMI
operates independently of the operating system of SSB.

High Availability support in SSB

High availability clusters can stretch across long distances, such as nodes across buildings,
cities or even continents. The goal of HA clusters is to support enterprise business
continuity by providing location-independent load balancing and failover.

In high availability (HA) mode, two syslog-ng Store Box (SSB) units (called master and
slave nodes) with identical configuration are operating simultaneously. The master shares
all data with the slave node, and if the master node stops functioning, the other one
becomes immediately active, so the servers are continuously accessible.

You can find more information on managing a high availability SSB cluster in Managing a
high availability SSB cluster on page 148.

Firmware in SSB

The syslog-ng Store Box (SSB) firmware is separated into two parts: a boot and a
core firmware.
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« The boot firmware boots up SSB, provides the high availability support, and starts
the core firmware.

. The core firmware handles everything else: provides the web interface, receives and
processes log messages and so on.

When you upload a new . 150 file using the SSB web interface, it updates both firmware. For
details, see Upgrading SSB on page 158.

Firmware and high availability

When powering on the syslog-ng Store Box (SSB) nodes in high availability mode, both
nodes boot and start the boot firmware. The boot firmware then determines which unit is
the master: the core firmware is started only on the master node.

Upgrading the SSB firmware via the web interface automatically upgrades the firmware on
both nodes.

Versions and releases of SSB

The following release policy applies to syslog-ng Store Box (SSB):

Long Term Support (LTS)

The initial release includes new features, bug fixes and security updates. After the initial
release, only maintenance releases are published on this path, containing only bug fixes
and security updates. The maintenance release frequency is typically six months.

Versioning: the first digit identifies the LTS main version (for example, 6.0.x), the
second digit is always a 0, and the third digit designates the maintenance release (for
example, 6.0.19). A long term support path is typically supported for three years after its
original release.

For more information about versioning in SSB, see "Version numbering in SSB" in the
Upgrade Guide.

For more information about the upgrade paths between different version numbers in SSB,
see "Upgrade paths to SSB" in the Upgrade Guide.

Feature release
Feature releases include new features, bug fixes and security updates, building on the
initially released LTS main version. Release frequency on this path is typically four months.

Versioning: the first digit identifies the LTS main version, the second digit designates the
feature release (e.g. 6.4). Feature releases are typically supported for a year.

For more information about versioning in SSB, see "Version numbering in SSB" in the
Upgrade Guide.
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For further information regarding the SSB LTS and Feature releases, see the syslog-ng
Store Box Product Life Cycle Table.

CAUTION:

Downgrading from a feature release to an earlier (and thus unsupported)
feature release, or to the previous LTS release is officially not supported,

but usually works as long as your SSB configuration file is appropriate for
the old SSB version. However, persistent data like the position of the last
processed message in a file source will be probably lost.

Logstore files created with a newer version of SSB might not be readable
with an older version of SSB.

NOTE: Bug fixes and security updates are always issued in the latest & greatest releases,
and never for previous releases. For example, in case of Long Term Support path, if a bug
was reported by a customer for 6.0.1 LTS, the fix will be released in version 6.0.2 orin a
later maintenance release. The same logic is true to rolling releases, for example, if a bug
gets reported for 6.4, the fix will be issued in 6.5, or a later feature release.

NOTE: Consider the following information regarding hardware models:

. Discontinued Support for Hardware Models N1000, N1000D, N10000:
Last Day Sold: 01-Aug-2014
Last Day Renew: 01-Oct-2018
End of Support: 31-Mar-2019
. Discontinued Support for T-Series hardware:
Last Day Sold: 30-June-2019
Last Day Renew: 30-June-2021
End of Support: 30-June-2022

Licensing model and modes of
operation

A Log Source Host (LSH) is any host, server, or device (including virtual machines, active or
passive networking devices, syslog-ng clients and relays, and so on) that is capable of
sending log messages. Log Source Hosts are identified by their IP addresses, so virtual
machines and vhosts are separately counted.

The syslog-ng Store Box appliance as a central log-collecting server that receives
messages through a network connection, and stores them locally, or forwards them to
other destinations or external systems (for example, a SIEM or a database). The syslog-ng
Store Box (SSB) appliance requires a license file, this license file determines the number of
Log Source Hosts (LSHs) that can send log messages to the SSB server.
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Note that the number of source hosts is important, not the number of hosts that directly
sends messages to SSB: every host that send messages to the server (directly or using a
relay) counts as a Log Source Host.

For technical reasons, the syslog-ng Store Box appliance itself counts as two LSHs in
standalone mode, and three LSHs in high-availability (HA) mode. This is automatically
adjusted when One Identity generates the license file.

Notes about counting the licensed hosts

CAUTION:

If the actual IP address of the host differs from the IP address
received by looking up its IP address from its hostname in the DNS,
the syslog-ng server counts them as two different hosts.

The chain-hostnames() option of syslog-ng can interfere with the way
syslog-ng Store Box (SSB) counts the log source hosts, causing
syslog-ng to think there are more hosts logging to the central server,
especially if the clients sends a hostname in the message that is
different from its real hostname (as resolved from DNS). Disable the
chain-hostnames() option on your log source hosts to avoid any
problems related to license counting.

If the number of Log Source Hosts reaches the license limit, the SSB
server will not accept connections from additional hosts. The
messages sent by additional hosts will be dropped, even if the client
uses a reliable transport method (for example, ALTP).

If the no-parse flag is set in a message source on the SSB server, SSB
assumes that the message arrived from the host (that is, from the
last hop) that sent the message to SSB, and information about the
original sender is lost.

Licensing benefits

Buying a syslog-ng Store Box (SSB) license permits you to perform the following:

« Deploy one instance of the SSB appliance as a central log collector server.

« The syslog-ng Store Box license also allows you to download the syslog-ng Premium
Edition (syslog-ng PE) application (including the syslog-ng Agent for Windows
application) and install it on hosts within your organization (on any supported
platform) to use it as a log collector agent (client) for SSB. You cannot redistribute
the application to third parties.

The syslog-ng Store Box license determines the number of individual hosts (also called log
source hosts) that can send log messages to SSB.
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License grants and legal restrictions are fully described in the Software Transaction,
License and End User License Agreements. Note that the Software Transaction, License and
End User License Agreements and the syslog-ng Store Box Product Guide apply only to
scenarios where the Licensee (the organization who has purchased the product) is the end
user of the product. In any other scenario — for example, if you want to offer services
provided by SSB to your customers in an OEM or a Managed Service Provider (MSP)
scenario — you have to negotiate the exact terms and conditions with One Identity.

License types

The following sections provide about the license types available for syslog-ng Store
Box (SSB).

Perpetual license

Buying a license for a One Identity product allows you to use the product as described in
the Software Transaction, License and End User License Agreements.

You can download and use the latest Long Term Supported (LTS) Release of the product,
and any subsequent Feature Release that is based on the Long Term Supported Release
that was valid when you bought the license. To access the next Long Term Supported (LTS)
Release, you must have a valid support package when the next Long Term Supported (LTS)
Release is published.

Example: Accessing updates example

A customer's Support Service Agreement for syslog-ng Store Box (SSB) has expired
and the customer did not renew it. At the time of expiration, the latest available
versions were SSB 4 LTS and SSB 4 F3. In this case, the customer can access the
current and future revisions of these versions, but they will not have access to future
releases such as 4 F4 or 5 LTS when they are released.

Buying a subscription-based license automatically includes product support and
access to the latest software versions.

You can download your licenses and the purchased software from the support portal.

Subscription-based license

For virtual appliances, you can buy a subscription-based license that is valid for a fixed
period of twelve (12) or thirty-six (36) months. The subscription-based license
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automatically includes product support and access to the latest software versions. For
details, see the Software Transaction, License and End User License Agreements.

Note that One Identity offers subscription-based licensing only in certain geographic
regions and only for limited virtual appliance license options. For details, contact
One Identity.

Licensing examples

Example: A simple example
Scenario:

« You want to deploy an syslog-ng Store Box (SSB) appliance as a log server.

« 45 servers with syslog-ng PE installed in client mode send logs to the
SSB log server.

« 45 networks devices without syslog-ng PE installed send logs to the SSB
log server.

License requirements: You need a syslog-ng Store Box license for at least 100 Log
Source Host (LSH) as there are 90 LSHs (45+45=90) in this scenario.

Example: Using alternative log servers with syslog-ng PE clients
Scenario:

« You want to deploy an SSB appliance as a log server.

« 45 servers with syslog-ng PE installed in client mode send logs to the
SSB log server.

o 45 networks devices without syslog-ng PE installed send logs to the SSB
log server.

« 100 servers with syslog-ng PE installed send log messages to a log server
without syslog-ng PE installed.

License requirements: You need a syslog-ng Store Box license for at least 200
LSHs as there are 190 LSHs (45+45 that send logs to a syslog-ng PE log server, and
another 100 that run syslog-ng PE, 45+45+100=190) in this scenario.
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Example: Using syslog-ng PE relays

Scenario:

You want to deploy an SSB appliance as a log server.

45 servers with syslog-ng PE installed in client mode send logs directly to the
SSB log server.

5 servers with syslog-ng PE installed in relay mode send logs to the
SSB log server.

Every syslog-ng PE relay receives logs from 9 networks devices without syslog-
ng PE installed (a total of 45 devices).

100 servers with syslog-ng PE installed send log messages to a log server
without syslog-ng PE installed.

License requirements: You need a syslog-ng Store Box license for at least 200 LSH
as there are 195 LSHs (45+5+(5*9)+100=195) in this scenario.

Example: Multiple facilities

You have two facilities (for example, data centers or server farms). Facility 1 has 75
AIX servers and 20 Microsoft Windows hosts, Facility 2 has 5 HP-UX servers and 40
Debian servers. That is 140 hosts altogether.

NOTE: If, for example, the 40 Debian servers at Facility 2 are each running 3
virtual hosts, then the total number of hosts at Facility 2 is 125, and the license
sizes in the following examples should be calculated accordingly.

Scenario: The log messages are collected to a single, central SSB log server.

License requirements: You need a syslog-ng Store Box license for 150 LSH
as there are 140 LSHs (75+20+5+40) in this scenario.

Scenario: Each facility has its own SSB log server, and there is no
central log server.

License requirements: You need two separate licenses: a license for at least
95 LSHs (75+20) at Facility 1, and a license for at least 45 LSHs (5+40) at
Facility 2. You need a license for 100 LSHSs at Facility 1, and a license for 50
LSHs at Facility 2.

Scenario: The log messages are collected to a single, central SSB log server.
Facility 1 and 2 each have a syslog-ng PE relay that forwards the log messages
to the central SSB log server.
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License requirements: You need a syslog-ng Store Box license for 150 LSH
as there are 142 LSHs (1+75+20+1+5+40) in this scenario (since the relays
are also counted as an LSH).

Scenario: Each facility has its own local SSB log server, and there is also a
central SSB log server that collects every log message independently from the
two local log servers.

License requirements: You need three separate licenses. A syslog-ng Store
Box a license for at least 95 LSHs (75+20) at Facility 1, a license for at least 45
LSHs (5+40) at Facility 2, and also a license for at least 142 LSHs for the
central syslog-ng Store Box log server (assuming that you want to collect the

internal logs of the local log servers as well).

The structure of a log message

The following sections describe the structure of log messages. Currently there are two

standard syslog message formats:

« The old standard described in RFC 3164 (also called the BSD-syslog or the legacy-

syslog protocol): see BSD-syslog or legacy-syslog messages on page 32

« The new standard described in RFC 5424 (also called the IETF-syslog protocol): see

IETF-syslog messages on page 34

BSD-syslog or legacy-syslog messages

This section describes the format of a syslog message, according to the legacy-syslog or

BSD-syslog protocol (see RFC 3164). A syslog message consists of the following parts:

e PRI
o HEADER
e MSG

The total message must be shorter than 1024 bytes.

The following example is a sample syslog message:
<133>Feb 25 14:09:07 webserver syslogd: restart

The message corresponds to the following format:
<priority>timestamp hostname application: message

The different parts of the message are explained in the following sections.
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NOTE: The syslog-ng application supports longer messages as well. For details, see the
Message size option. However, it is not recommended to enable messages larger than
the packet size when using UDP destinations.

The PRI message part

The PRI part of the syslog message (known as Priority value) represents the facility and
severity of the message. Facility represents the part of the system sending the message,
while severity marks its importance. The Priority value is calculated by first multiplying the
facility number by 8 and then adding the numerical value of the severity. The possible
facility and severity values are presented below.

| NOTE: Facility codes may slightly vary between different platforms.

The following table lists the facility values.

Table 1: syslog message facilities

Numerical Code Facility

kernel messages

user-level messages

mail system

system daemons

security/authorization messages
messages generated internally by syslogd
line printer subsystem

network news subsystem

UUCP subsystem

O 00 N o u1 A W N = O

clock daemon

10 security/authorization messages
11 FTP daemon

12 NTP subsystem

13 log audit

14 log alert

15 clock daemon

16-23 locally used facilities (local0-local7)

The following table lists the severity values.
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Table 2: syslog Message severities

Numerical Code Severity

Emergency: system is unusable

Alert: action must be taken immediately
Critical: critical conditions

Error: error conditions

Warning: warning conditions

Notice: normal but significant condition

Informational: informational messages

N o o1 AW N H O

Debug: debug-level messages

The HEADER message part

The HEADER part contains a time stamp and the hostname (without the domain name) or
the IP address of the device. The time stamp field is the local time in the Mmm dd hh:mm:ss
format, where:

« Mmm is the English abbreviation of the month (Jan, Feb, Mar, Apr, May, Jun, Jul, Aug,
Sep, Oct, Nov, Dec).

« ddis the day of the month in two digits. If the day of the month is less than 10, the
first digit is replaced with a space. (For example, Aug 7.)

o hh:mm:ss is the local time. The hour (hh) is represented in a 24-hour format. Valid
entries are between @0 and 23, inclusive. The minute (mm) and second (ss) entries are
between @@ and 59, inclusive.

The MSG message part

The MSG part contains the name of the program or process that generated the message,
and the text of the message itself. The MSG part is usually in the following format:

program[pid]: message text

IETF-syslog messages

This section describes the format of a syslog message, according to the IETF-syslog
protocol (see RFC 5424-5428). A syslog message consists of the following parts:

e HEADER (includes the PRI as well)
e STRUCTURED-DATA
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e MSG

The following is a sample syslog message (source: https://tools.ietf.org/html/rfc5424):

<34>1 2003-10-11T22:14:15.003Z mymachine.example.com su - ID47 - BOM'su root'
failed for lonvick on /dev/pts/8

The message corresponds to the following format:

<priority>VERSION ISOTIMESTAMP HOSTNAME APPLICATION PID MESSAGEID STRUCTURED-
DATA MSG

« Facility is 4, severity is 2, so PRI is 34.
o The VERSION is 1.

« The message was created on 11 October 2003 at 10:14:15pm UTC, 3 milliseconds
into the next second.

. The message originated from a host that identifies itself as
"mymachine.example.com".

o The APP-NAME is "su" and the PROCID is unknown.

o« The MSGID is "ID47".

« The MSG is "'su root' failed for lonvick...", encoded in UTF-8.
« Inthis example, the The encoding is defined by the BOM:

The byte order mark (BOM) is a Unicode character used to signal the byte-order of
the message text.

o There is no STRUCTURED-DATA present in the message, this is indicated by "-" in the
STRUCTURED-DATA field.

The HEADER part of the message must be in plain ASCII format, the parameter values of
the STRUCTURED-DATA part must be in UTF-8, while the MSG part should be in UTF-8. The
different parts of the message are explained in the following sections.

The PRI message part

The PRI part of the syslog message (known as Priority value) represents the facility and
severity of the message. Facility represents the part of the system sending the message,
while severity marks its importance. The Priority value is calculated by first multiplying the
facility number by 8 and then adding the numerical value of the severity. The possible
facility and severity values are presented below.

| NOTE: Facility codes may slightly vary between different platforms.

The following table lists the facility values.
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Table 3: syslog message facilities

Numerical Code Facility

0 kernel messages

1 user-level messages

2 mail system

3 system daemons

4 security/authorization messages

5 messages generated internally by syslogd
6 line printer subsystem

7 network news subsystem

8 UUCP subsystem

9 clock daemon

10 security/authorization messages
11 FTP daemon

12 NTP subsystem

13 log audit

14 log alert

15 clock daemon

16-23 locally used facilities (local0-local7)

The following table lists the severity values.

Table 4: syslog message severities

Numerical Code Severity

Emergency: system is unusable

Alert: action must be taken immediately
Critical: critical conditions

Error: error conditions

Warning: warning conditions

Notice: normal but significant condition

Informational: informational messages

N o o1~ WN = O

Debug: debug-level messages
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The HEADER message part
The HEADER part contains the following elements:

« VERSION: The version number of the syslog protocol standard. Currently this
can only be 1.

o ISOTIMESTAMP: The time when the message was generated in the ISO 8601
compatible standard time stamp format (yyyy-mm-ddThh:mm:ss+-ZONE), for
example: 2006-06-13T15:58:00.123+01:00.

« HOSTNAME: The machine that originally sent the message.
o APPLICATION: The device or application that generated the message.

« PID: The process name or process ID of the syslog application that sent the message.
It is not necessarily the process ID of the application that generated the message.

« MESSAGEID: The ID number of the message.
NOTE: The syslog-ng application supports other time stamp formats as well, like ISO, or

the PIX extended format. The time stamp used in the IETF-syslog protocol is derived from
RFC 3339, which is based on ISO 8601. For details, see the ts_format() optionin.

The STRUCTURED-DATA message part

The STRUCTURED-DATA message part may contain meta-information about the syslog
message, or application-specific information such as traffic counters or IP addresses.
STRUCTURED-DATA consists of data elements enclosed in brackets ([]).

In the following example, you can see two STRUCTURED-DATA elements:

[exampleSDID@O iut="3" eventSource="Application" eventID="1011"]
[examplePriority@@ class="high"]

An element consists of an SD-ID (its identifier), and one or more parameters. Each
parameter consists of a name and a value (for example, eventID="1011").

On SSB, the parameters (name-value pairs) parsed from these elements can be searched.
From the example above, the following name-value pairs are parsed:

.sdata.exampleSDID@O.iut=3
.sdata.exampleSDID@O.eventSource=Application
.sdata.exampleSDID@O.eventID=1011
.sdata.examplePriority@®.class=high

The syslog-ng application automatically parses the STRUCTURED-DATA part of syslog
messages, which can be referenced in macros (see for details).
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The MSG message part

The MSG part contains the text of the message itself. The encoding of the text must be
UTF-8 if the BOM character is present in the message. If the message does not contain the
BOM character, the encoding is treated as unknown. Usually messages arriving from legacy
sources do not include the BOM character.
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The Welcome Wizard and the first
login

This chapter describes the initial steps of configuring syslog-ng Store Box (SSB). Before
completing the steps below, unpack, assemble, and power on the hardware. Connect at

least the external network interface to the local network, or directly to the computer from
which SSB will be configured.

NOTE: Due to complexity of deployment, configuration, and design, you may require
assistance from One Identity Professional Services while introducing new or additional:

e sources
« destinations
. log paths

« significant increases in log volume.

One Identity Professional Services is equipped and trained to evaluate the needs of any
organization, and to provide configuration and architectural recommendations that help
our users get the most out of any SSB version.

One Identity Professional Services offer assistance in planning and scoping for current
needs, as well as recommendations for the future to ensure success.

NOTE: For details on unpacking and assembling the hardware, see "syslog-ng Store Box
Hardware Installation Guide" in the Installation Guide. For details on how to create a

high availability SSB cluster, see "Installing two SSB units in HA mode" in the Install-
ation Guide.

The initial connection to SSB

The syslog-ng Store Box (SSB) appliance can be connected from a client machine using any
modern web browser.

| NOTE: For details on supported browsers, see Supported web browsers on page 75.

SSB can be accessed from the local network. SSB attempts to receive an IP address
automatically via DHCP. If it fails to obtain an automatic IP address, it starts listening for
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HTTPS connections on the 192.168.1.1 IP address. Note that certain switch configurations
and security settings can interfere with SSB receiving an IP address via DHCP. SSB accepts
connections via its external interface (EXT, for details on the network interfaces, see
Network interfaces on page 23).

| TIP: The SSB console displays the IP address the external interface is listening on.

If SSB is listening on the 192.168.1.1 address, note that the 192.168.1.0/24 subnet must
be accessible from the client. If the client machine is in a different subnet (for example its
IP address is 192.168.10.X), but in the same network segment, the easiest way is to assign
an alias IP address to the client machine. Creating an alias IP on the client machine virtually
puts both the client and SSB into the same subnet, so that they can communicate. To
create an alias IP complete the following steps.

« For details on creating an alias IP on Microsoft Windows, see Creating an alias IP
address (Microsoft Windows) on page 40.

« For details on creating an alias IP on Linux, see Creating an alias IP address (Linux)
on page 46.

« If configuring an alias interface is not an option for some reason, you can modify the
IP address of SSB. For details, see Modifying the IP address of SSB on page 46.

CAUTION:

The Welcome Wizard can be accessed only using the external network
interface of SSB, as the management interface is not configured yet.

Open the page https://192.168.1.1 from your browser and accept the certificate shown.
The Welcome Wizard of SSB appears.

Creating an alias IP address (Microsoft
Windows)

This procedure describes how to assign an alias IP address to a network interface on
Microsoft Windows platforms.
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To assign an alias IP address to a network interface on Microsoft
Windows platforms

1. Navigate to Start menu > Settings > Network Connections.
= windows Catalog
ﬁ Windows Update
Programs k
4% Documents »
3 Control Panel
Search »
@ = @ Windows Security, ..
HEREE B%  MNetwork Connections
= Run...
- (] Printers and Faxes
Log OFF Administratar. .. Taskbar and Skart Menu
[0] shut Down...
2. Double-click the Local Area Connection and then click Properties.
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2 Network Connections

File Edit Wiew Fawvorites Tools

Advanced  Help

(O x]
| &

(- Back = = = |@Search ™ Folders ||:|'4_-|-' HE » l@|v

Address I Metwork Connections ﬂ @ Go
_ LANor High-Speed Internet
v}*\ Local Area Connection 2 oy Local Area Connection
q Cisabled 'y Enabled
“|i) 2 Realtek RTLE133 Family PCIF... “i) 2 SiS 900 PCI Fast Ethernet Ada. ..
wizard -4 Local Area Connection Status EHE
General | Support |
Mew Connection Wizard
i .
= r— Connection
= Status: Connected
Diuratian: 19 days 15:02:39
Speed: 100.0 Mbps
— Activity 2
Sent —— _f,ﬂ —— Received
Packets: 3634 240 | 3944 385
Disable |
LClose |
|SiS 900 PCI Fast Ethernet Adapter =

3. Select the Internet Protocol (TCP/IP) componentin the list and click Properties.
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L Local Area Connection Properties

General | Authentication | Advanced |

Connect uzing:

I B8 515 900 PCI Fast Ethernet Adapter

Configure. ..

Thiz connection uzes the following itemns:

E Client for Microzoft Metworks

[] E_,I Mebwark Load Balancing

.@ File and Printer Sharing for Microsoft Metworks
¥ Internet Protocol [TCPAR)

Inztall... | Hrirztall

D ezcrption
Transmizzion Contral Pratacal/lnternet Pratocal. The default
wide area network, protocal that provides communication
acrozs diverse interconnected networks.

W Show icon in notification area when connected

] Cancel

4. To display the Advanced TCP/IP Settings window, click Advanced.
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Internet Protocol (TCP/IP) Properties

iaeneral

You can gek IP settings assigned auktomatically if wour network supporks
this capability . Otherwise, vou need to ask vour network administrator

for the appropriate IP settings.

™ 0btain an IP address automatically

IP address: 10 .100 ., 20 . 10
Subret masl: 255 .255. 0 .0
Default gakeway: 10 . 100 . 255 . 254

£ Obtain DS server address automatically

¥ Use the following DNS server addresses:

Preferred DMNS server: 1z7.0 .0 .1
glkernate DMS server: m . 1m. 0 .1
Adwvanced. ..
4 Cancel

5. Select the IP Settings tab and in the IP Addresses section, click Add.
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Advanced TCP/IP Settings

IP Settings |DNS | wins | options |

—IP addresses

IP address

Subnet mask

10,100.20,10

£55.255.0.0

add.. | Ede. |

Femove |

IP address:

Subnet mask:

S| TCP/IP Address 2] |—

192 168, 1 . 2

755 . 255 , 255 ., 0

fdd

Cancel | J

—Iv &ukomatic rmetric

Inkerface metric:

i,

Cancel

6. Into the IP Address field, enter 192.168.1.2. Into the Netmask field, enter

255.255.255.0.

CAUTION:

If your internal network uses the 192.168.1.0/24 IP range, the
192.168.1.1 and 192.168.1.2 addresses might already be in use. In this
case, disconnect syslog-ng Store Box (SSB) from the network, and
connect directly a computer to its external interface using a standard

cross-link cable.

7. To complete the procedure, click Add.
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Creating an alias IP address (Linux)

This procedure describes how to assign an alias IP address to a network interface on
Linux platforms.

To assign an alias IP address to a network interface on Linux platforms

1. Start a terminal console (for example, gnome-terminal, konsole, xterm, and
SO on).

2. Issue the following command as root:
ifconfig <ethX>:0 192.168.1.2

where <ethX> is the ID of the network interface of the client, usually ethe or ethl.

3. Issue the ifconfig command. The <ethX>:0 interface appears in the output, having
inet addr:192.168.1.2.

4. Issue the ping -c 3 192.168.1.1 command to verify that syslog-ng Store Box (SSB)
is accessible. A similar result is displayed:

user@computer:~$ ping -c 3 192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.
64 bytes from 192.168.1.1: icmp-seq=1 ttl=63 time=0.357 ms
64 bytes from 192.168.1.1: icmp-seq=2 ttl=63 time=0.306 ms
64 bytes from 192.168.1.1: icmp-seq=3 ttl=63 time=0.314 ms

--- 192.168.1.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2013ms
rtt min/avg/max/mdev = 0.306/0.325/0.357/0.030 ms

Modifying the IP address of SSB

The following describes how to configure syslog-ng Store Box (SSB) to listen for
connections on a custom IP address.

CAUTION:

Use this procedure only before the initial configuration of SSB, that is,
before completing the Welcome Wizard. For details on changing the IP
address or other network settings of a configured SSB system, see
Network settings on page 82.

If you change the IP address of SSB, make sure that you use this address
as the External interface — IP address in Configuring SSB with the
Welcome Wizard.
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To configure SSB to listen for connections on a custom IP address

1.

Access SSB from the local console, and log in with username root and
password default.

In the Console Menu, select Shells > Core shell.

3. Change the IP address of SSB:

ip addr add <IP-address>/24 dev eth@

Replace <IP-address> with an IPv4 address suitable for your environment.

Set the default gateway using the following command:
ip route add default via <IP-of-default-gateway>

Replace <IP-of-default-gateway> with the IP address of the default gateway.

5. Type exit, then select Logout from the Console Menu.

6. Open the page https://<IP-address-you-set-for-SSB> from your browser and accept

the certificate shown. The Welcome Wizard of SSB appears.

Configuring SSB with the Welcome
Wizard

The Welcome Wizard guides you through the basic configuration steps of syslog-ng Store
Box (SSB). All parameters can be modified before the last step by using the Back button of
the wizard, or later via the web interface of SSB.

The initial Welcome Wizard

To start configuring SSB with the Welcome Wizard

1. Open the https://<IP-address-of-SSB-external-interface> page in your browser and

accept the displayed certificate. The Welcome Wizard of SSB appears.

TIP: The SSB console displays the IP address the external interface is listening on.
SSB either receives an IP address automatically via DHCP, or if a DHCP server is
not available, listens on the 192.168.1.1 IP address.

Select your SSB configuration mode (Configuring SSB as a standalone unit, or as the
primary node of a HA cluster, or Configuring your SSB unit as the secondary node of
a HA cluster) for your SSB unit.
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Figure 4: The Welcome Wizard

License Networking Certificate Finish

Welcome to syslog-ng Store Box

Configuration

® standalone or primary node configuration

O HA IP configuration

» Standalone or primary node configuration

@ New install
O Impert configuration

O Transfer from another node
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Configuring SSB as a standalone unit, or as
the primary node of a HA cluster

This section describes how you can configure your unit as a standalone unit, or as the
primary node of a HA cluster in the syslog-ng Store Box (SSB) Welcome Wizard.

For details on how you can configure your unit as the secondary node of a HA cluster, see
Configuring your SSB unit as the secondary node of a HA cluster.

If you want to use your unit as a standalone unit, or as the primary node of a HA cluster,
you can configure a new unit in the Welcome Wizard, import an existing configuration
from a backup file to restore a backup configuration after a recovery, or to migrate an
existing SSB configuration to a new device, or transfer logspaces and configuration from
an existing SSB.

On the initial screen, choose one of the following options:
« Configuring a new SSB unit

« Importing an existing SSB configuration

« Transfer logspaces and configuration from an existing SSB
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Configuring a new SSB unit

To configure your SSB unit as a standalone unit, or as the primary node of
a HA cluster

1. Onthe initial Configuration screen, select Standalone or primary node
configuration.

Figure 5: Standalone or primary node configuration

License Networking Certificate Finish

Welcome to syslog-ng Store Box

Configuration

(® standalone or primary node configuration

O HA IP configuration

» Standalone or primary node configuration

® New install
O Impeort configuration

O Transfer from another node
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Select New Install
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Figure 6: New install

License Networking Certificate Finish

Welcome to syslog-ng Store Box

Configuration

@ Standalone or primary node configuration
O HA IP configuration
» Standalone or primary node configuration

® New install
O Import configuration

O Transfer from another node
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2. Click Next.

3. Accept the Software Transaction, License and End User License Agreements and
install the SSB license.
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Figure 7: The Software Transaction, License and End User License
Agreements, and the license key

Welcome Networking Certificate Finish

Welcome to syslog-ng Store Box

Software Transaction Agreement

3 |

Worldwide Software Transaction Agreement(s)

This document contains separate Software Transaction Agreements for different regions that specify
different Providers and different terms. Available from www.Oneldentity.com/Legal/STA.aspx and in this
document are the agreements for:

* United States of America (USA)

* Europe, Middle East, Africa (EMEA)

* Asia Pacific and Japan (APJ)

(Click on any of the regions listed above to navigate to the section of the document applicable to your

region.) -

Confirmation

| have read and agree with the terms and conditions: &

By accepting the terms and conditions, you agree with the Software Transaction Agreement, in accordance
with your purchase order.

License file upload

License file upload:
Choose File | Mo file chosen Upload
Customer:
Serial:
Limit type:

Host limit:
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a. Read the Software Transaction, License and End User License Agreements and
select I have read and agree with the terms and conditions. The License
Agreement covers both the traditional license, and subscription-based
licensing as well. Clicking I have read and agree with the terms and
conditions means that you accept the agreement that corresponds to the
license you purchased (for details on subscription-based licensing, see License
types on page 29). After the installation is complete, you can read the Software
Transaction, License and End User License Agreements at Basic Settings >
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System > License.

b. Click Choose File, select the SSB license file received with SSB, then click
Upload. Without a license file, SSB will run in demo mode.

NOTE: It is not required to manually decompress the license file. Compressed
licenses (for example .zip archives) can also be uploaded.

c. Click Next.

4. Fill the fields to configure networking. The meaning of each field is described below.
The background of unfilled required fields is red. All parameters can later be modified
using the regular interface of SSB.

Figure 8: Initial networking configuration

Certificate

Welcome to syslog-ng Store Box

Networking settings

External interface: IP address MNetmask
10.30.255.76 255.255.255.0

Default GW: 10.30.255.254

Hostname: demo

Domainname: example.com

DMNS server: 10.30.255.254

NTP server: 10.30.255.254

SMTP server: mail.example.com

Administrator's email: syslogadmin@example.com

Timezone:  Europe/Budapest | 7]

Make sure that you have entered the correct timezone. it is not recommended to change the timezone
later, because logspace rotation is based on your local timezone. If you change the timezone later, you
will not be able to properly search in your previously stored logs.

gack

a. External interface — IP address: IP address of the external interface of
SSB (for example, 192.168.1.1). The IP address can be chosen from the range
of the corresponding physical subnet. Clients will connect the external
interface, therefore it must be accessible to them.

If you have changed the IP address of SSB from the console before starting the
Welcome Wizard, make sure that you use the same address here.

| NOTE: Do not use IP addresses that fall into the following ranges:
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o IPv4 addresses

e 1.2.0.0/16 (reserved for communication between SSB
cluster nodes)

o 127.0.0.0/8 (localhost IP addresses)

b. External interface — Netmask: The IP netmask of the given range in
IP format. For example, general class C networks have the
255.255.255.0 netmask.

c. Default gateway: IP address of the default gateway. When using several
network cards, the default gateway is usually in the direction of the
external interface.

Hostname: Name of the machine running SSB (for example, SSB).
Domain name: Name of the domain used on the network.
DNS server: IP address of the name server used for domain name resolution.

NTP server: The IP address or the hostname of the NTP server.

S QA o4 0o a

SMTP server: The IP address or the hostname of the SMTP server used to
deliver e-mails.

Administrator's e-mail: E-mail address of the SSB administrator.

j. Timezone: The timezone where the SSB is located.

CAUTION:

Make sure that you have selected the correct timezone. It is not
recommended to change the timezone later, because logspace
rotation is based on your local timezone. If you change the
timezone later, you will not be able to properly search in your
previously stored logs.

k. Click Next.

5. Enter the passwords used to access SSB.
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Figure 9: Passwords

Welcome Networking Certificate Finish

Welcome to syslog-ng Store Box

Admin password: 0000080000000

weak good (EITNED

Retype admin password: 0000000000000

Root password: 2000000000000
weak good (EITLED

Retype root password: 2000000000000

Seal the box: O

NOTE: The syslog-ng Store Box (SSB) appliance accepts passwords that are not
longer than 150 characters. The following special characters can be used:

Lt g %gamp; T () F4, - ./t g =2 @[]0 (]}

a. Admin password: The password of the admin user who can access the web
interface of SSB.

The default password policy on newly installed SSB appliances does not accept
simple passwords for the admin and root users. As you type, SSB shows the
strength of the password under the password field. Enter a password that gets
at least a "good" rating.

b. Root password: The password of the root user, required to access SSB via
SSH or from the local console.

The default password policy on newly installed SSB appliances does not accept
simple passwords for the admin and root users. As you type, SSB shows the
strength of the password under the password field. Enter a password that gets
at least a "good" rating.

NOTE: Accessing SSB using SSH is rarely needed, and recommended only for
advanced users for troubleshooting situations.

c. If you want to prevent users from accessing SSB remotely via SSH or changing
the root password of SSB, select the Seal the box checkbox. Sealed mode can
be activated later from the web interface as well. For details, see Sealed mode

on page 169.
d. Click Next.
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6. Upload or create a certificate for the SSB web interface. This SSL certificate will be
displayed by SSB to authenticate administrative HTTPS connections to the web
interface and RPC API.

Figure 10: Creating a certificate for SSB

Welcome License Networking Users Certificate Finish

Welcome to syslog-ng Store Box

Server certificate

Server X.509 certificate:  #" @ /C=HU/=Szeged/O=Example Inc./OU=IT Security/CN=demo.example.com

Server private key: # 10 2048 SHA256:0xniS469MfERBMjAMWLB0FngegBhObocX9TWZIF93iQ
Generate new self-signed certificate

Country: Hungary -- HU v

Locality name: Szeged

Organization name: Example Inc.

Organizational unit name: IT Security

State or Province name:

Generate certificate

© 2022 One Identity Software International Limited. All rights reserved. www.syslog-ng.com

To create a self-signed certificate, fill the fields of the Generate new self-signed
certificate section and click Generate. The certificate will be self-signed by the SSB
appliance, the hostname of SSB will be used as the issuer and common name.

a. Country: Select the country where SSB is located (for example, HU-Hungary).
b. Locality: The city where SSB is located (for example, Budapest).

c. Organization: The company who owns SSB (for example, Example Inc.).

d

. Organization unit: The division of the company who owns SSB (for example,
IT Security Department).

e. State or Province: The state or province where SSB is located.
f. Click Generate certificate.

If you want to use a certificate that is signed by an external Certificate Authority, in
the Server X.509 certificate field, click # to upload the certificate.

NOTE: If you want to create a certificate with Windows Certificate Authority (CA)
that works with SSB, generate a CSR (certificate signing request) on a computer
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running OpenSSL (for example, using the openssl req -set_serial 0 -new -
newkey rsa:2048 -keyout ssbwin2k121.key -out ssbwin2k121.csr -nodes
command), sign it with Windows CA, then import this certificate into SSB.

« If you are using Windows Certificate Authority (CA) on Windows Server 2008,
see Generating TSA certificate with Windows Certificate Authority on
Windows Server 2008 on page 185 for details.

o If you are using Windows Certificate Authority (CA) on Windows Server 2012,
use the standard web server template to sign the certificate.

Figure 11: Uploading a certificate for SSB

Server X.509 certificate 4

Upload certificate

Upload: Choose File |Ma file chosen Upload

Copy-paste certificate »

Certificate:

I

You can choose to upload a single certificate or a certificate chain (thatis,
intermediate certificates and the end-entity certificate).

After uploading a certificate or certificate chain, you can review details by clicking the
name of the certificate, and looking at the information displayed in the pop-up
window that comes up.
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Figure 12: Log > Options > TLS settings — X.509 certificate details

TLS certificate b 4

X.509 certificate: Download: PEM DER
----- BEGIN CERTIFICATE----- -
MIIF+TCCA+GQAWIBAQIUASXy rcaWaNZoTRENZK/ fVkvhoogwDQY IKoZIhvcNAQEL
EHAWEYEXEZAJBgHvBAYTAkthREwaYDUUQHDAhEZNJyIHNlhjEUHBMGAlUEngN
RXhhbXBsZSBJbmMuMRQWEQYDVOQLDATIVCBTZWN1cm L 8eTEUMBIGALUEAwWWLZXhh
bX¥BsZ55]b20x]jAkBgkghkiGOwOBCOEWF3INSc2xvZ2 FRbWLuQGYAYW1lwbGUUY291
MBAXDTIyMDEZMTEZNTOwMVoXDTIzMDEZMTEZNTOwWMVowgY sxCzAJBgNVBAYTAKRY
MREwWDWYDVQQHDAREZWIyZWN1bj EVMEMGALUEC gwMRXhhbXBsZSB]bmMuMROWEGYD
VﬂﬂLDAtJU[BTZHHlcmlﬂeTEUMBIGAlUEAwwLEIhthBSZSSjhEBxJEAkngqhkiG
OwOBCOEWF3INS c2xvZ2FkbWLuQGY4YW1lwbGUuY29tMIICIjANEgkghkiGOwOBAQEF
AAOCAQBAMITICCQKCAQEAryJ8ISE1vAQOFyf1lcBepREgEAWW]EisN/afjLRROjH]+
GgIRu/KumTveS3vETONL Lx+q+76] 8X12n6IwZdMPPqrSPsC3ucESnPefE3AD/ +xq
XAJYIm115WcApnRsNrEo6bHHyiyNvV/4da0cPTB1EOYPXhHSBULDYg1G+G20Keed
IKu/WWlcfyr88F0I5kL5TtzEo+gxAEWZzFHGhSd 15hC j RHLVTqv16xF/I175aROXFP -
I4IR4kznpMHo fm7nOMKIvE2eV3TYshmp5Z9BMYBa0pVvER1coYeDgZjehLEgYvCi

£

Common name Valid from Valid to
example.com 2022-01-31  2023-01-31

OK

The pop-up window allows you to:
. Download the certificate or certificate chain.
| NOTE: Certificate chains can only be downloaded in PEM format.
« View and copy the certificate or certificate chain.

« Check the names and the hierarchy of certificates (if it is a certificate chain and
there is more than one certificate present).

On hovering over a certificate name, the subject of the certificate is displayed,
describing the entity certified.

« Check the validity dates of the certificate or certificates making up the chain.
On hovering over a particular date, the exact time of validity is also displayed.

After uploading the certificate or certificate chain, the presence or absence of the
string (chain) displayed after the name of the certificate will indicate whether the
certificate is a certificate chain or a single certificate.

Then, back on the Certificate page of the Welcome Wizard, click # in the Server
private key field, upload the private key, and enter the password protecting the
private key.
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Figure 13: Uploading a private key

Server private key %
Upload key o

Upload:
Choose File | Mo file chosen Upload
Password:

Copy-paste key »

ey

Password:

NOTE:SSB accepts private keys in PEM (RSA and DSA), PUTTY, and SSHCOM/Tec-
tia format. Password-protected private keys are also supported.

One Identity recommends:
« Using 2048-bit RSA keys (or stronger).

« Using the SHA-256 hash algorithm (or stronger) when creating the public key
fingerprint.

NOTE: The syslog-ng Store Box (SSB) appliance accepts passwords that are not
longer than 150 characters. The following special characters can be used:

V" #$%&mp; () *+, -/ &Ity &gt =2 @[] 0-" {1} }

7. Review the data entered in the previous steps. This page also displays the certificate

@NE IDENTITY SSB 7.1.0 Administration Guide

generated in the last step, the RSA SSH key of SSB, and information about the
license file.
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Figure 14: Review configuration data

Welcome License Networking Users Certificate Finish

Welcome to syslog-ng Store Box

Configuration details

Hostname: demo
Domainname: example.com
External address: 10.30.255.76
Management address: 10.30.255.76
Netmask: 255.255.255.0
Default gateway: 10.30.255.254
DNS server: 10.30.255.254
Timezone: Europe/Budapest
NTP server: 10.30.2535.254
SSL certificate: /C=HU/L=Szeged/O=Example Inc./OU=IT Security/CN=demo.example.com
SSH RSA key: 1024 SHAZ256:BjvQd+LILhhALNtze L XsjIBTNntMfkd0Zobinxp0s1Q
Licensed version: 6.0
Licensed customer: TEST ACCOUNT FOR SERVICE - AMER 1
Licensed hosts: Unlimited
License serial: 127-£17-747
© 2022 One Identity Software International Limited. All rights reserved. www.syslog-ng.com

If all information is correct, click Finish.

A | CAUTION:

The configuration takes effect immediately after clicking Finish.
Incorrect network configuration data can render SSB unaccessible.

SSB is now accessible from the regular web interface via the IP address of its
external interface.

After you finish configuring your SSB unit (which you can use as a standalone SSB
unit, or as the primary node of a HA cluster), your browser is automatically redirected
to the IP address set as the external interface of SSB, where you can log in to the web
interface of SSB using the admin username and the password you set for this user in
the Welcome Wizard.
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Figure 15: Logging in to SSB

Hello 10.15.15.155, welcome to syslog-ng Store Box!
Login:

Password:

Importing an existing SSB configuration

To import an existing SSB configuration to be used as a standalone unit, or as
the primary node of a HA cluster

1. On the initial Configuration screen, select Standalone or primary node
configuration.

Figure 16: Standalone or primary node configuration

License Networking Certificate Finish

Welcome to syslog-ng Store Box

Configuration

® standalone or primary node configuration

O HA IP configuration

» Standalone or primary node configuration

® New install
O Import configuration

O Transfer from another node

© 2022 One Identity Software International Limited. All rights reserved. www.syslog-ng.com
2. Then select Import Configuration.
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Figure 17: Import configuration

License Networking Certificate Finish

Welcome to syslog-ng Store Box

Configuration

@® standalone or primary node configuration

O HA IP configuration

» Standalone or primary node configuration

O New install
(® Import configuration

O Transfer from another node
» Import configuration

You can use your old exported configuration.

Configuration:
Choose File | No file chosen Upload

Encryption password:

© 2022 One |dentity Software International Limited. All rights reserved. www.syslog-ng.com

3. Click Choose File and select the configuration file to import.

NOTE: Itis not possible to directly import a GPG-encrypted configuration into SSB,
it has to be decrypted locally first.

4. Enter the password used when the configuration was exported into the Encryption
password field.

For details on restoring configuration from a configuration backup, see Restoring SSB
configuration and data on page 460.

5. Click Upload.
A | CAUTION:

If you use the Import function to copy a configuration from one SSB
to another, do not forget to configure the IP addresses of the second
SSB. Having two devices with identical IP addresses on the same
network leads to errors.

6. Review the data imported from the uploaded configuration.
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Figure 18: Review configuration data

Welcome License Networking Users Certificate Finish
Welcome to syslog-ng Store Box

Configuration details

Hostname: demo
Domainname: example.com
External address: 10.30.255.76
Management address: 10.30.255.76
Netmask: 255.255.255.0
Default gateway: 10.30.255.254
DNS server: 10.30.255.254
Timezone: Europe/Budapest
NTP server: 10.30.2535.254
SSL certificate: /C=HU/L=Szeged/O=Example Inc./OU=IT Security/CN=demo.example.com
SSH RSA key: 1024 SHAZ256:BjvQd+LILhhALNtze L XsjIBTNntMfkd0Zobinxp0s1Q
Licensed version: 6.0
Licensed customer: TEST ACCOUNT FOR SERVICE - AMER 1
Licensed hosts: Unlimited
License serial: 127-£17-747
© 2022 One Identity Software International Limited. All rights reserved. www.syslog-ng.com

If all information is correct, click Finish.

& | CAUTION:
The configuration takes effect immediately after clicking Finish.
Incorrect network configuration data can render SSB unaccessible.

Transfer logspaces and configuration from an existing SSB

By using this option you can transfer logs and configuration from a running SSB to a new
one in a single step. This saves you from the effort of backing up, archiving and importing
logspace data after install, when migrating data from an older SSB model to a newer one.

Prerequisites

« Your source SSB and the new one must be in the same network, and they must be
able to communicate with each other.

« The source SSB can be connected to with SSH.
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o Your new SSB unit must have at least the amount of disk space that the logspace
data takes up on your source SSB'’s internal storage.

Limitations
« The transfer works over IPv4 only, IPv6 is not supported.
o Your source SSB must be at least SSB version 6 LTS.
. The following items are exempt from the data transfer:
. previously generated reports,

« logspaces which are not located on the internal storage. For more iformation,
see Assigning the SSB logspace of your choice to a custom cloud service
provider data disk.

To transfer logspaces, user preferences and configuration from an existing SSB

1. On the initial Configuration screen, select Standalone or primary node
configuration.

Figure 19: Standalone or primary node configuration

License Networking Certificate Finish

Welcome to syslog-ng Store Box

Configuration

(® standalone or primary node configuration
O HA IP configuration
» Standalone or primary node configuration

@ New install
O Import configuration

O Transfer from another node

© 2022 One Identity Software International Limited. All rights reserved. www.syslog-ng.com

2. Select Transfer from another node and fill the fields necessary for the transfer.
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Figure 20: Transfer from another node

Welcome License Networking Users Certificate Finish

Welcome to syslog-ng Store Box

Configuration

@ standalone or primary node configuration

O HA IP configuration
» Standalone or primary node configuration

Q New install
QO Import configuration

® Transfer from another node
» Transfer from another node

You can specify a running host's parameters.

Logs, SSB configuration and user preferences are transferred.

Reports and logs residing on (' external data disks are not transferred.

Source address: 192.168.0.100

Source host key:
& M 1024 SHA256:90k073gLWTFMEKVIXFIfBRokYdBebGrvwawnCexz71A

RSA public key:

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQCIIdxNIM44bsS534A1Tb3m/b3gEBEY/ nxIon5AHV2ZN
rydmDEY/RzqlziTN7DEa/bUt/3j+RC]py+Y/1y¥XTMadd0aiiDxeWjWIUBTAtitYM/ hjrakL
BStTglZsNZ92HQUZPrdsUkLhQazod29adf1hoMt tg/WaMly95ro+x15dFOBQ8SSTktoYFDie
vGZI9TEhRHPBbeBINOKPKVKA97+glxdcwtU9I 1 1+KWZGSVul /+NNn+5+qgvbHs ffiyUc1GkkgM
3m/vMzenr IHKMKmb7ufWRIMEZOgvHMwmdIIRLInd8sw,/ KXz ZKg/pyCD7sCMDTzvKDDZCkx 1
vApbB5FsTIBL www-data@ssbl P

Add this public key into the list of Authorized keys of the source SSB under Basic

Settings = Management = SSH settings.

© 2022 One Identity Software International Limited. All rights reserved. www.syslog-ng.com

a. Source address: The address of the source SSB where you would like to
transfer data from.

b. Source host key: Click . to provide the RSA public key of the source SSB.
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Figure 21: Set source SSB public RSA key

Source host key

||
x

Query host
rsa + Query key from host: 192.168.0.100:22
Upload key o
Upload:
Mo file chosen
Copy-paste key o
Key: Set

You can query the source SSB directly for its RSA public key, or manually
provide the public key either by uploading it or copy-pasting it into the Copy-
paste key field.

c. RSA public key: The RSA public key of your new SSB installation. This key is
only used for the data transfer process.

Please note that this RSA key is hewly generated every time you reload the
initial Welcome Wizard page before you start the transfer process.

Copy this key to your clipboard and add it to the list of Authorized keys on
your source SSB under the Basic Settings > Management > SSH
settings menu.
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Figure 22: Set source SSB public RSA key

SSH settings P

Enable remote SSH access: &
Enable password authentication:

Authorized keys:
-]
[+]

Click @ and paste the key into the Copy-paste key field, then click Set and
Commit your changes.

Figure 23: Add RSA public key

Changing key b 4
Upload key A

Upload:

Choose File | Mo file chosen Upload

Copy-paste key P

Key

d. Click Next.
3. Review the configuration details which will be transferred from your source SSB.
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Figure 24: Transfer confirmation

Welcome Confirmation Transfer

Welcome to syslog-ng Store Box

Transfer confirmation

Configuration details of source:

Hostname: demo-source-ssb
Domainname: example.com
External address: 192.168.0.100
Management address: 192.168.0.100
Netmask: 255.255.255.0
Default gateway: 192.168.0.254

DMNS server: 192.168.0.254
Timezone: Europe/Budapest
NTP server: 192.168.0.254

/C=HU/L=Szeged/O=Example Inc./OU=IT Security/ST=/CN=demo-source-

SSL certificate:
ssb.example.com

SSH RSA key: 1024 SHAZ256:90k073gLWTFMEKVIXFIFBRokYdBebCrvwawnCexz71A
Licensed version: 6.0

Licensed customer: Example Inc.

Licensed hosts: unlimited

License serial: 123123123

By pressing Finish, the data transfer process will start. At the end of the data transfer process the
source SSB will be shut down and this SSB will take its place with the same configuration as the
original s