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Offline Domain Join - Trust
Requirements

To use the new Cached Credentials job (which supports the Offline Domain Join feature) a one-way external trust
must be configured from the source domain to the target domain (source trusts target).

Cached Credentials will validate and cache the login of a target user account prior to a workstation cutover so that
they may successfully login to the target forest after cutover without the need to be on the network for the first login
which for remote users is typically a challenge. In order to facilitate the caching of target user accounts the
workstations being migrated must be allowed to use the target user accounts for authentication which is why the
dependency of a one-way trust is required.

With the addition of the one-way trust we can establish a selective authentication model to limit and restrict the
access of target objects to explicitly chosen target accounts and source resources by source forest administrators.

Direction of access

Source Forest Target Forest
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Offline Domain Join - Trust Options

When setting up a forest trust you have the options of limiting the direction of the trust (incoming vs outgoing), 1-way
or 2-way as well the scope of authentication. With an Active Directory Trust, you can perform Forest-wide
authentication or Selective Authentication.

Forest-wide Authentication

With Forest-wide authentication users from the trusted forest can automatically authenticate for all resources in the
local forest.

Selective Authentication (Recommended Method)

When using the Selective Authentication model, users from the trusted forest are not automatically granted the
permission to authenticate to resources in the local forest and must be explicitly giving the permission to
authenticate. This is the preferred method for handling trust relationships between two different organizations or
where you want to limit the access you grant the trusted forest.

For Offline Domain Join purposes we can use selective authentication to limit the access of the target accounts that
have the ability to perform the cache credential steps as well as limit the computer objects where these accounts
have the ability to authenticate from which greatly limits the security implications of establishing a trust during an
ongoing Active Directory Migration since the source domain is in complete control of where target authentication is
allowed to be performed in the local forest.

New Trust Wizard -
Outgoing Trust Authentication Level—Local Domain i
lUsers in the specified domain can be authenticated to use all of the resources in
the local domain or anly those resources that you specify. L\

Select the scope of authentication for users from the rockypinehotels .com domain.

() Domain-wide authentication
Windows will automatically authenticate users from the specified domain for all resources
in the local domain. This optian is prefemed when both domains belong to the same
onganization.

(®) Selective authentication
Windows will not automatically authenticate users from the specified domain for any
resources in the local domain. After you finish this wizard, grant individual access to each
server that you want to make available to users in the specified domain. This option is
prefemed if the domains belong to different organizations.

<Back || Net> | | Cancel
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Configuring an Active Directory

Trust

Before we can start setting up selective authentication permissions, we first need to get a one-way trust established
so target domain accounts can be cached on source workstations prior to cutover via Offline Domain Join. Below is
a guide process to establishing a one-way trust between two organizations with selective authentication being used
to limit target forest access.

DNS and Firewall Port Requirements

This guide assumes you have already met all required DNS, Firewall and Network Connectivity Requirements
for establishing a trust as most of these would already be in place in order to perform a successful Active
Directory Migration:

Item Description
Network Ensure there is network connectivity established between Forest A and Forest B
Connectivity

Firewall Ports

Name
Resolution

Access

Ensure these ports are unblocked between two forests, at network level :
53 TCP/UDP DNS

88 TCP/UDP Kerberos

389 TCP/UDP LDAP

636 TCP LDAP (SSL)

445 TCP SMB

135 TCP  RPC Endpoint Mapper

1024-65535/TCP RPC for LSA, SAM, Netlogon (*)

Name Resolution should work between Forest A and Forest B. For that use conditional
forwarder or stub zone.

Membership of Enterprise Admin group is required. Alternatively, the Domain Admin of Forest
Root Domain (or equivalent access through delegation) can create Forest Trust.
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Trust Creation

1. From a Source Forest Domain Controller, launch Server Manager, using the Tools drop down menu select
Active Directory Domain and Trusts.

Server Manager =g

@1 F

Active Directory Administrative Center

Manage  Tools View Help

Server Manager * Dashboard

Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Local Server - ‘ Active Directory Sites and Services
Active Directory Users and Computers
AllSenvers [ Yo S S A I ¥ B

2. InActive Directory Domain and Trusts, right click and choose Properties.

e e R e

Dashboard WELCOME TO SERVER MANAGER

File Action View Help

«% = == H

_ﬂActiveDirectoryDomainsandTrust Marme Type
[ ,“:‘l BlueRanchFarms.com ﬁ

Manage

Raise Domain Functional Level...

Properties

3. On the domain properties sheet, click on the Trusts tab.

4. Click on New Trust, on the Welcome to the Trust Wizard click Next.

Domain MName Trust Type  Transtive Properties...

Remove
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5. Onthe Trust Name page, enter the name of the forest you want to establish the trust with, click Next.

Trust Name
You can create a trust by using a NetBIOS or DNS name.

Type the name of the domain, forest, or realm far this trust. f you type the name of a forest, you
must type a DNS name.

Bxample NetBIOS name: supplier01-int
Bxample DM5 name: supplierl1-intemal microsoft.com

Mame:
rockypinehotels com|

6. On the Trust Type page click on External trust, click Next.

Trust Type
This domain is a forest root domain. If the specified domain gualfies, you can
create a forest trust.

Select the type of trust you want to create.

(®) Exdemal trust
An extemal trust is a nontransitive trust between a domain and anather domain
outside the forest. A nontransitive trust is bounded by the domains in the relationship.

() Forest trust

Aforest trust is a transitive trust between two forests that allows users in any of the
domains in one forest to be authenticated in any of the domains in the other forest.
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7. On the Direction of Trust page choose One-way: outgoing, click Next.

Direction of Trust
You can create one-way or two-way trusts.

Select the direction for this trust.

() Two-way
Users in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain, realm, or forest can be authenticated in
this domain.

() One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

(®) One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

8. On the Sides of Trust page, in order to set the trust up for both domains you will need the administrative
privileges or know the administrator account and password for both domains. In this example | will
choose This Domain Only, click Next.
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Sides of Trust
if you have appropriate permissions in both domaing, you can create both sides of
the tnust relationship.

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the tnust for the following:

(®) This domain onby
Thizs option creates the trust relationship in the local domain.

() Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
You must have trust creation privileges in the specified domain.

9. On the Outgoing Trust Authentication Level page, choose Selective authentication, click Next.

lUsers in the specified domain can be authenticated to use all of the resources in
the local domain or anly those resources that you specify.

Outgoing Trust Authentication Level—L ocal Domain a

Select the scope of authentication for users from the rockypinehotels .com domain.

() Domain-wide authentication
Windows will automatically authenticate users from the specified domain for all resources
in the local domain. This option is prefered when both domains belong to the same
onganization.

(®) Selective authentication
Windows will not automatically authenticate users from the specified domain for any
resources in the local domain. After you finish this wizard, grant individual access to each
server that you want to make available to users in the specified domain. This option is
prefemed if the domains belong to different organizations.

<Back | Next> | | Cancel
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10. On the Trust Password page, enter a password that the administrators from both forests have agreed upon
as the trust password, click Next.

New Trust Wizard .
Trust Password
Passwords are used by Active Directory Domain Controllers to corfimm trust
relationships. ¥

Type a passwaord for this trust. The same passward must be used when creating this trust
relationship in the specified domain. After the trust is created, the trust password is
perodically updated for secunty purposes.

Trust password:

Confimm trust password:

c<Back | Ned> | | Cancel

11. On the Trust Selections Complete page click Next.
12.  On the Trust Creation Complete page click Next.

13. On the Confirm Outgoing Trust page and the Confirm Incoming Trust page click Next. You will not be
able to confirm the trust until the target side has been completed or if you are creating both relationships
at the same time.

14. On the Completing the New Trust Wizard page click Finish.
15. Onthe Domain Properties page, click Apply.
BlueRanchFarms.com Properties |L-

| General | Trusts | Managed By |
Domains trusted by this domain {outgoing trusts):

Domain Mame Trust Type  Transtive
RockyPineHotels.com Bdtemal Mo

Remove

16. Once the Forest Trust has been created you must have an administrator for the Target Forest complete the
same process but for a one-way: incoming trust using the Password agreed upon when setting up the
source side trust relationship.
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17. Once both sides have been setup you can then Validate the relationship from the Source Forest Active
Directory Domain and Trusts Properties view for the outgoing trust.

RockyPineHotels.com Properties | 7 | X

This Domain: |Elue RanchFams.com |

Other Domain: |HndcyPineHotel5.com |

Trust type: Exdemal

o The trust has been validated. It is in place and active.

To confirm and, if necessary, reset this trust relationship,
itk Ve, | veidte |
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Configuring Authentication
Permissions

With our Active Directory Trust configured and validated we can now move to setting up selective permissions for
Cache Credentials to work with Offline Domain Join.

Configure Access Group

In order to limit the target accounts that have access to use cached credentials we will use a Domain Local group in
the Source Environment to add in the target account members to control which target users accounts will have the
ability to authenticate to source workstations.

1. In Active Directory Users and Computers Create a Domain Local Group.

Mew Object - Group -

% Createin:  BlueRanchFarms. com/Builtin

Group name:
| CacheCredentialAccess| |

Group name {pre-Windows 2000):

| CacheCredentialAccess |
Group scope Group type
(®) Domain local (®) Security
) Global ) Distribution
() Universal

| oK | | Cancel |

2. Open the group and add in the target user accounts for all migrating source users. In the below example |
am adding the target account for Alissa Loftis who is a migrating user from the Source Forest.
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Object | Security | Attribute Editor

General | Members | MemberOf |  Managed By
Members:
Name Active Directory Domain Services Folder

& Alissa C Loftis  RockyPineHotels com/RPH - Target Cbjects

3. Once everyone’s Target user accounts have been added to the source local group, we will then want
to assign the right to authenticate for that domain local group on any OU containing workstations
being migrated.

4. Once you find the OUs you need to assign the permissions to you want to right click the OU and choose
Properties.

File Action View Help
e 2E F8/XE = B
3 Active Directory Users and Com|| MName
p [ Saved Queries 1A BRF-EX13
4 3 BlueRanchFarms,com 1K BRF-P365
2| BRF-Dev -—
b [2] BRF-So Delegate Contrel...
[ Builtin Move...
[ Compu Find...
p [2] Contact
p [2] Domain New r
I- [ Foreign All Tasks 4
pE] LennylJ View ,
B | Losthng
b [ Manage Cut
B 2] Microse Delete
b [ Progran Rename
b & System Refresh
b [E] UFP-Te )
b ] Users Export List...
b [ Microsa|  Properties
p [0 NTDS O
Help
B [ TPM D .
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5. Click on the Security tab and choose Advanced.

BRF-Devices Properties

B

GI’OLID ar User names:

| General | Managed By | Object | Security | COM-+ | Attribute Editor |

poeee _ ________

82, mthenticated Users
52 5vsSTEM

.‘?E, METWORK SERVICE
f&Organization Management (BRF\Organization Management)
2. Deleqated Setup (BRF\Delegated Setup)

b

Pemigsions for SELF

| Add..

|| Remave |

Allow

Deny

Read
Write

Full contral

Create all child objects
Delete all child objects

OoOooOo™

Ooooo

b

For special permissions or advanced settings, click
Advanced.

6. On the Advanced Security Setting screen click on Add.

§ e

Advanced Security Settings for BRF-Devices

Owner:

Domain Admins (BRF\Domain Admins) Change

Permissions

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Auditing

Permission entries:

| Effective Access |

Type  Principal Access Inherited from Applies to ~
2, Allow  Account Operators (BRF\Acc... Create/delete InetOrg...  None This object only
2, Allow  Account Operators (BRF\Acc... Create/delete Comput... None This object only
2, Allow  Account Operators (BRF\Acc... Create/delete Group .. None This object only
82, Allow  Print Operators (BRF\Print O...  Create/delete Printer o... MNone This object only
2, Allow  Account Operators (BRF\Acc... Create/delete User obj.. None This object only
2, Allow  Domain Admins (BRF\Domai... Full control MNone This object only
52, Allow  ENTERPRISE DOMAIN CONT...  Special MNaone This chject only
82, Allow  Authenticated Users Special MNaone This chject only
82 Allow  SYSTEM Full control MNaone This chject only
82, Allow  Exchange Windows Permissi..  Change password DC=BlueRanchFarms,.. Descendant User objects -

Remove Edit

Disable inheritance

7. Click Select a Principal and find the domain local group you created previously, ensure the type is set to
Allow and the Applies to is set to Descendant Computer Objects. Once the permissions have loaded you
want to find and check off the permission Allowed to authenticate. You may have to screen down the list of

available permissions to find it. Click Ok, once completed.

Quest On Demand Offline Domain Join Credential Cache Quick Start Guide
Configuring Authentication Permissions

Restore defaults




10.

L Permission Entry for BRF-Devices

Principal  CacheCredentialAccess (BRP\CacheCredentialAccess) Select a principal

T}rpe: |A||C|W 'V|

Applies to: |De5cendant Computer ohjects v|

1] Permission Entry for BRF-Devices I;‘i-

[ UEIELE IULAIUAR ULjECls || UEIELE ALK UOjECDs .
[ ] Create msDFSR-LocalSettings objects [ ] Create rFC100685tack objects
["] Delete msDFSR-LocalSettings objects [] Delete rFC10065tack objects
[] Create msDS-App-Configuration objects ["] Create Shared Folder objects
[] Delete msD5-App-Configuration ohjects [] Delete Shared Folder objects
[[] Create msDS-AppData objects [] Create tP4Stack objects

[] Delete msDS-AppData objects [] Delete tP4Stack objects

[] Create msDS-GroupManagedServiceAccount objects [] Create transportStack objects
[ ] Delete msDS-GroupManagedServiceccount objects [ ] Delete transportStack objects
[] Create msExchActiveSyncDevices objects [] Create x235tack objects

[] Delete msExchActiveSyncDevices objects [ Delete x255tack objects

[] Create msExchMDB objects [ Allowed to authenticate

[[] Delete msExchMDB objects [[]Change password

Back on the Advanced Security Settings screen, click Apply and close both menus.

Repeat this process for any OU that you have migrating workstations to ensure each workstation is allowing
the domain local group the ability to authenticate so we can pre cache their credentials prior to cutover.

Once all the steps have been completed you should be able to successfully run the Cache Credentials
action without error. If you are getting the below error for a workstation, ensure that the domain local group
has been assigned the permission to authenticate to it.

@ Migration for Active Directory Cache Credential - m} X

Enter Cutover Credentials

Enter your target username and password below as they are
needed in order to prepare your computer for cutover to the new Enter Cutover Credentials X
target domain.

LogonUser: The computer you are signing into is protected by
an authentication firewall. The specified account is not
allowed to authenticate to the computer

Account || ‘
(DOMAIN\USER or user@domain)

Password | ‘

This request will i
automatically expire in: | 00:04:58 Submit Cancel
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Post Migration Cleanup

Once migrations have completed you can safely tear down the trust relationship and remove any assigned
permissions for the domain local group.
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About us

Quest Software creates technology and solutions that build the foundation for enterprise Al. Focused on data
management and governance, cybersecurity and platform modernization, Quest helps organizations address their
most pressing challenges and make the promise of Al a reality. Around the globe, more than 45,000 companies
including over 90% of the Fortune 500 count on Quest Software. For more information, visit www.quest.com or
follow Quest Software on X (formerly Twitter) and LinkedIn.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have trial
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

o Submit and manage a Service Request

« View Knowledge Base articles

« Sign up for product notifications

« Download software and technical documentation
« View how-to-videos

« Engage in community discussions

« Chat with support engineers online

+ View services to assist you with your product
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