








7 Inthe Plug-in for VMware Restore Options dialog box, click the Restore Files tab, and configure the

following options:

Option

Description

Files Restore

Target Directory

Split Restored
Virtual Disks

To perform file-level restores from image-level backups, select this option.
NOTE: If you do not select this option and if the target contains insufficient space,
the jobs fails.

Type the full path to the directory to which you want to restore the virtual machine
disk and configuration files. The target directory must be local to the NetVault
Backup Client on which the Plug-in for VMware is running. Currently, mapped
network drives, mounted network shares, and UNC paths are not supported.
The plug-in does not verify whether you have specified a local or remote directory.
If plug-in cannot access the specified path, the job fails.

This option can be used when restoring virtual drive files to the local file system. If
the check box is selected, the plug-in splits the “.vmdk” file into 2 GiB files. If you
clear the check box, the plug-in restores the “.vmdk? file is as a single disk file.

This option is only available to backups created using Plug-in for VMware 10.0.5
and later. To force this behavior when restoring a backup created using

Plug-in for VMware 10.0.1 or an older version, configure this option in the
vmware.cfg file:

1 Open the vmware.cfg file in any text editor.

You can find this file in <NetVault Backup home>\config on Windows and
<NetVault Backup home>/config on Linux.

2 Add the following lines:
[Custom:RestoreSplitVMDK]
Value=TRUE

3 Save thefile.

The setting for this option in the Plug-in for VMware Restore Options dialog box
overrides the setting in the vmware.cfg file.

8 To save the settings, click Save, and then click Next.

9 In Job Name, specify a name for the job.

Assign a descriptive name that lets you easily identify the job for monitoring its progress. A job name can
contain alphanumeric and nonalphanumeric characters, but it cannot contain non-Latin characters. There
is no length restriction. However, a maximum of 40 characters is recommended on all platforms.

10 In the Target Client list, verify that the client from which data was backed up is selected.

This client is selected by default. Do not change this setting.

11 Select or create the Schedule Set, Restore Source Set, and Advanced Options Set.

For more information about these sets, see the Quest NetVault Backup Administrator’s Guide.

12 To submit the job for scheduling, click Submit.

You can monitor the job progress from the Job Status page and view the logs from the View Logs page.
For more information about these functions, see the Quest NetVault Backup Administrator’'s Guide.
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Restore selection tree icons

Table 9. Restore selection tree icons

lcon Description

@ Virtual machine

Failed virtual machine (is displayed in a saveset for stopped job)

Configuration file

< &

= NVRAM file

- Virtual machine disk file
) Disk extent information file
[ Log file
u Catalog file

Recovering a virtual machine from the restored
files

After restoring the virtual machine disk and configuration files, you can use the VMware vCenter Converter
Standalone Client to create a virtual machine using the restored “.vmx” and “.vmdk” files. After a VADP
Recovery, you must modify the “.vmx” file so that it matches the disk paths of the restored “.vmdk” files. For
more information, see the relevant VMware vCenter Converter Standalone Client documentation.

Recovering a virtual machine from a VCB backup

To restore the virtual machine files to the destination VMware Server, start the VMware vCenter Converter
Standalone Client Wizard. To complete the virtual machine recovery, follow the instructions. When the prompt

“Select source type” prompt is displayed, select the option “Backup image or third-party virtual machine.”
Also set the “Virtual machine file” option to the restored “.vmx” file.

Recovering a virtual machine from a VADP backup using
vCenter Converter

To recover the virtual machine, you must edit the “.vmx” file, and change the datastore path to reflect the restored
“vmdk” files.

To change the datastore path:

1 Navigate to the target directory to which the virtual machine files were restored and note the filenames of
the virtual drives.

The following example shows some files generated from Virtual Machine Files Only Restore of a VADP
backup:

MyVirtualMachine.vmx
scsi0-0-MyVirtualMachine.vmdk
scsi0-0-MyVirtualMachine-s001.vmdk
VirtualMachineConfigInfo
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2 Open the “.vmx” file.

3 Modify the relevant entries for the virtual drives.
For example, modify the following entry:
scsiO:0.fileName = “MyVirtualMachine-000001.vmdk”
It must match the “.vmdk” file generated during restore.
scsiO:0.fileName = “scsi0-0-MyVirtualMachine.vmdk”

4 After modifying the “.vmx?” file, start the VMware vCenter Converter Standalone Client Wizard to create the
virtual machine.

5 To complete the virtual machine recovery, follow the instructions.

6 When the “Select source type” prompt is displayed, select “VMware Workstation or other VMware
virtual machine.”

7 Set the “Virtual machine file” option to the restored “.vmx” file.

i | NOTE: In the scenario described in the article http://kb.vmware.com/kb/1019286, the “.vmx” file is not

backed up, but the “.vmdk” files are available.

Searching for files in savesets

The Search option on the Create Restore Job — Choose Saveset page allows you to find specific files or data
items without opening any savesets or browsing through their contents. You can use filenames or regular
expressions to find the data items that you want to restore.

To configure or enable the catalog search, click the bulb icon shown near the Search button on the Create
Restore Job — Choose Saveset page. The catalog search supports the regular expression syntax used by
Elasticsearch. For more information on Elasticsearch, see
https://www.elastic.co/guide/en/elasticsearch/reference/current/query-dsl-regexp-query.html. For more information
on catalog search, see the Quest NetVault Backup Administrator’s Guide.
To search for data items in savesets:

1 On the Create Restore Job — Choose Saveset page, click Search.

2 Inthe Search for files in savesets dialog box, configure the following options:

= Search String: Type the search string.

= Regular expression search: To use POSIX regular expressions in the Search String box, select
this check box.

= Use legacy search method: If both cataloged and non-cataloged savesets are included in the
search, the plug-in displays this check box.

If only non-cataloged savesets are included in the search or if Use legacy search method is
selected, the legacy search is used.

If only cataloged savesets are included in the search or if Use legacy search method is cleared,
the catalog search is used.

3 To search in one or more specific savesets, select the applicable savesets, and click Search.

If you do not select a saveset, all savesets are included in the search. On the Search Results page, you
can view the savesets that contain the specified files or data items.

4 Select the items you want to restore.
You can only restore items from one saveset.
5 Click Restore selected items.

6 Complete Step 5 through Step 11 in Restoring data.
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Viewing media list

The Media List option on the Create Restore Job — Choose Saveset page lets you view information about the
media items used to store a backup. You can view details about the data segments and index segments for a
backup.

1 On the Create Restore Job — Choose Saveset page, select the applicable saveset.
2 Inthe Saveset Information area, click Media List.
In the dialog box that is displayed, you can view the following details:
= Backup size: This area shows the total size of the saveset in number of bytes.

= Data segment table: This table shows information about the media items that contain the data
segments. You can view the following details: media label, media group label, stream ID, starting
byte number, ending byte number, and media location.

* Index segment table: This table shows information about the media items that contain the index
segments. You can view the media label and media location.

3 To close the dialog box, click Close.
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Restoring file-level backups

e About restoring file-level backups

* Restoring file-level backups using shared network drives

* Restoring file-level backups using the native Plug-in for FileSystem
* Searching for files in savesets

* Viewing media list

About restoring file-level backups

The Plug-in for VMware provides the following methods for restoring file-level backups.

* Restores using shared network drives: This method does not require an instance of NetVault Backup
Client running inside the virtual machine. Restores are performed to the shared network drives on the
virtual machines, using the Plug-in for FileSystem installed on the plug-in host. Since the Plug-in for
FileSystem is automatically installed on the NetVault Backup Client, no additional software is required for
this type of restore.

* Restores using native Plug-in for FileSystem: This method is suitable if an instance of NetVault Backup
Client is already running inside the virtual machine. The virtual machine is treated as any other physical
NetVault Backup Client for the file system restores.

NOTE: Raw Device Mapping (RDM) disks in virtual compatibility mode are restored to flat “.vmdk” files, not
to the original RDM. The alternative is to omit these disks during a restore.

Restoring file-level backups using
shared network drives

The procedure for restoring file-level backups to a shared folder on the virtual machine includes the steps outlined
in the following sections:

* Setting up a network share

* Restoring data

Setting up a network share

To create a network share between the NetVault Backup Client and the target virtual machine, use the following
procedure.

1 On the target virtual machine, configure the sharing properties for a folder.

2 On the NetVault Backup Server, start the Backup Job Wizard, and click + next to the Selections list.
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3 On the NetVault Backup Selections page, open the NetVault Backup Client on which the plug-in is
installed, and then open File System.

4 Click Network Shares, and select Add Network Share from the context menu.
5 Inthe Add New Network Share dialog box, specify file path for the shared drive in the following format:
\\<IP Address or Resolvable Network Name>\<Share Name>\
6 Click Add to add the network share and close the dialog box.
7 Click Network Shares, and select Connect As from the context menu.
8 In the Connection Details dialog box, provide the following information:
= Domain: Type the Windows Domain name for the system that contains the shared folders.

= Username: Type a Domain Administrator user name. The network share backups must be
performed using a Domain Administrator account to fully retrieve the file and directory permissions
during a restore. A user belonging to the Administrators Group does not have the Domain
Administrator privileges.

; | NOTE: If you configure a Non-Domain Administrator account for backups, the file and
directory permissions must be set manually after a restore.

= Password: Type the password for the user account.

9 To save the connection details and close the dialog box, click OK.

Restoring data

To restore file-level backups, use the following procedure.
1 In the Navigation pane, click Create Restore Job.

On the Create Restore Job — Choose Saveset page, the saveset table provides a list of available
savesets. The table shows the saveset name (Job Title and Saveset ID), creation date and time, saveset
size, and saveset status.

The saveset status is indicated using the following icons.

Icon Description

(o) Saveset is online (all segments are online).

8 Saveset is partially online (some segments are online).
- Saveset is offline (all segments are offline).

The saveset list is sorted by creation date. You can sort the list by a different column or reverse the sort
order by clicking the column heading. The arrowhead next to the column name indicates the sort order.

2 To filter the saveset list, use the following filter options:

Filter Description

Client Displays savesets created for particular clients. The default selection is Any.
1 To use this filter, click the Client box.
2 Inthe Choose Client dialog box, select the clients.
3 To close the dialog box, click OK.
Plugin Type Displays savesets created using a particular plug-in. The default selection is Any.
1 To use this filter, click the Plugin Type box.
2 In the list, select the plug-in.
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Filter Description

Date Displays savesets created during a specified period. The default selection is Any.
1 To use this filter, click the Date box.
2 In the list, select the option that you want to use.

The available options are Last 24 hours, Last Week, Last Month, Last 6
Months, Last Year, and Any.

Job Displays savesets created for particular jobs. The default selection is Any.
1 To use this filter, click the Job box.
2 Inthe Choose Job dialog box, select the jobs.
3 To close the dialog box, click OK.

3 Select the saveset that you want to use, and click Next.

When you select a saveset, the following details are displayed in the Saveset Information area: Job ID,
job title, tag, server name, client name, plug-in name, saveset date and time, retirement setting,
Incremental Backup or not, archive or not, and saveset size.

4 On the Create Selection Set page, select the files and directories that you want to restore.

NOTE: For a regular Incremental or Differential Backup, the selection tree displays all files that were
included in the backup sequence—the initial Full Backup and subsequent Incremental or Differential
Backups. For a Dump Type Incremental or Differential Backup, the plug-in only displays those files
that were backed up in the selected saveset.

5 Click the file or directory that you want to restore, and select Rename from the context menu.

i | NOTE: Raw Device Mapping (RDM) disks in virtual compatibility mode are restored to flat “.vmdk”
files, not to the original RDM. The alternative is to omit these disks during a restore.

6 Inthe Relocate box, type the network share path.

NOTE: If you do not perform Step 5 and Step 6, the data is restored to the NetVault Backup Client and not to
the shared folder on the virtual machine.

7 Click E , and configure the following settings:

Table 10. Plug-in for FileSystem restore options

Option Description
Overwrite Newer By default, the plug-in overwrites existing files on the restore destination with the
Files backed-up version in the saveset.
If you do not want to overwrite the existing files, clear this check box.
Reset File By default, timestamps for restored files are reset to what is recorded in the
Timestamps backup saveset.
To restore the files with current timestamp, clear the check box.
Reset Directory By default, directories are restored with current timestamp.
Timestamps To reset the timestamp to what is recorded in the saveset, select this check box.
To use this option, you must also select the Reset File Timestamps check box.
Restore Files To restore the files that were marked “in flux” during backup, select this check
Modified During box.
Backup
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Table 10. Plug-in for FileSystem restore options

Option Description

Path to Restore Log To generate a restore log file, type the filename. The log file provides a list of files
that are selected for a restore. The files that are restored successfully are marked

“ "

with an “0” and the others are marked with an “x.” If you specify an existing
filename, the plug-in overwrites the file. The log file is created in CSV file format,
and includes details such as file size, date modified, and file type.

Exclusion List Path To use an exclusion list, type the full path to the file.
For more information about exclusion lists, see the Quest NetVault Backup Plug-

in for FileSystem User’s Guide.
To save the settings, click Save, and then click Next.
In Job Name, specify a name for the job.

Assign a descriptive name that lets you easily identify the job for monitoring its progress. A job name can
contain alphanumeric and nonalphanumeric characters, but it cannot contain non-Latin characters. There
is no length restriction. However, a maximum of 40 characters is recommended on all platforms

In the Target Client list, verify that the client from which data was backed up is selected.

This client is selected by default. Do not change this setting.

Select or create the Schedule Set, Restore Source Set, and Advanced Options Set.

For more information about these sets, see the Quest NetVault Backup Administrator’s Guide.
To submit the job for scheduling, click Submit.

You can monitor the job progress from the Job Status page and view the logs from the View Logs page.
For more information about these functions, see the Quest NetVault Backup Administrator’s Guide.

NOTE: The plug-in restores data to the shared network folder on the virtual machine. You must manually
move the restored files to the final target destination.

Restoring file-level backups using the
native Plug-in for FileSystem

The procedure for restoring the file-level backups using the native Plug-in for FileSystem includes the steps
outlined in the following steps:

Prerequisites

Restoring data

Prerequisites

Before you restore the data, verify that the following requirements are met:

Install the NetVault Backup Client software inside the target virtual machine. For more information, see the
Quest NetVault Backup Installation Guide.

Add the client to NetVault Backup Server. For more information, see the Quest NetVault Backup
Administrator’s Guide.
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Restoring data

To select data for a restore, use the following procedure.
1 In the Navigation pane, click Create Restore Job.

On the Create Restore Job — Choose Saveset page, the saveset table provides a list of available
savesets. The table shows the saveset name (Job Title and Saveset ID), creation date and time, saveset

size, and saveset status.

The saveset status is indicated using the following icons.

Ilcon Description

(o, Saveset is online (all segments are online).

8] Saveset is partially online (some segments are online).
o Saveset is offline (all segments are offline).

The saveset list is sorted by creation date. You can sort the list by a different column or reverse the sort
order by clicking the column heading. The arrowhead next to the column name indicates the sort order.

2 To filter the saveset list, use the following filter options:

Filter Description
Client Displays savesets created for particular clients. The default selection is Any.
1 To use this filter, click the Client box.
2 In the Choose Client dialog box, select the clients.
3 To close the dialog box, click OK.
Plugin Type Displays savesets created using a particular plug-in. The default selection is Any.
1 To use this filter, click the Plugin Type box.
2 In the list, select the plug-in.
Date Displays savesets created during a specified period. The default selection is Any.
1 To use this filter, click the Date box.
2 In the list, select the option that you want to use.

The available options are Last 24 hours, Last Week, Last Month, Last 6
Months, Last Year, and Any.

Job Displays savesets created for particular jobs. The default selection is Any.
1 To use this filter, click the Job box.
2 Inthe Choose Job dialog box, select the jobs.
3 To close the dialog box, click OK.

3 Select the saveset that you want to use, and click Next.

When you select a saveset, the following details are displayed in the Saveset Information area: Job ID,
job title, tag, server name, client name, plug-in name, saveset date and time, retirement setting,
Incremental Backup or not, archive or not, and saveset size.

4 On the Create Selection Set page, select the files and directories that you want to restore.

; | NOTE: For a regular Incremental or Differential Backup, the selection tree displays all files that were

included in the backup sequence—the initial Full Backup and subsequent Incremental or Differential
Backups. For a Dump Type Incremental or Differential Backup, the plug-in only displays those files
that were backed up in the selected saveset.

5 Click E and configure the applicable settings.
For more information, see Plug-in for FileSystem restore options.
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6 To save the settings, click Save, and then click Next.
7 In Job Name, specify a name for the job.

Assign a descriptive name that lets you easily identify the job for monitoring its progress. A job name can
contain alphanumeric and nonalphanumeric characters, but it cannot contain non-Latin characters. There
is no length restriction. However, a maximum of 40 characters is recommended on all platforms.

8 Inthe Target Client list, select the target virtual machine.

IMPORTANT: If you do not select the virtual machine in the Target Client list, the data is restored to
the client on which the plug-in is installed.

9 Select or create the Schedule Set, Restore Source Set, and Advanced Options Set.
For more information about these sets, see the Quest NetVault Backup Administrator’s Guide.
10 To submit the job for scheduling, click Submit.

You can monitor the job progress from the Job Status page and view the logs from the View Logs page.
For more information about these functions, see the Quest NetVault Backup Administrator’s Guide.

Searching for files in savesets

The Search option on the Create Restore Job — Choose Saveset page allows you to find specific files or data
items without opening any savesets or browsing through their contents. You can use filenames or regular
expressions to find the data items that you want to restore.

To configure or enable the catalog search, click the bulb icon shown near the Search button on the Create
Restore Job — Choose Saveset page. The catalog search supports the regular expression syntax used by
Elasticsearch. For more information on Elasticsearch, see
https://www.elastic.co/guide/en/elasticsearch/reference/current/query-dsl-regexp-query.html. For more information
on catalog search, see the Quest NetVault Backup Administrator’s Guide.
To search for data items in savesets:

1 On the Create Restore Job — Choose Saveset page, click Search.

2 Inthe Search for files in savesets dialog box, configure the following options:

= Search String: Type the search string.

= Regular expression search: To use POSIX regular expressions instead of Elasticsearch in the
Search String box, select this check box.

= Use legacy search method: If both cataloged and non-cataloged savesets are included in the
search, the plug-in displays this check box.

If only non-cataloged savesets are included in the search or if Use legacy search method is
selected, the legacy search is used.

If only cataloged savesets are included in the search or if Use legacy search method is cleared,
the catalog search is used.

3 To search in one or more specific savesets, select the applicable savesets, and click Search.

If you do not select a saveset, all savesets are included in the search. On the Search Results page, you
can view and filter the savesets that contain the specified files or data items.

4 Select the items you want to restore.
You can only restore items from one saveset.
5 Click Restore selected items.

6 Complete Step 5 through Step 12 in Restoring data.
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Viewing media list

The Media List option on the Create Restore Job — Choose Saveset page lets you view information about the
media items used to store a backup. You can view details about the data segments and index segments for a
backup.

1 On the Create Restore Job — Choose Saveset page, select the applicable saveset.
2 Inthe Saveset Information area, click Media List.
3 Inthe dialog box that is displayed, view the following details:

= Backup size: This area shows the total size of the saveset in number of bytes

= Data segment table: This table shows information about the media items that contain the data
segments. You can view the following details: media label, media group label, stream ID, starting
byte number, ending byte number, and media location

* Index segment table: This table shows information about the media items that contain the index
segments. You can view the media label and media location.

4 To close the dialog box, click Close.
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A

Troubleshooting

Common errors

Diagnosing virtual machine issues
SOAP messages

Generating VDDK logs

Common errors

This section describes some common errors and their solutions. It includes the following topics:

NetVault Backup Service fails to start on Windows

NetVault Backup Service fails to start after the machine is restarted

NetVault Backup Service starts, but stops immediately on Linux

Linux Hybrid version of the plug-in does not run on 64-bit OS

Crash occurs during a backup

CBT-based image-level backup fails

SAN transport reports errors when multiple backups access the same datastore
Default SCSI controller type on RHEL 7 and RHEL 6

File-level backups do not back up data for a reparse point

Restore job fails when using SAN transport

Restore job fails to add a virtual machine to the server inventory or to the alternate standalone ESXi Server
Disk type is always Thick Provision Eager Zeroed after restoring an image-level backup
Backup jobs of virtual machines protected by vSphere FT fail intermittently

RDM disks are restored to VMDK files

Unable to consolidate image-level backups

Restore job fails on Linux when file size exceeds 50 MB

Web Service process displays message that indicates the server is unavailable
Installing an update puts the VMware Vstor2 MntApi driver into an inconsistent state
Backing up and restoring encrypted disks

Backing up a cloned virtual machine that has the same UUID

Backing up virtual machines that are protected by vSphere FT

Error using VVols with a storage array

Backup proxy opens in NBD mode instead of HotAdd transport mode
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NetVault Backup Service fails to start on Windows

Description

The NetVault Backup Service fails to start on a Windows-based NetVault Backup Server.

Symptom

Check the Windows Event Viewer for the following message: PDT FATAL: lock file “postmaster.pid” already exists.

Solution

NetVault Backup cannot start if the PostgreSQL database that is used to store the system data does not start. To
correct this issue, delete the “postmaster.pid” file from the location referenced in the log and restart the NetVault
Backup Server.

NetVault Backup Service fails to start after the machine is
restarted

Description

After restarting the machine, the NetVault Backup Service sometimes fails to start on a Windows-based NetVault
Backup Server.

Symptom

Check the Windows Event Viewer for the following message: FATAL: could not create any TCP/IP sockets " for a
PostgreSQL source

Solution

NetVault Backup cannot start if the PostgreSQL database that is used to store the system data does not start. To
correct this issue, start the Task Manager, and click Show processes from all users. You can see multiple
instances of postgres32.exe running on the system. To remove all instances of postgres32.exe, select any
instance of this process, and click End Process. Start the NetVault Backup Service.

NetVault Backup Service starts, but stops immediately on
Linux

Description

On a Linux-based machine, the NetVault Backup Service starts, and then stops immediately.

Symptom

No error messages are displayed.

Solution
This issue can occur if the Postgres service cannot resolve the host name localhost, and fails to start.

Check the /etc/hosts file, and if the file does not contain an entry for localhost, add the entry.

Quest NetVault 13.1 Administrator's Guide
Troubleshooting



Linux Hybrid version of the plug-in does not run on 64-bit
0S

Description

The Linux Hybrid version of the plug-in does not run on pure 64-bit operating system.

Symptom

The plug-in fails to open and displays the message “No Error.”

Solution
Pure 64-bit operating systems do not install some common 32-bit libraries the plug-in requires.
To correct this issue, do the following:
1 Start a terminal session, and go to /usr/netvault/bin.
2 To list the missing libraries, run the following command:
ldd nvvmware | egrep -1 “missing|not found”

3 Use the applicable package manager to install the missing 32-bit libraries.

NOTE: Some libraries are dynamically loaded from the path $NV_HOME/dynlib/vddk/. If these libraries
are listed as missing, no action is required.

Crash occurs during a backup

Description

During a backup, the plug-in reports an error and stops responding.

Symptom
The plug-in fails with the following error in the NetVault Backup logs:

Backing up data of VM disk [XXXXXXX]xxx/xxxxxxxxx. vmdk' to media : “Job manager lost message channel
unexpectedly.”

The trace logs include the following message:

Cannot open library: libexpat.s0.0: cannot open shared object file in vixDiskLib-16642.log.

Solution
To correct this issue, navigate to the /usr/lib directory, and create the following symbolic link:

In -s /lib/libexpat.so.1.5.2 libexpat.so.0

CBT-based image-level backup fails

Description

An image-level backup for which CBT has been enabled reports an error and fails.

Symptom
The job fails with the following error in the NetVault Backup logs:

Failed to get changed disk areas.
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Solution

This issue occurs when a snapshot exists on a virtual machine when CBT is enabled. For snapshots that exist
before enabling CBT, the changeld parameter is not set. So, when the QueryChangedDiskAreas API is invoked,
it returns an error. For more information, see http://kb.vmware.com/kb/1033816.

To correct this issue, do either of the following:

e Ensure that no snapshots exist on the virtual machine before selecting the Enable Change Block
Tracking for virtual machine check box.

¢ Use the Reset Change Block Tracking option. This option reconfigures CBT on a virtual machine and
allows you to run CBT-enabled backup that failed previously. For more information about this option, see
Resetting CBT on a virtual machine.

SAN transport reports errors when multiple backups
access the same datastore

Description

A Linux-based client may fail to read the contents of a virtual drive using the SAN transport mode if multiple
backup processes are accessing the same datastore.

Symptom

During a backup using the SAN transport mode, the following errors are reported:

San transport error: I/O Operation failed.

Error: One of the parameters supplied is invalid.

Solution
These errors are caused by a fault in the Linux kernel when handling SCSI reservation conflicts.
The errors are encountered on the following systems:

¢ Red Hat Enterprise Linux (RHEL) 6.1 and earlier versions

e SUSE Linux Enterprise Server (SLES) 11.1 and earlier versions

To correct this issue, upgrade to kernel version 2.6.32-220 or later on RHEL and kernel version 3.0.13 or later on
SLES.

Default SCSI controller type on RHEL 7 and RHEL 6

Description

When you create a virtual machine with RHEL 7 or RHEL 6 as the Guest OS, the SCSI controller type is set to
VMware Paravirtual by default. The HotAdd transport mode does not work if either the backup proxy or the
backup target uses Paravirtual SCSI controller.

Symptom
N/A

Solution

To use HotAdd transport mode, set the SCSI controller type to LSI Logic Parallel or LSI Logic SAS when you
create the virtual machine. For more information about configuring this setting, see the relevant VMware
documentation.
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Quest does not recommend changing the SCSI controller type for an existing virtual machine without testing to
ensure that it operates normally with the new controller type.

File-level backups do not back up data for a reparse point

Description

The file-level backup method does not back up data through a reparse point.

Symptom

When a disk mounted as a reparse point on a Guest OS is included in a file-level backup, the backup completes
without any errors or warnings. However, the plug-in does not back up any data for a reparse point. It is listed as
an empty node on the Create Selection Set page.

Solution

The VMware API does not support this type of backup.

Workaround:

* Install NetVault Backup Client on the Guest OS, and perform a backup using the Plug-in for FileSystem to
include the reparse point directory.

—Oor—

¢ Mount the disk as drive letter instead of a reparse point. Then, create a backup job to include the new drive
letter.

Restore job fails when using SAN transport

Description

Restore job fails.

Symptom

A restore job fails with the following error:

Log Message:

Failed to restore VM disk data.

Log Context:

Failed to open vmdk VDDK error encountered: code 13

Retrieving error message text VDDK error message is “You do not have access rights to this file’

Disk data restore failed for ‘[datastore]VirtualMachineName/ VitrualDiskName.vmdk’

Solution

The NetVault Backup Client running the Plug-in for VMware may not have access to the SAN. To verify, try using
the NBD transport mode. If restore completes successfully with this mode, it indicates SAN connectivity issues.

To use the SAN transport mode, the NetVault Backup Client must have SAN connectivity to the VMFS LUN.
Ensure that the LUN is accessible and the SAN is configured correctly.
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Restore job fails to add a virtual machine to the server
inventory or to the alternate standalone ESXi Server

Description

Restore job fails.

Symptom

A restore job fails with the following error:
Log message:

Failed to add VM to target server's inventory.
—or—

Invalid datastore format.

Log context:

Fault string is 'Invalid configuration for device '3".

Solution

When this error occurs, enable trace and run the restore job again. When the job completes, open the file named
vmw<nnn>_soaprecv.log, and check if it contains an XML message <WaitForUpdatesExResponse> with
contents similar to the following:

<val xsi:type="LocalizedMethodFault">

<fault xsi:type="InvalidDeviceSpec">
<property>deviceChange[3].device.backing.fileName

</property>

<deviceIndex>3</deviceIndex>

</fault>

<localizedMessage>Invalid configuration for device &apos;3&apos; .</localizedMessage>
</val>

If so, it indicates that the backup contains an invalid configuration for a CD or DVD drive.
To correct this issue:
1 Open the file vmware.cfg in a text editor.

You can find this file in <NetVault Backup home>\config on Windows and <NetVault Backup home>/config
on Linux.

2 Set the value for the following entry to True:

[Custom:ReconfigureVirtualCdrombDevices]
Value=True

(The default value for this entry is False.)
3 Save the file.
4 Run the restore job again.

The job completes successfully. If a CD or DVD drive was set to “Host Device” or “Datastore ISO File” type
during the original backup, it is reconfigured as “Client Device” type. A warning message in the logs
provides a list of reconfigured devices. The log context includes their original configuration. To view the log
context, click the More Info button.

5 After restoring the virtual machine, reset [Custom:ReconfigureVirtual CdromDevices] to False.
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Disk type is always Thick Provision Eager Zeroed after
restoring an image-level backup

Description

After restoring a virtual machine, virtual drives that are Thin Provisioned or Thick Provisioned Lazy Zeroed are
automatically converted to Thick Provision Eager Zeroed.

Symptom

Regardless of the disk provisioning type, image-level backups without CBT enabled always back up the full disk.
During restore, the “.vmdk” file is completely overwritten and VMware automatically converts a Thin Provision or
Thick Provision Lazy Zeroed drive to Thick Provision Eager Zeroed.

Solution

To retain the original type for the drive during the restore process, make sure that the Enable Change Block
Tracking for virtual machine option is enabled for the backup job. For more information, see Defining a backup
strategy.

Backup jobs of virtual machines protected by vSphere FT
fail intermittently

Description

When backing up virtual machines that are protected using VMware vSphere Fault Tolerance (vSphere FT), the
backup job fails.

Symptom

The job fails and reports the following: Cannot back up virtual machine while legacy fault tolerance is enabled.

Solution

Before using the plug-in to back up virtual machines that are protected using vSphere FT,
verify that your environment uses VMware ESXi 6.0 build number 4192238 or later.

Your virtual machine is protected by an earlier version of fault tolerance that does not support backup snapshots.

To back up and restore virtual machines that are using legacy fault tolerance, reconfigure the virtual machines to

use a newer version of vSphere FT. Using the vSphere Web Client, turn off fault tolerance for the virtual machine,
and then turn it on again. During the reconfiguration process, FT protection is not available for the virtual machine
that you are reconfiguring.

RDM disks are restored to VMDK files

Description

RDM disks in virtual compatibility mode are restored to flat “.vmdk?” files and not to the original RDM.

Solution

The alternative is to omit these disks during a restore.
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Unable to consolidate image-level backups

When you use the NetVault Backup Plug-in for Consolidation, the image-level backups of virtual machines are
displayed on the Create Selection Set page, but you cannot consolidate these savesets.

Restore job fails on Linux when file size exceeds 50 MB

To avoid file fragmentation, the Plug-in for VMware preallocates disk space before restoring files to disk. On Linux-
based systems, files that are larger than 50 MB in size are not pre-allocated full disk space. Such files are handled
similar to sparse files and allocated disk space as needed during restore. If the disk does not have sufficient space
to fully restore files that are larger than 50 MB in size, the job fails when the disk runs out of space.

Web Service process displays message that indicates the
server is unavailable

Description

If the Diagnose Virtual Machine method is unable to return any result within the timeout interval (five minutes),
the Web Service process displays the following message: “Error: The remote machine: <Name of the NetVault
Backup Server> is unavailable”

Solution

You can close this dialog box to continue the current operation. In the background, the Diagnose Virtual Machine
method runs the cleanup process to remove any snapshot that it has created.

Installing an update puts the VMware Vstor2 MntApi driver
into an inconsistent state

Description

Installing an update of the plug-in puts the VMware Vstor2 MntApi driver into an inconsistent state.

Solution

If you are using a Windows-based proxy server, restart the server after you remove a VDDK. If you try to install or
remove the VMware Vstor2 MntApi driver without restarting the server, you might encounter an error. For more
information, see http://pubs.vmware.com/Release_Notes/en/developer/vddk/65/vsphere-vddk-65-release-
notes.html.

Before installing the latest version of the plug-in, complete the following steps:
1 Remove the existing version of the plug-in.
2 Check the status of VMware Vstor2 MntApi driver.
3 If the driver is present, delete it.
4

Install the latest version of the plug-in.

Backing up and restoring encrypted disks

Support of virtual-machine encryption became available starting with vSphere 6.5; however, the plug-in does not
support backup and restore of encrypted disks.
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Backing up a cloned virtual machine that has the same
UuiD

Description

When a virtual machine is cloned outside the vCenter Server, it may have the same UUID as the original virtual
machine. If this cloned virtual machine is selected for a backup, the plug-in may back up the original virtual
machine instead of the clone.

Solution

To correct this issue, you must change the UUID of the cloned virtual machine. For more information about
changing the UUID of a virtual machine, see http://kb.vmware.com/kb/1002403.

Backing up virtual machines that are protected by vSphere
FT

Description

VMware vSphere Fault Tolerance (vSphere FT) becomes disabled during the snapshot process. If you use an
ESXi host with an unsupported build, vSphere FT protection might become disabled during the snapshot process.
This issue occurs because of an issue in earlier versions of the VMware ESXi host.

Solution

To back up virtual machines that are protected by vSphere FT with plug-in version 11.2 or later, your environment
must use VMware ESXi 6.0 build number 4192238 or later. This issue occurs because of an issue in earlier
versions of the VMware ESXi host. This issue is more likely to occur when the virtual machine uses Windows 2008
or later as the guest OS and it uses the VMware Tools VSS provider to take quiesced snapshots. For more
information, see https://kb.vmware.com/kb/2145664.

Error using VVols with a storage array

If you use VMware Virtual Volumes (VVols) with a storage array that does not support thick-provisioned disks by
default, you might receive the following error message: Error creating disk Error creating VVol Object. This may be
due to insufficient available space on the datastore or the datastore’s inability to support the selected provisioning

type.
Solution

To allow VVols to create thick-provisioned disks, enable thick provisioning on the storage array. For more
information, see http://pubs.vmware.com/Release_Notes/en/horizon-6-view/horizon-62-view-release-notes.html.

Backup proxy opens in NBD mode instead of HotAdd
transport mode

If you are using CentOS and Red Hat Enterprise Linux (RHEL) 6.x systems as the backup proxy, and the Primary
Transport Mode is set to HotAdd or Auto and the Fallback Transport Mode is set to none, a VMware VDDK
library prevents the backup proxy from opening the VM disk in HotAdd transport mode and causes it to open in
NBD transport mode instead.
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Diagnosing virtual machine issues

The Diagnose Virtual Machine method includes some predefined tests, which are used to identify issues in
virtual machine setup that can cause failures when the plug-in performs the following activities:

¢ Access the virtual machine disk (VMDK) files

e Check CBT status and capabilities

* Create quiesced snapshots
The plug-in reports the issues detected during these tests, and provides suggestions to correct the issues. You can
run these tests at any time.

To run diagnostic tests:

1 Start the Backup Job Wizard, and click + next to the Selections list.
2 Open the NetVault Backup Client on which plug-in is installed, and then open VMware Plugin.

3 Open the VMware ESXi or VMware vCenter Server and the other applicable container nodes—for
example, Datacenter, Cluster, Resource Pool, and other nodes—to display the target virtual machine.

4  Click the virtual machine, and select Diagnose Virtual Machine from the context menu.
The plug-in performs the following tests:

= Create a snapshot.

; | NOTE: When performing diagnostic tests, the plug-in tries to create a quiesced snapshot. This
operation may take some time to complete depending on how busy the virtual machine is.

= Open and read VMDK files using the configured primary transport mode.
= Check the virtual hardware version.
= Check the current CBT setting.
= Check if VMware Tools are installed and running.
= Check if any snapshots exist on the virtual machine.
5 View the results in the Diagnostic Results dialog box:
= Results: This tab shows the results of the diagnostic tests (passed or failed).
= Recommendations: This tab includes suggestions to correct the issues detected during the tests.
= Virtual Machine: This tab shows general information about the virtual machine.

6 To close the dialog box, click Close.

SOAP messages

When you enable tracing, the Plug-in for VMware generates the following two files along with the other trace logs:
* vmw(nnn)_soapsent.log
* vmw(nnn)_soaprecv.log

These files contain communication details between the plug-in and vSphere Web Service running on the VMware
vCenter or ESXi Servers.

When you send the trace files to Quest Technical Support, ensure that these two files are included.
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Generating VDDK logs

The Plug-in for VMware uses the VMware VDDK API for the following operations:
* Image-level backups and restores

* File-level browse and backups

To diagnose or troubleshoot errors encountered during these operations, Quest Technical Support may request
you to send the VDDK logs. You can use the following procedure to enable VDDK logging when these operations
are performed.

To generate VDDK logs:

1 In the navigation pane, click Create Backup Job, and then click + next to the Selections list.
2 Open the NetVault Backup Client on which the plug-in is installed.

3 Click VMware Plugin, and select Configure from the context menu.

NOTE: You can also configure the default settings from the Change Settings page:
1 In the Navigation pane, click Change Settings.
2 If the plug-in is installed on the NetVault Backup Server, click Server Settings.
—or—
If the plug-in is installed on a NetVault Backup Client, click Client Settings; in the clients table, select
the client, and click Next.
3 Under Plugins, click Plugin Options.

4 Under Troubleshooting, select the Enable VDDK Logging check box.
5 To save the settings, click OK or Apply.
The plug-in generates the VDDK log files entitled vixDiskLib*.log in the following directories:
=  Windows: <System Drive>\Windows\Temp\vmware-SYSTEM
= Linux: /tmp/vmware-root

The log files are generated when you perform image-level backup or restore or file-level backup or browse
operations.
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About us

Quest provides software solutions for the rapidly-changing world of enterprise IT. We help simplify the challenges
caused by data explosion, cloud expansion, hybrid datacenters, security threats, and regulatory requirements. We
are a global provider to 130,000 companies across 100 countries, including 95% of the Fortune 500 and 90% of
the Global 1000. Since 1987, we have built a portfolio of solutions that now includes database management, data
protection, identity and access management, Microsoft platform management, and unified endpoint management.
With Quest, organizations spend less time on IT administration and more time on business innovation. For more
information, visit www.quest.com.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have trial
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

¢ Submit and manage a Service Request.

* View Knowledge Base articles.

e Sign up for product notifications.

* Download software and technical documentation.
* View how-to-videos.

* Engage in community discussions.

¢ Chat with support engineers online.

* View services to assist you with your product.
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