erwin

by Quest

SOFTWARE INSTALLATION GUIDE (LINUX)

erwin

DATA INTELLIGENCE (DI) SUITE

Version 11.1
Certified Release on Log4j 2.17.1

This document provides the instructions to install the new 11.1 version.

The 11.1 version is certified on Log4j 2.17.1

Quick Start Installation Guide

Quest Software, All Rights Reserved 2021



erwin

by Quest

Copyright Notice

This manual is © erwin, Inc. All rights reserved. No part of this manual may be reproduced, distributed or
transmitted, in whole or in part, in paper, electronic or any other form or by any means other than as
expressly permitted in the applicable erwin DI Suite Software License Agreement or Software License and
Maintenance Agreement, or as otherwise expressly permitted by erwin, Inc.

Trademark Notice

erwin MAPPING MANAGER and erwin DATA GOVERNANCE are a trademark of erwin, Inc. and may not
be used without the express written permission of erwin, Inc. This list of trademarks may not be complete;
other trademarks or registered trademarks may be owned by erwin, Inc. from time to time and may be
used in this manual. All other trademarks or service marks are the properties of their respective owners.

Proprietary and Confidential Information Notice

erwin, Inc. software products contain valuable trade secrets and proprietary information and are protected
internationally, including without limitation, by Canadian, United States and international copyright,
trademark, and other intellectual property laws and treaties.

Unauthorized use of this manual or erwin, Inc. software products is strictly prohibited and may result in
civil damages and criminal prosecution. See the applicable erwin, Inc. Software License Agreement or
Software License and Maintenance Agreement for additional information.

Disclaimers

erwin, Inc. reserves the right to revise this manual and make periodic changes to its content without
obligation on erwin, Inc. Corporation's part to notify any person of such revisions or changes. erwin, Inc.
does not assume responsibility for the use of this manual. erwin, Inc. makes no representation or warranty
as to the accuracy of the contents of this manual. All statements made and information provided in this
manual is provided on an errors and omission accepted (E. & O.E.) basis only.

Publication information

Release . erwin Data Intelligence (DI) Suite v11.1
Publication Date : Feb 04, 2022

Quest Software, All Rights Reserved 2021



erwin

by Quest

Contents
o To 10 | 1 1 S o = PP 4
2. Software SOIULION AFCRITECIUIE ......eii et e ettt e e e e e e e e e e eaata e e e e e eeeeeeeatnn e aeeeaeeennnes 4
3. System and Software REQUIFEIMENTS ........uuuiii i e e e e e e e e s e e e e e e et e s e e e aaeeeraaaas 6
3.1 Hardware Specs for Standard EditioN................uiiiiiiiiiiieie e 6
3.2 Software COMPALIDIITY ........euueeiiiiiie e 6
3.3 Pre-requisites to iNStall ErWIN DI SUITE..........uuuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiei bbb seeenenennnnnnne 6
3.4 Memory AlIOCAtION t0 WED SEIVEL ......u it e e e e e e e e aaaaas 6
3.5 DALADASE SEIVEI SPECS. .. uuutiiiiiiiiiitiitttieitee bbbt 7
3.6 ENd-USEr MaChIiN@S/LaPIOPS ... .uuuuutiuiiiiiiiiitittiiiiteiteebss e 7
4. Installing the erwin the DI SUItE SOMWAIE ......ccccoiiiiiee e 7
o R (T o 0 I [ 1Y = | BN = 1Y S UPPPPPTRRTPR 8
4.2 SteP 2: INSTAIING TOMCAL . .....uuuiiiiiiiiiiiiiieie it 8
4.2.1  Setting up Java class path fOr TOMCAL ............iiiiiiiiiiiee e e 9
4.2.2  Accessing the Tomcat Manager PAGE ........cuuuuuiiiieeeeii et e e e e e e e e e e e e et e e e e e e e aerraaas 9
4.2.3  Configuring Tomcat Memory settings for optimum performance .............cccccuvvvveiiieeiieniiieennnnnn. 10
4.3  Step 3: Create Dedicated Database/Schema for the application (on SQL Server or Oracle) ...... 11
4.3.2  Create Schema in Oracle Database ............coovviiiiiiiiiiiiie e 13
4.4  Step 4: Deploying the erwin DI Suite 0N TOMCAL ..........covviiiiiiieeiiieecee e 14
441  Configuring the “database.properties” file ... 16
4.4.1.1 database.properties file for SQL Server Database..............cccoeeeeiiiiiiiiiiiiiic e, 16
4.4.2  Configuring the path for the application documents repoSItOry ........cccoeeeeeviiviiiiiieie e e, 18
4.7  Configuring erwin DI Suite with LDAP/Active Directory USer l0gin .............cevvvvvviiiiiiiiiiiiiiiiiiiiiieee, 20
A.7. 1 PrOIEOUISIEES. ...ttt 20
4.7.2  LDAP Configuration ParameEterS .........ccciiiiiuiiiiiiieeee e e e e e e e e e e e e e e et a e e e e e e araaas 21
4.8 TroubleSNOOTING TIPS ...ceiiiiiiiiiiiie et 22

Quest Software, All Rights Reserved 2021



erwin

by Quest

1. About this Guide

This document describes the installation process of the erwin Data Intelligence (DI) Suite on a dedicated
on-premise server. It provides the software installation procedure, configuration tasks, and troubleshooting
information. This document also describes the technical specifications and the pre-requisites required for
the successful installation of DI Suite software.

2. Software Solution Architecture

Key Components

The following diagram shows a high-level modular architecture of the application.
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The erwin DI Suite application supports both single server (application and database on the same server)
and distributed (application and database on the different servers) architectures.
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Technology Stack and Components

The erwin DI Suite application follows multi-tier architecture consisting of Presentation, Application, data
access and resource layers. The following is a high-level diagram depicting these layers
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3. System and Software Requirements

3.1 Hardware Specs for Standard Edition

Type of Server | Dedicated Standalone server
Processor | 64 Bit

Cores | 4 cores minimum
16 GB - for limited user Proof of Concepts
32-64 GB — for enterprise production deployment
Increase as needed or introduce load balancing depending on the
number of users
Hard Drive | 200 — 300 GB minimum

RAM

3.2 Software Compatibility

Microsoft Windows Server 2016 and above
RHEL - 7.6
Linux - v4.19 and above
Amazon Linux 2
SQL Server — 2016, 2017, 2019, AWS RDS, Azure SQL Server
e Oracle —12c, 18c, 19c
e Google Chrome —v86.0
Web Browsers e Firefox —v82.0
e Edge — v86x
Supported Web Servers e Apache Tomcat - v9.0.45/46
Java Version e AdoptOpen JDK/JRE 8u282-b08
Windows Theme e Light color theme

Operating Systems

Supported Databases

* Important Note: The DI Suite v11.1 has been officially certified on Tomcat 9.0.45/46. We would
recommend that you install tomcat 9.0.45/46 to avoid any compatibility issues. If you are on the older
Tomcat 8.5.35/41/51 version, it is mandatory that you upgrade to Tomcat 9.0.45/46 to avoid any
unexpected compatibility issues.

3.3 Pre-requisites to install Erwin DI Suite

Adopt Open Java JRE and Tomcat webserver are standard prerequisites to install and run the erwin DI
Suite.

The erwin DI Suite v11.1 software is certified to run on the following versions of Tomcat and Java.

Java | AdoptOpen JDK/JRE 8u282-b08
Webserver | Apache Tomcat - v9.0.45/46

3.4 Memory Allocation to Web Server

Allocate memory as high as possible to the tomcat web server based on the RAM size of the server.

E.g. If the server has a 16 GB RAM, the web server needs to be allocated a minimum of 50% of the RAM
to begin with i.e. 8 GB minimum. The higher the memory allocation, the better for the functioning of the
application.
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An example of the recommended Memory allocation to Tomcat would look as follows:

Physical RAM on Server Allocation to Tomcat
16 GB > 8-12GB
32GB » 16-28GB
64 GB » 48 GB

Recommended Configuration for Enterprise deployments:

Note: For good performance, we recommend about a minimum of 0.5 GB space per login user on the
application server. If you have 30 users simultaneously logging in, then the application server would need
to have a minimum of 15 GB (30*0.5=15) free RAM space allocated to it. This is not the RAM of the server
machine. It is the physical RAM allocated to the application server itself.

3.5 Database Server Specs

Dual Core or higher. The software requires a dedicated schema/database name (Oracle or SQL Server)
(and NOT a whole new DB instance) with a minimum of 50GB tablespace allocated to it that will increase
over time as usage increases.

Type of Server | Dedicated Standalone server
Processor | 64 Bit
Cores | 4- 8 cores minimum
RAM | 16 - 32 GB
Hard Drive | 250 — 500 GB
Tablespace | Min 50 GB

3.6 End-user Machines/Laptops
Minimum i3 processor or higher, min 8 GB RAM.

NOTE: The CPU should have minimum 1GB RAM free space while accessing the DI application via web
browser. e.g. If you have a 4GB laptop and any application is occupying 100%CPU space, then the DI
web pages will not load until some physical memory is freed up.

4. Installing the erwin the DI Suite software
Install DI Suite software in 5 easy steps.

Step 1:
Install Java (AdoptOpen JDK/JRE 8u282-b08)

Step 2:
Install Apache Tomcat v9.0.45/46.
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Step 3:
Deploy the erwinDISuite.war file on Tomcat.

Step 4:
Create the database schema for the application and configure the database.properties file to
connect to the backend Database repository

NOTE** Create the backend repository in SQL SERVER or ORACLE databases and provide these
connectivity parameters in the database.properties file in the tomcat

Step 5:
Access the erwin DI Suite Login screen.

4.1 Step 1: Install Java
Download and Java (AdoptOpen JDK/JRE 8u282-b08) and finish the installation process.

Link to download Open Java 8 - https://adoptopenjdk.net/archive.html

Download the appropriate Binary for your Linux version

4.2 Step 2: Installing Tomcat

Download and install the Tomcat - v9.0.45/46 version for Linux from the following link

https://archive.apache.org/dist/tomcat/tomcat-9/v9.0.45/bin/ (OR)

https://archive.apache.org/dist/tomcat/tomcat-9/v9.0.46/bin/

1. Change to the directory in which you want to install.

Type: cd <directory path name> or create a directory by using the command #mkdir <directory
name> For example, to install the software in the /usr/tomcat/ directory, Type: cd /usr/tomcat/

Note about root access: To install Tomcat in a system-wide location such as /usr/local, you must
login as the root user to gain the necessary permissions. If you do not have root access, install the
Tomcat in your home directory or a sub directory for which you have write permissions.

2. Move the .tar.gz archive binary to the current directory i.e. “tomcat” folder.

3. Unpack the tar file and install Tomcat tar zxvf apache-tomcat-9.0.37.tar.gz

4. To start tomcat # ./catalina.sh start

5. To stop tomcat # ./catalina.sh stop

Quest Software, All Rights Reserved 2021
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4.2.1 Setting up Java class path for Tomcat

Go to Tomcat installation folder to setup the class path or either you can set your JAVA_HOME
Environment

path in your /etc/profile i.e. edit, add the below environment path in the .profile file and save it.

# cd /usr/itomcat/apache-tomcat-9.0.45/bin/

JAVA_HOME=/usr/java/ jre1.8.0_288/

JRE_HOME=JAVA_HOME

export JAVA_HOME JAVA _OPTS CATALINA_HOME CATALINA_BASE

Save and exit the file, start the tomcat instance.

# ./catalina.sh start (To start Tomcat instance)

4.2.2 Accessing the Tomcat Manager page

To access tomcat manager application, you need to create username and password as below.
Edit tomcat-user.xml file and uncomment the highlighted section mentioned in the below
screenshot and add the following line with new username and password.

Open terminal
# cd /usr/tomcat/apache-tomcat-9.0.45/conf/
# gedit tomcat-users.xml

File Edit Mew Search Tools Documents Help

ES open ~ [2E save | 2
&) tomcat-users.xml
THE ASF [Icenses ThHis Tils To vou ondsr The Apachs Licenss, Uersion 2.@ =
(the "License"); you may not use this fille except 1In compliance with
the License. You may obtain a copy of the License at

http: s rwow. apache. orgr licensesyL ICENSE-Z.8

Unless required by applicable Llaw or agresd to im writing, software
distributed under the License is distributed on an "A5 IS BASIS,
WITHCOUT WARRANTIES OR COMDITIONS OF ANY KIND, either express or implied.
See the License for the specific language gowverning permissions and
limitations under the License.

<tomcat-userss
=8 -
NOTE: By default, no wser is included in the "wanager-gui® role reguired
To operate The “/managersHTwL” web appllcation. IT youw wWwish To use ThLs app.
you must define such a user - the usernams and password are arbitrary.
.
<t --
NOTE: The sample user and role entries below are wrapped in a conment
and thus are ignored when reading this file. Do mot forget to remowve
<!.. ..> that surrounds them.

<role rolename="tomcat”s>
=role rolename="rolel” /=
“user username="tomcat" password="tomcat" roles="tomcat" />
<user username="hoth" passworid="tomcat™ roles="tomcat,rolefl” />
~uscr uscrnamc="rolel” password="tomcat"” roles="rolel”/>

=

</ TOmCat -users>

XKML - Tab Width: 8 ~ Lnl, Cal 1 INS

NOTE**; Uncomment and add the following line to the end of the file to create a new username,
password and a role “manager-gui” and save the file for tomcat login.
<user username="admin" password="admin" roles="manager-gui"/>
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4.2.3 Configuring Tomcat Memory settings for optimum performance

After installing tomcat, modify the tomcat memory settings as described below to achieve optimum
performance.

E.g. If the server has a 16 GB RAM, the web server needs to be allocated a minimum of 50% of
the RAM to begin with i.e. 8 GB minimum. The higher the memory allocation, the better for the
functioning of the application.

Memory Settings:

1. If you are using the normal tomcat installation and Tomcat manager then set the memory
related values as shown in the Tomcat - Java - Java Options window

Copy the 2 lines in blue below and paste these 2 lines at the end of the existing lines in the
Java Options window.

5 Apache Tomcat 9.0 Tomcat9 Properties x
General LogOn Logging Java Startup Shutdown
[ use defauit
Java Virtual Machine:
[C:Proqram HsV\dontOpen.’DK\)&s.o.zoz.OS\)re‘bnww} o

Java Classpath:
[ C:'Program Fies\Apache Software Foundation\Tomcat 9A0h1bootstrapj

Java Options:

-Xms2048m ~
-Xmx4096m

~

Java 9 Options:

—add-opens=java.basefjava.lang=ALL-UNNAMED
--add-opens=java.basefjava.io =ALL-UNNAMED
--add-opens=java.rmifsun.rmi.transport=ALL -UNNAMED

Initial memory pool: |

MB
Maximum memory pool: r 1 M8
Thread stack size: l B

e

**IMPORTANT NOTE**: Ensure that the “Initial memory pool” & “Maximum memory pool”
values are empty. If values exist in these 2 fields, delete the values i.e. set to empty and click
the “Apply” button

2. If using an alternate Tomcat zip installation (startup.bat)

Add the following line to the catalina.bat (Windows) or catalina.sh (Unix) file as the first line in
the file.

catalina.bat:

set CATALINA_OPTS=%CATALINA_OPTS% -Xms2048m —Xmx16384m
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catalina.sh

CATALINA_OPTS="$CATALINA_OPTS -Xms2048m —Xmx16384m"

4.3 Step 3: Create Dedicated Database/Schema for the application (on SQL Server or Oracle)
4.3.1 Create Database in SQL SERVER Database
The following steps are for a SQL SERVER database.

1. Create a new Database/Schema name for erwin DI Suite e.g. “erwinDISuite”.
2. From the SQL folder of the installation software, run the “erwinDISuite_SqlServer.sql” file
against the newly created SQL Server Database.
a. Inthe SQL folder, you will also see a file erwinDISuite_SqlServer_Prerequisite.sql. Please
note that this file is not required for a new install and is only required in the case you are

upgrading from an older version to the latest 11.0 version. In the case of upgrade, please refer to
the upgrade guide.

3. The required database tables for the software are created in the SQL Server database..

*IMPORTANT NOTE**:

A dedicated database needs to be created in SQL Server for the software and the DDL needs to
be executed against this dedicated database.
The DDL should not be executed against the MASTER schema.

= [ localhost (SOL Server 10.50.1617 - sa) B New Dstabase - o x
] Datab Selecta page
- : St > [y H
ta Secur||_ New Database... 0 Genera 5 Seript v [ Helo
Eas ”~ 12 Options
- EN?V Attach... 1“7 Filegroups Database name: |erwiﬁDlSuhe |
(3 Replic Restore Database... Owner [<defaut> =
3 Mana ) )
saLs Restore Files and Filegroups...
Start PowerShell Database files:
Logical Name  File Type  Filegroup Initial Size (MB) 3 Mchmh
Reports » erwinDISuite Rows ...  PRIMARY ‘_2 ' By 1 MB, unrestricted growth
erwinDISutte...  Log Mot Applicable 1 By 10 percent, unrestricted growt
Refresh

Quest Software, All Rights Reserved 2021 11
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Name

4 erwinDISuite_Oracle.sql
4 erwinDISuite_SqlServer.sql

@2 erwinDISuite - ¥ Execute b 2

B 5
Object Explorer
e 3 B IF NOT EXISTS (SELECT *
— FROM SYSOBJE!
= |4 localhost (SQL Server 10.50.1617 - sa) WHERE ID = OB ID(N'QA_STATUS_CODE')
(# (3 Databases AND TYPE = 'U = ¥
@ [ Security BEGIN
@ [ Server Objects EXECUTE ('CREATE TABLE QA_STATUS_CODE ( QA_STATUS_DESC
@ 3 Replication - END
@ [ Management GO
[B SQL Server Agent (Agent XPs disabled)
B IF NOT EXISTS (SELECT *
FROM SYSOBJE!
WHERE 1ID = OB D (N'MAPPING SPECIFICATION')
AND TYPE =
-] BEGIN
{ EXECUTE ('CREATE TABLE MAPPING_SPECIFICATION ( PROJ_ID
END
GO

@ [J erwinDISuite
(# (3 Database Diagrams
= [ Tables
[Z3 System Tables
3 dbo.ADS_ASSOCIATIONS
1 dbo.ADS_FORM
] dbo.ADS_KEY_VALUE
1 dbo.ADS_KEY_VALUE_OBJECTS
=] dbo.ADS_MM_VERSION
=] dbo.ADS_MODULES
=1 dbo.ADS_OBJECT_CODESETS
] dbo.ADS_OBJECT_TO_OBJECT_SCOPE
1 dbo.ADS_PROFILES
1 dbo.ADS_PROFILES_DETAILS
=1 dbo.ADS_WORKFLOW
=1 dbo.ADS_WORKFLOW_ACTION
=1 dbo.ADS_WORKFLOW_ASGMNT_TRIGGER
=] dbo,ADS_WORKFLOW_ASGN_NODE_CONF
[ dbo.ADS_WORKFLOW_ASSIGNMENT
1 dbo.ADS_WORKFLOW_FOLDER
=] dbo.ADS_WORKFLOW_NODE

BEd

BEBDE

FREEEEEBEBRE®

)

Create a dedicated DB User Account for the erwin DI Suite’s database

1. Create a new Database login role for the erwinDISuite Database (e.g. create a new DB role as
“erwinDISuiteUser” for the previously created database “erwinDISuite”.
2. Ensure that you select the “SQL Server Authentication” mode for the new login role

Note**: Windows Authentication mode support is not available at this point of time.
3. Grant the new login the following roles.

Public, db_owner, data_reader, data_writer

Quest Software, All Rights Reserved 2021 12
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= [} localhost (SOL Server 10.50.1617 - sa)
3 Databases
= 3 Security
_D 09 O Login - New - [m] x
3 S New Login... Selectapom L.
- # General
@c Eﬁter b “# Server Foles
& User Mapping Users mapped to this login:
L,J ¢ ! Securales Map  Detabase User Defaut Schema ~
3 A Start PowerShell # Status 4
» a
3 S
s Reports 3 g
&J ervg ﬂl' "B erwinDISuite
[ Repli Refresh -
3 Management e
a
[ e, o, ¥
G Login - New - o X
Selecta page q =
4 General Ssoet - [Heb 5 Database role membership for: erwinMMDG
& Server Roles 1 Connection ] do_soosmsadnn
'—ﬂ gz:::::;"g Bl | erwinDisuiteUser Search ot L beckgoneas
1 Status O Windows authentication - 8 e
® SQL Server authentication s B :,:mwm
’ Password: = | %} Vem comnoction propaes %db:denydmamle(
db_owner
Confim password: [ | B L] db_securtyadmin
- . S, ] pubic
(O Mapped to cedificate:
() Mapped to asymmetric key
71 Man ta Credential

4.3.2 Create Schemain Oracle Database

1. Create a new Database/Schema name for the application in the Oracle database e.g.
“erwinDISuite”

2. Provide the following privileges to the “erwinDISuite” user/schema

» Resource
» Connect
» Create a View privileges

3. From the SQL folder of the installation software, run the “erwinDiSuite_Oracle.sql” file against the
newly created Oracle Schema

4. The required database tables for the software are created in the Oracle schema.

Quest Software, All Rights Reserved 2021 13
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Name
4. erwinDISuite_Oracle.sql
4. erwinDISuite_SqlServer.sql
[ Oracie SQL Developer { DAKariAMM_Buids\AnslytiX Mapping. Mansger. w5, With JRE\SQUMappingMansger Orscle.sal [Epe——

fle [dit View MNavigste Bun Versioning Tooks Help

GoEg 9™ XEGo 0O-0- &- e

R Comnectons * | (JReports x ) Setre pwo x || Orace.sal 5]
0TS S a slay -
@ Comections CEmwa 38 Saod 3 =
[ § Jroid Wortshest | Query Bubder
fe 1 ALTER SYSTEN SET OPEN_CURSORS~200 SCOPE-spfales S
Lg ’
3 e AT SySTIN SET processes-io .
F ’
g Phow .01 oecLaRE
. < 8 ek TABLECHECKERFLAG INT.
-~ G TN
SELECT COMNT(*) INTO TABLECHECKERFLAG FRON USER_TABLES WWESE TADLE_WARE = UPPER(*APP_DEFAULTS'):
IT TABLECHECKIRFLAG = 0 THEN
EXCUTE DMEDIATE 'CFEATE TABLE "APPDEFAULTS®  ( “APPDEFAULTID® NUKBER(,0) NOT NULL EWABLE, “APPDEFAULTMAYE" VARCHARZ(1S0), A

B :

SPLECT COWNT(*) TNTO TABLECHECKERFLAG FRON USER_TABLES WENE TABLE_NAME = UPFER ('MAPPING. |
&  IF TABLECHECKERFLAG = 0 TNEN
CREATE TABLE "MAPPING_DETAILS"

N

" VARCHARZ(S0), ~MAP_SPEC_VERSION" X
sz

D~ WUNBER NOT NULL ERABLI
‘CREATED_BY" VARCHARZ{S0) ,

2150),
_BY" I 24 TIMESTAP (6), “LAST_MODIFI
“PLAN_MAPPING_EFFORT_UNITS

“PLAN_ETL_EFFURT" FLOAT(126)

(&

¥ CHAR: TE_T:
(4000), ~PLAN_MAPPING_EFFORT™ FLOAT{126), VARCHARZ (50)

*IMPORTANT NOTE**:

A dedicated schema name needs to be created in Oracle for the DI Suite application and the DDL
needs to be executed against this dedicated schema. The DDL should not be executed against
SYS or SYSTEM schemas.

4.4 Step 4: Deploying the erwin DI Suite on Tomcat

1. Go into the WAR folder of the installation
2. Copy the “erwinDISuite.war” file

3. Go into the webapps folder of Tomcat directory and paste the “erwinDISuite.war” file into this
webapps folder

4. Wait a few minutes (2-3 min). You will see a newly created “erwinDISuite” folder

Quest Software, All Rights Reserved 2021 14
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- — | o=
File Edit wiew Places Help

—
- > = =
DLL IRE Ul Eile Edit wiew Places Help
= = = s
Misc SOL Tomcat

- erwinDl Suite.war A
[ WiaR]

Analyt X_Mapping_
Manager_
stallauon_cuide.
pdf

Bl AnaldybiX_Mappin... = | "WaR" selected [containing 1 item) [Tl WAR ~ | "MappingManager.war” selected {168.6 MB)

File Edit Yiew FPlaces Help

[l

- [

Lg docs examples
docs examples

— rq

lg host-manager managernr

host-manager manager

= o - -

lg erwinDI Suite ROOT
ROOCT erwinDl Suite.war I

erwinDIlSuite.war

5. Open Terminal and go into /usr/tomcat/webapps/erwinDISuite/WEB-INF/Database folder to configure
the “database.properties” file

6. Provide the required parameters to connect to the SQL Server/ORACLE database
7. Set PasswordEncrypted=false and Restart the Tomcat server

IMPORTANT**: Restart the Tomcat server after updating the “database.properties” file
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Apache Tomcat > webapps » erwinMMDG > WEB-INF > database

~

Name Date modified Type

| databaseproperties PROPERTIE
) " \

| database.properties - Notepad

File Edit Format View Help

#i## SQL Server Begin
DriverName=com.microsoft.sqlserver.jdbc.SQLServerDriver
URL=jdbc:sqlserver://localhost:1433;databaseName=erwinDISuite
UserName=erwinDISuiteUser

Password=123

PasswordEncrypted=false

DbType=SQLSERVER

ConnectionPartitions=1
MinimumConnectionsPerPartition=20
MaximumConnectionsPerPartition=100@ _
#ConnectionPoolType=BONECP

ConnectionPoolType=HIKARI

#ConnectionPoolType= C3PO

### SQL Server End

### Oracle Begin
#DriverName=oracle.jdbc.OracleDriver
#URL=jdbc:oracle:thin:@//localhost:1521/xe
#UserName=erwinDISuiteUser

#Password=123

#PasswordEncrypted=Tfalse
#DbType=0ORACLESERVER
#ConnectionPartitions=1
#MinimumConnectionsPerPartition=0

4.4.1 Configuring the “database.properties” file

4.4.1.1 database.properties file for SQL Server Database

Uncomment the SQL Server section by removing the # at the beginning of each line (between SQL
SERVER BEGIN and SQL SERVER END section)

Enter the following parameters

» SERVER NAME

User Name

YV V V V

Password

Quest Software, All Rights Reserved 2021
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= —
=] Ld localhost (SQL Server 10.50.1617 - sa)
= [ Databases
(3 System Databases
& 3 Database Snapshots
@ U AdventureWorks

@ | J ewinDG_Demo ### SQL Server Begin
U erwinDG_v9_GA DriverName=com.microsoft.sqlserver.jdbc.SQLServerDriver
u erwlnDISulte/ URL=jdbc:sqlserver://localhost:1433;databaseName=erwinDISuite
User‘Name:er’wlinDISuiteUser‘
z ) - Password=123| e
Ssowt - [Hep PasswordEncrypted=false
-— DbType=SQLSERVER

Login name: erwinDISuiteUser Search ConnectionPartitions=1

> MinimumConnectionsPerPartition=20
MaximumConnectionsPerPartition=100
#ConnectionPoolType=BONECP

Foamearc: ConnectionPoolType=HIKARI
Confim password: #ConnectionPoolType= C3P@
[ Speciy old password ### SQL Server End

[] Enforce password policy h

M1 Man ta Cradantial

SQL Server erwin DI Suite Connection Params

4.4.1.2 database.properties file for Oracle Database

Uncomment the ORACLE section by removing the # at the beginning of each line (between
ORACLE BEGIN and ORACLE END section)

Enter the following parameters
» SERVER NAME

PORT# (default 1521)

Database Name

User Name

Password

YV V V¥V V V

PassEncrypted = false

Sample screenshot of Parameters is shown below:
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## Oracle Begin
DriverName=oracle.jdbc .Or*aclpé‘iver‘

Copnection Name  |erwinDISuite R i — . . TR .

i — URL jdbc.or‘asle.thJ..n.@//localhost.1521/xe

paseword e UserName=erwinDISuiteUser

[] Save Password Password=123 +—0 —
Trade PasswordEncrypted=false
e — | e b DbType=ORACLESERVER
I ‘ConnectionPartitions=1
:::'m ‘T:Tm ]l MinimumConnectionsPerPartition=0
@75@ e | ‘MaximumConnectionsPerPartition=40
|

‘ConnectionPoolType=BONECP
‘ConnectionPoolType=HIKARI
## Oracle End

(©) Service name |

4.4.2 Configuring the path for the application documents repository
This is the path that the application uses to store any documents uploaded via the application’s Ul.

Update the iccdocuments.properties file. This is present in the
/opt/tomcat/webapps/erwinDISuite/WEB-INF/configuration/properties folder The default path is
listed as C:/MappingManager. You can change the DocumentsPath value

a. DocumentsPath=Client_Path (For example:
DocumentsPath=/opt/tomcat/MappingManager)

b. ApplicationURL= Client_DI_URL (For example: ApplicationURL=
http://erwintest:9191/erwinDISuite)

c. ApplicationTempPath=Provide_New_Path_For_Temp_Files (this path is used to store
all the temp files uploaded into the application (typically outside the tomcat directory)
and can be periodically deleted by an admin)

For example: ApplicationTempPath=/opt/tomcat/DISTemp

45 Step 5: Access the erwin DI Suite Login Screen
1. Open a web browser

2. Type the URL http://IP_ ADDRESS:Port#/erwinDISuite/

IP_ADDRESS = IP Address or Physical Name of Server where tomcat is running

Port#: Port Number on which Tomcat is configured

3. You will now see the login screen.
4, Enter the User Name as “Administrator” and Password as “Administrator” and login to the
application.

Note**: Both User Name and Password are case sensitive
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4.6 Step 6: How to activate the software

erwin

Data Intelligence

User Name

Password

1 accept & agree 1o the terms of the EULA

Canit sccess your account?

Licensed To: enwin Intemal Demo

Once you have a valid license key, go back to the login screen, click the “Activate Software” link and
paste the text from the license key file in the pop up window.

Important Note**: Once the product is successfully configured, please reach out to your sales contact

for a valid license key.

Quest Software, All Rights Reserved 2021
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DATA INTELLIGENCE SUITE v10.2
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4.7 Configuring erwin DI Suite with LDAP/Active Directory user login

erwin DI Suite can be configured to use LDAP/Active Directory by enabling the LDAP properties in
the “database.properties” file.

Below is a depiction of typical LDAP instance and connectivity setup in the “database.properties” file
for erwin DI Suite

4.7.1 Prerequisites

» Itis necessary to create an Organizational Unit as ‘AMMRoles’ in Active Directory and create

the same role names available in Mapping Manager.

» To create an Administrator role, a separate Group has to be created in Active Directory, and
the role name can be anything except “Administrator”. (Reason: Administrator is the Global

Group available in Active Directory). The Administrator Group name can thus be mapped in
“database.properties” file as below.

E.g. LDAPAdminGroupName=AMMAdministrator

Note: ***Except the ‘Administrator’ role which can be created as required (and provided as a

dynamic parameter in LDAP configuration) all other role names in the LDAP space should exactly
match the role names defined in the erwin DI Suite product.

m—————
p—
: Ackive Directory Users and Computers [ADSDC2KE.ANALYTINDS.LOCAL] | Name | Type |
_‘_l Saved Queries JEAMM.C\dmimstrator Distribution Group - Universal \ 3;‘ Roles o
g ﬁ W“WTIKDS‘LOC""L }EETL Developer Distribution Group - Universal $ Administrato!
% AMMContractors 2 Mzpping Adrin Distribution Group - Universal S £TL Developer
(=] AWMEmployess F&Mapping Designer Distribution Group - Universal (o} Mapping Admin
-
naI 82 power User Distribution Group - Universal €, Mapping Designer
- =z %Project Bdmin Distribution Group - Universal - r
2] AMALYTIXDS _ " . € power Use
=g %Publlc Distribiution Group - Universal -
[ Buitin ) . ) € project Admin
- %System Adrin Distribution Group - Universal -
|| Computers - i
= . %Tester Distribution Group - Universal & public
12| Domain Contrallers ) ‘ o ) dmin
) FareignSen.rtyPrincpals J?,Transformatlon Admin Distribiution Group - Universal \ S System Al
| € Tester _
- . - Transfofmam" Admir
| database.properties - Motepad -
Eile—Edit— Format—View—Help | —
#Start LDAP Properties #uid,sAMAccountName,cn
IsLDAPEnabled=false

LDAPLoginAttribute=sAMACcountName

LDAaPServerUril=ldap: //<ldapserver/ipaddress>: 389 /DC=ANALYTIXDS , DC=LOCAL
LDAPUserDN=CN=ammuser , 0U=AMMEmp |l oyees , DC=ANALYTIXDS , DC=LOCAL
LDAPServerPassword=<ldappwd>

LDAPSearchBase=DC=ANALYTIXDS , DC=LOCAL

LDAPBindUser=<binduser:>

LDAPBindServerUril=ldap: //<ldapserver/ip>:389

searchBase=

SearchFilter=(saMAccountName={01})

GroupRoleAattribute=cn

ConstructorArg=0U=AMMRo]1es

LDAPAdminGroupName=AMMAdministrator
I## END LDAP Properties

Quest Software, All Rights Reserved 2021
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4.7.2 LDAP Configuration parameters

IsSLDAPEnabled

LDAPLoginAttribute

Enter this as true

Enter the login attribute name used for the bind to the LDAP database. This can
be any of the < #uid (or) sAMAccountName (or) cn> as setup.

e.g., LDAPLoginAttribute=sAMAccountName

LDAPServerUrl

Enter the fully qualified name (URL) of the LDAP Server IP address along with
the port and domain controller details.

e.g., LDAPServerUrl= Idap://192.168.1.10:389/DC=ANALYTIXDS,DC=LOCAL

LDAPUserDN

Enter the LDAP bind user with fully qualified distinguished name. You can add
any user DN with the privilege to search LDAP/Active Directory.

e.g., in the below case ammuser is the bind user
LDAPUserDN=CN=ammuser,OU=AMMEmployees,DC=ANALYTIXDS,DC=LOC
AL

LDAPServerPassword

Enter the password associated with the LDAP Server

LDAPSearchBase

The standard format is dc=first part of distinguished server name, dc=any part of
the distinguished server name that appears after the dot.

You set a search base to put limits on the authentication server directories.
Enter the fully qualified search base details

e.g., LDAPSearchBase=DC=ANALYTIXDS,DC=LOCAL

LDAPBindUser

Enter only the Bind User Name

e.g., LDAPBindUser =ammuser

LDAPBIindServerUrl

Enter the LDAP Server URL
e.g., LDAPBIndServerUrl=ldap://192.168.1.10:389

SearchBase

SearchFilter

<Optional> Enter an OU to put limits on the authentication server directories.

e.g., SearchBase=OU= AMMEmployees

Enter the same Login Attribute type used to get user details

e.g., SearchFilter=(sAMAccountName={0})

GroupRoleAttribute

ConstructorArg

This attribute holds user group information on the LDAP server. Here it is the
identifier to search the association between the user and the AMM role.

e.g., GroupRoleAttribute=cn

Specify the path where the AMM roles are created
e.g., ConstructorArg=OU=AMMRoles

Quest Software, All Rights Reserved 2021
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LDAPAdminGroupNa  SPecify the AMM Admin role name
me e.g., LDAPAdminGroupName=AMMAdministrator

4.8 Troubleshooting Tips

1. Cannot access the login screen?

Trying to access the URL http://IP_ ADDRESS:Port#/erwinDISuite/ in your web browser and get a
“404 Page Not Found” or a “black screen” error?

<~ (&) @ localhost:6080/erwinDISuite)/

-

HTTP Status 404 - /erwinDISuite/

e Status report

s /erwinDISuite/
ey The requested resource is not available.

jApache Tomcat/8.0.39

If you get the above error,

1. The application is not able to establish a connection to the backend Database (SQL SERVER or
Oracle) repository.

Cause 1: Incorrect parameters in the “database.properties” file.

Solution: Check the connectivity parameters “database.properties” file in the
tomcat/webapps/erwinDISuite/WEB-INF/database folder to ensure the connectivity parameters are
correctly listed. Click here to view the Configuration options for Oracle and SQL Server databases.

Cause 2: Database port is blocked by firewall.

Solution: The port numbers being used for SQL Server or Oracle Databases need to be open and made
available for access by the erwin DI Suite application. Check the port# listed in the “database.properties”
file and ensure the port# being used is open. E.g. SQL SERVER typically uses port# 1433. Ensure TCP/IP
is enabled on your SQL SERVER database in order for the erwin DI Suite application to successfully
establish a connection.

2. The application did not deploy properly
Cause 1: Incomplete deployment by the web server

Solution: Sometimes, incomplete deployment of the erwinDISuite.war file results in the application not
being available for access. To ensure that the application is properly deployed, go into the
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tomcat/webapps/erwinDISuite/WEB-INF/ folder and confirm if a “web.xml” file is visible. If yes, the
application is deployed correctly.

If not, execute the following steps to re-deploy the application

1. Stop tomcat

2. Go into the tomcat/webapps/ folder and delete the erwinDISuite.war and erwinDISuite folder
3. Go into the tomcat/work/catalina/localhost folder and delete the erwinDISuite folder
4
5

Start Tomcat
Follow steps from installation guide to deploy the erwinDISuite.war file. Click Here to view

deployment instructions

If the errors still persist, go into the tomcat/logs folder and zip all the log files into a compressed folder and
send them to your erwin counterpart and we will get in touch with you to help you with the installation
process.
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