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Overview

9 About Quest® Recovery Manager for Active Directory
I Features and benefits

I Technical overview

About Quest® Recovery Manager for
Active Directory

Quest® Recovery Manager for Active Directory is designed to recover the entire Active Directory forest or
specific domains in the forest. The use of Recovery Manager for Active Directory helps you to minimize the
downtime caused by the corruption or improper modification of Active Directory forest and data.

Recovery Manager for Active Directory simplifies and automates the process of Active Directory forest or domain
recovery: it automates the manual tasks involved in the recovery, remotely quarantines corrupt domain
controllers, and restores domain controllers to speed up the overall recovery and restore business operation
quickly.

Recovery Manager for Active Directory is based on patented technology.

Features and benefits

Recovery Manager for Active Directory improves the availability of network environments by providing remote,
automated backup management and data restoration for the recovery of Active Directory, AD LDS (ADAM), and
Group Policy.

Recovery Manager for Active Directory allows for quick, online recovery of data. In enterprisescale network
environments, it offers a comprehensive, easy-to-implement solution, including:

9 Online, selective restoration of Active Directory, AD LDS (ADAM), and Group Policy data

i Fast, remotely managed recovery of Active Directory, AD LDS (ADAM), and Group Policy

9 Centralized, remote creation and management of Active Directory backups

9 Active Directory, AD LDS (ADAM), or Group Policy comparison reporting and troubleshooting
Recovery Manager for Active Directory simplifies and automates the process of preparing for and recovering from

a disaster such as the corruption of directory object data. Such disasters could be caused by hardware or
software failures, or by erroneous changes introduced into Active Directory due to human error.

Recovery Manager for Active Directory includes advanced directory management options that enable the
recovery of Active Directory and Group Policy with minimal downtime. It offers the following features and benefits.



Comprehensive Active Directory recovery
options

Recovery Manager for Active Directory provides easy-to-use, wizard-based procedures for recovering Active
Directory. Individual Active Directory objects, a single subtree, or the entire Active Directory database can be
restored remotely, without the need for an administrator to be physically present at the domain controllers
involved in the restoration.

AD LDS (ADAM) recovery

Recovery Manager for Active Directory provides easy-to-use, wizard-based procedures for recovering AD LDS
(ADAM). Individual AD LDS (ADAM) objects or a single subtree can be restored remotely, without the need for an
administrator to be physically present at the computers hosting AD LDS (ADAM) instances involved in the
restoration.

Granular, selective restore

To achieve near-zero downtime when restoring Active Directory or AD LDS (ADAM) data, Recovery Manager for
Active Directory offers selective, online restore. Individual objects or object attributes can be selected in a backup
and then restored to Active Directory or AD LDS (ADAM) without affecting other objects or attributes. Using the
granular restore feature, objects that were inadvertently deleted or modified can be recovered in a few minutes.
Unlike conventional alternatives, it is not necessary to restore the entire Active Directory or AD LDS (ADAM)
database, nor is it necessary to restart domain controllers or AD LDS (ADAM) service.

As granular restore can be done online, the domain controller is never unavailable to users. Online restore
function greatly reduces the restore time, thus eliminating the costs associated with downtime.

One more valuable characteristic of granular online restore is the unattended restoration of linked attributes, such
as the Member Of attribute. When recovering a user object with granular online restore, you do not need to worry
about group memberships: Recovery Manager for Active Directory ensures that the restored object is a member
of the proper groups.

Recovery Manager for Active Directory supports granular online restore from BMR backups.

Group Policy recovery

One of the key features of Recovery Manager for Active Directory is the ability to quickly recover individual Group
Policy objects using a backup of domain controller AD components, eliminating the need for special, Group
Policy-related backups. By providing straightforward, wizard-driven procedures for Group Policy restoration,
Recovery Manager for Active Directory makes it easy to recover Group Policy information and recoup the time
spent configuring Group Policy. Individual Group Policy objects, along with Group Policy links and permission
settings can be restored remotely, without the need for an administrator to be present at the domain controllers
on which the restore is being performed, and without the need to restart domain controllers.

Restore on Clean OS

The Restore Active Directory on Clean OS method allows you to restore the entire forest or any of its parts on the
freshly installed Windows machines. For example, when existing BMR backups contain the infected OS image,
clean Active Directory backups can be used for the restore process.



Antimalware checks for Backups

NOTE | Recovery Manager for Active Directory Forest Edition supports malware checks for Active Directory
backups only.

Recovery Manager for Active Directory scans BMR and Active Directory backups for malware as a part of the
verification process. The anti-virus checks are performed on the Forest Recovery Console machine by means of
antivirus software installed on the machine. Check Release Notes for a list of supported antivirus software.

Centralized remote administration

Recovery Manager for Active Directory makes it possible to create, update, and apply Active Directory backups

remotely across an entire network. ltcanbeinst al | ed on an administratordés workstat
be performed from a single, central location. These operations include the creation, update, and storage of

backups, as well as the restoration of Active Directory and Group Policy data from a backup.

Backups created with Recovery Manager for Active Directory can be stored in a central location, at several
locations on a distributed network, or on selected computers with physically restricted access. Access to Active
Directory backups can be restricted using backup encryption along with security mechanisms provided by the
operating system.

Audit of objects and operations

To assist with troubleshooting lost or changed Active Directory objects, AD LDS (ADAM) objects, or Group Policy
objects, Recovery Manager for Active Directory provides the ability to compare the current state of individual
objects in Active Directory or AD LDS (ADAM) with that in an Active Directory or AD LDS (ADAM) backup. This
functionality is particularly useful for locating the source of and resolving problems resulting from the deletion or
modification of critical objects.

During a restore operation, Recovery Manager for Active Directory allows for the creation of comparison reports,
which present the changes that have occurred in Active Directory or AD LDS (ADAM) since the last backup,
without actually applying changes to Active Directory or AD LDS (ADAM). Such reports show the objects that
were deleted or modified since the backup was made. In addition, they show the properties of directory objects
and settings of Group Policy objects that would change during the operation. An administrator can then review
these changes and decide whether to apply them.

Integration with Change Auditor for Active
Directory

To provide information on who modified particular Active Directory objects, Recovery Manager for Active
Directory integrates with Change Auditor and includes the Change Auditor data into the reports.

From version 10.0.1, Recovery Manager for Active Directory restores the deleted object(s) and restores the last

change (i f any) that was made to the object attributes aft:
Auditor database. This functionality is based on the auditing capability provided by Change Auditor for Active

Directory, an award-winning product that helps to proactively track, audit, report, and alert on vital Active

Directory changes in real-time and without the overhead of native auditing.

You can find out more about Change Auditor for Active Directory at http://quest.com/products/changeauditor-for-

active-directory.

For details about this feature, see Integration with Change Auditor for Active Directory.


http://quest.com/products/changeauditor-for-active-directory
http://quest.com/products/changeauditor-for-active-directory

Management Shell

The Recovery Manager for Active Directory Management Shell, built on Microsoft Windows PowerShell
technology, provides a command-line interface that enables automation of backup/recovery-related
administrative tasks. With this Management Shell, administrators can manage Computer Collections,
backup/recovery sessions, compare, and start backup/recovery jobs.

The Recovery Manager for Active Directory Management Shell command-line tools (cmdlets), like all the
Windows PowerShell cmdlets, are designed to deal with objects-structured information that is more than just a
string of characters appearing on the screen. The cmdlets do not use text as the basis for interaction with the
system, but use an object model that is based on the Microsoft .NET platform. In contrast to traditional, textbased
commands, the cmdlets do not require the use of text-processing tools to extract specific information. Rather, you
can access portions of the data directly by using standard Windows PowerShell object manipulation commands.

Scheduling and automation

Creation of Backups

Recovery Manager for Active Directory enables administrators to schedule the creation of backups. This

functionality helps reduce the network workload and can save many hoursof t he admi ni stratorsd val
When scheduling the creation of backups, Recovery Manager for Active Directory relies on Task Scheduler - the

native Windows scheduler service. A unified graphical interface and wizard assistance provide easy access to

the backup scheduling features of Recovery Manager for Active Directory.

Recovery Manager for Active Directory makes the creation of backups a straightforward task. Once the backup

creation options and scheduling are set up, the backup creation process becomes an automatic, unattended

operation.

Project Settings Verification

Recovery Manager for Active Directory allows the administrators to schedule the forest recovery project
verification. This functionality lets you automate the settings verification to ensure that the recovery project is in
valid state and can be used for forest recovery.

Antimalware Checks

Recovery Manager for Active Directory scans BMR and Active Directory backups for viruses as a part of the
verification process. The best practice is to use the scheduled verification to have up-to-date backup scan results
and to run anti-malware checks in the background because this process is time-consuming.

Scalability and performance

Recovery Manager for Active Directory offers scalability and support for large, multi-domain environments. It
provides excellent performance, creates backups for multiple computers in parallel, and is easily scalable to
service additional domain controllers. Depending on their roles, locations, or other criteria established by an
administrator, serviced domain controllers can be logically grouped into easy-to-manage Computer Collections.

Recovery Manager for Active Directory employs agents when creating or applying backups. In this way,
scalability is improved and overhead network traffic is decreased because agents compress the data before
sending it over network links, and create backups for multiple domain controllers in parallel.



Simplified restoration of an Active Directory
forest

With the Forest Recovery Console, you can remotely manage the recovery of domain controllers in your forest
from one central location.

Bare metal forest recovery

Recovery Manager for Active Directory automates recovery of an Active Directory forest from a Bare Metal
Recovery (BMR) backup along with Active Directory backup in case of physical corruption of all domain
controllers, domain data or services, e.g. machine was attacked by ransomware, cannot start etc.

This feature is supported only for Windows Server 2008 R2 or higher domain controllers.

Granular, domain-level recovery

Recovery Manager for Active Directory makes it possible to selectively recover domains in an Active Directory
forest. Instead of restoring the entire forest, you can run the restore operation on one or more domains the forest
includes. This method is useful if you have located the domains that include dangerous or unwanted data and
want to selectively recover them. Before you proceed with the selective recovery of domains, it is highly
recommended you make absolutely sure the dangerous or unwanted data is not replicated to other domains in
the forest.

To selectively recover domains, you can either create a new recovery project that will only include the domains
you want to recover, or open an existing project for the entire forest, and then select the domains you want to
recover in that project.

Integration with On Demand Recovery

From version 9.0, Recovery Manager for Active Directory can be integrated with On Demand Recovery to restore
and undelete on-premises objects that are synchronized with cloud by Azure AD Connect. For more details,
please see http://support.quest.com/technical-documents/on-demand-recovery-for-azure-active-directory/user-
guide/integration-with-recovery-manager-for-active-directory.

Automation of manual operations

Using native tools to recover a forest requires numerous and lengthy manual steps repeated on each domain
controller in the forest. This process results in a very slow and tedious recovery prone to human error. Recovery
Manager for Active Directory automates those numerous manual steps not only saving vast amounts of time but
also eliminating the risk of human error.

Creation of virtual test environments

Recovery Manager for Active Directory includes a component called the Active Directory Virtual Lab. This
component helps you create virtual test environments from an Active Directory forest. You can use the created
test environments to design and evaluate Active Directory disaster recovery scenarios, test planned Active
Directory changes before deploying them to production, train your staff to perform Active Directory related tasks,
and more.

To create a virtual test environment from an Active Directory forest, you first need to select the source computers
(domain controllers or standalone servers) you want to include in the test environment, configure settings to


http://support.quest.com/technical-documents/on-demand-recovery-for-azure-active-directory/user-guide/integration-with-recovery-manager-for-active-directory
http://support.quest.com/technical-documents/on-demand-recovery-for-azure-active-directory/user-guide/integration-with-recovery-manager-for-active-directory

create a virtual machine from each source computer, and then have the Active Directory Virtual Lab create the
test environment for you.

When creating virtual machines from the source computers, the Active Directory Virtual Lab uses third-party
virtualization software, such as Microsoft System Center Virtual Machine Manager (SCVMM), VMware ESX, or
VMware vCenter. For a full list of supported virtualization software, see the System Requirements section in the
Recovery Manager for Active Directory Release Notes.

You can configure virtualization settings to create virtual machines that maintain all the data available on the
source computers, including Active Directory, installed programs, and files. To manage the created virtual test
environment, you need to use the native tools provided by the virtualization software with which the Active
Directory Virtual Lab created the virtual machines in the test environment.

IMPORTANT | Alternatively, you can use Recovery Manager for Active Directory Disaster Recovery Edition
to create a virtual test environment. For details, see Creating a virtual test environment using
Disaster Recovery Edition.

Remote quarantine

Recovery Manager for Active Directory automatically and remotely quarantines domain controllers during
recovery so that any domain controllers that are not being recovered cannot replicate corruption back into the
newly restored environment.

Fault tolerance

Recovery Manager for Active Directory provides the following features that allow the product to continue
operating without interruption in case of any failure:
1 Switch from the initial Recovery Manager Console to an alternate instance of the console in case
of any system failure. For more information, see Full replication.

9 Consolidate backup information from multiple backup registration databases on a single
Recovery Manager for Active Directory computer. For details, refer Consolidating backup
registration data.

T Resume the last forest recovery operation in case it was unexpectedly interrupted. For details,
see Resuming an interrupted forest recovery.

Simultaneous system recovery

All domain controllers in your forest or domain can be restored simultaneously from one centralized location,
using backups created with Recovery Manager for Active Directory, eliminating the need to manually interface
with each domain controller separately saving a significant amount of time and effort.

Support for native Windows tools for restoring
domain controllers

Recovery Manager for Active Directory can restore selected DCs from backups and then recover the remaining
DCs by demoting them and reinstalling Active Directory. Depending on the Windows version installed on the
target DC, Recovery Manager for Active Directory uses either the Active Directory Installation Wizard
(DCPromo.exe) or the native Windows PowerShell cmdlets Install-ADDSDomainController and Uninstall-
ADDSDomainController.



Support for the native Windows tools allows for a recovery methodology that mirrors the prescriptive guidance
laid out the forest recovery method recommended by Microsoft in the Planning for Active Directory Forest
Recovery whitepaper.

Recovery pauses

A recovery pause allows you to automatically suspend the recovery of one or more domain controllers
immediately before a certain recovery stage begins for those domain controllers. You can then manually resume
the recovery of these domain controllers from the point where it was suspended (paused).

For example, you can temporarily suspend the recovery of particular domain controllers to take a manual action
outside of Recovery Manager for Active Directory.

IMPORTANT | Recovery pauses cannot be used to prioritize the recovery of certain critical domain
controllers, domains, or sites in your Active Directory forest.

For a recovery project, you can create multiple pauses, each having different settings. For each recovery pause,
you can define the domain controllers to which the pause will apply and specify a recovery stage before which
you want to activate the pause.

Recovery plan

Recovery Plan is designed to improve the overall transparency of the recovery process. The plan is a detailed
recovery process roadmap you can generate and view for the current recovery project in the Forest Recovery
Console. The plan provides an overview of recovery settings specified for the domain controllers in the recovery
project, thus allowing you to gain a better understanding and control of every aspect of the forest or domain
recovery.

Generating and reviewing the recovery plan before you proceed with the recovery helps you identify and if
necessary avoid any unwanted recovery actions by adjusting the project settings appropriately. You can also
print out the generated project recovery plan or export it to a number of presentation formats provided by
Microsoft SQL Server Reporting Services (SRSS) on which the Recovery Plan feature builds, such as PDF, XML,
CSV, TIFF, and Excel.

Running custom scripts

You can configure Recovery Manager for Active Directory to automatically run custom scripts on the Recovery
Manager for Active Directory computer before, after, or during the recovery operation.

This version of Recovery Manager for Active Directory is supplied with the Microsoft Windows Script File (.wsf)
file that serves as a template where you can insert your custom scripts written in the VBScript or JScript
language.

The .wsf file has a number of XML elements where you can insert your scripts. Depending on the XML element
where you insert it, your script will run

9  Before the recovery operation starts in the current project.

9 Each time before the restore from backup operation starts for a domain controller in the current
project.

9 After the restore from backup operation completes for all domain controllers in the current
project.

9 Before the reinstall Active Directory operation starts in the current project.

9  Each time before the reinstall Active Directory operation starts for a domain controller in the
current project.



9  Each time the reinstall Active Directory operation completes for a domain controller in the current
project.

9  After the recovery operation completes in the current project.

Technical overview

Recovery Manager for Active Directory performs the following functions:

T Regular backup of domain cont rrigindludinlgshé Acive mponent s ac
Directory database, SYSVOL and Registry, and maintenance of one or more secure repositories
containing the backed-up Active Directory data.

9  Creation of BMR backups for the forest bare metal restore.

9 Wizard-driven, remotely administered restoration of Active Directory object data and Group
Policy information from a point-in-time backup.

9 Active Directory, AD LDS (ADAM), and Group Policy comparison reporting, troubleshooting, and
investigation.

Creating backups

Recovery Manager for Active Directory provides the facility to create backups of the Active Directory components
on domain controllers, including the Active Directory database and Windows Server BMR backups.

Both types of backups can be created for any Active Directory domain controller available on the network.
Backup creation is a task that can be performed on a regular basis without interrupting the operation of the
domain controller.

Recovery Manager for Active Directory lets you organize domain controllers into collections, and establish a
backup scheduling frequency and fAall owed hourso during whi
frequency of updates to the directory data store, you can configure a backup schedule for each collection.

Depending on the requirements of your enterprise, you can configure a retention policy to specify how many
backups are retained: for example, all saved backups or a number of the most recent backups. Different policy
settings can be specified for different domain controller collections.

For Active Directory backups, it is not necessary to maintain a single, centralized repository: several repositories,
perhaps based on the site topology, can make your deployment more WAN-friendly. To minimize bandwidth
consumption, Recovery Manager for Active Directory employs agents that compress the data to be backed up,
before sending it across the network.

For Windows Server BMR backups, you have to set up the dedicated backup server performing the role of an
SMB repository. The backups are created on domain controllers and saved to the SMB share.

Recovery Manager for Active Directory uses the Microsoft Tape Format (MTF) for Active Directory backup files.
Therefore, MTF-compliant backup applications can catalog the backup files and restore data backed up with
Recovery Manager for Active Directory. For example, backed up data can be restored with the Windows backup
tools, if no compression and encryption is used during the backup creation.

Windows Server BMR backups are stored in VHD (Microsoft Windows Server 2008 R2) format or VHDX (for
higher Windows versions).

Backup encryption

Recovery Manager for Active Directory allows backups to be encrypted and protected with a password, to
prevent unauthorized access. This password is used to generate a passphrase with which the backup is
encrypted. The password cannot be used directly to unlock the backup container *.vhd(x) file.



For Active Directory backup encryption, t he25palgorithmmct uses
from RSA, Inc. (Microsoft Enhanced RSA and AES Cryptographic Provider), with the maximum cipher strength.

The use of the Microsoft Enhanced RSA and AES Cryptographic Provider ensures that backups are encrypted

with 2561 bit cipher strength

For Bare Metal Recovery backup encryption, Recovery Manager for Active Directory uses a virtual hard disk
encrypted with BitLocker Drive Encryption as a container for the backup (256-bit AES encryption). The BitLocker
Drive Encryption feature should be installed on all backed up domain controllers and on the Forest Recovery
Console machine to support encrypted BMR backups. But note that the BitLocker feature does not encrypt DC
drives automatically.

Creating unpacked backups

You can have Recovery Manager for Active Directory keep unpacked Active Directory or AD LDS (ADAM)
backups in any appropriate location on your network.

Unpacked backups can be reused for subsequent starts of the Online Restore Wizard or Group Policy Restore
Wizard. The use of unpacked backups accelerates the backup data preparation step of those wizards, because
the unpacking process may be a lengthy operation.

Using third-party backups

Recovery Manager for Active Directory makes it possible to use Active Directory or AD LDS (ADAM) backups
created with third-party backup tools. Before using this feature, unpack the backup to an alternate location with
the corresponding third-party backup tool, and then register the database file (ntds.dit or adamntds.dit) using the
Online Restore Wizard or Online Restore Wizard for AD LDS (ADAM), respectively.

Cross-domain backup of group membership

When backing up Global Catalog servers, you have the option to force Recovery Manager for Active Directory to
collect group membership information from all domains within the Active Directory forest. This option ensures that
group membership spanning multiple domains is fully backed up.

It is recommended that you restore objects from Global Catalog backups that were created with this option.
Otherwise, restored objects may not retrieve their membership in some local groups, because even Global
Catalog servers do not store full information about group memberships. For example, information about
membership in domain local groups is only stored in the home domains of those groups.

Considerations for backing up Active Directory

In an Active Directory environment, each domain controller maintains its own Active Directory database.
Therefore, a backup of the Active Directory database is domain controller-specific. To completely back up Active
Directory, you must back up the directory database on every domain controller.

To restore deleted or corrupted objects, it is recommended to back up at least two domain controllers for each
domain for redundancy. If you intend to restore cross-domain group membership information, then it is also
necessary to back up a global catalog server.

Another reason for backing up the directory database on every domain controller is loose consistency.
Replication of changes made to Active Directory does not occur immediately. The replication process first
accumulates all changes, and then provides them to the participating domain controllers. As a result, the
directory database on any domain controller is normally in a state of loose consistency. The directory object data
on individual domain controllers differs to some extent, given that replication updates are either in transit between
domain controllers, or waiting to be initiated.

The age of the backup must also be considered. Active Directory prevents the restoration of data older than the
"tombstone lifetime" - a setting specified in Active Directory. Because of this, an Active Directory backup should
be created at least once within the tombstone lifetime. However, it is strongly recommended that backups of the
directory database be created more often than this.

M



Backup Agent

NOTE | For Recovery Manager for Active Directory 10.1 or higher: Make sure that you use the Backup
Agent version supplied with this release of Recovery Manager for Active Directory.

Recovery Manager for Active Directory employs a Backup Agent to back up remote domain controllers and AD
LDS (ADAM) hosts. This is because some backup APIs provided by the operating system cannot be used to
access a target domain controller or AD LDS (ADAM) host from the Recovery Manager Console. Therefore,
Backup Agent must be installed on a remote domain controller or AD LDS (ADAM) host in order to gain access to
its specific objects. Recovery Manager for Active Directory can automatically install Backup Agent before starting
a backup, and remove it upon the completion of backup operation. Alternatively, you can preinstall Backup Agent
manually. For more information on the advantages of using preinstalled Backup Agent, see Using preinstalled
Backup Agent below.

Recovery Manager for Active Directory
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Figure: Backup Agents

The figure above illustrates how Recovery Manager for Active Directory employs Backup Agent when creating
backups. Backup Agent is installed on domain controllers DC1 and DC2. Backup Agent compresses the local
data and sends it to the computer running Recovery Manager for Active Directory, which in turn transfers the
compressed data to the backup repository (Central Storage Location).

Since Backup Agent compresses the data before sending it over the network, the network load is decreased
significantly. The average compression ratio is 7:1. The use of Backup Agent also provides increased scalability
and performance by allowing the creation of backups on multiple domain controllers in parallel.

Separate credentials for Backup Agent

Recovery Manager for Active Directory allows to run Backup Agent in the security context of a specific user
account. Since Recovery Manager for Active Directory needs administrative access to the domain controller in
order to run Backup Agent, the account under which Recovery Manager for Active Directory is running must
belong to the Administrators group on that domain controller or AD LDS (ADAM) host, providing administrative
access to the entire domain. If Recovery Manager for Active Directory cannot be started under such an account,
separate credentials (user logon name and password) should be specified, so that Backup Agent is run under an
account that has sufficient privileges.

Using preinstalled Backup Agent

Recovery Manager for Active Directory allows you to back up Computer Collections using Backup Agent
manually preinstalled on each target domain controller. This method enables you to

9 Perform a backup operation without having domain administrator privileges. It is sufficient if
Recovery Manager for Active Directory runs under a backup operator's credentials.

9 Reduce network traffic when backing up the Computer Collection.



9 Back up domain controllers in domains that have no trust relationships established with the
domain in which Recovery Manager for Active Directory is running, solvingtheso-c al | ed fno
trusto probl em.

Recovering Active Directory

Recovery Manager for Active Directory enables the recovery of a portion of the directory or the entire directory, in
the event of corruption or inadvertent modification. The granular, object-level, online restore may also be used to
undelete directory objects. These powerful, security-sensitive functions of Recovery Manager for Active Directory
should only be performed by highly trusted directory administrators.
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Figure: Recovering Active Directory

If certain objects are inadvertently deleted or modified in Active Directory, they can be restored from a backup of

domain controllerds Active Directory c¢omp ¢fecthgdther, wi t hout r ¢
objects. If the Active Directory database on a particular domain controller has been corrupted, the entire

database can be restored from a Active Directory backup created for that domain controller. All the restore

operations are administered remotely.

Recovery Manager for Active Directory offers the following restore methods:

9 Granular online restore. Allows you to select Active Directory objects from a backup, and then
restore them to Active Directory. This method allows for the recovery of individual Active
Directory objects, and selected attribute values in Active Directory objects, with the least amount
of administrative effort.

9 Complete offline restore. Restarts the target domain controller in Directory Services Restore
mode, restores the Active Directory database from the selected backup, and then restarts the
domain controller in normal operational mode. This method enables the recovery of the entire
Active Directory database on a domain controller, and is most useful when recovering from
database corruption.

Recovery Manager for Active Directory supports granular online restore from BMR backups.

Recovering Group Policy

Recovery Manager for Active Directory enables the recovery of Group Policy data from corruption or inadvertent
modification, which can be caused by either hardware failure or human error.
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If specific Group Policy objects or links are inadvertently deleted or modified, they can be restored from a backup
of a domai nActveDiréctony tommonedts without restoring the entire Active Directory, restarting the
domain controller, or affecting other objects.

Recovery Manager for Active Directory includes the following options for Group Policy recovery:

9 Policy settings restore. If the Group Policy object was modified since the backup was created,
this option restores all policy settings to the state they were in at the time of the backup. If the
Group Policy object was deleted, this option creates a new object with the same name and
policy settings as the backed-up object.

9 Security settings restore. Restores all security information contained in the Group Policy
object. As a result, all users and security groups receive the access permissions that were
specified in the Group Policy object at the time it was backed up.

9 GPOlinks restore. Restores all links associated with the Group Policy object to the state they
were in at the time the backup was created. As a result, the object is once again used by the
same sites, domains, and organizational units that were linked to it at the time the backup was
created.

Comparison reports. Shows whether Group Policy object was deleted or modified since the
backup time.

You can use any combination of these options. For example, suppose some links to a Group Policy object are
accidentally deleted. If your backup contains an outdated version of the Group Policy object, you can restore only
the links, without restoring the policy settings or security settings.

Group Policy restore

To eliminate downtime when recovering Group Policy, Recovery Manager for Active Directory provides the Group
Policy Restore method. This method allows individual Group Policy objects to be restored to a selected domain
controller. The operation can be performed on any domain controller that can be accessed remotely. Using this
method, domain controllers do not need to be restarted, and only those objects selected for recovery are
affected.

For this type of restore, it is not necessary to create any special backups; you may use any regular backup of
domain controllerds Active Directory components.

A Group Policy Restore is particularly helpful when critical Group Policy objects or links have been inadvertently
deleted or changed. To recover from such situations, you may carry out a Group Policy Restore to a domain
controller using a Active Directory backup that was created before the objects in question were deleted or
modified.



Group Policy Restore allows you to roll back changes made to Group Policy information, and return individual
Group Policy objects to the state they were in when the backup was created. It is important to note that a Group
Policy Restore only affects the object selected for recovery, and optionally, the links to that object. Any objects
that are not involved in the operation remain unchanged in the domain.

Comparison reports

Recovery Manager for Active Directory provides comparison reports to assist with isolating deletion or changes to
Active Directory or AD LDS (ADAM), and troubleshooting the resulting problems. These reports are based on
per-attribute comparisons of Active Directory, AD LDS (ADAM), or Group Policy objects selected from a backup,
with their counterparts in Active Directory, AD LDS (ADAM), or another backup.

By comparing the state of the directory objects or Group Policy objects in Active Directory with those in a backup,
comparison reports improve the efficiency of recovering objects, by allowing you to specify precisely which
objects should be restored.

By showing the changes that would be made to Active Directory or AD LDS (ADAM) during a restore operation,
comparison reports help to highlight possible side effects that could result from restoring data. If such side effects
are indicated in the report, you may then reconsider whet her to apply the changes to th

Comparison reports may also be used to monitor changes that occurred in Active Directory or AD LDS (ADAM)
since the backup was created, or within the period between two backups. Comparison reports assist with
troubleshooting Active Directory, and resolving problems that may result from the deletion of critical objects in
Active Directory. The reports also help you monitor changes made to Active Directory or AD LDS (ADAM) by third
party applications.

The ability to compare the current state of objects in Active Directory or AD LDS (ADAM) with their state in a
backup helps when troubleshooting problems that may result from the deletion or modification of a user account
or an Organizational Unit, or modification of more critical objects. Comparison reports show whether critical
objects were deleted or modified since a backup was made.

The deletion of critical objects such as a domain control |
one of the most common causes of Active Directory problems.

Other critical, equally sensitive objects include all objects in the System container, such as FRS subscription
objects, trusted domain objects (TDO), and DNS objects. By comparing the current state of objects in the System
container with the state of the objects in a backup, it is possible to isolate problems that result from the absence
or incorrect modification of critical objects.

Recovery Manager for Active Directory serves as a valuable tool when implementing a change management
process. The importance of testing changes to Active Directory is paramount, whether you are changing
configurations, installing new software, or implementing service packs and patches. The product has the ability to
report changes, and if necessary, roll back changes made to Active Directory. This improves the effectiveness of
testing application deployment scenarios in a laboratory environment, and monitoring changes made to Active
Directory by third-party applications.

Getting started

Permissions required to use Recovery Manager for Active Directory
Recovery Manager Console

Getting and using help

= =_ =4 =4

Configuring Windows Firewall



Using Computer Collections
 Managing Recovery Manager for Active Directory configuration

9 Licensing

Permissions required to use Recovery
Manager for Active Directory

NOTE | From version 8.8, Recovery Manager for Active Directory supports environments with disabled
NTLM authentication and the Protected Users security group.

The following user account permissions are required to perform some common tasks with Recovery Manager for
Active Directory.

Install Recovery Manager for Active Directory

The account must be a member of the local Administrators group on the computer where you want to install
Recovery Manager for Active Directory. If during the installation you specify an existing SQL Server instance, the
account with which Recovery Manager for Active Directory connects to that instance must have the following

permissions on the instance:

I Create Database
Create Table

Create Procedure

=

Create Function

==

Open and use the Recovery Manager Console

The account must be a member of the local Administrators group on the computer where the Recovery Manager
Console is installed. The account must also have the following permissions on the SQL Server instance used by
Recovery Manager for Active Directory:

T Insert
Delete

I Update

 Select

I Execute

Preinstall Backup Agent manually

The account you use to access the target computer must be a member of the local Administrators group on that
computer.


https://technet.microsoft.com/en-us/library/dn466518%28v=ws.11%29.aspx

Upgrade Backup Agent

The account you use to access the target computer must be a member of the local Administrators group on that
computer.

Discover preinstalled Backup Agent instances

The account used to access the target domain controllers must:

9 Have the Write permission on the folder %AllUsersProfile%\Application Data\Quest\Recovery
Manager for Active Directory that is located on the Recovery Manager for Active Directory
computer.

1 Be a member of the Backup Operators group on each target domain controller.

Uninstall Backup Agent

The account used to access the target domain controllers must:

9 Have the Write permission on the folder %AllUsersProfile%\Application Data\Quest\Recovery
Manager for Active Directory that is located on the Recovery Manager for Active Directory
computer.

i Be a member of the Backup Operators group on each target domain controller.

Update information displayed about Backup Agent in the
Recovery Manager Console

The account used to access the target domain controllers must:

9 Have the Write permission on the folder %AllUsersProfile%\Application Data\Quest\Recovery
Manager for Active Directory that is located on the Recovery Manager for Active Directory
computer.

9 Be a member of the Backup Operators group on each target domain controller.

Automatically install Backup Agent and back up Active
Directory data

To automatically install Backup Agent, the account must have:

9 Write permission on the folder %AllUsersProfile%\Application Data\Quest\Recovery Manager for
Active Directory located on the Recovery Manager for Active Directory computer.

9 Local Administrator permissions on the target domain controller.

To back up data, the account must be a member of the Backup Operators group on the target domain controller.

Back up Active Directory using preinstalled Backup Agent

The account used to access the target domain controllers must:



9 Have the Write permission on the folder %AllUsersProfile%\Application Data\Quest\Recovery
Manager for Active Directory that is located on the Recovery Manager for Active Directory
computer.

I Be a member of the Backup Operators group on each domain controller to be backed up.

Perform a complete offline restore of Active Directory by
using the Repair Wizard

If you restore data to a domain controller where User Account Control (UAC) is not installed or disabled:

9 The account you use to access the domain controller must be a member of the Domain Admins
group.

If you restore data to a domain controller where User Account Control (UAC) is enabled:

9 The account you use to access the domain controller must be the built-in Administrator on that
computer.

In both these cases, the account you use to access the domain controller must have the Write permission on the
folder %AllUsersProfile%\Application Data\Quest\Recovery Manager for Active Directory located on the Recovery
Manager for Active Directory computer.

Perform a selective online restore of Active Directory
objects

Agentless restore (used by default in Online Restore Wizard)
The account used to access target domain controllers must have:

9 Write permission on the folder %AllUsersProfile%\Application Data\Quest\Recovery Manager for
Active Directory that is located on the Recovery Manager for Active Directory computer.

Reanimate Tombstones extended right in the domain where objects are to be restored.
Write permission on each object attribute to be updated during the restore.

Create All Child Objects permission on the destination container.

= =4 =4 =

List Contents permission on the Deleted Objects container in the domain where objects are to be
restored.

For more details, see Agentless method.

Agent-based restore

9 The account used to access target domain controllers must have domain administrator rights.

For more details, see Agent-based method.

Restore a Group Policy object

The account used to access the target domain controller must:

1 Be a member of the Group Policy Creator Owners group.

9 Have Full Control privilege on the Group Policy object.



1 Be a member of the Backup Operators group.

1 Have sufficient permissions to read/write Active Directory objects linked to the Group Policy
object.

Automatically install Backup Agent and back up an AD
LDS (ADAM) instance

The account used to access the computer hosting the instance must:

9 Have the Write permission on the folder %AllUsersProfile%\Application Data\Quest\Recovery
Manager for Active Directory that is located on the Recovery Manager for Active Directory
computer.

1 Be a member of the local Administrators group on the computer hosting the AD LDS (ADAM)
instance

Back up an AD LDS (ADAM) instance using preinstalled
Backup Agent
The account used to access the computer hosting the instance must:

1 Have the Write permission on the folder %AllUsersProfile%\Application
Data\Quest\Recovery Manager for Active Directory located on the Recovery Manager for
Active Directory computer.

1 Be a member of the local Administrators group on the computer hosting the AD LDS (ADAM)
instance.

Restore an AD LDS (ADAM) instance

The account used to access the computer hosting the instance must:

1 Have the Write permission on the folder %AllUsersProfile%\Application
Data\Quest\Recovery Manager for Active Directory located on the Recovery Manager for
Active Directory computer.

1 Be a member of the local Administrators group on the computer hosting the AD LDS (ADAM)
instance.

Install or uninstall Recovery Manager Portal

To install the Recovery Manager Portal, you can use a domain user account, MSA, or gMSA account that is a
member of the local Administrators group on the target computer. All account requirements and limitations are
described in the table below, where
9 Step 1. Access web site - user account that is specified on the "Specify Web Site Settings" step
of the Recovery Manager Portal setup wizard.

9 Step 2. Create a database on the SQL server instance - user account that is specified on the
"Specify Preinstalled SQL Server Instance" step of the Recovery Manager Portal setup wizard.

9 Step 3. Access a database on the SQL server instance - user account that is specified on the
"Specify SQL Server Access Account" step of the Recovery Manager Portal setup wizard.



Step 1. Access

Step 2. Create a database on

Step 3. Access the database on

Supported or

web site the SQL server instance the SQL server instance not
AD user Windows authentication Windows authentication any type NOT
(dbcreator) of user Supported
Windows authentication SQL authentication any type of Supported
(dbcreator) user
SQL authentication (dbcreator) Windows authentication any type NOT
of user Supported
SQL authentication (dbcreator) SQL authentication any type of Supported
user
Windows authentication Windows authentication any type Supported
(sysadmin) of user
Windows authentication SQL authentication any type of Supported
(sysadmin) user
SQL authentication (dbcreator) Windows authentication any type Supported
of user
SQL authentication (dbcreator) SQL authentication any type of Supported
user
MSA/gMSA Windows authentication Windows authentication NOT
(dbcreator) MSA/gMSA Supported
SQL authentication (dbcreator) Windows authentication NOT
MSA/gMSA Supported
Windows authentication Windows authentication Supported
(sysadmin) MSA/gMSA
SQL authentication (sysadmin) Windows authentication Supported

MSA/gMSA

Access Recovery Manager Remote APl Access service

To access a Recovery Manager for Active Directory instance, the Recovery Manager Portal requires the
Recovery Manager Remote API Access service to be installed and running on the Recovery Manager for Active
Directory computer. This service enables the following Recovery Manager for Active Directory features:
integration with Recovery Manager Portal, full replication of RMAD console, consolidation of backup information
and support for hybrid environment.

For information about minimum permission requirements for the service, refer Step 1: Install Recovery Manager
Remote API Access Service.

Start and use the Recovery Manager Portal

Recovery Manager Portal can be run under Managed Service Account (in Windows Server 2008 or higher) or
Group Managed Service Account (in Windows Server 2012 or higher). If you specify the MSA or gMSA account,
add the '$' character at the end of the account name (e.g. domain\computername$) and leave the Password field
blank (on the Specify Web Site Settings step of the wizard).

For more details about required permissions, see the Install or uninstall Recovery Manager Portal section
above.



For more information about MSA/gMSA, see Using Managed Service Accounts.

To perform restore or undelete operation in Recovery
Manager Portal

User must be a member of the "Recovery Manager Portal - Recovery Operators" security group on the computer
where the Recovery Manager Portal is installed.

If you want to use the agentless recovery method, select the Configure a list of delegates that can perform
the restore and undelete operations option on the Portal Settings tab. For more information about delegation,
see Delegating restore or undelete permissions.

To perform the undelete operation in Recovery Manager
Portal

User must be a member of the "Recovery Manager Portal - Undelete Operators" local security group on the
computer where the Recovery Manager Portal is installed.

If you want to use the agentless recovery method, select the Configure a list of delegates that can perform
the restore and undelete operations option on the Portal Settings tab. For more information about delegation,
see Delegating restore or undelete permissions.

To modify the Recovery Manager Portal configuration and
delegate restore permissions to other Recovery Manager
Portal users

User must be a member of the "Recovery Manager Portal - Configuration Admins" local security group on the
computer where the Recovery Manager Portal is installed.

To view the health summary and backup creation history
for the Recovery Manager for Active Directory instances in
Recovery Manager Portal

User must be a member of the "Recovery Manager Portal - Monitoring Operators" local security group on the
computer where the Recovery Manager Portal is installed.

Access the SQL reporting database

To access the SQL reporting database (%ProgramData%\Quest\Recovery Manager for Active
Directory\DBReporting\RecoveryManager-Reporting-<host name>), the account must be assigned to
db_datareader, db_datawriter roles and have rights to execute all the usp_* procedures, as follows:

I usp_GetSummaryReportBody
usp_GetSessionErrors
usp_GetReportsList
usp_GetReportsHeader

usp_GetReportBody

= = =4 =N

usp_GetReplicationHistory



usp_GetOptionalObjects
usp_GetOptionalAttributes
usp_GetObjectChildren
usp_GetObjectAttributes
usp_GetAllObjects

usp_GetAllChildObjects
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usp_GetAllAttributes

Recovery Manager Console

Recovery Manager for Active Directory includes an MMC snap-in (also known as the Recovery Manager
Console) to ensure intuitive operation and close integration with the Windows operating system.

NOTE | Machine that hosts the Recovery Manager Console must have same or higher version of Windows
operating system than the processed domain controllers. Otherwise, the online compare and object
search in a backup during the online restore operation may fail.

To start the Recovery Manager Console
Complete the steps related to your version of Windows:
For Windows 7, Windows Server 2008 or 2008 R2
1. Click Start.
2. Pointto All Programs | Quest | Recovery Manager for Active Directory.

3. Click Recovery Manager for Active Directory.

For later versions of Windows
On the Start screen, click the Recovery Manager for Active Directory tile.

When started for the first time, the Recovery Manager Console looks similar to the following:



% Quest Recovery Manager for Active Directary - ]
<% File Action View Window Help - =

e | mHE HSEAAE

@ Recovery Manager for Active Director)

g2 Replication Back Up Domain Controller A
@ Backup Agent Management Starts a wizard that helps you back up domain controllers and/or AD LDS (ADAM) hosts without putting Active Directory or ADLDS
~ (23 Computer Collections | L (ADAM) offiine. The created backups wil include the Active Directory, Group Policy, a AD LDS (ADAM) data hedd on the selecled
computers.

1 New Computer Collection

@ Active Directory
@ Sessions

v g Backups

@% Active Directory
AD LDS (ADAM)

<

| Restore AD Objects Online
- Starts a wizard that helps you compare and selectively restore Active Directory objects and their attribute values from Active Directory

backups w ithout putting Active Directory offline.

backups without putting AD LDS (ADAM) instances offline.

Restore Group Policy Online

Starts a wizard that helps you compare and selectively restore Group Policy objects from Active Directory backups without putting Active
Directory offiine.

Restore AD LDS (ADAM) Objects Online
Starts a wizard that helps you compare and selectively restore AD LDS (ADAM) ohiects and their attribute values from Active Directory

Restore Active Directory Offline
i Starts a wizard that helps you restore Active Directory data on the domain controller you specify, including Active Directory database and

S¥ SVOL. During restore, Active Directory will be unavailable for some fime.

Ask the Experts

h 4 Gotothe Recovery Community, a collaborative site w here IT pros can ask questions and get answ ers. Interact with industry peers,
- engage in discussions, and brow se through content.

0On Demand Recovery for Azure AD

=y Moving to the cloud? Click here to learn more about On Demand Recovery for Azure AD!

Start the Forest Recovery Console

Starts a console that allew s you to manage and automate the recovery of the enfire Active Directory forest or specific domains

Done

The main viewing area of the window is divided into two panes. The left pane contains the console tree, showing
the items that are available in the snap-in. The right pane, known as the details pane, is used to display
information about those items. The window also contains command menus and toolbars that are provided by
both the MMC and the snap-in.

The information in the details pane changes accordingly when you select items in the console tree. To perform
management tasks, you can click or right-click entries in the details pane and then use commands on the Action
menu or shortcut menu.

You can move objects by selecting them in a source folder and then dragging the selection to a destination
folder. If the drop operation is not allowed, the mouse pointer changes accordingly.

For more information about how to navigate an MMC snap-in, refer to Microsoft Management Console Help.

The console tree includes the following items:

il

Replication Using this node you can add multiple console instances to the replication console
list and perform the data replication from source consoles to the local one. For more information,
see Full replication and Consolidating backup registration data.

Backup Agent Management. Provides a central location for managing Backup Agent on
computers added to Computer Collections. You can use this node to discover all preinstalled
instances of Backup Agent and to manually install, uninstall, or update the agent on computers
in Computer Collections (such as domain controllers and AD LDS (ADAM) hosts). For more
information, see Managing Backup Agent.

Computer Collections. Contains a list of user-defined collections of computers. When you
select a collection in the console tree, the details pane displays a list of all members of that
collection. For more information, see Using Computer Collections.

Active Directory. Contains nodes representing the forests and AD LDS (ADAM) configuration
sets to which the Recovery Manager Console is currently connected. You can browse forests



and AD LDS (ADAM) configuration sets for computers and AD LDS (ADAM) instances,
respectively.

A To add a forest to the list, select Active Directory, and then, on the Action menu,
click Connect to Forest.

A ToaddanAD LDS (ADAM) configuration set to the list, select Active Directory,
and then, on the Action menu, click Connect to AD LDS (ADAM).

9 Sessions. Contains a list of all backup-creation sessions performed by Recovery Manager for
Active Directory. When you select a session in the console tree, the details pane reports
information about that session, such as whether backups were successfully created during the
session.

1 Backups. Contains a list of the Active Directory backups, AD LDS (ADAM) backups and BMR
backups registered in the backup registration database of Recovery Manager for Active
Directory. When you select Active Directory or AD LDS (ADAM) under the Backups node, the
details pane displays a list of all registered AD backups or AD LDS (ADAM) backups
respectively.

You can use the Properties dialog box provided for the Active Directory or AD LDS (ADAM) node, to filter the list
of backups displayed in the details pane.

Getting and using help

Help topics and tips provided with Recovery Manager for Active Directory help you accomplish your tasks. To get
assistance while you work:
9 On the Help menu, click Help Topics. This displays the Help Viewer. To find a Help topic, use
the Contents and Search tabs of the Help Viewer.

9 To see a brief description of a wizard page or a dialog box, press the F1 key or click the Help
button.

9 To see a brief description of a menu command or a toolbar button, point to the command or
button. Descriptions of toolbar buttons appear as tool-tips.

Descriptions of menu commands appear in the status bar at the bottom of the window. If the status bar is not
displayed, click Customize on the View menu, and then select the Status bar check box in the Customize View
dialog box.

Configuring Windows Firewall

A firewall enabled in your environment may block traffic on ports used by Recovery Manager for Active Directory,
preventing you from backing up or restoring data. Before you start using Recovery Manager for Active Directory,
make sure your firewall does not block traffic on ports used by Recovery Manager for Active Directory. For more
information about these ports, see the Deployment Guide supplied with this release.

This section provides instructions on how to configure built-in Windows Firewall on a computer that is running
Windows Server 2008 or later (domain controller or AD LDS (ADAM) host), so that Recovery Manager for Active
Directory could back up data on that computer.

The section covers the following methods:

 Manual method



|l

Automatic method

Manual method

For each of the following agents, you must create the specified firewall rules to allow traffic on ports used by
Recovery Manager for Active Directory. For descriptions of each firewall rule, see the table below.

Backup Agent:
il

If you have a preinstalled Backup Agent, create Rule 3 and specify BackupAgent64.exe in the
Program path parameter.

If you have an automatic Backup Agent installation, create Rule 3 and specify ErdAgent.exe
instead of <backup agent> in the Program path parameter.

If you use the specified Backup Agent port, you need to configure Rule 1 and Rule 3. In Rule 3,
specify <specific TCP port> for the Backup Agent in the Local ports parameter.

If you use the RPC dynamic port range for the Backup Agent, configure Rule 1, Rule 2, and Rule
3. In Rule 3, specify the <RPC dynamic port range> for the Backup Agent in the Local ports
parameter.

Online Restore Agent:

f
f

Configure Rule 4 and specify OnlineRestoreAdapter.exe in the Program path parameter.

If you use the specified Online Restore Agent port, configure Rule 1 and Rule 4. In Rule 4,
specify <specific TCP port> for the Online Restore Agent in the Local ports parameter.

If the RPC dynamic port range is used for the Online Restore Agent , configure Rule 1, Rule 2,
and Rule 4. In Rule 4, specify <RPC dynamic port range> for the Online Restore Agent in the
Local ports parameter.

Offline Restore Agent:

f
f

Configure Rule 5 and specify RstAgent.exe in the Program path parameter.

If you use the specified Offline Restore Agent port, you need to configure Rule 1 and Rule 5. In
Rule 5, specify <specific TCP port> for the Offline Restore Agent in the Local ports parameter.

If you use the RPC dynamic port range for the Offline Restore Agent, configure Rule 1, Rule 2,
and Rule 5. In Rule 5, specify <RPC dynamic port range> for the Offline Restore Agent in the
Local ports parameter.

Management Agent:

f
f

Configure Rule 6 and specify the ManagementAgent.exe in the Program path parameter.

If you use the specified Backup Agent port, configure Rule 1 and Rule 6. In Rule 6, specify
<specific TCP port> for the Management Agent in the Local ports parameter.

If you use the RPC dynamic port range for the Management Agent, configure Rule 1, Rule 2,
and Rule 6. In Rule 6, specify <RPC dynamic port range> for the Management Agent in the
Local ports parameter.

Forest Recovery Agent:

|l

Configure Rule 7 and specify FRRestoreService64.exe in the Program path parameter.



9 If you use the specified Backup Agent port, configure Rule 1 and Rule 7. In Rule 7, specify
<specific TCP port> for the Forest Recovery Agent in the Local ports parameter.

9 If you use the RPC dynamic port range for the Forest Recovery Agent, configure Rule 1, Rule 2,
and Rule 7. For Rule 7, specify <RPC dynamic port range> for the Forest Recovery Agent in the
Local ports parameter.

The following list describes the settings for each firewall rule. Any setting not described in this list can be left as
the default value.

T Rulel
A Rule Type: Custom
A Program Path: System
A Service settings: Apply to all programs and services
A Protocol: TCP
A Local ports: 445
A Remote ports: Any
A Local IP addresses: Any
A Remote IP addresses: Any
A Action: Allow the connection
A Rule profile: Domain, Private, and Public
A Allowed users: Any
A Allowed computers: Any
f Rule2

A Rule Type: Custom

A Program Path: %SystemRoot%\System32\Svchost.exe

A Service settings: Remote Procedure Call (RpcSs)

A Protocol: TCP

A Local ports: RPC Endpoint Mapper

A Remote ports: Any

A Local IP addresses: Any



f Rule3

f Rule4

Remote IP addresses: Any

Action: Allow the connection

Rule profile: Domain, Private, and Public

Allowed users: Any

Allowed computers: Any

Rule Type: Custom

Program Path: %SystemRoot%\RecoveryManagerAD\backup agent

Service settings: Apply to all programs and services

Protocol: TCP

Local ports: RPC dynamic port range/specified port for Backup Agent

Remote ports: Any

Local IP addresses: Any

Remote IP addresses: Any

Action: Allow the connection

Rule profile: Domain, Private, and Public

Allowed users: Any

Allowed computers: Any

Rule Type: Custom

Program Path: %SystemRoot%\RecoveryManagerAD\OnlineRestoreAdapter.exe

Service settings: Apply to all programs and services

Protocol: TCP

Local ports: RPC dynamic port range/specific port for Online Restore Agent

Remote ports: Any



f Rulebs

f Ruleé6

Local IP addresses: Any

Remote IP addresses: Any

Action: Allow the connection

Rule profile: Domain, Private, and Public

Allowed users: Any

Allowed computers: Any

Rule Type: Custom

Program Path: %SystemRoot%\RecoveryManagerAD\offline restore agent

Service settings: Apply to all programs and services

Protocol: TCP

Local ports: RPC dynamic port range/specific port for Offline Restore Agent

Remote ports: Any

Local IP addresses: Any

Remote IP addresses: Any

Action: Allow the connection

Rule profile: Domain, Private, and Public

Allowed users: Any

Allowed computers: Any

Rule Type: Custom

Program Path: %SystemRoot%\RecoveryManagerAD\ManagementAgent.exe

Service settings: Apply to all programs and services

Protocol: TCP

Local ports: RPC dynamic port range/specific port for Management Agent



NOTE

T Rule?7

A

Remote ports: Any

Local IP addresses: Any

Remote IP addresses: Any

Action: Allow the connection

Rule profile: Domain, Private, and Public

Allowed users: Any

Allowed computers: Any

Rule Type: Custom

Program Path:
%ProgramFiles%\Quest\RecoveryManagerforActiveDirectory\forest recovery agent

Service settings: Apply to all programs and services

Protocol: TCP

Local ports: RPC dynamic port range/specific port for Forest Recovery Agent

Remote ports: Any

Local IP addresses: Any

Remote IP addresses: Any

Action: Allow the connection

Rule profile: Domain, Private, and Public

Allowed users: Any

Allowed computers: Any

For more information on RPC dynamic port range, refer to the following Microsoft Support
Knowledge Base articles at https://support.microsoft.com:

How to configure RPC to use certain ports and how to help secure those ports by using IPsec
How to configure RPC dynamic port allocation to work with firewalls

The default dynamic port range for TCP/IP has changed in Windows Vista and in Windows Server

2008


https://support.microsoft.com/
https://support.microsoft.com/en-us/help/908472/how-to-configure-rpc-to-use-certain-ports-and-how-to-help-secure-those
https://support.microsoft.com/en-us/help/154596/how-to-configure-rpc-dynamic-port-allocation-to-work-with-firewalls
https://support.microsoft.com/en-us/help/929851/the-default-dynamic-port-range-for-tcp-ip-has-changed-in-windows-vista
https://support.microsoft.com/en-us/help/929851/the-default-dynamic-port-range-for-tcp-ip-has-changed-in-windows-vista

Automatic method

Before following the below instructions, make sure that Windows Firewall enabled on the target computer does
not block any ports used by the Recovery Manager Console: these ports are required to deploy Backup Agent,
Online Restore Agent, Offline Restore Agent, Management Agent and Forest Recovery Agent.

Use the following options to automatically configure Windows Firewall settings:

1 To automatically configure Windows Firewall for Backup Agent, Online Restore Agent, Offline
Restore Agent and Management Agent, use the Recovery Manager Console settings. Fore more
details, see the Ports tab section here.

 To automatically configure Windows Firewall for Forest Recovery Agent and Management
Agent, use the Agents tab in the Recovery Project Settings dialog in Forest Recovery Console.
Fore more details, see the Specifying recovery project settings section.

1 You can automatically configure Windows Firewall settings for Backup Agent using the
Computer Collection properties in Recovery Manager Console:

a. Open the Recovery Manager Console, expand the Computer Collections node in the console
tree, and select the Computer Collection that includes the target computers where you want to
automatically configure Windows Firewall.

b. From the main menu, select Action | Properties.
c. In the dialog box that opens, go to the Agent Settings tab.

d. Make sure the Use preinstalled Backup Agent check box is cleared. This is required to
automatically deploy Backup Agent when the backup creation operation starts. You cannot
configure Windows Firewall by using preinstalled Backup Agent.

e. Select the Automatically configure Windows Firewall check box, and click OK

Recovery Manager for Active Directory automatically configures Windows Firewall on each Windows Server
2008-based or later computer in the Computer Collection after the backup creation operation starts on that
Collection.

9 To automatically configure Windows Firewall settings for Online Restore Agent, you should
select the Automatically configure Windows Firewall option on the Domain Access Options
step of Online Restore Wizard.

Using Computer Collections

A Computer Collection is a group of shortcuts to the computers (domain controllers and/or AD LDS (ADAM)
hosts) to be backed up with Recovery Manager for Active Directory. You can have multiple Computer Collections,
each representing a group of computers you want to back up. You can populate a Computer Collection with
shortcuts to specific computers available on your network and containers (for example, Active Directory domains,
sites, and organizational units) that include the computers you want to back up.

Each Computer Collection has its individual properties you can use to configure such settings as backup location,
backup creation schedule, performance, and backup operation logging. For more information about Computer
Collection properties, see Properties for an existing Computer Collection.

Computer Collections help you organize any nhumber of computers into groups with the appropriate settings for
backup creation and scheduling. A well-organized set of Computer Collections ensures that up-to-date copy of
the backup information is maintained for remote computers. Therefore, it is recommended to group managed
computers into Computer Collections and set appropriate properties for every Computer Collection.

This section covers the following tasks:



Creating Computer Collections

Renaming Computer Collections

Modifying Computer Collection properties

Deleting Computer Collections

Specifying an access account for Backup Agent and backup file storages
Adding domain controllers to a Computer Collection

Adding containers to a Computer Collection

Adding AD LDS (ADAM) hosts and instances to a Computer Collection
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Removing items from a Computer Collection

Creating Computer Collections

To create a Computer Collection

1. Inthe Recovery Manager Console tree, select the Computer Collections node.
2. From the main menu, select Action | Create Collection.

The properties of a newly created Computer Collection are preset with default values. You can change the
property values for a Computer Collection, as well as the default property values. For more information, see
Modifying Computer Collection properties.

The Backup Wizard creates a new Computer Collection if you select the option Later (configure backup
scheduling) on the When to Back Up page of the wizard. The new Computer Collection includes all objects you
selected on the What to Back Up page.

Renaming Computer Collections

Recovery Manager for Active Directory assigns a default name to a newly created Computer Collection. You can
rename a Computer Collection to assign it a more descriptive name.

To rename a Computer Collection

1. Right-click the Computer Collection and then click Rename.
2. Type a new name for the Computer Collection and then press ENTER.

When renaming a Computer Collection for which a backup creation task is scheduled, you may be prompted to
supply the user name and password of the account under which you want to run the scheduled backup creation
operation. This is because Task Scheduler may need to re-create the backup creation task when a Computer
Collection is renamed. When creating a scheduled task, Task Scheduler requires that you supply the user name
and password of the user account under which the task will run. For more information, see Setting user account
for scheduled tasks.



Modifying Computer Collection properties

To modify properties for a Computer Collection

9 Inthe console tree, right-click the Computer Collection, and then click Properties.

The Properties dialog box opens, allowing you to specify what to back up, where to store backups, and what
kind of logging to use. In addition, the Properties dialog box allows you to manage the backup creation schedule
for the Collection and specify the user account under which the scheduled backup creation operation will run.

All settings specified in the Properties dialog box for a Computer Collection only relate to that Computer
Collection. Different Computer Collections may have different properties.

For more information about Computer Collection properties, see Properties for an existing Computer Collection.

Deleting Computer Collections

To delete a Computer Collection

9 Inthe console tree, right-click the Computer Collection you want to delete, and then click Delete.

This only deletes the Computer Collection you selected along with the computer and container shortcuts it
includes and the backup creation tasks scheduled for that Computer Collection. The containers, domain
controllers, and AD LDS (ADAM) hosts whose shortcuts were added to the Computer Collection are not deleted.
Deleting a Computer Collection does not delete the backups that were created for that Collection.

Specifying an access account for Backup
Agent and backup storage

For each Computer Collection (applicable to all domain controllers within a collection), you can specify a user
account that will be used to access the following:

9 Backup Agent that is manually or automatically installed on domain controllers in the Computer
Collection. The account is used for the following operations:

>

backup creation

A discover Backup Agent instances or update Backup Agent information
A install, upgrade or uninstall Backup Agent instances

9 Locations on target domain controllers or UNC shares where backup files created for the
Computer Collection are to be saved. For more information on how to specify these locations,
see DC Storage tab section in Properties for an existing Computer Collection.

These credentials are also used to connect to Active Directory in the following cases:

9 Show or refresh the content of collections that contain containers
9  Operate on collections that contain container-items

9 This account is used for backup unpacking only if no account is configured on the DC Storage
tab



For example: modifying an exclusion list for a container; installing the Backup Agent from a collection menu,
collecting diagnostic data, etc.

To specify an access account
1. Inthe Recovery Manager Console tree, select the Computer Collection for which you want to
specify an access account.

2. From the main menu, select Action | Properties.

3. Onthe Agent Settings tab, select the Use the following account to access Backup Agent
check box.

4. Click Select Account, and specify the user name and password of the account with which you
want to access Backup Agent, backup storages, and global catalog servers.

5. When finished, click OK.

You can also specify a separate account that will be used to access the backup storage on the DC Storage tab.

If no access account is specified on the Agent Settings tab and no scheduled tasks exist for the Computer
Collection, Recovery Manager for Active Directory will use the account under which the Recovery Manager
Console is currently running.

If no access account is specified and a backup creation task is scheduled for the Computer Collection, Recovery
Manager for Active Directory will use the account under which the scheduled task is run. You can view and
change this account on the Schedule tab in the Properties dialog box for a Computer Collection. For more
information, see Schedule tab subsection in Properties for an existing Computer Collection.

NOTE | The scheduled task account is not used to access the DC Storage from the agent side. The agent
uses a local system account on a domain controller for this operation.

For additional information about the account requirements, please refer Permissions required for the Backup
operation.

Adding domain controllers to a Computer
Collection

You can add specific domain controllers to a Computer Collection. You can select domain controllers in the
details pane after browsing the console tree and selecting the container that holds the domain controllers you
want to add. Domains available for a forest are located under the Active Directory/Forest <Name> node;
containers are located under domain nodes. You can add forests to the Active Directory node by using the
Connectto Forestc o mmand o n Adien merudAeComsputer Collection can hold domain controllers
from multiple containers.

To add domain controllers to a selected Computer Collection

1. Right-click the Computer Collection, point to Add, and then click Domain Controller.

2. Inthe Select Computers dialog box, enter the domain controller name or select the domain
controller from the list and click OK. The Select Computers dialog box allows you to specify
multiple domain controller names.

To add domain controllers to a Computer Collection

1. Browse the console tree to select the container that holds the domain controllers you want to
add.

2. In the details pane, select the domain controllers you want to add. To select multiple domain
controllers, hold down CTRL, and click the domain controllers.



3. Onthe Action menu, click Add to Collection.

4. Inthe dialog box that opens, select an existing Computer Collection or click New Collection to
create and select a new Computer Collection.

5. In the dialog box, click OK.

NOTE | Alternatively, you can drag the domain controllers selected in the details pane to the target Computer
Collection in the console tree or use the Copy and Paste commands.

You can add domain controllers to a Computer Collection by using an import file that contains a list of domain
controller names or IP addresses. Importing domain controllers from a file overcomes the limitations inherent to
the Select Computers dialog box and is convenient when you need to add a large group of domain controllers.

An import file is a text file that contains one domain controller name or IP address per line. For example:
123.123.123.123

Domain Controller Name 1

Domain Controller Name 2

213.213.213.213

To add domain controllers by using an import file
1. Create an import file that contains domain controller names or IP addresses.
2. Right-click the Computer Collection, point to Add, and then click Import Computers.

3. Use the Open dialog box to locate and open the import file.

Adding containers to a Computer Collection

You can add containers such as Active Directory domains, sites, or organizational units to a Computer Collection.
When a Computer Collection includes a container, it implicitly includes all domain controllers that are in that
container. You can select containers in the details pane after browsing the console tree and selecting a node that
holds the containers you want to add.

Domains are located under the Active Directory/Forest <Name> node, organizational units are located under
domain nodes. You can add Active Directory forests to the Active Directory node by using the Connect to
Forestc ommand on Adienmermude 6s

To add a container to a selected Computer Collection
1. Right-click the Computer Collection, point to Add, and then click Container.

2. Inthe Domain box, select the domain that includes the container or type the DNS name of the
domain. If you typed the domain name, click Connect to redraw the tree in the Containers box.

3. Browse the directory tree in the Containers box to locate and select the container.
4. In the dialog box, click OK.
NOTE | For a Computer Collection that includes a container, backups are created for all domain controllers

in the container, including the newly created DCs that are not explicitly present in the Computer
Collection .

Alternatively, you can add containers to a Computer Collection using the following
procedure

1. Browse the Recovery Manager Console tree to select the node that holds the containers you
want to add.



2. In the details pane, select the containers you want to add. To select multiple containers, hold
down CTRL, and click the containers.

3. Onthe Action menu, click Add to Collection.

4. Inthe dialog box that opens, select an existing Computer Collection or click New Collection to
create and select a new Computer Collection.

5. In the dialog box, click OK.

NOTE | Also you can drag the containers selected in the details pane to the target Computer Collection in
the console tree or use the Copy and Paste commands.

To view and modify an exclusion list for a container
This option lets you specify an explicit list of the domain controllers that will not be included in the backup.

1. Inthe Recovery Manager Console tree, select the Computer Collection that holds the container.
2. In the details pane, right-click the container and select Properties.
3. Inthe Properties dialog box, click Modify.

4. Select domain controllers that you want to exclude from the Available domain controllers list
and click Add.

5. Click OK.

Adding AD LDS (ADAM) hosts and instances to
a Computer Collection

You can add AD LDS (ADAM) hosts and instances to a Computer Collection. AD LDS (ADAM) instances
available for a selected AD LDS (ADAM) configuration set are located under the Active Directory/AD LDS
(ADAM) Configuration Set/All Instances node. To add an AD LDS (ADAM) configuration set to a Computer
Collection, you need to connect to AD LDS (ADAM).

To connect to AD LDS (ADAM)

1. Inthe Recovery Manager Console tree, select the Active Directory node.
2. From the main menu, select Action | Connect to AD LDS (ADAM).
3. Inthe dialog box that opens, do the following:

a. Inthe AD LDS (ADAM) host box, type the full DNS name of the host to which you
want to connect.

b. Inthe Port number box, type the port number used by AD LDS (ADAM).

c. Inthe User name and Password boxes, type the user name and password with
which you want to access the AD LDS (ADAM) host. Note that to display these
boxes, you may need to click the Options button.

4. When finished, click OK.

To add AD LDS (ADAM) hosts to a particular Computer Collection
1. Right-click the Computer Collection, point to Add, and then click AD LDS (ADAM) Host.



2.

In the Select Computers dialog box, enter the names of the AD LDS (ADAM) hosts you want to
add or select the hosts from the list and click Add. The Select Computers dialog box allows you
to specify multiple AD LDS (ADAM) host names.

Recovery Manager for Active Directory backs up all AD LDS (ADAM) instances hosted on the computer you have
added to a Computer Collection.

To add AD LDS (ADAM) instances to a Computer Collection

1.

In the Recovery Manager Console tree, expand the appropriate Active Directory/AD LDS
(ADAM) Configuration Set node, and then click All Instances.

In the details pane, select the instances you want to add. To select multiple instances, hold down
CTRL, and click the instances.

On the Action menu, click Add to Collection.

In the dialog box that opens, select an existing Computer Collection or click New Collection to
create and select a new Computer Collection.

In the dialog box, click OK.

NOTE | Alternatively, you can drag the selected AD LDS (ADAM) instances to the target Computer
Collection in the console tree or use the Copy and Paste commands.

You can also select a Computer Collection, and then add AD LDS (ADAM) hosts to the selected Collection.

Removing items from a Computer Collection

To remove items from a Computer Collection

1.

In the Recovery Manager Console tree, select the Computer Collection from which you want to
remove items.

In the details pane, select the items you want to remove. Use CTRL and SHIFT to select multiple
items.

Right-click the selection, and then click Delete.

Managing Recovery Manager for Active
Directory configuration

In this section:
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Preparing for working with Active Directory or AD LDS (ADAM) backups
Settings

Default properties for Computer Collections

Properties for an existing Computer Collection

Container and site properties

Sessions node properties



Forest properties

Domain properties

Domain controller properties

AD LDS (ADAM) partition properties

AD LDS (ADAM) instance properties
Showing or hiding AD LDS (ADAM) partitions

Showing or hiding domains
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Showing or hiding sites

Preparing for working with Active Directory or
AD LDS (ADAM) backups

To restore data from Active Directory or AD LDS (ADAM) backups, Recovery Manager for Active Directory
requires specific dynamic link libraries (DLLs) supplied with the Windows operating system. In case Recovery
Manager for Active Directory cannot find these DLLs, the backup restore operation may fail with an error
message similar to the following:

AfThe Active Directory database (ntds.dit) file in the back:
this computer. o

Before you start using Recovery Manager for Active Directory to extract and restore data from Active Directory or
AD LDS (ADAM) backups, it is recommended to ensure the required DLLs are available on the Recovery
Manager for Active Directory computer.

How to ensure that required DLLs are available

Requirements

Operating system on the Recovery Manager for Active Directory computer

NOTE | The OS version on the domain controller cannot be higher than the OS version on the Recovery
Manager Console machine. For the list of supported OS, see Release Notes.

Settings

To configure the various settings of Recovery Manager for Active Directory, you can use the Settings dialog box.
In the Settings dialog box, you can define a TCP port for communications with the Backup Agent, Online Restore
Agent, Offline Restore Agent and Management Agent, specify the default location for storing Active Directory
backups, select a default method for compare and restore operations, configure settings for creating unpacked
backups, or set up e-mail notifications or diagnostic logging.

To open the Settings dialog box

T Inthe Recovery Manager Console, select the Recovery Manager for Active Directory console
tree root.

9 Onthe Action menu, click Settings.

The Settings dialog box has the following tabs:
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General tab

Unpacked Backups tab (global settings)
E-mail tab

Logging tab

Ports tab

General tab

On this tab, you can specify the default location for storing Active Directory backups or select a default method
for compare and restore operations.

This tab provides the following options:

f

Default backup location. Allows you to specify the path to the folder where to store backups.
You can either type the path or click Browse to locate and select the folder.

Maximum number of items displayed per folder under the Active Directory node. Use this
box to type the maximum number of objects that you want to be displayed for any single folder in
the console tree under the Active Directory node.

Default method for compare and restore operations. Allows you to select the default method
to perform compare and restore operations in the Online Restore Wizard. For more information
about the methods that you can select, see Using the agentless or agent-based method.

Include Change Auditor "Who" data in reports. Includes information on users who modified
certain Active Directory objects into the reports you can generate in the Online Restore Wizard.
To use this option, you must have Change Auditor for Active Directory installed in the home
Active Directory forest of Recovery Manager for Active Directory.

Include subsequent changes from CA on deleted objects. When this option is selected,
Recovery Manager for Active Directory restores the deleted object(s) and continuously restores
the last change (if any) that was made to the object attributes after creating the backup, using
data from the Change Auditor database.

Database. Allows you to specify the name of Change Auditor database.

To specify the CA database server, instance, port, and name, use the following format: <Server
Name>\<Instance Name>,<Port>\<Database Name>. Example:
testserver.domain.com\testinstance,1432\ChangeAuditorDB

For details about the Change Auditor-related options, see Integration with Change Auditor for
Active Directory.

Use Secure Sockets Layer (SSL) to encrypt the connection. Allows you to use LDAP over
SSL when accessing the AD forests. This selection affects all the LDAP connections in Recovery
Manager for Active Directory and sets the default value for this check box in the other dialogs
where it is displayed.

NOTE | You must reopen the Forest Recovery console after updating the Use Secure Socket Layer (SSL)
to encrypt the connection setting for the changes to take effect.



E-mail tab

On this tab, you can configure e-mail notification settings. Recovery Manager for Active Directory will use these
settings to send natification e-mails about backup creation sessions.

This tab provides the following options:
1 SMTP server. Provides a space for you to specify the SMTP server for outgoing messages.

SMTP port. Provides a space for you to specify the port number to connect to on your outgoing
mail (SMTP) server.

T AFr omodo a.dPrvidessaspace for you to specify the return address for your e-mail
notification messages. It is recommended that you specify the e-mail address of the Recovery
Manager for Active Directory administrator.

1 SMTP server requires authentication. When selected, specifies that you must log on to your
outgoing mail server.

9 User. Provides a space for you to specify the account name used to log on to the SMTP server.
I Password. Provides a space for you to specify the user password.

9 Test Settings. Sends a test notification message to the address setinthei Fr omo awdr es s
box. Use this button to verify that the specified e-mail notification settings are valid.

For more information, see Using e-mail notification.

Unpacked Backups tab (global settings)

On this tab, you can specify some global (or default) settings to automatically unpack backups. By default, these
settings will apply to all new Computer Collections.

This tab provides the following options:

9 Unpack each backup upon its creation. Specifies to unpack each backup upon its creation.
This option will only apply to those Computer Collections whose properties are configured to use
the global settings. In this option, you can specify the number of recent backup creation sessions
from which you want to keep unpacked backups for each domain in the Computer Collections.

Prompt me to keep backups unpacked by wizards. Specifies that the Online Restore Wizard
and the Group Policy Restore Wizard will prompt you to keep unpacked backups. Use the Keep
unpacked backups list to specify for how long you want Recovery Manager for Active Directory
to keep the backups unpacked by the wizards.

9 Unpacked backups folder. Provides a space for you to specify the path to the folder where you
want Recovery Manager for Active Directory to keep unpacked backups. Each unpacked backup
will be saved in a separate subfolder. Type the folder path or click Browse to locate and select
the folder.

DC selection algorithm that is used to select a DC for unpacking

1. Only one DC backup per domain is chosen for unpacking for each backup session.
2. Not Read-Only DCs are selected first.
-OR-

If there are no Not Read-Only DCs in the domain, all the DCs are supposed to be selected.



3. If several DCs are selected on the Step 2, DC with the Global Catalog role will be selected
among them. If there are several DCs with the GC role, it is unpredictable which backup will be
selected then.

4. The chosen backup (one per domain) is unpacked.

If there is limit for unpacked backups and it is exceeded, the specified number of the oldest backups are deleted.
If individual settings are specified for a collection, backups for that particular collection are taken into account,
otherwise backups of all collections that use the global settings are taken into account when comparing against
the specified limit.

For more information on managing unpacked backups, see Unpacking backups.

Logging tab
On this tab, you can configure diagnostic logging to write detailed information about the activity of Recovery

Manager for Active Directory to log files.

This tab provides the following options:

9 Use diagnostic logging. Select this check box to enable diagnostic logging in Recovery
Manager for Active Directory. Diagnostic logging produces a set of log files detailing the activity
of Recovery Manager for Active Directory.

Diagnostic logging can be resource intensive, affecting overall server performance and consuming disk space.
Therefore, it should only be used temporarily when more detailed information is needed to isolate and resolve
possible problems or to monitor the activity of Recovery Manager for Active Directory on your server.
1 Log files location. Specifies the location where to create the log files. The default location is
%AllUsersProfile%\Application Data\Quest\Recovery Manager for Active Directory\Logs.

9 Create a new set of log files. Use this list to define how often to create a new set of log files.
Each new set of log files is placed in a separate subfolder in the log files location.

Ports tab

On this tab, you can specify TCP ports that will be used by Recovery Manager Console to communicate with
Backup Agent, Restore Agents and Management Agent.

This tab provides the following options:

9 Connect to Backup Agent using a specific TCP port. Allows you to specify the TCP port
number that will be used to connect to Backup Agent installed on a target domain controller. If
the option is not selected, the default port 3843 is used.

 Connect to Online Restore Agent using a specific TCP port. Allows you to specify the TCP
port number that will be used to connect to Online Restore Agent installed on a target domain
controller. If the option is not selected, RPC dynamic port range is used by default.

9 Connect to Offline Restore Agent using a specific TCP port. Allows you to specify the TCP
port number that will be used to connect to Offline Restore Agent installed on a target domain
controller. If the option is not selected, RPC dynamic port range is used by default.

1 Automatically configure Windows Firewall If this option is selected, Windows Firewall settings
will be configured automatically for Offline Restore Agent.

9 Connect to Management Agent using a specific TCP port. Allows you to specify the TCP port
number that will be used to connect to Management Agent installed on a target domain
controller. If the option is not selected, RPC dynamic port range is used by default..



T Automatically configure Windows Firewall If this option is selected, Windows Firewall settings
will be configured automatically for the operations performed by Management Agent.
Management Agent is used to deploy Backup Agent, Offline Restore Agent and Forest Recovery
Agent.

Default properties for Computer Collections

The default properties for Computer Collections are applied to newly created Computer Collections. Default
properties are overridden by Computer Collection properties when Recovery Manager for Active Directory
performs backup operations on a Computer Collection.

The default properties are used to specify where to store backups, what to back up, and how many backups to
keep for each computer that belongs to a Computer Collection. The default properties include options used for
performance tuning, such as bandwidth throttling, CPU usage throttling, parallel backup tuning, and data
compression. The default properties also include advanced backup options, such as accessing target computers
with a special account, autocorrecting registry quota, and storing a copy of each backup in an alternate location.
In addition, the default properties include the logging settings that are used by default.

To view and modify the default properties for Computer Collections

9 Inthe Recovery Manager Console tree, click the Computer Collections node, and then click
Collection Defaults on the Action menu.

The elements you can use in the dialog box that opens are similar to those in the properties dialog box for an
existing Computer Collection. For more information, see Properties for an existing Computer Collection.

Properties for an existing Computer Collection

The Computer Collection properties are used to specify what data to back up, where to store backups, and how
many backups to keep for each computer that belongs to the Computer Collection.

The Computer Collection properties include options used for performance tuning, such as bandwidth throttling,
CPU usage throttling, parallel backup tuning, and data compression.

The Computer Collection properties also include advanced backup options, such as accessing target computers
with a special account and storing additional backup copies in an alternate location.

To view and modify properties for an existing Computer Collection

9 Inthe Recovery Manager Console tree, under Computer Collections, select the Computer
Collection, and then click Properties on the Action menu.

The properties of a newly created Computer Collection are the same as the current default properties. After a
Computer Collection is created, its properties can be modified using the Properties dialog box. All settings in the
Properties dialog box are related to the given Computer Collection. Different Computer Collections may have
differing settings.

The Properties dialog box for a Computer Collection includes the following tabs:

1 Backup tab
Schedule tab

Alerts tab

=A =

Logging tab

==

Performance tab



Advanced tab
Agent Settings tab
Console Storage tab

DC Storage tab

=A =_ =4 =4 =N

Unpacked Backups tab

Backup tab

On this tab, you can use the following elements:

9 Backup type. There are two backup types available:
1. Standard (Active Directory). Select this option to create a standard Active Directory backup.

2. Full (Bare Metal Recovery). Select this option to create Bare Metal Recovery Backup. The
storage for BMR backups is specified on the DC Storage tab. Bare Metal backups require
Recovery Manager for Active Directory Disaster Recovery Edition license.

1  Encrypt and protect backups with password. Select this option to encrypt backups and
protect them with a password. You will be prompted to specify a password for backup protection
immediately after you select this check box.

When restoring data from a password-protected backup, Recovery Manager for Active Directory
prompts you to type the corresponding password. The password you specify using this option is
case-sensitive and can contain any combination of letters, numerals, spaces, and symbols. If

you forget or lose the password, you cannot use the corresponding password-protected backup.

9 Set Password. Click this button to modify the password for backup protection.

9 Backup description. Provides a space for you to enter an optional description of the backup.
The description may include expressions such as %COMPUTERNAME% or %DATETIME%.

Schedule tab

The Schedule tab is used to specify the backup creation scheduling.
On this tab, you can use the following elements:

9 Backup creation schedule. Displays a list of backup creation schedules for the currently
selected Computer Collection.

9 Schedule enabled. Enables the backup creation schedules listed in the Backup creation
schedule box. To disable the schedules, clear this check box. All the task schedules are
retained, and you can enable them when needed by selecting this check box.

1 Modify. Modifies the Backup creation schedule list. In the dialog box that appears on the screen,
specify new triggers or delete existing triggers.

9 User account the product will run under when creating backups. Identifies the user account
under which Task Scheduler performs the backup creation task for the currently selected
Computer Collection. To change the user account, click Select Account.



9  Select Account. Click this button to change the user account under which Task Scheduler
performs the backup creation task for the currently selected Computer Collection.
Alerts tab

The Alerts tab is used to specify the logging settings to be applied when creating backups for the given
Computer Collection.

NOTE | SSL data encryption is not supported for email notifications.

On this tab, you can use the following elements:

il

E-mail notification. Specifies whether to send information about backup creation sessions by e-
mail.

To. Provides a space for you to type a recipient's e-mail address

Send notification upon errors or warnings only. Select this check box to not receive
notification unless an error and/or warning is written to the log.

Text file. Specifies whether to log information about backup creation sessions to an additional
text file.

File name. Provides a space for you to enter the path and name of a text file to be used as an
additional log file.

View. Click this button to view the additional log (text file) using Notepad.
Browse. Click this button to locate a text file to be used as the additional log file.

Append to file if it already exists. Select this check box if you never want to overwrite the log
records, and always want to append entries.

Write to file upon errors or warnings only. Select this check box if you want a record to be
added to the text file upon errors and/or warnings only.

What to record. Use this list to select what sort of information you want to be included in the
notification e-mail message or written to the text file.

Logging tab

The Logging tab is used to enable the extended logging during backup.

The following options are available:

1

|l

Global settings - Use the default logging settings from the Recovery Manager Console root
node: Recovery Manager for Active Directory->Set ti ngsé>Logging

Enable - If you select this option, extended logging will be enabled for all domain controllers
within the collection during the backup operation.

Disable - If you select this option, the log will contain only Warnings and Error messages.

The log files will be created in the %ProgramData%\Quest\Recovery Manager for Active Directory\Logs

folder:

f
f

Agent side (domain controller): ErdAgent.log

Recovery Console: ErdServer.log



Performance tab

NOTE | The options on this tab are not supported for BMR backups.
The Performance tab is used to configure the throttling and performance tuning settings to be applied when
creating backups for the given Computer Collection.
On this tab, you can use the following elements:
1 Enable bandwidth throttling. Limits the total bandwidth used by Backup Agent when

transferring data over network links. Use bandwidth throttling to prevent excessive network traffic
Backup Agent may cause.

1 Maximum network use. Provides a space for you to specify the maximum total bandwidth
Backup Agent can use when transferring data over network links.

I Enable backup agent CPU throttling. Limits the percentage of CPU processing time Backup
Agent can use on each computer.

Maximum CPU use. Provides a space for you to specify the maximum percentage of CPU
processing time Backup Agent can use on each computer.

9 Create backups on at most <Number> computers in parallel. Specifies the maximum
number of computers serviced in parallel when creating backups. Increasing this number can
speed backup creation. However, network saturation problems may occur. Symptoms of network
saturation include slow network response when transferring data by Backup Agent, and possibly
ARPC server unavailabledo error messages when connec

9 Data compression. Specifies the compression method Backup Agent uses when processing
the data before sending it over network links. Using higher compression reduces network traffic,
but increases CPU load on the computers being backed up. If you are planning that backups
created with Recovery Manager for Active Directory be used by other MTF-compliant backup
tools, set data compression to None.

Advanced tab

NOTE | The options (except Run Scripts settings) on this tab are not supported for BMR backups.

The Advanced tab is used to configure a number of advanced backup settings.
On this tab, you can use the following elements:
T Limit maximum backup time This option limits the maximum backup session time.

T Limit maximum DC backup time This option limits the maximum backup session time for a
single DC.

9 Run Scripts This option allows you to customize your environment by running PowerShell
scripts before and/or after creating a backup. Custom scripts can be launched either on the
Recovery Manager for Active Directory Console machine or on the domain controller side.

In the Run PowerShell Scripts dialog, the following options can be specified:

A Runthe script before starting the backup - Launches specified PowerShell
scripts before the backup creation process is started.

A Stop the backup if the script fails - Stops the backup process if the script cannot
be run without errors.



Run the script after backup creation is complete - Launches specified
PowerShell scripts after backup is created.

Mark the backup as unsuccessful if the script fails - If the script fails, the
backup process will be shown as failed with error in the RMAD console.

Upload Script - Using this option you can upload an existing PowerShell script file
(.psl). After the script is uploaded, the contents of the script will be displayed in the
dialog and you can edit it if necessary.

Select Account - Here you can select an account under which the scripts will be
running. For the "Console scripts”, by default, the account under which the console
is launched will be used. For the "DC scripts", there is no default value, and the
user has to select an account. Otherwise, the settings will not be saved.

NOTE | If the script is run on a domain controller, we strongly recommend using an account with the
minimum rights required only to perform the actions specified in the script.

Run PowerShell Scripts

Conzole Side  DC Side

I¥* Fun the script before starting the badkup

et

<%

Copyright 2020 Quest Software Inc.

ALL RIGHTS RESERVED.
E=

function Configure-VpnConnection{[String] $Mame) {
Sconnections = Get-VpnConnection W

[ Stop the badkup if the script fails Upload Script...

[ Run the script after backup creation is complete

# This script is run on the DC after the backup is complete s
# The following parameters can be used:

# gparams.BackupCompletionStatus - Badkup creation status (Strue or $false)

# gparams.BackupOnConsolePath - Spedfies the backup path on the RMAD Console

machine

# gparams.BackupOnDCPath - Specifies the badkup path on the domain contraoller
# gparams.BackupOnDCAlternativePath - Spedfies the alternative backup path aon W

-

[+ Use the following account to run scripts

| RMAD\Administrator

Select Account... |

QK | Cancel |

NOTE | The "Console scripts" are launched only once for each run of backup creation on the console
machine. The "DC scripts" are run on each DC for which the backup is created. If the "script for DC"
fails, the corresponding DC will have an error or warning. If the "console script” fails, then all DCs for
which the backup process was started will have an error or warning.

Recovery Manager for Active Directory provides an option to set the maximum timeout during which a script can
run (the default value is 60 seconds). To change this value, set the



HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Quest\Recovery Manager for Active
Directory\Options\ScriptExecTimeoutinSeconds (DWORD) registry key to <required value>.

Failed script can lead to both Warning and Error results. It depends on the specified settings:

Option Name Scenariol Scenario 2 Scenario 3  Scenario 4

Run the script before starting the backup

Stop the backup if the script fails

Run the script after backup creation is complete
Mark the backup as unsuccessful if the script fails

Result Warning Error Warning Error

Script security

Running scripts can be dangerous - especially on a domain controller. Recovery Manager includes the following
security measures for scripts:

9 Scripts are stored in the Recovery Manager database in an encrypted form.

9 Scripts are sent from the Recovery Manager console to the Backup Agent using a secure RPC
channel.

9 Scripts are run in memory and no temporary files are created on the disk. When running scripts,
the -EncodedCommand parameter of powershell.exe is used.

9 For scripts run on the domain controller, specifying a custom account under which the script will
run is required. Using an account with minimum rights is recommended.

9 All scripts have a timeout when running. If the timeout is exceeded, the script will be forcibly
stopped.

9 The result of the script running is recorded in the Windows Event Log.

Agent Settings tab

NOTE | For Recovery Manager for Active Directory 10.1 or higher: Make sure that you use the Backup
Agent version supplied with this release of Recovery Manager for Active Directory.

The Agent Settings tab is used to specify settings for Backup Agent and Forest Recovery Agent.
NOTE | To install Forest Recovery Agent, the account under which Recovery Manager Console is running

must be added to the Builtin\Administrators domain local group.
The elements of the Agent Settings tab are defined as follows:

9 Use the following account to access Backup Agent. Allows you to explicitly specify a user
account under which you want the Recovery Manager Console to access Backup Agent. When
this check box is cleared, the Recovery Manager Console uses the account under which it is



running to access Backup Agent. To explicitly specify a user account, select this check box, and
then click Select Account to specify the account credentials.

Use preinstalled Backup Agent. Allows you to enable or disable the automatic installation of
the Backup Agent. The next table explains how Recovery Manager for Active Directory behaves
when this check box is selected or cleared.

Product behavior

When this check box is selected

il

il

Recovery Manager for Active Directory backs up only those computers where the Backup Agent
is preinstalled manually.

Recovery Manager for Active Directory does not automatically install the Backup Agent on the
computers in the Computer Collection.

When this check box is cleared

il

Recovery Manager for Active Directory automatically installs the Backup Agent before backing
up a computer where the agent is not preinstalled manually.

When the backup operation completes, Recovery Manager for Active Directory removes the
automatically installed Backup Agent.

If the Backup Agent was manually preinstalled on the computer to be backed up, Recovery
Manager for Active Directory will use that agent to back up data on the computer. Recovery
Manager for Active Directory does not remove preinstalled Backup Agent after the backup
operation completes

For more information on how to install, update, and uninstall the Backup Agent or discover the Backup Agent
instances that were manually preinstalled in your environment, see Managing Backup Agent.

il

Automatically configure Windows Firewall. Select this check box to have Recovery Manager
for Active Directory automatically configure Windows Firewall on target Windows Server 2008-
based or Windows Server 2012-based DCs, so that Recovery Manager for Active Directory can
back up these DCs.

Ensure Forest Recovery Agent is deployed. Select this check box if you want the application
to verify whether Forest Recovery Agent is installed on each domain controller the Collection
includes. The application reinstalls Forest Recovery Agent, if necessary. For more information,
see Using Forest Recovery Agent.

Local Storage tab

When the backup is triggered and any specified backup path is not available, no backup is created, neither in the
remote storage nor in the local storage. The backup creation session will fail.

NOTE | Options on this tab are not supported for BMR backups. The BMR backups location is configured on
the Remote Storage tab.

This tab includes the following elements:

il

Save Backups on the Recovery Manager Computer. Select this check box to save backup
files either on the Recovery Manager for Active Directory computer. Enter the location for backup



files in the Backup file name format box. If you specify a UNC share, backup files will be
streamed to that share via the Recovery Manager for Active Directory computer.

Backup file name format. Use the provided space to specify format for paths and names of .bkf
files where to store backups. The path format may include optional expressions that enable the
automatic creation of subfolders. The file name format may also include expressions. For
example, you might specify C:\DIRNAME\%COMPUTERNAME%\%DATETIME%. As a result,
backups for different computers will be saved in separate subfolders. In addition, the file name of
each backup will be composed of the date and time of the backup creation.

Expression. Click this button to specify optional path and file name notations in Backup file
name format. You can choose the following expressions:

A Default backup storage (%BACKUPS%). Path to the default backup storage
folder. The default path is as follows: %AllUsersProfile%\Application
Data\Quest\Recovery Manager for Active Directory\Backups.

A Domain (%DOMAIN%). Name of the home domain of the computer being backed
up.

A Computer name (%COMPUTERNAME%). Name of the computer being backed
up.

A Date and Time (%DATETIME%). Date and time of the backup creation.
Browse. Click this button to locate the folder where backups are to be stored.

Sample path and file name matching the specified format. View an example of the path and
file name that matches the format string supplied in Specify format for backup file name.

For each computer, delete all backups except the last <Number>. Select this check box to
retain only a limited number of backups for each computer, and then specify the number in
question. This check box can be selected only when Recovery Manager for Active Directory
stores backups separately. To ensure that Recovery Manager for Active Directory does so, add
the %DATETIME% expression to the path or file name in the Backup file name format box.

Store a copy of each backup. Stores a copy of each backup in an alternate location.

Specify format for backup file name. Provides a space for you to specify format for paths and
names of .bkf files where to store copies of backups. You can use UNC names to store backups
in a shared network folder. The path format may include optional expressions that enable the
automatic creation of subfolders. The file name format may also include expressions. For
example, you might specify C:\DIRNAME\%COMPUTERNAME%\%DATETIME%.

As a result, copies of backups for different computers will be saved in separate subfolders. In addition, the file
name of each backup will be composed of the date and time of the backup creation.

DC Storage tab

When the backup is triggered and any specified backup path is not available, no backup is created,
neither in the DC storage nor in the Console storage. The backup creation session will fail.

This tab includes the following elements:

1 Save backups on the backed up DC or a UNC share. Select this check box to save backup

files either on the domain controller being backed up or on the Universal Naming Convention



(UNC) share you specify. Enter the location for backup files. If you specify a UNC share, backup
files will be directly streamed to that share from Backup Agent installed on the DC being backed
up. Backup Agent accesses the DC being backed up and/or the specified UNC share under the
account specified on the Agent Settings tab.

NOTE | The remote SMB share must be configured for BMR backups. You need to specify path to the SMB
share in the following format (%oDATETIME®ariable is required ):
\' \ RemoteHost \ ShareName\ %COMPUTERNAMESDATETIMEY%

il

IMPORTANT

Backup path. Use the provided space to specify format for paths and names of files where to
store backups. If you want to store backups on remote computers, the path must include UNC
names. The path format may include optional expressions that enable the automatic creation of
subfolders. The file name format may also include expressions. For example, you might specify
\ \ RemoteHost \ ShareName\ %COMPUTERNAMESDATETIMEY%

Expression. Click this button to specify path and file name notations in Backup path or
Alternative backup path (optional). You can choose the following expressions:

A Domain (%DOMAINName of the home domain of the computer being backed
up.
A Computer name (%COMPUTERNAMHB®me of the computer being backed up.

A Date and Time (%DATETIME%Date and time of the backup creation.

Sample path. View an example of the path and file name that matches the format string
supplied in Backup path or Alternative backup path (optional).

Alternative backup path (optional). This option is not supported for BMR backups.

According to the Forest Recovery best practices, the RMAD Active Directory backup should
be stored on a domain controller. At the same time, the Alternative backup path option
allows you to store the same Active Directory backup on remote backup storage. This can be
useful if the DC is destroyed and you want to restore it from a BMR backup and the latest
Active Directory backup. The retention policy is applied to both backup paths. So, if you set it
to 10, and you have both paths configured - it means that there will be 5 backups on DC and
5 backups on the remote storage.

Use the following account to access the backup storage. Allows you to explicitly specify a
user account that will be used to access the backup storage. This option lets you work with
network shares from the different security realm such as Linux shares or Azure Files.

NOTE | This account is used to access both backup locations. Currently, separate access accounts are not
supported.

For each computer, delete all backups except the last (Number). Select this check box to
retain only a limited number of backups for each computer, and then specify the number in
guestion. To ensure that Recovery Manager for Active Directory does so, add the
%DATETIME%xpression to the path or file name in the Backup path box.

Unpacked Backups tab

NOTE | The options on this tab are not supported for BMR backups.



This tab allows you to override the global (or default) settings used to automatically unpack backups for all
Computer Collections.

On this tab, you can use the following elements:
1 Use global settings. Specifies to use the global settings to automatically unpack each backup

upon its creation.

9 Unpack each backup upon its creation. Allows you to configure settings specific to the
Computer Collection to automatically unpack each backup upon its creation. In this option, you
can specify the number of recent backup creation sessions from which you want to keep
unpacked backups for each domain in the Computer Collection or select the domain controllers
you need. Other backups created for the Computer Collection will be automatically deleted.

1 Do not unpack backups. Specifies not to unpack backups created for the Computer Collection.

For more information on managing unpacked backups, see Unpacking backups.

Container and site properties

For a container such as an Active Directory domain, organizational unit, or site added to a Computer Collection,
the properties are used to specify an explicit list of the domain controllers or AD LDS (ADAM) instances for which
backups are not to be created.

To view and modify properties for a container or site

1. Inthe Recovery Manager Console tree, select the Computer Collection that holds the container
or site.

2. Inthe details pane, click the container or site, and then click Properties on the Action menu.
The next subsections provide descriptions for the following:
9 Properties for a domain or organizational unit

9 Properties for an Active Directory site

9 Properties for an AD LDS (ADAM) site

Properties for a domain or organizational unit

The Properties dialog box for a domain or organizational unit added to a Computer Collection includes the
following elements:

9 Exclusion list. Lists domain controllers that reside in the selected container for which backups
are not to be created when backing up the Computer Collection. In the list, each entry includes
the following fields:

A Name. Displays the name of domain controller.
A Site. Displays the name of the site in which domain controller is located.

T Modify. Opens a dialog box that allows you to modify the Exclusion list. The dialog box
includes the following elements:

A Available domain controllers. Lists domain controllers to be backed up when
backing up Computer Collection. To exclude domain controllers from backup,
select them in the list, and then click Add.



A Domain controllers excluded from backup. Lists domain controllers excluded
from backup when backing up Computer Collection. To have Recovery Manager
for Active Directory back up domain controllers, select them in the list, and then
click Remove.

A Add. Adds domain controllers selected in Available domain controllers to the
Domain controllers excluded from backup list.

A Add All. Adds all domain controllers from Available domain controllers to the
Domain controllers excluded from backup list.

A Remove. Moves the domain controllers selected in Domain controllers excluded
from backup to the Available domain controllers list.

A Remove All. Clears the Domain controllers excluded from backup list. After
you click this button, the list Available domain controllers will include all domain
controllers that are located in the selected OU or domain.

Properties for an Active Directory site

You can view properties for an Active Directory site added to a Computer Collection or located in the Active
Directory node in the console tree.

The Properties dialog box for an Active Directory site located in the Active Directory node in the console tree
provide general information about the selected site, such as its location and description.

The Properties dialog box for an Active Directory site added to a Computer Collection includes the following
elements:
9 Exclusion list. Lists domain controllers that reside in the selected site for which backups are not
to be created when backing up the Computer Collection. In the list, each entry includes the
following fields:

A Name. Displays the name of domain controller
A Site. Displays the name of the site in which domain controller is located.

1 Modify. Opens a dialog box that allows you to modify the Exclusion list. The dialog box includes
the following elements:

A Available domain controllers. Lists domain controllers to be backed up when
backing up Computer Collection. To exclude domain controllers from backup,
select them in the list, and then click Add.

A Domain controllers excluded from backup. Lists domain controllers excluded
from backup when backing up Computer Collection. To back up domain
controllers, select them in the list, and then click Remove.

A Add. Adds domain controllers selected in Available domain controllers to the
Domain controllers excluded from backup list.

A Add All. Adds all domain controllers from Available domain controllers to the
Domain controllers excluded from backup list.

A Remove. Moves the domain controllers selected in Domain controllers excluded
from backup to the Available domain controllers list.



A Remove All. Clears the Domain controllers excluded from backup list. After you
click this button, the list Available domain controllers will include all domain
controllers that are located in the selected site.

Properties for an AD LDS (ADAM) site

The Properties dialog box for an AD LDS (ADAM) site added to a Computer Collection includes the following
elements:

9 Exclusion list. Lists AD LDS (ADAM) instances located in the selected site for which backups
are not to be created. In the list, each entry includes the following fields:

A Name. Displays the name of an AD LDS (ADAM) instance.
A Host. Displays the name of the computer that hosts the AD LDS (ADAM) instance.

A Port. Displays the port number the AD LDS (ADAM) instance uses.

1 Modify. Opens a dialog box that allows you to modify the Exclusion list. The dialog box includes
the following elements:

A ADLDS (ADAM) instances to back up. Lists the AD LDS (ADAM) instances to
be backed up when backing up Computer Collection. To exclude an AD LDS
(ADAM) instance, select the instance in the list, and click Add.

A Excluded AD LDS (ADAM) instances. Lists the AD LDS (ADAM) instances not to
be backed up when backing up Computer Collection. To back up an excluded AD
LDS (ADAM) instance, select the instance in the list, and click Remove.

A Add. Adds the AD LDS (ADAM) instances selected in AD LDS (ADAM) instances
to back up to the Excluded AD LDS (ADAM) instances list.

A Add All. Adds all AD LDS (ADAM) instances from AD LDS (ADAM) instances to
back up to the Excluded AD LDS (ADAM) instances list.

A Remove. Moves the AD LDS (ADAM) instances selected in Excluded AD LDS
(ADAM) instances to the AD LDS (ADAM) instances to back up list.

A Remove All. Clears the Excluded AD LDS (ADAM) instances list. After you click
this button, the AD LDS (ADAM) instances to back up will include all ADAM
instances located in the selected AD LDS (ADAM) site.

Sessions node properties

The properties of the Sessions node are used to specify the way backup creation sessions are to be displayed in
the details pane.

To view and modify properties for sessions

In the Recovery Manager Console tree, click Sessions, and then click Properties on the Action menu.

The dialog box that opens includes the following elements:
9 Show all sessions. Select this option to see all backup creation sessions in the details pane.
Show last <Number> sessions. Select this option to see a number of the most recent sessions

in the details pane. The box next to this option allows you to specify the number of sessions to
be shown.



Show sessions in range. Select this option to see the sessions that occurred within a certain
time interval. The boxes below this label allow you to specify the beginning and the end of the
time interval.

From. Select this check box to specify the initial date from which to view sessions. The box next
to From provides a space for you to enter a date. Click the arrow to display a calendar.

To. Select this check box to specify the final date to view sessions. The text box next to this
check box provides a space for you to enter a date. Click the arrow to display a calendar.

Show sessions for specified collection. Select this option to see the sessions that occurred
for a specific Computer Collection. The box under this label provides a space for you to select or
type the name of the Computer Collection whose backup creation sessions you want to see.

Specify format for session names in the Sessions list. This box allows you to specify how
sessions are indicated by the Session column in the details pane. For example, if you enter
%DATETIME% and %COLLECTION% in this box, the Session column indicates the date and
time when the session occurred and the Computer Collection for which backups were created
during the session. To enter expressions in this box, click the Expression button.

Expression. Click this button to choose the following expressions:

A Collection Name (%COLLECTION%). Name of the Computer Collection used
during the session

A Date and Time (%DATETIME%). Date and time when the session was started

A Date (%DATE%). Date when the session was started

A Time (%TIME%). Time when the session was started

A Result (%RESULT%). Session result, such as success or error

A Type (%TYPE%). How the session was started: manually by user or automatically

by Task Scheduler

Forest properties

The Properties dialog box for a forest is used to view some of properties of the forest added to the Recovery
Manager Console.

To add a forest to the console

1.

In the Recovery Manager Console tree, click the Active Directory node, and then click Connect
to Forest on the Action menu.

In the Connect to Forest dialog box, complete the following steps:

a. Enter the full DNS name or IP address of any domain or domain controller from the
forest.

b. Specify the user logon name and password you want to use to access the forest.

c. Selectthe Use Secure Socket Layer (SSL) to encrypt the connnection check
box to use LDAP over SSL when connecting to the forest. The default value for this
option is determined by the same setting in the Recovery Manager for Active
Directory Settings dialog; however, you can change the setting here for this
particular connection.



d. Click OK.

To view properties for a forest

T Inthe Recovery Manager Console tree, under Active Directory, select the forest and then click
Properties on the Action menu.
The dialog box that opens includes the following elements:
9 Forest functional level. Displays the functional level of the forest.

9 Forest-wide FSMO roles. Displays the DNS names of domain controllers that hold the Schema

Master and Domain Naming Master roles.

Domain properties

The Properties dialog box for a domain is used to view some of properties of the domain added to the Recovery
Manager Console.

To view properties for a domain

1 Inthe Recovery Manager Console tree, under Active Directory/Forest/Domains, select the
domain, and then click Properties on the Action menu.

In the dialog box that opens you can use the following elements:

9 Forest functional level. Displays the functional level of the forest to which the domain belongs.

9 Domain functional level. Displays the functional level of the domain.

9 Domain-wide FSMO roles. Displays the DNS names of the domain controllers that hold the RID
Master, Infrastructure Master, and PDC Emulator domain-wide FSMO roles.

Domain controller properties

The Properties dialog box for a domain controller is used to view some of properties of the selected domain
controller available for the forest added to the Recovery Manager Console.

To view properties for a domain controller

1. Inthe console tree, expand the Active Directory node, and then expand the Forest node for the
forest where the domain controller is located. If you don't see any Forest node, add the forest to
the console using the appropriate procedure from Forest properties.

2. Inthe console tree, click All Domain Controllers. This causes the detail pane to display all
domain controllers available for the selected forest.

3. Inthe details pane, select the desired domain controller, and then click Properties on the
Action menu.
The dialog box that opens includes the following elements:
9 Operating system. Displays the name of the current operating system installed on the domain

controller.

9 Site. Displays the name of the site in which the domain controller is located.



9 Global Catalog. If this check box selected, the domain controller is enabled as global catalog. A
global catalog stores a full replica of the directory data for its own domain and a partial replica of
the directory data for every other domain in the forest.

9  FSMO roles. Lists the forest-wide and domain-wide FSMO roles owned by the domain
controller.

9 This DC hosts the following application directory partitions. Lists the application directory
partitions hosted by the selected domain controller.

AD LDS (ADAM) partition properties

You can view the properties of an AD LDS (ADAM) partition located in an AD LDS (ADAM) configuration set to
which the Recovery Manager Console is connected.

To view the properties of an AD LDS (ADAM) partition

1. Inthe console tree, expand the Active Directory node, then expand the node representing the
AD LDS (ADAM) configuration set that includes the AD LDS (ADAM) partition whose properties
you want to view.

2. Expand the Partitions node, and then select the partition.
3. From the main menu, select Action | Properties.

The Properties dialog box for an AD LDS (ADAM) partition provides a list of the AD LDS (ADAM) instances that
host that partition. The list includes the following elements:

9 Name. Displays the AD LDS (ADAM) instance name.

Host. Displays the full DNS name of the computer with the AD LDS (ADAM) installation.

=

Port. Displays the port number used by AD LDS (ADAM).

==

Site. Displays the name of the site to which the AD LDS (ADAM) instance belongs.

AD LDS (ADAM) instance properties

You can view the properties of an AD LDS (ADAM) instance located in an AD LDS (ADAM) configuration set to
which the Recovery Manager Console is connected.

To view the properties of an AD LDS (ADAM) instance

1. Inthe Recovery Manager Console tree, expand the Active Directory node, then expand the
node representing the AD LDS (ADAM) configuration set that includes the AD LDS (ADAM)
instance whose properties you want to view.

2. Select the All Instances node, and then in the right pane select the instance whose properties
you want to view.

3. From the main menu, select Action | Properties.

The Properties dialog box for an AD LDS (ADAM) instance provides basic information about the instance,
including a list of the application directory partitions the instance hosts.



Showing or hiding AD LDS (ADAM) partitions

You can configure the Recovery Manager Console to show or hide specific AD LDS (ADAM) partitions located in
an AD LDS (ADAM) configuration set to which the Recovery Manager Console is connected.

To show or hide AD LDS (ADAM) partitions

1. Inthe Recovery Manager Console tree, expand the Active Directory node, then expand the
node representing the AD LDS (ADAM) configuration set that includes the AD LDS (ADAM)
partitions you want to show or hide.

2. Select the Partitions node.
3. From the main menu, select Action | Show Partitions.

4. Inthe Available AD LDS (ADAM) partitions list, select the check boxes next to the partitions
you want to show or clear the check boxes next to the ones you want to hide.

5.  When finished, click OK.

Showing or hiding domains

You can configure the Recovery Manager Console to show or hide specific domains located in the Active
Directory forest to which the Recovery Manager Console is connected.

To show or hide domains

1. Inthe Recovery Manager Console tree, expand the Active Directory node, then expand the
node representing the forest that includes the domains you want to show or hide.

2. Select the Domains node.
3. From the main menu, select Action | Show Domains.

4. Inthe Available domains list, select the check boxes next to the domains you want to show or
clear the check boxes next to the ones you want to hide.

5.  When finished, click OK.

Showing or hiding sites
You can configure the Recovery Manager Console to show or hide specific sites located in the Active Directory

forest to which the Recovery Manager Console is connected.

To show or hide sites

1. Inthe console tree, expand the Active Directory node, then expand the node representing the
forest that includes the sites you want to show or hide.

2. Select the Sites node.
3. From the main menu, select Action | Show Sites.

4. Inthe Available sites list, select the check boxes next to the domains you want to show or clear
the check boxes next to the ones you want to hide.

5. When finished, click OK.



Licensing

The Recovery Manager for Active Directory license key file specifies the licensed number of user accounts in the
Active Directory domains protected with the product. If the actual number of user accounts exceeds the licensed
number, Recovery Manager for Active Directory does not stop functioning but displays a warning message each
time you back up data. In this case, you need to purchase and install a new license key file allowing you to back
up a greater number of user accounts or revoke licenses from the domains whose backups you no longer need.

To view information about and manage the installed license key file, you can use the License tab in the About
dialog box: in the Recovery Manager Console, right-click the Recovery Manager for Active Directory console
tree root, and then click About.

The License tab has the following elements:

9 Licenses purchased. Displays the maximum allowed number of user accounts you can back up
using the installed license file.

9 Licenses allocated. Displays the number of user accounts backed up with the installed license
file. If this number exceeds the number of purchased licenses, Recovery Manager for Active
Directory returns a warning message each time you back up data.

9 License usage. Displays the number of user accounts backed up in each domain.

T Revoke. Revokes licenses from the domain selected in the License usage list. Be careful, as
revoking licenses from a domain deletes all backups Recovery Manager for Active Directory
created for that domain.

T Install License File. Allows you to install a new license key file purchased from Quest.

In this section:

9 Installing license key file
9 Updating license key file

1 Revoking licenses

Installing license key file

You need to supply a valid license key file when installing Recovery Manager for Active Directory.

To install a license key file

1. Inthe Setup Wizard, on the User Information page, click Browse license to display the Select
License File dialog box.

2. Locate the Quest license file (*.dlv) and click Open.

Updating license key file
If you have purchased a new license, use the Recovery Manager Console to update the license key file.

To update the license key file

1. Inthe Recovery Manager Console, right-click the Recovery Manager for Active Directory
console tree root, and then click About.



2.
3.

In the About dialog box, click the License tab, and then click Install License File.

In the Update License dialog box, enter the path and name of the license key file, and then click

OK.

Revoking licenses

When the actual number of user accounts exceeds the licensed number, Recovery Manager for Active Directory
returns a warning message each time you back up data. In this case, you can revoke licenses from the domains
whose backups you no longer need. The revoked licenses are returned to the pool of available licenses and you

can allocate them to a different domain.

When you revoke licenses from a domain, all backups created by Recovery Manager for
Active Directory for that domain get deleted. You should only revoke licenses from a
domain if you no longer need backups created for that domain.

To revoke licenses from a domain

1
2.
3.

4.

=A =/ =4 =4 =4 -4 -4 -4 -4 -4 -4 -4

In the console tree, right-click the root node, and then click About.

In the About dialog box, click the License tab.

On the License tab, select the domain from the License Usage list, and then click Revoke.

In the confirmation message box, click Yes.

Backing up data

Permissions required for the Backup operation
Managing Backup Agent

Using a least-privileged user account to back up data
Using Managed Service Accounts

Active Directory backups vs Windows System State backups
Creating BMR and Active Directory backups

Retrying backup creation

Enabling backup encryption

Backing up AD LDS (ADAM)

Backing up cross-domain group membership
Backing up distributed file system (DFS) data

Backup scheduling



Setting performance options
Setting advanced backup options
Using Forest Recovery Agent
Unpacking backups

Using e-mail notification
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Viewing backup creation results

Permissions required for the Backup
operation

The table below lists the minimum user account permissions required to perform the Backup operation

Minimum permissions required for the Backup operation

Backing up the AD data using the preinstalled Backup Agent
Membership in the RMAD Backup Operators group

-OR-

Builtin\Backup Operators domain local group

Create the RMAD Backup Operators group before the Backup Agent installation. For more details, refer Using a
least-privileged user account to back up data.

If the Ensure Forest Recovery Agent is deployed check box is selected on the Agent Settings tab of the
backup collection Properties, the account must be added to the Builtin\Administrators domain local group.

Backing up the AD data using the automatically installed Backup Agent
Membershiop in the Builtin\Administrators domain local group.

This operation is always performed under the Recovery Manager Console account.

Installing the Backup Agent
Membership in the Builtin\Administrators domain local group
-OR-

Domain Admins group

Managing Backup Agent

Recovery Manager for Active Directory employs a Backup Agent to back up data on domain controllers and AD
LDS (ADAM) hosts added to Computer Collections. For this reason, the Backup Agent must be installed on each
computer where you plan to back up data by using Recovery Manager for Active Directory.

For each Computer Collection, you can specify whether you want to use only preinstalled instances of Backup
Agent or want to automatically install Backup Agent when necessary. You can configure Recovery Manager for
Active Directory in one of the following ways:



9 Use preinstalled Backup Agent only. When configured this way, Recovery Manager for Active
Directory will only use the Backup Agent you manually preinstalled on the computers in the
Computer Collection.

I Use preinstalled Backup Agent and automatically install the agent when necessary. With
this method, Recovery Manager for Active Directory will use preinstalled Backup Agent if it is
present on the target computer. If the Backup Agent is missing, Recovery Manager for Active
Directory will automatically install it before backing up data on the target computer, and then will
automatically remove the automatically installed agent upon the backup operation completion.

You can specify one of these methods in the Computer Collection properties. For more information, see Agent
Settings tab subsection in Properties for an existing Computer Collection.

In this section:

Installing Backup Agent automatically
Preinstalling Backup Agent manually

Discovering preinstalled Backup Agent

Upgrading Backup Agent

1
l
l
Updating Backup Agent information
l
Uninstalling Backup Agent

l

Removing a Backup Agent entry from the Backup Agent Management node

Installing Backup Agent automatically

NOTE | For Recovery Manager for Active Directory 10.1 or higher: Make sure that you use the Backup
Agent version supplied with this release of Recovery Manager for Active Directory.

You can configure Recovery Manager for Active Directory to automatically install the Backup Agent on each
computer (domain controller and AD LDS (ADAM) host) added to a particular Computer Collection. After you do
so, Recovery Manager for Active Directory will automatically install the Backup Agent before backing up a
computer where the agent is not preinstalled. When the backup operation completes, Recovery Manager for
Active Directory will remove the automatically installed Backup Agent.

If the Backup Agent is already preinstalled on the target computer to be backed up, Recovery Manager for Active
Directory does not automatically deploy the agent and uses the preinstalled agent instead.

In order Recovery Manager for Active Directory could automatically install the Backup Agent, the user account
under which Recovery Manager for Active Directory accesses the target Computer Collection must have specific
permissions. For more information, see Permissions required to use Recovery Manager for Active Directory.

NOTE | Check that the Administrative Share Admin$ exists and is accessible on the target domain
controller to perform the remote agent installation.

1  Windows Server automatically creates Administrative Shares. If the automatic creation of shares
was disabled (Microsoft KB Article 954422), re-enable the automatic shares creation.

 Check that Administrative Shares are accessible. Fore details, see Shared Folders in Microsoft
documentation.

To install the Backup Agent automatically

1. Inthe Recovery Manager Console tree, expand the Computer Collections node.


https://support.microsoft.com/en-us/help/954422/how-to-remove-administrative-shares-in-windows-server-2008
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc770406%28v=ws.11%29

2. Locate the Computer Collection that holds the computers on which you want to automatically
install the Backup Agent.

3. Right-click the Computer Collection, and then click Properties.

4. Onthe Agent Settings tab, make sure that the Use preinstalled Backup Agent check box is
cleared.

For more information about this check box, see Agent Settings tab subsection in Properties for
an existing Computer Collection.

5. Click OK to close the dialog box.

Preinstalling Backup Agent manually

You can use the Recovery Manager Console to manually preinstall Backup Agent on the computers added to a
particular Computer Collection. Alternatively, you can perform a silent installation of the agent.

To preinstall Backup Agent on all computers in a Computer Collection

1. Inthe Recovery Manager Console tree, expand the Computer Collections node.

2. Right-click the Computer Collection that includes the computers on which you want to preinstall
the Backup Agent, and then select Install Backup Agent from the shortcut menu.

3. Follow the steps in the wizard to complete the Backup Agent installation.

To selectively preinstall Backup Agent on computers in a Computer Collection
1. Inthe Recovery Manager Console tree, expand the Computer Collections node.

2. Right-click the Computer Collection that includes the computers on which you want to preinstall
the Backup Agent.

3. Inthe right pane, select the items representing the computers on which you want to install the
Backup Agent.

4. Right-click the selected items, and then select Install Backup Agent from the shortcut menu.

5. Follow the steps in the wizard to complete the Backup Agent installation.

To perform a silent installation of Backup Agent
1. Copy the Backupagent.msi file supplied in the Recovery Manager for Active Directory

installation package to the target computer.

2. On the computer to which you copied the Backupagent.msi file, enter the following syntax at a
command prompt: msiexec /i " \'\ <TargetCompName>\ <Patht o the
backupagent.msi file>" ERDPORT=<PortNumber> /gn

<TargetCompName> refers to the target computer network name.

<PortNumber> refers to the TCP port number you want Recovery Manager for Active Directory to use to connect
to Backup Agent.

By default, the silent installation uses a local system account. To install Backup Agent on a remote DC, this
account must have sufficient permissions to access that DC.

Example:
msiexec /i " \'\ MyDQ temp\ backupagent.msi" ERDPORT=3355 /gn



By default, Recovery Manager for Active Directory uses the TCP port 3843 to connect to Backup Agent. If you
have specified some other port number, perform the following steps:

1. Start the Recovery Manager Console (snap-in).

2. Inthe Recovery Manager Console tree, select Recovery Manager for Active Directory, and
then click Settings on the Action menu.

3. Onthe General tab of the Properties dialog box, select the Connect to the backup agent
using specific TCP port check box, and then specify the port number in the Port box.

If you have installed Microsoft Windows Firewall, the specified TCP port must be opened. You have to specify the
same port number for all target DCs to be backed up.

Discovering preinstalled Backup Agent

You can use the Recovery Manager Console to discover all Backup Agent instances that were manually
preinstalled on computers in existing Computer Collections. After the discover operation completes, you can view
and manage the discovered Backup Agent instances by using the Backup Agent Management node in the
Recovery Manager Console.

A Backup Agent instance is automatically discovered and added to the Backup Agent Management node only
when you use that node to preinstall the agent.

When you preinstall a Backup Agent instance by using any other methods (for example, a silent installation), to
display that agent instance in the Backup Agent Management node, you have to run the discover Backup Agent
operation.

To discover all preinstalled instances of Backup Agent

1. Inthe Recovery Manager Console tree, select the Backup Agent Management node.
2. From the main menu, select Action | Discover All Backup Agent Instances.

When the agent discovery operation completes, all discovered instances of Backup Agent are displayed in the
Backup Agent Management node.

Updating Backup Agent information

You can update information displayed for a particular preinstalled Backup Agent instance in the Backup Agent
Management node. When you run the update operation, Recovery Manager for Active Directory checks the
version and status of the target Backup Agent instance, and then updates that information in the Backup Agent
Management node.

You can only update information for already discovered Backup Agent instances. For instructions on how to
discover Backup Agent, see Discovering preinstalled Backup Agent.

To update information for a particular Backup Agent instance

1. Inthe Recovery Manager Console tree, select the Backup Agent Management node.

2. Inthe right pane, right-click the entry representing the Backup Agent instance for which you want
to update information displayed in the Backup Agent Management node.

3. Select Update Backup Agent Info from the shortcut menu.

To update information for all discovered Backup Agent instances

1. Inthe Recovery Manager Console tree, right-click the Backup Agent Management node.

2. Select Update Backup Agent Info from the shortcut menu.



Upgrading Backup Agent

You can use the Recovery Manager Console to selectively upgrade Backup Agent preinstalled on the computers
added to a Computer Collection. Note that you can only upgrade Backup Agent to the version supplied with the
Recovery Manager Console you are using.

You can only perform this operation on already discovered preinstalled instances of the Backup Agent. For more
information, see Discovering preinstalled Backup Agent.

To upgrade Backup Agent

1. Inthe Recovery Manager Console tree, select the Backup Agent Management node.
2. Inthe right pane, right-click the computer on which you want to upgrade the agent.

3. From the shortcut menu, select Upgrade Backup Agent and wait for the upgrade operation to
complete.

Uninstalling Backup Agent

You can use the Recovery Manager Console to uninstall Backup Agent preinstalled on a computer added to a
Computer Collection. You can only perform this operation on discovered instances of the Backup Agent. For
more information, see Discovering preinstalled Backup Agent.

To uninstall Backup Agent

1. Inthe Recovery Manager Console tree, select the Backup Agent Management node.
2. Inthe right pane, right-click the computer from which you want to uninstall Backup Agent.

3. From the shortcut menu, select Uninstall Backup Agent and wait for the uninstall operation to
complete.

After the uninstallation operation completes, Recovery Manager for Active Directory removes the uninstalled
Backup Agent entry from the list in the Backup Agent Management node.

Removing a Backup Agent entry from the
Backup Agent Management node

You can selectively remove Backup Agent entries from the list provided in the Backup Agent Management
node. Removing a Backup Agent entry from that list does not affect the corresponding preinstalled agent instance
in any way. Rat her , it removes the agentds registration inf

You may want remove a Backup Agent entry from the list when, for example, you have uninstalled the
corresponding Backup Agent instance from the computer without using the Recovery Manager Console, and the
agent entry remained in the Backup Agent Management node.

To remove a Backup Agent entry

1. Inthe Recovery Manager Console tree, select the Backup Agent Management node.
2. In the right pane, right-click the Backup Agent entry you want to remove from the list.

3. From the shortcut menu, select Remove from List.



Using a least-privileged user account
to back up data

You can configure Recovery Manager for Active Directory to back up data in an Active Directory domain under a
least-privileged user account. A least-privileged user account is an account that has no other permissions except
for those required to back up data with Recovery Manager for Active Directory.

Using a least-privileged account to back up Active Directory offers greater protection from unwanted changes to
your Active Directory environment, security attacks, or unsolicited access to sensitive documents or settings.

To run backup operations under a least-privileged user account, in the domain you want to back up, create an
Active Directory group named RMAD Backup Operators. Add the least-privileged user account you want to that
group, and then preinstall the Backup Agent in the domain. As a result, members of the RMAD Backup
Operators group are automatically granted the necessary permissions to back up data in the domain with
Recovery Manager for Active Directory.

To use a least-privileged user account for backup operations

1. Inthe Active Directory domain you want to back up, create a new Active Directory group with the
following name: RMAD Backup Operators

2. Tothe RMAD Backup Operators group, add the least-privileged user account under which you
want to back up the domain.

3. On the domain controllers you want to back up, preinstall the Backup Agent version supplied
with this release of Recovery Manager for Active Directory.

Make sure you first create the RMAD Backup Operators group, and then install the Backup
Agent in the domain. During its installation, the agent locates that group and saves the group
SID in the registry. Then the Backup Agent uses this group SID to check that the user account is
a member of the RMAD Backup Operators group.

If the Backup Agentsupp | i ed with this release is already prein:¢
installation so that the agent could locate the RMAD Backup Operators group.

4. Add the domain controllers on which you preinstalled the Backup Agent to a new Computer
Collection.

5. In the Computer Collection properties, on the Agent Settings tab, do the following:

9 Specify to access the Backup Agent with the least-privileged account you have
added to the RMAD Backup Operators group.

9 Select the check box to use preinstalled Backup Agent. For more information, see
Agent Settings tab subsection in Properties for an existing Computer Collection.

6. Back up the Computer Collection.

Using Managed Service Accounts

Recovery Manager for Active Directory supports MSA/gMSA accounts for:

9 Scheduled backups - the account can be specified for scheduled tasks in the Computer
Collection properties on the Schedule tab or in Task Scheduler.

1 Scheduled replication tasks (Fault Tolerance)



9 Scheduled verification of a Forest Recovery project

I The Recovery Manager Portal can be run under the MSA/gMSA account. During the Recovery

Manager Portal installation, specify the MSA/gMSA on the Specify Web Site Settings step of the
wizard.

MSA/gMSA account requirements:

1 You can use Managed Service Account (in Windows Server 2008 or higher) or Group Managed
Service Account (in Windows Server 2012 or higher).

9 Addthe $ character at the end of the account name (e.g. domain\computername$) and leave
the Password field blank.

1 The MSA/gMSA account must be a member of the local Administrator group on the Recovery
Manager for Active Directory machine.

9 For more details about account requirements and limitations related to Recovery Manager
Portal, see the Install or uninstall Recovery Manager Portal section in Permissions required
to use Recovery Manager for Active Directory.

How to create a Group Managed Service Accounts (gMSA)

1. Create a gMSA account in Active Directory using the following command: New
ADServiceAccount - name @<gMSA account name> - DNSHostName @<DNS
host name>

2. Runlnstall - AdServiceAccount @<gMSA account name> on each host where
you are going to use this gMSA account.

What are the steps to configure a gMSA account for use as the backup agent account using the minimum
permissions model?
1. Create O gMSA and associate its principal with the
you want to manage the service host permission to use a gMSA account by a security group,
you can associate the account principal with a security group. And then assign the Recovery
Manager for Active Directory server(s) machine accounts as members of the linked security

group.

2. Create the Active Directory group RMAD Backup Operators and add the gMSA account to this
group directly.

3. If using pre-installed agents, uninstall and reinstall the agents. This is required to populate the
RMAD Backup Operators group SID locally on the DCs.

4. Configure the collection properties to set the backup agent access account. When entering the
gMSA credentials, input the username as "domain\gMSA$", where gMSA s the service account
login name followed by the $ sign, and leave the password fields blank.

Take consideration that some items are not possible to configure when using the minimum permissions group,
such as "Ensure Forest Recovery Agent is deployed".

This setting requires that you have DC Administrator access, and access to the admin$ share.

If you want to have this set up, the gMSA will need to be a member of Domain Admins, instead of RMAD
Backup Operators.

For more details, see https://docs.microsoft.com/en-us/windows-server/security/group-managed-service-
accounts/getting-started-with-group-managed-service-accounts.


https://docs.microsoft.com/en-us/windows-server/security/group-managed-service-accounts/getting-started-with-group-managed-service-accounts
https://docs.microsoft.com/en-us/windows-server/security/group-managed-service-accounts/getting-started-with-group-managed-service-accounts

Active Directory backups vs Windows
System State backups

The Active Directory and Windows System State backups are very similar. The key components that Recovery
Manager for Active Directory backs up as part of the AD system state are the Registry, the NTDS.dit file, and
SYSVOL.

What differences do they have?

9  Windows System State backup is a full backup of the Windows operating system; Active
Directory backup contains only pieces of Active Directory that allow you to restore the domain
controller on a clean operating system.

Windows System State backups contain more components - not all of these components are
necessary for Active Directory recovery, e.g. IIS Metabase, Cluster Services, etc.

Windows System State backup may contain viruses in the components of the operating system.
T  Windows System State backups are larger than Active Directory backups.

For the list of Windows System State backup components, see Microsoft documentation.

Recovery Manager for Active Directory enables the backup and restoration of the following Active
Directory components on domain controllers:

9 DIT Database
1 SysvoL
T Registry, including all registry hives and the file NTUSER.DAT

Recovery Manager for Active Directory Disaster Recovery Edition also supports BMR backups. With BMR
backups, you can completely rebuild the server if necessary. For more details, refer Bare metal forest recovery.

Creating BMR and Active Directory
backups

Recovery Manager for Active Directory allows you to create backups of system-specific data known as the Active
Directory and BMR backups. Note that Recovery Manager for Active Directory creates Active Directory backups
for Active Directory domain controllers only.

NOTE | If you are going to store backups on the Recovery Manager Console machine, check that the
Administrative Share "DriveLetter$" exists and is accessible on this host. Otherwise, the backup
operation will fail. For more information, see Installing Backup Agent automatically.

You can use Computer Collections to create backups for multiple computers. For more information, see Using
Computer Collections.

9 Creating Active Directory backup
9 Creating BMR backup

9 Usage of backup access credentials



Creating Active Directory backup

NOTE | When the backup is triggered and any specified backup path is not available, no backup is created,
neither in the DC storage nor in the Console storage. The backup creation session will fail.

To create backups of all computers in a Computer Collection

1. Inthe console tree, select a Computer Collection, and then click Create Backup on the Action
menu.

2. If prompted, confirm the operation.

You can also use the Backup Wizard to start a backup job:

1. Inthe console tree, click the root node, and then click Create Backup on the Action menu.
2. Follow the instructions in the Backup Wizard.
3. Onthe When to Back Up page click Now, and then click Next.

4. Click Advanced to view backup options. You can modify the options as needed. When finished,
click OK to close the Properties dialog box.

5. Click Finish to start the backup job.

NOTE | By default, the wizard uses the default settings. You can view and modify the default settings using
the Collection Defaults command that appears on the Action menu when you select the Computer
Collections node in the console tree.

With the Backup Wizard, backup jobs can be scheduled to run at a specific time. For more information, see
Scheduling backup creation subsection of Task scheduler overview.

While a backup job is running, you can examine the progress of the operation and, if needed, stop the backup
job. After a backup job is completed, you can view backup creation results:

1. Inthe console tree, click Sessions.

2. In the details pane, click the backup-creation session, and then click Properties on the Action
menu.

3. Inthe Properties dialog box, click the Progress tab, and examine the displayed information.

4. By clicking Abort on the Progress tab, you can stop the selected session.

Creating BMR backups

9 This feature is supported only for Windows Server 2008 R2 or higher domain controllers.

9 Active Directory does not allow using a backup whose age exceeds the Active Directory
tombstone lifetime (default is 180 days). But if there is a RMAD BMR backup that is older than
180 days and a more recent Active Directory backup, you can successfully perform the restore
operation.

9 If the process of creating a Windows Server 2008 R2 BMR backup completes with the error like
"The sector size of the physical disk on which the virtual disk resides is not supported.”, make
sure that the disk sector size on the target machine (NAS device or similar) is equal to 512
bytes.



For instance, NetApp ONTAP operating system uses the following command: vserver cifs options

modify - file

- system - sector - size 512

To create a BMR backup

1.

2.

Create a computer collection.

Right-click the computer collection, and then click Properties to open the Computer Collection
Properties dialog box.

On the Agent Settings tab, select the option Use the following account to access Backup
Agent and specify account credentials. In Recovery Manager for Active Directory, this account is
used both to connect to the Backup Agent and to access the backup storage if you do not
specify a separate account for the backup share on the DC Storage tab. For more details, see
Usage of backup access credentials.

Alerts Logaging Performance Advanced Unpacked Badkups
Backup Console Storage  DC Storage  AgentSettings  Schedule

[v Use the following account to access Backup Agent:
[ |
Select Account >

Supply the user logon name and password of the target computers'
administrator. These credentials will be used when initializing and
accessing backup agents on remote computers.,

User name: | newaccount1s e

Password;:

Confirm passwords: | e i

K | Cancel

B e T T R E_
DC. Installs or upgrades Forest Recovery Agent if necessary.

QK Cancel Apply Help

On the DC Storage tab, select the option Save backups on the backed up DC or a UNC
share and enter the backup path. You need to specify path to the SMB share in the following
format (Y DATETIME%ariable is required ):

\'\ RemoteHost \ ShareName\ %COMPUTERNAMESDATETIMEY%

On the Backup tab, select the Full (Bare Metal Recovery) backup type. Now only system
critical volumes are included in the BMR backup by default. For information on how to include
additional volumes into a BMR backup, see below in this article.

Select the Encrypt and protect backups with password option to encrypt BMR backups and
protect them with a password (Recommended). This password is used to generate a



passphrase with which the backup is encrypted. The password cannot be used directly to unlock
the backup container *.vhd(x) file.

IMPORTANT | If a customer restores encrypted volumes from a backup, the volumes are restored as
unencrypted.

Test Properties ? >

Alerts Logging Performance Advanced Unpacked Backups
Backup  Console Storage  DC Storage  AgentSettings  Schedule

Backup type

(" Standard (Active Directory)

{* Full (Bare Metal Recovery) [ 7]
Protection

[ Encrypt and protect backups with password

Backup description:

Backup for computer %COMPLUTERMNAME . created
YeDATETIME %,

Cancel Apply Help

6. Right-click the collection node and click Create Backup.

Including additional volumes to a BMR backup

NOTE | Now only system critical volumes are included in the BMR backup by default, e.g. Active Directory
database volume, SYSVOL volume, OS volume, etc.

To include additional volume on several domain controllers
1. Create the following registry key on the selected domain controller, or check if the key already
exists in the directory:

HKEY_LOCAL_MACHINESOFTWAREuest \ Recovery Manager for Active Directory

2. Add the following string value under this registry key:

Name: WindowsBackupCommandLine

Data: wbadmin start backup - allcritical - quiet - backuptarget:"%s" -
include:E:,G:



Where "E:,G:" - drives that will be included into the BMR backup.

To include additional volume on all domain controllers
On the Recovery Manager Console machine, add the new string value under both these registry keys:

1 HKEY_LOCAL_MACHINESOFTWARRER)uest \ Recovery Manager for Active
Directory

1 HKEY_LOCAL_MACHINESOFTWARBNow6432Nodea Quest \ Recovery Manager
for Active Directory
Name: WindowsBackupCommandLine

Data: wbadmin start backup - allcritical - quiet - backuptarget:"%s" -
include:E:,G:

Where "E:,G:" - drives that will be included into the BMR backup.

Usage of backup access credentials

Recovery Manager for Active Directory uses the same credentials to access backup files on the remote share
and to connect to Backup Agent. These credentials are specified on the Agent Settings tab of the collection
properties (option "Use the following account to access Backup Agent").

If you need to specify a separate account to access the backup storage, use the option Use the following
account to access the backup storage on the DC Storage tab.

When no credentials are specified in the collection properties, the Recovery Manager Console uses the account
under which it is running to access the backup storage and Backup Agent.

To specify separate credentials to access the remote backup location and Backup
Agent

1. Create a computer collection in Recovery Manager for Active Directory Console.

2. Right-click the computer collection, and then click Properties to open the Computer Collection
Properties dialog box.

3. Onthe Agent Settings tab, select the option Use the following account to access Backup
Agent and specify account credentials.



Alerts Logging Performance Advanced Unpacked Badkups
Backup  Console Storage  DC Storage  AgentSettings  Schedule

[¥ Use the following account to access Backup Agent:

[ |
Select Account >

Supply the user logon name and password of the target computers'
administrator. These credentials will be used when initializing and
accessing backup agents on remote computers.,

User name: | newaccount1s e

Password;:

Confirm passwords: | e i

K | Cancel

B e T T R ﬂ_
DC. Installs or upgrades Forest Recovery Agent if necessary.

QK Cancel Apply Help

4. Onthe DC Storage tab, select the option Save backups on the DC being backed up or a
UNC share and enter the backup path. You need to specify path to the remote share in the
following format (% DATETIME% variable is required ): \ \ <share name> \ <backup
folder> \ %COMPUTERNAMESBATETIMEY

IMPORTANT | According to the Forest Recovery best practices, the RMAD Active Directory backup should
be stored on a domain controller. At the same time, the Alternative backup path option
allows you to store the same Active Directory backup on remote backup storage. This can be
useful if the DC is destroyed and you want to restore it from a BMR backup and the latest
Active Directory backup. The retention policy is applied to both backup paths. So, if you set it
to 10, and you have both paths configured - it means that there will be 5 backups on DC and
5 backups on the remote storage.

5. To specify a separate account for the backup storage, select the Use the following account to
access the backup storage option and specify account credentials.

NOTE | This account is used to access both backup locations. Currently, separate access accounts are not
supported.



Test Properties ? >

Alerts Logging Performance Advanced IUnpacked Badkups
Backup  Console Storage  DC Storage  Agent Settings  Schedule

v Save backups on the backed up DC or @ UNC share., (7]
Backup path:
| C:\Backups\%COMPUTERNAME %\ %DATETIME %

Expression «

Sample path:
C:\Backups\WS 1\2020-08-10 14-35-06.bkf

Alternative backup path (optianal):

| 10.0.56.99\C#\Storage \Backups | %DATETIME %\ %COMPLTERNAME %

Expression - |

Sample path:
\\10.0.56.99\C4\Storage \Backups |\ 20 20-08-10 14-37-32\WS 1. bkf

[ Use the following account to access the badkup storage:

Retention palicy
| For each computer, delete all badkups except the last | 1 El

Cancel Apply Help

Using the Backup Wizard

You can start the Backup Wizard by selecting the console tree root, and then clicking Create Backup on the
Action menu.

On the What to Back Up page, the wizard prompts you to specify what domain controllers or AD LDS (ADAM)
hosts you want to back up. You can back up specific domain controllers or all computers that are in a specific
container, such as an Active Directory domain or organizational unit.

On the Where to Store Backups page, the wizard prompts you to specify the path and name format for backup
files. You can type the path and name manually, click Browse to locate a folder, and use the Expression button
to have the path and name include macros enabling the automatic creation of separate subfolders and files for
different backups.

On the When to Back Up page, the wizard asks you whether you want to schedule the backup creation
operation. You can click Now if you want to start the operation immediately. Otherwise, you click Later and
configure backup scheduling. If you choose to create backups without scheduling, you can optionally have the
wizard create and retain a Computer Collection for the computers and containers you have selected. Later, you
may use that collection to schedule backups. If you choose to schedule backups, the wizard creates a Computer
Collection for the computers and containers you have selected, and schedules a backup creation task for that
collection.

On the Computer Collection Name page, you can specify a name and description for the Computer Collection
to be created.

By clicking the Advanced button on the Completed the Backup Wizard window, you can display the
Properties dialog box to make changes to backup options. If you do not modify those options, the defaults are
used. Default options are specified using the Collection Defaults command, which appears on the Action menu
when you select the Computer Collections node in the console tree.



Retrying backup creation

Recovery Manager for Active Directory allows you to retry selected backup sessions. You can retry the creation
of backups for individual computers or for all computers with a particular backup creation result. Any backup

session can be retried regardless of its resullt.

To retry a backup session
1. Inthe Recovery Manager Console tree, click Sessions.

2. In the details pane, click the backup session to retry, and then click Retry Backup on the Action

menu.

3. Inthe Retry Backup dialog box, select one of the following options:

 Computers where errors or warnings occurred. Retries backup for the
computers reported with errors or warnings.

1 Computers where errors occurred. Retries backup for the computers reported

with errors.

9 All computers. Retries backup for all computers in the selected session,
regardless of the previous backup results.

4. Click OK and then click Yes.

To retry backups for individual computers
1. Inthe Recovery Manager Console tree, expand the Sessions node and select a session.

2. In the details pane, select computers.
3. Onthe Action menu, click Retry Backup.

4. Click Yes to start the backup creation.

Enabling backup encryption

Recovery Manager for Active Directory allows you to protect your backups by encrypting them. You can enable
the backup encryption in the Defaults dialog box for the Computer Collections node or a Computer Collection

(Computer Collection properties), as well as in the Backup Wizard.

To enable backup encryption

1. Do one of the following:
1 Right-click the Computer Collections node, and then click Collection Defaults.
1 Right-click the Computer Collection, and then click Properties.
9 Click Advanced on the Completing the Backup Wizard page.

2. Inthe Properties dialog box, click the Backup tab.
3. Onthe Backup tab, select the Encrypt and protect backups with password check box.

4. Inthe Set Password dialog box, type and confirm by retyping a password, and then click OK.



A password can contain any combination of letters, numerals, spaces, and symbols. Passwords are case
sensitive, so if you vary the capitalization when you assign the password, you must type the same capitalization
when entering the password. You can change the backup protection password later by clicking Set Password on
the Backup tab. Write the password down and keep it in a secure place. If you lose the password, you cannot
restore data from that backup since Recovery Manager for Active Directory asks you to type the password.

Active Directory backup encryption:

il

Recovery Manager for Active Directory uses Microsoft's implementation of the AES 256
algorithm from RSA, Inc. (Microsoft RSA Base Provider), with the maximal (normally, 128-bit)
cipher strength.

If you specify a DC storage or UNC share for encrypted backups (DC Storage tab): A Backup
Agent writes a backup directly to the storage to an encrypted temporary file. This temporary file
is local or remote depending on the storage type. Data is encrypted in memory during a backup
process. When the backup is done, the temporary file is renamed to the *.bkf file.

If you specify a console storage for encrypted backups (Console Storage tab): A Backup Agent
writes a backup via RPC connection to the storage on the Recovery Manager Console machine,
data is encrypted in memory.

Bare Metal Recovery backup encryption:

il

NOTE:
1

1

The specified password is used to generate a passphrase with which the backup is encrypted.
The password cannot be used directly to unlock the backup container *.vhd(x) file.

Recovery Manager for Active Directory uses a virtual hard disk encrypted with BitLocker as a
container for the backup (256-bit AES encryption). Only backup volume is encrypted on the VHD
disk.

Data is encrypted in transport by the BitLocker engine on the DC being backed up.

Backup encryption does not depend on Active Directory in any way.

Recovery Manager for Active Directory does not send unencrypted data over the wire.

The BitLocker Drive Encryption feature should be installed on all backed up domain controllers and on the Forest
Recovery Console machine to support encrypted BMR backups. But note that the BitLocker feature does not
encrypt DC drives automatically.

Figure: Encrypted BMR backup
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Backing up AD LDS (ADAM)

With Recovery Manager for Active Directory, you can back up Active Directory Lightweight Directory Services
(AD LDS), previously known as Active Directory Application Mode (ADAM), by using one of the following
methods:

1 Method 1: Back up AD LDS (ADAM) from the Recovery Manager Console. Use this method to
immediately back up one or multiple AD LDS (ADAM) instances.

Method 2: Schedule backup creation for AD LDS (ADAM). Use this method to schedule backup
creation for one or multiple AD LDS (ADAM) instances.

Method 1: Back up AD LDS (ADAM) from the
Recovery Manager Console

Complete these steps:

9 Step 1: Connect to AD LDS (ADAM)

9 Step 2: Back up AD LDS (ADAM)

Step 1: Connect to AD LDS (ADAM)

1. Right-click the Active Directory node in the Recovery Manager Console tree and select
Connect to AD LDS (ADAM).

2. Use the dialog box that opens to specify parameters for connecting to the AD LDS (ADAM) you
want to back up.

3. When finished, click OK.

Step 2: Back up AD LDS (ADAM)

1. Inthe Recovery Manager Console tree, expand the Active Directory node, then expand the AD
LDS (ADAM) Configuration Set node, and select one of the following nodes:

9 All Instances. If you want to select one or more AD LDS (ADAM) instances to back up.

9 Sites. If you want to back up all AD LDS (ADAM) instances in one or more sites.

2. Inthe right pane, select AD LDS (ADAM) instances or sites.

These are the AD LDS (ADAM) instances you want to back up or the sites where you want to back up all AD LDS
(ADAM) instances. You can select multiple instances or sites by holding down CTRL and clicking the instances or
sites you want to select.

3. Onthe main menu, select Action | Create Backup and follow the instructions in the wizard that
starts to complete the backup creation operation.



Method 2: Schedule backup creation for AD
LDS (ADAM)

Complete these steps:

9 Step 1: Connect to AD LDS (ADAM)
M Step 2: Add AD LDS (ADAM) instances to Computer Collection

9 Step 3: Create or modify backup creation schedule

Step 1: Connect to AD LDS (ADAM)

1. Right-click the Active Directory node in the Recovery Manager Console tree and select
Connect to AD LDS (ADAM).

2. Use the dialog box that opens to specify parameters for connecting to AD LDS (ADAM) you want
to back up.

3.  When finished, click OK.

Step 2: Add AD LDS (ADAM) instances to Computer
Collection

1. Inthe Recovery Manager Console tree, expand the Active Directory node, then expand the AD
LDS (ADAM) Configuration Set node, and select one of the following nodes:

9 AllInstances. If you want to schedule backup creation for one or more AD LDS (ADAM)
instances.

9 Sites. If you want to schedule backup creation for all AD LDS (ADAM) instances in one
or more sites.

2. Inthe right pane, select AD LDS (ADAM) instances or sites.

These are the AD LDS (ADAM) instances you want to back up or the sites where you want to back up all AD LDS
(ADAM) instances. You can select multiple instances or sites by holding down CTRL and clicking the instances or
sites you want to select.

3. Onthe main menu, select Action | Add to Collection and specify the Computer Collection to

which you want to add the AD LDS (ADAM) instances. When finished, click OK.

You can also add specific AD LDS (ADAM) hosts you want to back up to a Computer Collection. For instructions,
see Adding AD LDS (ADAM) hosts and instances to a Computer Collection.

Step 3: Create or modify backup creation schedule

If necessary, create or modify backup creation schedule for the Computer Collection to which you have just
added the AD LDS (ADAM) instances. For more information, see Scheduling backup creation subsection in Task
scheduler overview.



Backing up cross-domain group
membership

When backing up Active Directory on a Global Catalog server, Recovery Manager for Active Directory enables
the backuptoincl ude the objectds membership in all groups, includ
outside the objectds home domai n.

This option is part of the backup creation settings. You can find it on the Advanced tab in the Properties dialog
box for a Computer Collection. The option only takes effect when backing up Global Catalog servers.

If this option is not selected, group membership spanning multiple domains is not fully backed up, because even
Global Catalog servers do not store full information about group memberships. For example, information about
membership in domain local groups is only stored in the home domains of those groups.

To ensure that cross-domain group membership information is backed up
1. Do one of the following:

9 When creating backups for a Computer Collection, right-click the Computer
Collection, and then click Properties.

1  When creating backups using the Backup Wizard, click the Advanced button on
the Completing the Backup Wizard page of the wizard.

2. Inthe Properties dialog box, click the Advanced tab.

3. Onthe Advanced tab, make sure the When backing up Global Catalog servers, collect
group membership information from all domains within the Active Directory forest check
box is selected.

Using a Global Catalog backup created with this option ensures the complete restoration of object group
memberships in all domains within the forest.

However, this option causes Recovery Manager for Active Directory to retrieve data from all domains within the
forest, and therefore may slow down the backup creation in case of a big number of domains or slow network
connections.

Backing up distributed file system
(DFS) data

When backing up a domain controller, Recovery Manager for Active Directory can also back up the domain-
based Distributed File System (DFS) namespace data located on the domain controller. DFS namespace data is
backed up as part of SYSVOL. You can use the created backup to recover the domain-based DFS namespace.

Note that Recovery Manager for Active Directory cannot back up the DFS namespace links to the actual folders
and files, as well as these folders and files. Also Recovery Manager for Active Directory does not support
standalone DFS namespace data.

Backup scheduling

In Recovery Manager for Active Directory, a backup for a computer or a collection of computers can be created
manually, or the creation of backups can be scheduled to occur at a specific time in the future. Backups can be
stored in any appropriate location on your network.



Task scheduler overview

When scheduling backup creation, Recovery Manager for Active Directory employs Task Scheduler, which is an
integral part of the operating system. You can access the Task Scheduler GUI by clicking Scheduled Tasks in
Control Panel. The Scheduled Tasks dialog box displays all tasks scheduled to run on your computer.

Each scheduled task runs under a certain user account. Therefore, you must supply the user logon name and
password of a user account when creating a scheduled task. When performing the scheduled backup job,
Recovery Manager for Active Directory runs as if that user started it.

The user account under which Recovery Manager for Active Directory is running when creating backups must
9 Belong to the Administrators local group on the Recovery Manager for Active Directory
computer.

9 Belong to the Administrators local group on each computer to be backed up (serviced computer).

When scheduling a backup job, you should ensure that the account whose credentials you are supplying meets
the above requirements. If there are no trust relationships established between the domains where the Recovery
Manager for Active Directory computer and the serviced computer reside, then no account can satisfy both of the
above requirements. To resolve this problem, you can specify a different account to access the serviced
computer.

In the Ano trusto situation, when scheduling a backup job,
above requirements, and configure advanced backup options so that a different account is used for access to the
serviced computers, satisfying the second requirement.

Scheduling backup creation

With Recovery Manager for Active Directory, you can schedule a backup creation job to run at specific times,
either once or at recurring intervals. Only backup jobs for Computer Collections can be scheduled. You can
schedule a backup job by modifying properties of an existing Computer Collection or you can use the Backup
Wizard to schedule a backup job. When you use the Backup Wizard for backup scheduling, the wizard creates a
new Computer Collection, and schedules a backup job for that Computer Collection.

To schedule backup creation for a Computer Collection

1. Right-click a Computer Collection and then click Properties.
2. Onthe Schedule tab, click Modify.
3. Inthe Triggers dialog, click New and then specify the task schedule settings and click OK.

4. Onthe Schedule tab, click Select Account and enter the user logon name and password of the
account under which you want to run the scheduled task.

When you schedule backup creation, a new scheduled task is created and assigned to the Computer Collection.

To schedule backup creation with the Backup Wizard

1. Start the Backup Wizard and follow the provided instructions.

2.  Onthe When to Back Up page, click Later (configure backup scheduling), and then click the
upper button labeled Change.

3. Inthe Triggers dialog box, click New and then specify the task schedule settings and click OK.

4. Inthe When to Back Up window, click the lower button labeled Change and enter the user
logon name and password of the account under which you want to run the scheduled task.

5. Click Next and follow instructions of the wizard to complete the operation.



When you schedule backup creation with the Backup Wizard, a new Computer Collection is automatically created
for the computers you have selected in the wizard, and a new scheduled task is assigned to that Computer
Collection. Later, you can change, add, or remove backup schedules for that Computer Collection.

You can temporarily disable the backup creation task scheduled for a particular Computer Collection, without
affecting the other collections. To do so, on the Schedule tab in the Properties dialog box for that Computer
Collection, clear the Schedule enabled check box.

Managing backup schedule

You can manage backup schedule by modifying Computer Collection properties:

1. Right-click a Computer Collection and then click Properties.
2. Onthe Schedule tab, click Modify.

3. Use the Triggers dialog box to add, remove, or change existing schedules.

Setting user account for scheduled tasks

Scheduled tasks are always executed under a particular user account. When scheduling backup creation, you
need to specify a user account that has administrator privileges on the Recovery Manager for Active Directory
computer as well as on the computers for which you plan to create backups (serviced computers).

When specifying a user account to run a scheduled backup creation task, you should consider whether you have
explicitly specified an account for accessing Backup Agent and backup files. To check whether such an account
is explicitly specified for a Computer Collection, you can use the Agent Settings tab in the Computer Collection
properties. For more information, see Agent Settings tab subsection in Properties for an existing Computer
Collection.

The Managed Service Account (in Windows Server 2008 or higher) or Group Managed Service Account (in
Windows Server 2012 or higher) can be specified for scheduled tasks in the Computer Collection properties on
the Schedule tab or in Task Scheduler.

MSA and gMSA requirements:
1 Addthe $ character at the end of the account name (e.g. domain\computername$) and leave

the Password field blank.

1  The MSA or gMSA account must be a member of the local Administrator group on the Recovery
Manager for Active Directory machine.

For details on how to create a gMSA account, see Using Managed Service Accounts.
Requirements towards the user account

Account specified explicitly
In this scenario, the account under which you run your scheduled backup creation task must:

9 Belong to the local Administrators group on the Recovery Manager for Active Directory
computer.

f Have the fALog on as a batch jobd user right
computer. This right is granted to the local Administrators group by default.

When you run the scheduled backup creation task, Recovery Manager for Active Directory uses the explicitly
specified Backup Agent access account to connect to the serviced computers and back up the data they host.

Account specified implicitly

In this scenario, the account under which you run your scheduled backup creation task must:

t

he



9 Belong to the local Administrators group on the Recovery Manager for Active Directory computer
and on each serviced computer that hosts the data you plan to back up by using the scheduled
backup creation task.

f Have the fALog on as a batch jobd user right on the
computer. This right is granted to the local Administrators group by default.

If you cannot configure the scheduled backup creation task to run under a user account that has administrator
privileges on the serviced computers, you may want to configure Recovery Manager for Active Directory to
access the serviced computers using a user account different from that under which the scheduled task is being
executed.

By doing so, you can access the serviced computers located in domains that have no trust relationships
established with the domain where Recovery Manager for Active Directory is running, solvingtheso-c al | ed fino

trusto probl em. F o rSettimg adeancechbfckup opéand. on, s ee

To specify a user account for a scheduled task

1. Right-click Computer Collection and then click Properties

2. Onthe Schedule tab, click Modify.

3. Onthe Triggers dialog, click the New button and specify the task schedule settings, click OK.
4. Click Select Account on the Schedule tab.

5. Inthe Select Account dialog box, type the user name and password of the account you want to
use, and then click OK.

Setting performance options

When creating a backup, Recovery Manager for Active Directory queries its configuration settings about what
backup options to use. You specify configuration settings in the Defaults dialog box for the Computer
Collections node or a Computer Collection (Computer Collection properties). You can also view and modify the
settings being used by the Backup Wizard.

The Properties dialog box includes the Performance tab where you can set a number of backup options related
to backup creation performance tuning.

To set performance options

1. Do one of the following:

9 Right-click the Computer Collections node and then click Collection Defaults.
1 Right-click the Computer Collection and then click Properties.

9 Click Advanced on the Completing the Backup Wizard page.

2. Inthe Properties dialog box, click the Performance tab.

3. To limit the total bandwidth used by backup agents when transferring data over network links,
select the Enable bandwidth throttling check box. In Maximum network use, specify the
maximum total bandwidth backup agents can use. Use bandwidth throttling to prevent excessive
network traffic backup agents may cause creating backups for particular Computer Collections.

4. To limit the percentage of CPU processing time backup agents can use on each computer when
creating backups for particular Computer Collections, select the Enable backup agent CPU
throttling check box. In Maximum CPU use, specify the maximum percentage of CPU



processing time backup agents can use. Use CPU throttling to prevent excessive CPU load
backup agents may cause on the computers being backed up.

5. Under Parallel backup tuning, specify the maximum number of computers Recovery Manager
for Active Directory services in parallel when creating backups. The default setting is 10
computers. Increasing this number can speed backup creation. However, when Recovery
Manager for Active Directory services a number of computers in parallel and the connection is
near its limits, network saturation problems may occur. Symptoms of network saturation include

slow network response when transferring databybac k up agents, and possibly AR

unavailabled error messages when connecting
problems, decrease the number.

6. From the Data compression list, select the compression method backup agents will use when
processing data before sending it over network links. Using higher compression reduces network
traffic, but increases CPU load on the computers being backed up.

Default settings are used for newly created Computer Collections. By changing properties of a certain Computer
Collection, you define the settings specific to that collection. Different Computer Collections may have differing
settings.

The Backup Wizard uses default settings unless other settings are specified using the Advanced button on the
Completing the Backup Wizard page.

Setting advanced backup options

When creating a backup, Recovery Manager for Active Directory queries its configuration settings about what
backup options to use. You specify configuration settings in the Defaults dialog box for the Computer
Collections node or a Computer Collection (Computer Collection properties). You can also view and modify the
settings being used by the Backup Wizard.

The Properties dialog box includes the Advanced and Agent Settings tabs where you can set a number of
advanced backup options.

To set advanced backup options

1. Do one of the following:
9 Right-click the Computer Collections node and then click Collection Defaults.
9 Right-click the Computer Collection and then click Properties.

9 Click Advanced on the Completing the Backup Wizard page.

2. Inthe Properties dialog box, click the Advanced tab. To have Recovery Manager for Active
Directory store copies of backups in an alternate location, select the Store a copy of each
backup check box and specify format for the path and name of the backup file. Having an
additional instance of each backup stored in an alternate location may be required to ensure the
availability of backups. You can also limit the maximum backup session time using the Limit
maximum backup time option.

3. Inthe Properties dialog box, click the Agent Settings tab, and then do the following:

9 To have Recovery Manager for Active Directory initialize Backup Agent using a
different account, select the Access back p agent and backup files using the
specified account check box and click Select Account to supply the user logon
name and password of an account that has administrator privileges on the serviced
computers. Using a special account for the Backup Agent initialization may be

to

back



required when Recovery Manager for Active Directory cannot be configured to run
under an account with administrator privileges on the serviced computers.

9 To have the application use preinstalled Backup Agent when backing up the
Computer Collection, select the Use preinstalled Backup Agent check box.

Default settings are used for newly created Computer Collections. By changing properties of a certain Computer
Collection, you define the settings specific to that collection. Different Computer Collections may have differing
settings.

The Backup Wizard uses default settings unless other settings are specified using the Advanced button on the
Completing the Backup Wizard page.

Using Forest Recovery Agent

Recovery Manager for Active Directory helps you recover the entire Active Directory forest if a forest-wide failure
renders all domain controllers in the forest incapable of functioning normally.

To recover an Active Directory forest, Recovery Manager for Active Directory employs a Forest Recovery Agent.
The Forest Recovery Agent must be installed on each domain controller in the forest before starting a forest
recovery operation.

For more information about the agent, see Managing Forest Recovery Agent in the Recovery Manager for Active
Directory User Guide.

Unpacking backups

Recovery Manager for Active Directory can unpack backups and keep the unpacked data in the location you
specify to reuse the data for subsequent starts of the Online Restore Wizard or Group Policy Restore Wizard.
The use of unpacked backups accelerates operations the wizards perform during the backup data preparation
step, because unpacking a backup can be a lengthy operation.

In this section:

9 Configuring default settings to unpack backups

Configuring Computer Collection-specific settings to unpack backups

==

Unpacking a backup manually

==

Deleting data unpacked from a backup

Configuring default settings to unpack
backups

You can configure the default settings to automatically unpack backups upon their creation. These settings will
apply to all new Computer Collections.

To configure the default settings

1. Inthe console tree, select the Recovery Manager for Active Directory console tree root.
2. Onthe Action menu, click Settings.

3. Specify settings on the Unpacked Backups tab. For more information, see Unpacked Backups
tab (global settings) subsection in Settings.



4. When finished, click OK.

Configuring Computer Collection-specific
settings to unpack backups

For each Computer Collection, you can override the default (global) settings and configure individual settings to
automatically unpack backups.

To configure individual settings for a Computer Collection
1. Inthe Recovery Manager Console tree, expand Computer Collections to select the Computer
Collection.

2. Onthe Action menu, click Properties.

3. Specify settings on the Unpacked Backups tab. For more information, see Unpacked Backups
tab subsection in Properties for an existing Computer Collection.

4. When finished, click OK.

Unpacking a backup manually

You can manually unpack a backup by using the Online Restore Wizard or the Online Restore Wizard for AD
LDS (ADAM). When you select the Backups/Active Directory or Backups/AD LDS (ADAM) node in the
console tree, the details pane displays the registered Active Directory or AD LDS (ADAM) backups, respectively.

To unpack aregistered backup manually

1. Do one of the following:

1 To unpack an Active Directory backup, start the Online Restore Wizard: select the
console tree root, and then on the main menu select Action | Online Restore
Wizard.

9 Tounpack an AD LDS (ADAM) backup, start the Online Restore Wizard for AD
LDS (ADAM): select the console tree root, and then on the main menu select
Action | Online Restore Wizard for AD LDS (ADAM).

2. Follow the instructions in the wizard until you reach the Backup Selection page.
3. Onthe Backup Selection page, select the backup you want to unpack, and then click Next.

4. Onthe Backup Data Preparation page, select the Keep extracted data after completing the
wizard check box, click Next, and then click Cancel.

5. In the message box, click Yes to exit the wizard.

Deleting data unpacked from a backup

Unpacked backup components (data) can occupy a significant amount of disk space, therefore it is
recommended to delete the unpacked backup components you no longer need.



To delete unpacked backup components
1. Inthe console tree, select the Backups/Active Directory or Backups/AD LDS (ADAM) node.

2. Inthe details pane, select the backup whose unpacked components you want to delete, and
then click Delete Unpacked Components on the Action menu.

This only deletes the unpacked data, not the backup itself.

Using e-mail notification

You can have Recovery Manager for Active Directory send an e-mail message that contains the log information
about the backup creation session when backing up Computer Collections.

To use this feature, set up the appropriate settings on the Alerts tab in the Computer Collection Properties
dialog box and on the E-mail tab in the Recovery Manager for Active Directory Settings dialog box.

To enable e-mail notification for a Computer Collection

1. Inthe console tree, click Recovery Manager for Active Directory, expand the Computer
Collection node, and then select the Computer Collection in question.

2. Onthe Action menu, click Properties, and then open the Alerts tab in the Computer
Collection Properties dialog box.

3. On the Alerts tab, do the following:
a. Select the E-mail notification check box.
b. In the To text box, specify the recipient's e-mail address.

c. Use the What to record list to select what sort of information you want to be included in the
notification e-mail message.

d. If you do not want to receive natification unless an error and/or warning is written to the log,
select Send notification upon errors or warnings only.

4. When finished, click OK.

To set up the e-mail notification settings

1. Inthe console tree, click Recovery Manager for Active Directory, and then click Settings on
the Action menu.

2. Inthe Recovery Manager for Active Directory Settings dialog box, open the E-mail tab.
3. Onthe E-mail tab, specify the following settings:

T SMTP server. Specifies the SMTP server for outgoing messages.

9 SMTP port. Specifies the port number to connect to on your outgoing mail (SMTP)
server.

T AFr omo a Gpecifiestle return address for your e-mail notification
messages. It is recommended to use the e-mail address of the Recovery Manager
for Active Directory administrator.

I SMTP server requires authentication. When selected, specifies that you must
log on to your outgoing mail (SMTP) server.

9 User. Specifies the account name used to log on to the SMTP server.



9 Password. Specifies the user password.
4. When finished, click OK.

Before you start using the e-mail notification, it is recommended that you verify the specified settings. To do so, in
thefi Fr o mo a @d boespexify an e-mail address and click the Test Settings button that sends a test
notification message to the address set.

Viewing backup creation results

To view backup creation results, you can examine the properties of backup creation sessions, computers,
computers within a backup creation session, and backups registered in the Recovery Manager for Active
Directory backup registration database.

In this section:

Sessions node properties
Computer properties
Computer session properties
Backups node properties

Filtering backups

=A = =4 =4 =4

Properties of registered AD and AD LDS (ADAM) backups

Sessions node properties

Session properties are used to view the details about a particular backup creation session and to stop the backup
creation process, if necessary.

To display the Properties dialog box for a backup creation session
1. Inthe console tree, click Sessions.

2. In the details pane, click the session, and then click Properties on the Action menu.

3. The Properties dialog box for a backup creation session includes the Progress tab and the
General tab.

General tab

The General tab is used to display general information about the session. You can click View Settings to view
the settings that were used during the session. The dialog box that opens is similar to the Properties dialog box
for Computer Collections.

Progress tab

You can use the Progress tab to view the progress of the backup creation process. The tab is displayed only
while the session is in progress. The tab includes the following elements:

9 Log records. Lists computers being serviced during the current backup-creation session and

displays the session result.



9 Abort. Stops the backup creation.

Computer properties

To view the history of backup creation sessions for

To view backup history for a computer

1. Inthe console tree, select the Computer Collection that includes the computer whose backup
history you want to view.

2. Inthe details pane, right-click the computer, and then click Properties on the shortcut menu.

3. Use the Backup History tab to view a list of backup creation sessions for the selected
computer. The list only includes the sessions for which information is available in the internal log.

4. You can use the General tab in the Properties dialog box to view general information about the
selected computer.

Computer session properties

Once you have identified a session using the Backup History tab, you can use the Properties dialog box to
examine backup creation results for a computer within that session.

To view properties for a computer within a session

1. Inthe console tree, expand the Sessions node, and select the session.

2. In the details pane, select the computer, and then select Action | Properties from the main
menu.

3. The dialog box that opens includes the General tab, the Events tab, and the Backup tab.

General tab

Displays an overall result of the computer session, indicating the reason of failure if backup creation has failed.
You can click the Copy to Clipboard button to copy the information displayed on this tab to the Clipboard.

Events tab

Briefly describes all warning and error messages generated by Recovery Manager for Active Directory when
creating the computer's backup.

Backup tab

Lists all components that the backup includes, displays the backup description, provides the backup file path and
name, and shows whether the backup is encrypted. The Backup tab is displayed only if the backup has been
created for the selected computer within the selected session.

The Backed up components list displays the Active Directory components included in the backup. The list has
the following columns:

 Component. Identifies the component; for the Registry component, individual hives are listed.

a

comp



9 Original Size. Shows the size, in kilobytes, of a component on the source system, before data
compression by Backup Agent.

9 Size in Backup. Shows the size, in kilobytes, of a component in the backup, after data
compression by Backup Agent.

I Compression Ratio. Show the ratio, in percents, between the component size in backup and
the original component size. For example, the 25% compression ratio means 4:1 compression.

Backups node properties

The Backups node in the console tree allows you to view a list of backups registered in the Recovery Manager
for Active Directory backup registration database.

To view a list of Active Directory backups

9 Inthe console tree, expand the Backups node, and then click Active Directory. The details
pane displays the registered Active Directory backups.

To view a list of AD LDS (ADAM) backups
9 Inthe console tree, expand the Backups node, and click AD LDS (ADAM). The details pane
displays the registered AD LDS (ADAM) backups.

You can also register additional backups.

To register additional backups

1. Inthe console tree, right-click the Backups node.

2. On the shortcut menu, point to Register Backup, and then click one of the following commands:

9 Register Backup File. Registers a Microsoft Tape Format (MTF)-compliant backup file (.bkf) or
BMR backup file (.vhd, .vhdx). You must specify the path and name for the file to register.

9 Register Backups in Folder. Registers all MTF-compliant backup files (.bkf) or BMR backup
files (.vhd, .vhdx) stored in the specified folder.

T Register Offline Active Directory Database. Registers Active Directory database (ntds.file)
unpacked from a backup created with third-party backup tools.

1 Register Offline AD LDS (ADAM) Database. Registers AD LDS (ADAM) database
(adamntds.dit file) unpacked from a backup created with third-party backup tools.

Filtering backups

The properties of the Backups | Active Directory and Backups | AD LDS (ADAM) nodes allow you to have
Recovery Manager for Active Directory display all backups or specific backups filtered by the backup source
and/or backup dates.



To display the Properties dialog box for the Active Directory node or the AD LDS
(ADAM) node
1. Inthe console tree, click Backups, and then select Active Directory or AD LDS (ADAM) in the
details pane.

2. Onthe Action menu, click Properties.

The Properties dialog box includes the General tab.

General tab for Active Directory backups

The General tab enables you to filter Active Directory backups displayed in the details pane of the Recovery
Manager Console (snap-in).
9 Filter backups view. Select this check box to activate the backups filtering. You can filter
backups based on backups sources or dates. Leave this check box cleared to have Recovery
Manager for Active Directory display all registered backups in the details pane.

9 Backup sources. This option allows you to filter backups based on backup sources. For
example, you can have Recovery Manager for Active Directory display only backups taken from
the specified domain controller.

9 Domain controller. Provides a space for you to type the name of a domain controller.
Recovery Manager for Active Directory will display only backups taken from that domain
controller.

9 Domain. Provides a space for you to type the name of a domain. Recovery Manager for
Active Directory will display only backups taken from domain controllers that belong to
that domain.

9 Site. Provides a space for you to type the name of a site. Recovery Manager for Active
Directory will display only backups taken from domain controllers located in that site.

9 Backup dates. This option allows you to filter backups based on backup dates.

9 From. Select this check box to see backups that were taken starting with a specific date.
To specify the date, use the list next to the check box.

9 To. Select this check box to see backups that were taken till a specific date. To specify
the date, use the list next to the check box.

General tab for AD LDS (ADAM) backups

The General tab enables you to filter the AD LDS (ADAM) backups displayed in the details pane of the Recovery
Manager Console (snap-in).
9 Filter backups view. Select this check box to activate the backups filtering. You can filter
backups based on backups sources or dates. Leave this check box cleared to have Recovery
Manager for Active Directory display all registered backups in the details pane.

9 Backup sources. This option allows you to filter backups based on backup sources. For
example, you can have Recovery Manager for Active Directory display only backups taken from
the specified AD LDS (ADAM) instance.



9 Host. Provides a space for you to type the name of a computer. Recovery Manager for
Active Directory will display only backups taken from AD LDS (ADAM) instances hosted
by that computer.

1 Instance. Provides a space for you to type the name of an AD LDS (ADAM) instance.
Recovery Manager for Active Directory will display only backups taken from that AD LDS
(ADAM) instance.

9 Site. Provides a space for you to type the name of a site. Recovery Manager for Active
Directory will display only backups taken from AD LDS (ADAM) instances located in that
site.

9 Backup dates. This option allows you to filter backups based on backup dates.

9  From. Select this check box to see backups that were taken starting with a specific date.
To specify the date, use the list next to the check box.

9 To. Select this check box to see backups that were taken till a specific date. To specify
the date, use the list next to the check box.

To filter backups

1. Select the Filter backups view check box.
2. Do the following:

9 To filter by backup sources, fill in the corresponding fields under Backup sources.

9 To filter by backup creation dates, specify the dates under Backups dates.

Properties of registered AD and AD LDS
(ADAM) backups

The Properties dialog box for a registered Active Directory or AD LDS (ADAM) backup provides detailed
information about the backup, such as the backup creation date, backup size, and a list of the Active Directory
components the backup includes.

To display the Properties dialog box for the Active Directory or AD LDS (ADAM)
backup

1. Inthe console tree, expand the Backups node, and then select Active Directory or AD LDS
(ADAM).

2. In the details pane, select the desired backup, and then click Properties on the Action menu.

General tab

The General tab displays general information about the selected backup.



Restoring data

Getting started with Active Directory recovery
Managing deleted or recycled objects

Restoring backed up Active Directory components
Integration with Change Auditor for Active Directory
Using granular online restore

Restoring AD LDS (ADAM)

Selectively restoring Active Directory object attributes
Restoring objects in an application directory partition
Restoring object quotas

Restoring cross-domain group membership
Performing a restore without having administrator privileges
Reports about objects and operations

Using complete offline restore

Offline restore implications

Restoring SYSVOL authoritatively

Performing a granular restore of SYSVOL
Recovering Group Policy

Restoring data from third-party backups
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Using the Extract Wizard
9 Restoring passwords and SID history

For details about Forest Recovery and Disaster Recovery, refer Recovering an Active Directory forest and Bare
metal forest recovery.

Getting started with Active Directory
recovery

This section provides important information about performing data recovery operations with Recovery Manager
for Active Directory. Please read it carefully before you start using the product to restore Active Directory data.

This section covers:

9 Active Directory recovery options

9 Implications of the online restore
































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































