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SQL Server Auditing Overview

The SQL Server Knowledge Pack expands the auditing and reporting capabilities of InTrust to SQL Server. It
lets you gather events from the SQL Server C2 log, the Error log and replication agent history, and make reports
on these events.
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Requirements

The Knowledge Pack is compatible with the following versions of Microsoft SQL Server Reporting Services:

« 2005
« 2008
« 2008 R2
o« 2012
. 2014

Auditing Requirements

To gather the C2 log and the Error log with InTrust for reporting, configure SQL Server audit as described in the
related topics:

« C2Log Requirements

« Error Log Requirements

C2 Log Requirements

C2 logging is the more comprehensive of the two logging options in SQL Server. However, it is also more
resource-intensive than Error log writing, and it is turned off by default. If C2 logging is disabled on your SQL
servers for performance reasons, then you can only audit events from the Error log.

If you need to collect more information than the Error log can provide, then enable C2 logging for your
SQL servers.

To enable C2 logging

1. In SQL Analyzer, run the following query to the relevant SQL server to enable advanced options:
EXEC sp configure 'show advanced options', 1
RECONFIGURE

2. Enable C2 audit mode:
EXEC sp configure 'c2 audit mode', 1
RECONFIGURE
The setting “1” establishes the C2 audit trace and turns on the option to fail the server should the server
be unable to write to the audit file for any reason.
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3. Run the following command:
EXEC sp configure 'xp cmdshell', 1
RECONFIGURE

4. Restartthe SQL server.

To successfully turn on C2 logging, you must a member of the sysadmin role.

Gathering from Multiple Servers

To ensure correct operation when gathering C2 logs from several SQL servers

1. 1 0n the InTrust server that performs the C2 log gathering, click Start | Programs | Administrative Tools
| Data Sources (ODBC).

2. 2 0On the Connection Pooling tab, double-click the name of the driver that is used for gathering, and
select Don’t pool connections to this driver. If you are unsure which driver you need, check in the
properties of the database events data source used during the gathering.

Error Log Requirements

Unlike the C2 log, the Error log is always enabled.

To prepare the SQL Server Error log for gathering

1. In SQL Server Management Studio, open the properties of the SQL server you need.

2. On the Security page, select the Both failed and successful logins option under Login Auditing.
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Setup

The Knowledge Pack is installed as part of the extended InTrust deployment.

InTrust Objects

InTrust setup includes the following InTrust objects related to SQL Server:

« Data sources:
o Microsoft SQL server C2 log
o Microsoft SQL server C2 log (events for reporting)
o Microsoft SQL Server Error log
o Microsoft SQL server replication agents history
o Microsoft SQL server miscellaneous replication agents history
« Gathering policies:
o SQL Server C2 log
o SQL Server Error log
o SQL Server replication agents history
« Import policies:
o SQL Server C2 log
o SQL Server Error log

o SQL Server replication agents history

« “SQL Serverlogs daily collection” task

« “All SQL servers in the domain” site

After installation, the site, the task and the policies do not require modification and are immediately ready for
use. However, you can change the default settings to make the workflow fit your environment better. For
instance, you may want to automate report creation by adding a reporting job to the “SQL Server logs daily
collection” task.

Data sources must be configured for your environment, as described in the next chapter.
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Report Pack

After you have completed the InTrust installation wizard, the reports appear in a new “InTrust | InTrust for
Servers and Applications | SQL Server" report setin the Knowledge Portal.
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Collecting SQL Server Data

Collecting the C2 Log

Collecting the Error Log

Collecting Replication Agent History
Using the Collection Task

Collecting the C2 Log

The “SQL Server C2 log (events for reporting)” data source, included in the “SQL Server C2 log gathering”
policy, is used for collecting the C2 log. This is a lean data source designed strictly for reporting purposes. It
helps you save bandwidth, database storage and processing time. This data source is used by default.

The other C2 log data source, “SQL Server C2 log”, lets you gather all events. Use it for purposes other than
reporting, for example audit data archiving. This data source is not used by default.

Before you can start gathering, you must edit the data source you are using so that it suits your
environment, as follows:

1. InInTrust Manager, expand Configuration and select Data Sources.

2. Open the data source’s properties in the right pane.

3. On the Connection String tab, click Create to specify the correct SQL ODBC driver, SQL server and

credentials.

i | NOTE: Note the following possible issues:

« InTrust gathering jobs expect C2 logs to be unlocked. The log can become locked, for example, if
you open itin SQL Profiler or if a gathering job that started earlier is still processing it. To gather
the C2 log successfully, make sure you avoid situations when it gets locked.

« You cannot gather events from the current C2 log file. Events from the file are accessible only
after a newer file is created.

« When you gather replication agent history, you may get warning messages that result in duplicate
“No replicated transactions are available” events in reports. To work around this problem, you can
exclude these events from reports using report filters.

If you want to collect C2 logs from several SQL servers, your course of action depends on whether they are
defaultinstances or named instances.
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Collecting C2 Logs from Multiple Default SQL
Server Instances

Specify the “All SQL servers in the domain” site in the gathering job.

In the connection string of the C2 log data source that you are using, insert the variable %COMPUTER _
NAME%, as follows:

SERVER = %COMPUTER NAMES;

This variable is resolved as the name of the SQL server from which data is gathered. The list of SQL servers is
obtained from the site.

1 | NOTE: These actions will be successful only if the same credentials are required by all the relevant SQL
servers.

Collecting C2 Logs from Multiple Named SQL
Server Instances

The following table shows differences between gathering with and without agents.

Agents No agents

What to One computer with the appropriate ODBC driver is If the InTrust server itselfis connected

include in enough for the InTrust site specified in the gathering job. {5 the SQL servers. itis a good idea to

the site It does not matter much what computer that is, as long as :
the computer has a reliable connection with the InTrust
server on the one hand, and with all necessary SQL
servers on the other hand.

create and use a site thatincludes
only the InTrust server.

H°W_t° InTrust gathers from one SQL server instance ata time,  InTrust gathers from all specified SQL
g::\aflgure so there is no pointin creating many jobs. server instances at once if you have a
sources, lake the following steps: separalte gathering job f(?r each SQL
jobs and server instance, each using a
policies 1. Make a copy of the appropriate C2 log data separate gathering policy based on a
source for each named instance that you wantto  separate data source.
collectfrom. However, SQL servers are processed
2. Configure their connection strings accordingly. one by one if you configure data

sources, jobs and policies as for

3. Specify these copied data sources in the gathering with agents.

appropriate gathering policy.

You can also use a separate copy of the gathering policy
for this purpose.

For more information about configuring database events data sources, see Auditing Custom Logs.

CollectC2LoadBalancing

Depending on how you organize gathering of SQL Server audit data, the SQL server, The InTrust server or the
InTrust agent computer gets the most load. When planning the gathering, consider the following:
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« Whatyou include in the site or sites

« Whether or notto use agents

Method 1

You can use a site that includes one InTrust agent computer connected to one SQL server. To collect from
multiple SQL servers in this way, create a similar site for each SQL server.
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Gathering takes place as follows:

1. The InTrust server passes the SQL connection string to the agent. This connection string explicitly
specifies the SQL server that data must come from.

2. The agent uses the connection string with the local ODBC driver to connect to the SQL server.
3. The agentretrieves C2 log data and packsit.
4. The collected data is compressed and forwarded to the InTrust server. Optionally, the data is encrypted.
When you use an agent for data gathering and trusted_connection is set to true in the
connection string, then the connection to the SQL server will be created under the agent account.

In most environments, this is the preferred way to organize C2 log gathering. The InTrust agent computer gets
the mostload in the process without significantly affecting SQL server and InTrust server performance.

*

i | NOTE: The following measures can help you improve gathering performance in this scenario:

« Running the agent on a powerful multi-core computer

« Adding RAM to the agent computer—however, this helps only if the available RAM is insufficient

With regard to performance, it does not matter whether the agent computer runs a workstation operating
system or server operating system.
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Method 2

You can use a site thatincludes multiple SQL servers and gather from them without agents. The following figure
shows this workflow:
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If you organize gathering like this, include the %COMPUTER_NAME% variable in the connection string of the
data source that you use. The variable will be resolved for each computer in the site, and all computers in the
site will be processed one by one.

The following is a sample connection string for this gathering method:

DRIVER = SQL Server; SERVER = $COMPUTER NAME%; UID = sa; PWD = $PASSWORD%; APP = Quest
InTrust; WSID = InTrustServer

The InTrust server gets the most load in this case. Note that sequential gathering can take very long.

Method 3

You can use a site that includes multiple InTrust agents installed on SQL servers, as shown in the
following figure:
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In this workflow, include the %COMPUTER_NAME% variable in the connection string of the data source that
you use. The variable will be resolved by each agent, and all agents will gather data simultaneously. See the
description of Method 2 for a sample connection string.

In this case, the SQL servers get the most load.

Cleaning Up After Gathering

Cleanup is performed by running a cleanup SQL query. This query is specified in the data source properties
on the SQL Cleanup Query tab. By default, cleanup is disabled. However, it is recommended that you enable
it, unless you must retain all audit data. Cleanup helps reduce gathering time and saves disk space on your

SQL servers.

To enable cleanup

1. Expand the node of the policy that uses the data source.

2. Open the properties of the data source.

3. On the General tab, select the Clear log files after gathering check box.
4

Commit the changes you have made.

The “Microsoft SQL Server C2 log” and “Microsoft SQL Server C2 log (events for reporting)” data sources are
configured to delete C2 trace files after they have been gathered. If you want to keep the files, do the following:

1. Open the properties of the data source and switch to the SQL Cleanup Query tab.

2. Comment out the following line:
set @HowToClean = 'delete'

Now, instead of removing the files, InTrust will keep them and append the extension “.que” to their names.
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Collecting the Error Log

The “Microsoft SQL Server Error log” data source, included in the “SQL Server Error log” policy, is used for
collecting the Error log. The data source properties contain the absolute path to the Error log file. You need to
edit the path for your particular environment; the default path specified there is just an example.

If the Error log is written to a location other than the default, then do as follows:

1. Make a copy of the “Microsoft SQL Server Error log” data source.

2. Open the properties of the new data source and, on the Settings tab, click Edit.
3. On the Path to Custom Text Log step of the wizard, correct the path.
4

Make a copy of the “SQL Server Error log” gathering policy, and include the new data source in it. Use
the new policy in your Error log gathering job.

If you want to gather Error logs of named SQL server instances, then do as follows for each named instance:

1. Make a copy of the “Microsoft SQL Server Error log” data source.

2. Open the properties of the new data source and, on the Settings tab, click Edit.

3. On the Path to Custom Text Log step of the wizard, correct the path.

4. Continue to the next step of the wizard, select the regular expression and click Edit.

5. On the dialog box that appears, click Add next to the Field Mapping list box, and name the new field
“Insertion String #2”.

6. Specify the name of the named instance as the value of “Insertion String #2”.

7. Complete the wizard.

8. Make a copy of the “SQL Server Error log” gathering policy, and include the new data source in it. Use
the new policy in your Error log gathering job.

*

i | NOTE: The log name is specified in the Log name field on the Settings tab in data source properties. For
the SQL Server Error log, make sure “SQL Server Error log” is specified in that field. Otherwise, your Error
log-based reports will not work properly.

Collecting Replication Agent History

To prepare for replication agent history gathering

1. Make as many copies of the necessary data source as there are distributor SQL servers.
2. For each distributor, do the following:
« Open the properties of the corresponding data source.

« In the connection string, specify the name of the distributor SQL server.

InTrust 11.4.2 Preparing for Auditing Microsoft SQL Server

Collecting SQL Server Data | 14



Using the Collection Task

The “SQL Server logs daily collection” includes jobs that gather all of the data that the Knowledge Pack is
designed for.

*

i | NOTE: If C2 logging is turned off in your environment, disable the “SQL Server C2 log collection” job.

The task’s schedule is disabled by default. To enable the schedule, open the task’s properties and select the
Schedule enabled option. The default schedule specifies that collection takes place daily. If necessary, adjust
the schedule and rename the task appropriately.

The site from which data is collected includes only SQL servers from the same domain as the InTrust
server by default.

If you want to automatically create and store reports on schedule, add a final reporting job to the task and
include the reports you need.

For more information about working with tasks and jobs, refer to the Auditing Guide.
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Reporting

Reports provided with the Knowledge Pack are grouped by source as follows:

Source Report Details

C2log These reports cover users’ login, account management and database management activity.
Events for the reports can be gathered with two data sources:

1. 1*All events in C2 log (events for reporting)”
This data source specifies all events required for reports other than “All events in C2
log”. The data source is used by default.

2. 2*“Alleventsin C2log”
This data source specifies all events in the C2 log. Use the data source to gather events
for the “All events in C2 log” report.

Error log These reports cover SQL Server maintenance and logons. If you need reports based on other
events, use the “All events in Error log” report with appropriate filters. Reports on Error log
events are based on the “SQL Server Error log” data source, which gathers all Error log events.

Replication These reports cover the history of replication agents (both general and miscellaneous).

Viewing Reports in Knowledge Portal

Knowledge Portal lets you work with reports interactively. This data view application enables you to:

« Organize the structure of the folders that reports are stored in
« Apply report properties to a number of reports at a time

« Customize reports view by modifying sort order within reports

To start working with the Knowledge Portal it is required to specify some of the security settings and data source
properties.

Before you can view reports, you have to configure the data source to connect to the product database. Data
sources are databases that store the information used in the reports.

Itis also required to configure access rights to provide the report users with access to reports they need. These
rights are assigned through specifying appropriate SQL Reporting Services role to a user or group account.

After the Knowledge Portal is properly configured open the InTrust Manager and launch a chosen task to create
reports you need. Make sure that a reporting job is included in this task. Then in the Knowledge Portal click the
Reports tab in the left tabbed pane and select the corresponding report. To view a report, select the View
Report option in the right pane.
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For detailed information, see Leveraging Microsoft SQL Server Reporting Services Integration for
Advanced Reporting.
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Quest creates software solutions that make the benefits of new technology real in an increasingly complex IT
landscape. From database and systems management, to Active Directory and Office 365 management, and
cyber security resilience, Quest helps customers solve their next IT challenge now. Around the globe, more than
130,000 companies and 95% of the Fortune 500 count on Quest to deliver proactive management and
monitoring for the next enterprise initiative, find the next solution for complex Microsoft challenges and stay
ahead of the next threat. Quest Software. Where next meets now. For more information, visit www.quest.com.

Contacting Quest

For sales or other inquiries, visit www.quest.com/contact.

Technical support resources

Technical supportis available to Quest customers with a valid maintenance contract and customers who have
trial versions. You can access the Quest Support Portal at hitps:/support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours
a day, 365 days a year. The Support Portal enables you to:

« Submitand manage a Service Request

« View Knowledge Base articles

« Sign up for product notifications

« Download software and technical documentation
» View how-to-videos

« Engage in community discussions

« Chatwith support engineers online

« View services to assist you with your product
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