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Preface

Welcome to the One Identity Safeguard for Privileged Sessions 6.0 Administrator Guide.

This document describes how to configure and manage the One Identity Safeguard for
Privileged Sessions (SPS). Background information for the technology and concepts used
by the product is also discussed.

Summary of changes

Version 5 F11 - 6.0

Changes in product:

o Support for the Search (classic) interface is deprecated. One Identity
recommends using the Search interface instead. For more information, see Using
the Search interface.

« In the Search interface, it is now possible to use the Alerts tab to view content
policy alerts triggered in the session. For more information, see Viewing session
details on page 707.

« LDAP authentication settings have been enhanced and simplified. For more
information, see Managing One Identity Safeguard for Privileged Sessions (SPS)
users from an LDAP database.

« Itis now possible to search in the contents of the audit trails for trails of graphical
sessions created and indexed with SPS 6.0. Also SPS does not store data for in-
session search and you need to download the audit trail to search in the contents of
the trail. For more information, see Searching in the contents of audit trails.

Changes in documentation:

« The documentation of the obsolete Search (classic) interface has been moved to an
appendix. For the documentation of the Search interface, see Using the Search
interface.
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o X.509 host certificates and DSA host keys are not supported in SSH and have been

removed from the document.

Version 5 F10 - 5 F11

Changes in product:

It is now possible to run backup policies more than once a day. For more
information, see Creating a backup policy using Rsync over SSH, Creating a backup
policy using SMB/CIFS, and Creating a backup policy using NFS.

You can now export the search results into a comma-separated values (CSV) file
from the Search page. For more information, see Using the Search interface.

You can now uniformly set the TLS security settings of HTTP, RDP, Telnet, and VNC
connections, including the permitted ciphers and TLS versions on the <Protocol>
Control > Settings pages.

To ensure the security of your sessions, SSL encryption is not supported anymore,
only TLS 1.0 and later.

For more information, see Creating and editing protocol-level VNC settings, Creating
and editing protocol-level RDP settings, Creating and editing protocol-level Telnet
settings, and Creating and editing protocol-level HTTP settings.

The process of using core and boot firmware options when upgrading a high
availability SPS cluster to a newer firmware version has been simplified. For more
information, see Upgrading a high availability One Identity Safeguard for Privileged
Sessions (SPS) cluster.

When using X.509 certificates to authenticate on the SPS web interface, SPS can now
extract the name of the user from the UserPrincipalName field of the certificate. For
more information, see Authenticating users with X.509 certificates.

Changes in documentation:

Added information about Windows-side settings, which cause RDP connection
failures. For more information, see RDP-specific settings on page 505.

Updated document with reference about creating a custom plugin. For more
information, see Creating a custom plugin.

Updated information about verbosity levels 8-10, which contain highly sensitive data
and must be handled with caution. For more information, see Changing log verbosity
level of One Identity Safeguard for Privileged Sessions (SPS) on page 848.

To manually reindex audit trails, you must contact our Support Team. This
information has been added to the document. For more information, see Indexing
audit trails.

Added a summary of events by message type for the universal SIEM forwarder. For
more information, see Message format forwarded to SIEMs.

You must have the Remote Desktop (RD) Licensing role installed when configuring
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RemoteApps. For more information, see Configuring RemoteApps.

A number of editorial changes have been made.

Version 5 F9 -5 F10

Changes in product:

It is now possible to assign users to access sessions only for connections for which
they are granted permission. For more information, see Assigning search privileges.

It is now possible to use an external Signing CA plugin. For more information, see
Signing certificates on-the-fly on page 468.

Session tags allow you to get basic information about the session and its contents at
a glance. For more information, see Viewing session details on page 707.

Multiple administrators can access the SPS web interface simultaneously, but only
one of them can modify the configuration. It is now possible for other administrators
to continue as read-only. For more information, see Multiple users and locking.

It is now possible to add additional group-membership attributes using the Check
the user DN in these groups options. For more information, see Authenticating
users to an LDAP server.

SPS can now distinguish the audited HTTP requests and responses based on the
session cookies of web applications. For details, see Creating and editing protocol-
level HTTP settings.

Version 5 F8 -5 F9

Changes in product:

SPS has been extended with the Splunk forwarder, which allows you to automatically
send file-based data to Splunk.

Use the Splunk forwarder if you need to analyze or make changes to the data before
you forward it, or you need to control where the data goes based on its contents. For
more information, see Using the Splunk forwarder .

SPS has been extended with the universal SIEM forwarder, which allows you to
automatically send file-based data to Splunk, ArcSight, or other third-party systems,
in a format that your SIEM can understand.

Use the universal SIEM forwarder if you need a less resource-heavy solution. For
more information, see Using the universal SIEM forwarder .

Debug bundle has been renamed to support bundle. For more information, see
Support bundle .

SPS now provides a way to authenticate non-transparent HTTP/HTTPS connections on
SPS to local and external backends (LDAP, Microsoft Active Directory, RADIUS). The
client must support proxy authentication. For more information, see Creating a new
HTTP authentication policy .
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Version 5 F7 -5F8

Changes in product:

It is now possible to search for scripted sessions. For more information, see
Analyzing data using One Identity Safeguard for Privileged Analytics on page 695 .

The Indexing history section on the Indexer > Indexer status page has been
removed and it is now possible to search for indexing details. For more information
about the indexing search filters that you can use, see List of available search filters
on page 627 .

SPS can now be configured to check out passwords from the built-in or external
credential stores, such as One Identity Safeguard for Privileged Passwords, and play
them in during a connection using the TN3270 protocol.

When using a hardware security module (HSM) or smart card to integrate with an
external indexer, the chroot is not used anymore, the solutions provided by
RedHat/CentOS can be used. Configuring a hardware security module (HSM) or
smart card to integrate with external indexer on page 597 has been updated to
reflect the simplification of configuration steps.

The Basic Settings > Local Services > Required minimum version of
encryption protocol option is removed as of One Identity Safeguard for Privileged
Sessions ( SPS ) version 6.0.6 .

Regardless of the TLS version you configured previously, SPS will uniformly use TLS
version 1.2. This change might have the effect that using old (likely unsupported)
browsers, it will not be possible to access the web interface of SPS .

Command detection and window title detection in content policies have changed and
they are case-insensitive as of SPS version 5.8.0. In earlier versions, both used to
be case-sensitive. For more information, see Creating a new content policy on page
441 .

Searching for group memberships is now case insensitive.

Version 5F6 -5 F7

Changes in product:

The System Monitor now displays statistics about the amount of logs ingested. For
details, see The structure of the web interface on page 100 .

You can now choose to upload a certificate chain when configuring a remote syslog
server to send system log messages to. For details, see Configuring system logging
on page 119.

When you want to create a backup or archive policy on SPS instances that are nodes
in a cluster, you can choose to include the node ID in the path to the relevant
directory name to prevent cluster nodes from backing up data to the same location,
and so overwriting each other's data. For details, see Data and configuration backups
on page 139 and Archiving and cleanup on page 152.
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« Itis now possible to promote a node to become the Central Management node of a
cluster and to add nodes to a cluster using the web interface of One Identity
Safeguard for Privileged Sessions . For details, see Building a cluster on page 341 .

« When you have uploaded a configuration synchronization plugin, it is now possible to
enable the plugin through the web interface of One Identity Safeguard for Privileged
Sessions . For details, see Using a configuration synchronization plugin on page 347.

« SPS now provides information about the status of configuration synchronization. For
details, see Monitoring the status of nodes in your cluster on page 351.

« The script used for exporting and importing the configuration of One Identity
Safeguard for Privileged Sessions through the console has been updated. For details,
see Exporting and importing the configuration of One Identity Safeguard for
Privileged Sessions (SPS) using the console on page 387

. Itis now possible to turn any search query or statistics into a subchapter that can be
included in reports. You can define reports about the monitored traffic in a more
flexible and easy-to-use way than was possible before. For details, see Creating
report subchapters from search queries on page 776 .

o When you have a cluster of nodes set up, you can now search all session data
recorded by all nodes in the cluster on a single node. For details, see Searching
session data on a central node in a cluster on page 729 .

o« The RPC API is deprecated as of version 5 F7 of SPS and will be removed in an
upcoming feature release. For detail, see The One Identity Safeqguard for Privileged
Sessions (SPS) RPC API on page 816 .

Changes in documentation:

« A number of editorial changes have been made.

« Added information about configuration synchronization across cluster nodes and its
impact on SSH keys. For details, see Configuration synchronization and SSH keys
and Setting the SSH host keys of the connection on page 536 .

« Added a section about how to update the IP address of a Managed Host node in a
cluster. For details, see Updating the IP address of a node in a cluster on page 352 .

Version 5 F5 -5 F6

Changes in product:

« When you have a set of two or more One Identity Safeguard for Privileged Sessions
instances in your deployment, you now have the possibility to join them into a
cluster, and manage them from one central location. You can monitor their status
and update their configuration centrally. For details, see Managing Safeguard for
Privileged Sessions (SPS) clusters on page 338 .

« Inthe Search interface, it is now possible to use the flow view for a quick
visualization of the session activities. For details, see Using the Search interface on
page 613 .
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It is now possible to specify an accuracy level for Optical Character Recognition
(OCR). For details, see Configuring the internal indexer on page 583 .

Version 5 F4 -5 F5

Changes in product:

It is now possible to specify the base DN of LDAP subtrees for users and for groups
separately. Specifying a sufficiently narrow base for the LDAP subtrees can speed up
LDAP operations. For details, see Managing One Identity Safeguard for Privileged
Sessions (SPS) users from an LDAP database on page 302 and Authenticating users
to an LDAP server on page 449 .

You now have the option to configure connection policies with near real-time indexing
priority, meaning that you can start indexing sessions while they are still ongoing.
This requires that you configure your indexers with the appropriate settings and
capabilities. For details, see Configuring the internal indexer on page 583 and
Configuring the external indexer on page 594 .

It is now possible to use a hardware security module (HSM) or a smart card to store
the decryption keys required for decrypting audit trails when using an external
indexer. For details, see Configuring a hardware security module (HSM) or smart
card to integrate with external indexer on page 597 .

In the Search interface, it is now possible to display statistics, analyze data using
Privileged Account Analytics, and use the timeline for a quick time range selection.
For details, see Using the Search interface on page 613 .

The documentation of the obsolete Audit Player application has been removed from
the document. For the documentation of the Safeguard Desktop Player application,
see Safeguard Desktop Player User Guide .

Version 5 F3 -5F4

Changes in product:

Using the Search interface on page 613 has been added to the document.

Configuring RDP banners has been documented in Creating and editing protocol-level
RDP settings on page 509 .

Changes in documentation:

The steps describing how to recover from a split brain situation have been clarified.
For more information, see Recovering from a split brain situation on page 866 .

The screenshots and descriptions in Status history and statistics on page 853 have
been updated.

The open source licenses that apply to certain components of SPS have been
consolidated into Open source licenses .

The documentation of the obsolete Audit Player application has been moved to an
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appendix. For the documentation of the Safeguard Desktop Player application, see
Safeguard Desktop Player User Guide .

« Uploading decryption keys to the external indexer on page 596 has been updated.
Version 5F2-5F3

Changes in product:

o SPS's RESTful API has been enhanced with the following new functionalities:

« New content endpoint: /api/audit/sessions/<session-id>/content. It enables
you to search in the contents of individual connections. For details, see
"Searching in connection content" in the REST API Reference Guide

« Filter events: The filtering functionality is now added to the
api/audit/sessions/<session-id>/events endpoint, too. You can now search in
the events of individual connections. For more information, see "Session
events" in the REST API Reference Guide.

o In order to better integrate SPS with Privileged Account Analytics, some
architectural changes have been introduced. For more information, see REST API
Reference Guide .

« Enabling TLS-encryption in an RDP connection policy has been simplified. When the
connection is encrypted, SPS has to show a certificate to the peer. You can define the
type of certificate to show to the peers. For details, see Enabling TLS-encryption for
RDP connections on page 519 .

« You can now configure the required minimum version of the default web listener. The
default setting is TLS 1.2. For details, see Configuring user and administrator login
addresses on page 111 .

« You can now select the depth of indexing: lightweight and full indexing. Lightweight
indexing is now enabled by default, you only have to configure it if you want full
indexing. Lightweight indexing is faster than full indexing, and indexes only
Command and Window title events. It does not index any other screen content (for
example, text that is displayed in a terminal or that appears in an RDP window). For
details, see Configuring the internal indexer on page 583 .

o RDP 4 and RDP 5 have been removed from Creating and editing protocol-level RDP
settings on page 509 .

« The Audit Player application can now replay audit trails that contain graphical X11
sessions (the contents of the X11 Forward channel of the SSH protocol). For further
details, see "Replay X11 sessions" in the Safeguard Desktop Player User Guide .

« Plugin configuration files in support bundle: When creating support bundles for
troubleshooting purposes, SPS now includes the configuration files of any plugins
installed. For details, see "Collecting logs and system information for error
reporting" in the Administration Guide .

Changes in documentation:

« Added description of scbAMQPError to Traffic related traps on page 136 .
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Version 5 F1 -5F2

Changes in product:

o Itis now possible to set the Maximum Transmission Unit (MTU) per VLAN interface.
For more information, see Network settings on page 107 and Managing logical
interfaces on page 113.

« In addition to displaying upgrade logs and boot messages on the local console, SPS
now shows information about the upgrade and reboot processes on the web
interface, too. For details, see Controlling One Identity Safeguard for Privileged
Sessions (SPS): reboot, shutdown on page 335 and Upgrade checklist on page 369 .

« You can now configure Certificate Revocation Lists (CRLs) to be included in
certificates. For further details, see Signing certificates on-the-fly on page 468 .

Changes in documentation:

« Added description of how to configure the IPMI interface from the BIOS. For details,
see Configuring the IPMI interface from the BIOS on page 392 and Configuring the
IPMI interface from the BIOS after losing IPMI password on page 874 .

« Added section explaining limitation when using the TN5250 protocol with IBM iSeries
Access for Windows. For detailed information, see Limitations of using TN5250
protocol with IBM iSeries Access for Windows on page 570 .

« Added explanation of why audit trails could have the Indexing (queued / all)
status in the Waiting for processing section. For more information, see Monitoring
the status of the indexer services on page 608 .

Version 5LTS-5F1

Changes in product:

« Itis now possible to create customized configuration instances of Credential Store
and Authentication and Authorization (AA) plugins if the plugin .zip file includes an
optional sample configuration file. For more information, see Using a custom
Credential Store plugin to authenticate on the target hosts on page 758 and Using a
custom Authentication and Authorization plugin to authenticate on the target hosts on
page 761 .

« You can now customize the configuration of the syslog-ng application that is running
on SPS . For details, see Customize system logging in One Identity Safeguard for
Privileged Sessions (SPS) on page 127 .
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Introduction

This section introduces One Identity Safeguard for Privileged Sessions (SPS) in a non-
technical manner, discussing how and why is it useful, and what additional security it offers
to an existing IT infrastructure.

The major benefits of One Identity Safeguard for Privileged Sessions (SPS)
Application areas

The major benefits of One Identity
Safeguard for Privileged Sessions (SPS)

One Identity Safeguard for Privileged Sessions (SPS) is part of the One Identity Safeguard
solution, which in turn is part of One Identity's Privileged Access Management portfolio.
Addressing large enterprise needs, SPS is a privileged session management solution which
provides industry-leading access control, session recording and auditing to prevent
privileged account misuse and accelerate forensics investigations.

SPS is a quickly deployable enterprise device, completely independent from clients and
servers - integrating seamlessly into existing networks. It captures the activity data
necessary for user profiling and enables full user session drill down for forensic
investigations.

SPS has full control over the SSH, RDP, Telnet, TN3270, TN5250, Citrix ICA, and VNC
connections, giving a framework (with solid boundaries) for the work of the administrators.
The most notable features of SPS are the following:

Central policy enforcement

SPS acts as a centralized authentication and access-control point in your IT environment
which protects against privileged identity theft and malicious insiders. The granular access
management helps you to control who can access what and when on your critical IT assets.
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Prevention of malicious activities

SPS monitors privileged user sessions in real-time and detects policy violations as they
occur. In case of detecting a suspicious user activity (for example entering a destructive
command, such as the "rm"), SPS can send you an alert or immediately terminate the
connection.

Greater accountability (deterrance)

SPS audits "who did what", for example on your database- or SAP servers. Aware of this,
your employees will do their work with a greater sense of responsibility leading to a
reduction in human errors. By having an easily interpreted, tamper-proof record in
encrypted, timestamped, and digitally signed audit trails, finger-pointing issues can be
eliminated.

Faster, cost-effective compliance audits

SPS makes all user activity traceable by recording them in high quality, tamper-proof and
easily searchable audit trails. All data is stored in encrypted, timestamped and signed files,
preventing any modification or manipulation. The movie-like audit trails ensure that all the
necessary information is accessible for ad-hoc analyses or audit reports.

Lower troubleshooting and forensics costs

When something wrong happens, everybody wants to know the real story. Analyzing
thousands of text-based logs can be a nightmare and may require the participation of
external experts. The ability to easily reconstruct user sessions allows you to shorten
investigation time and avoid unexpected cost.

Application areas

Fastest return to value and extremely low TCO

One Identity Safeguard for Privileged Sessions (SPS) is a turnkey network appliance - its
implementation and configuration is fast and simple. Compared to competitors, there is no
need to purchase and install any additional software (for example, Windows or MS SQL
servers) or hardware to have SPS fully functioning. Full implementation typically takes
only 3-5 days! No need for long and costly professional services for implementation and
customization. After deployment, SPS operates in the background like a black box of an
airplane - there is no need for any extra workload to operate it.

Independent, agentless device

Compared to agent-based solutions, there is no need for installing and updating agents on
clients or servers, eliminating unnecessary maintenance and potential security issues. As a
host independent gateway, SPS can control and monitor access to any type of systems incl.
all Windows/UNIX/Linux servers, mainframes, network devices, security devices, web-
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based applications or thin client environments, such as VMware Horizon View (formerly
known as VMware View), Citrix Virtual Apps (formerly known as Citrix XenApp) or Citrix
Virtual Desktops (formerly known as Citrix XenDesktop).

Transparent, “router-like” operation

As a proxy gateway, SPS can operate as a router in the network - invisible to the user and
to the server. As a transparent solution, SPS requires minimal changes to the existing
network. Also, since it operates on the network level, users can keep using the client
applications they are familiar with, and do not have to change their work processes, unlike
jump host solutions.

Granular access control

Since SPS has full access to the inspected traffic, security managers can granularly control
who can access what and when on the servers. For example, they can selectively permit or
deny access to protocol channels: enable terminal sessions in SSH, but disable port-
forwarding and file transfers, or enable desktop access for RDP, but disable file sharing. In
addition, SPS supports real-time shadowing allowing an authorizer to follow the
administrator's session in real-time and terminate his/her connection in case of detecting a
policy violation.

Real-time prevention of malicious activities

SPS can monitor transferred content in real time and can send alerts or even block
connections if a certain pattern is detected in the traffic. Predefined patterns can be a risky
command in a text-oriented protocol or a suspicious application in a graphical connection.
This command and application level policy can prevent malicious user activities as they
happen instead of just recording or reporting them.

Industry-leading session recording and auditing

SPS is the leading session auditing solution on the market offering Optical Character
Recognition (OCR) capabilities to log ALL data about privileged actions in graphical user
interfaces as well as text-based protocols. SPS can support and audit file transfers, as well.
All data is recorded into searchable movie-like audit trails, making it easy to find relevant
information in forensics or troubleshooting situations. In case of any problems (server
misconfiguration, database manipulation, unexpected shutdown), the circumstances of the
event are readily available in the audit trails, thus the cause of the incident can be easily
identified. Auditors can do free-text searches in the content of text-based and graphical
sessions. They can search for EVERY events (for example, mouse clicks, pressing Enter)
and texts seen by the user.

To protect the sensitive information included in the communication, the two directions of
the traffic (client-server and server-client) can be separated and encrypted with different
keys, thus sensitive information like passwords are displayed only when necessary.
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The concepts of One Identity
Safeguard for Privileged Sessions
(SPS)

This section discusses the technical concepts of One Identity Safeguard for Privileged
Sessions (SPS).

The philosophy of One Identity Safeguard for Privileged Sessions (SPS)

Policies

Credential Stores

Plugin framework

Indexing

Supported protocols and client applications

Modes of operation

Connecting to a server through One Identity Safeguard for Privileged Sessions (SPS)
Archive and backup concepts

Maximizing the scope of auditing

IPv6 in One Identity Safeguard for Privileged Sessions (SPS)

SSH hostkeys

Authenticating clients using public-key authentication in SSH

The gateway authentication process

Four-eyes authorization

Network interfaces

High Availability support in One Identity Safeguard for Privileged Sessions (SPS)
Versions and releases of One Identity Safeguard for Privileged Sessions (SPS)

Accessing and configuring One Identity Safeguard for Privileged Sessions (SPS)
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The philosophy of One Identity
Safeguard for Privileged Sessions (SPS)

One Identity Safeguard for Privileged Sessions (SPS) is a device that examines network
traffic at the application level, that is, Layer 7 or the application layer of the OSI model. All
communication must conform to the standards of the respective protocol. SPS examines
Secure Shell (SSH, including forwarded X11 traffic), Secure Copy (SCP), SSH File Transfer
Protocol (SFTP), Remote Desktop (RDP), HTTP, Independent Computing Architecture (Citrix
ICA), Telnet, VMware Horizon View, and VNC connections, ignoring and simply forwarding
all other types of traffic. SPS uses man-in-the-middle techniques to decrypt and terminate
(when necessary) the inspected connections. It separates the connections into two parts
(client — SPS, SPS — server) and inspects all traffic, so that no data can be directly
transferred between the server and the client.

Figure 1: Inspecting SSH traffic with SPS

SSH Traffic SSH Traffic

T for Privileged Sessions

- E
Non-SSH Traffic
- - >
(web, mail, etc.) Server

bk

v

Client

SPS has full control over the initial negotiation phase of the connection, when the client and
the server decide the parameters of the encryption to be used in the communication. SPS
can restrict the use of the various algorithms, forbidding the use of weak ones — an
effective shield against downgrade attacks.

Since SPS isolates the client-server connection into two separate connections, the
permitted algorithms can be different on the client and the server side.

SPS controls the connections right from the beginning — including user authentication. That
way it is easy to mandate strong authentication for protocols where user information is
available (for example, SSH), because SPS can limit the allowed authentication methods
and also the users permitted to access the servers.

SPS uses various policies to restrict who, when, and how can access a connection or a
specific channel of the protocol. These policies (based on username, authentication method
used, and so on) can be applied to connections between particular clients and servers, or
also to specific channels of a connection (for example, only to terminal-sessions in SSH, or
desktop-sharing in RDP).
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Figure 2: Controlling protocol channels
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SPS is configured by an administrator or auditor using a web browser.

Policies

One Identity Safeguard for Privileged Sessions (SPS) controls access to connections
through a set of policies. Policies let you specify various parameters of a connection, and
so define the types of connections that SPS should monitor and restrict access to. When a
connection request reaches SPS, SPS compares the connection policies to the parameters
of the connection request one-by-one, starting with the first policy in the policy list. The
first connection policy completely matching the connection request is applied to the
connection.
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Figure 3: Processing policies
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This section provides a brief definition of each policy type and also explains the hierarchy
between them.

A connection policy allows you to specify details of the connection between a particular
client and server that you want to restrict in any way. In addition to setting basic details
(such as the source and destination addresses), or more advanced ones (such as
authentication to SPS or the server), the connection policy also references other policies
that allow you to define further specifics of the connections you wish to control.

Depending on the protocol, the connection policy may also allow you to configure:

« A Credential Store that allows users auto logon to the target server.
For information on Credential Stores, see Credential Stores on page 34.

« A plugin that allows integration with external systems, which users can be optionally
authenticated to (before authenticating to the target server).

For information on plugins, see Plugin framework on page 35.

For details on configuring connection policies, see Configuring connections on page 424.

A channel policy serves to control channel usage (for example, terminal session and
Secure Copy in SSH, or drawing and clipboard in RDP) within a given connection. It lists
channels that are allowed within a connection, and it also lets you specify restriction rules
based on user lists, user groups, or the IP address of the client or server. You can also
reference a content policy and a time policy within the channel policy, and it is also within
the channel policy that you enable auditing for a specific channel.
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For details on configuring channel policies, see Creating and editing channel policies
on page 437.

A content policy lets you log an event, send an alert, or terminate a connection if a
particular command or text (that you specify in the policy) appears in the command line or
on the screen.

For details on creating a content policy, see Creating a new content policy on page 441.

A time policy specifies the timeframe when users are permitted to access a particular
channel and so restricts the availability of that channel.

For details on configuring time policies, see Configuring time policies on page 446.

An audit policy enables you to prevent the manipulation of audit trails files that store the
recorded activities of privileged users by providing you with options to encrypt, timestamp,
and sign these files.

For details on creating audit policies, see Audit policies on page 455.

An authentication policy defines those client-side and server-side authentication methods
that can be used in a connection.

For details on creating authentication policies, see Authentication Policies on page 542.

An LDAP policy lets you set details of the LDAP server to which you wish to authenticate
users of the connections you are controlling.

For details on creating an LDAP policy, see Authenticating users to an LDAP server
on page 449.

A usermapping policy specifies the usernames that are allowed access to the remote
server and the user groups that are allowed to use the specified username.

For details on configuring usermapping policies, see Configuring usermapping policies
on page 731.

An archiving policy lets you configure details of the archiving process that enables you to
archive connection-related data and audit trails. You can configure, for example, the target
server where archived files are to be stored, or the directory structure in which to organize
your archived files.

For details on creating archiving policies, see Archiving and cleanup on page 152.

A backup policy defines the address of the backup server where you can back up
connection data, the protocol to use to access it, details of authenticating to the backup
server, and so on.

For details on creating backup policies, see Data and configuration backups on page 139.

An analytics policy lets you specify the analytics that you wish to run for specific sessions,
and also determine the weight that scores given by the selected analytics should have in
the final aggregated score.

For details on configuring analytics policies, see "Configure analytics" in the Safeguard for
Privileged Analytics Configuration Guide.
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Figure 4: Policies of SPS
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Credential Stores

Credential Stores are repositories of user credentials (for example, passwords, private
keys, certificates). They are used for authenticating a user to the target server that the
user wishes to access, without the user actually having access to those credentials.
Credentials are retrieved transparently from One Identity Safeguard for Privileged
Sessions's (SPS's) local Credential Store or an external, third-party password management
system by SPS impersonating the authenticated user. This automatic password retrieval is
crucial, as this method protects the confidentiality of passwords since users can never
access them.

Users accessing connections that use Credential Stores must authenticate on SPS using
gateway authentication. They only have to use their gateway password to log in to SPS,
and if they are allowed to access the target server, SPS automatically logs in using the
Credential Store. For details on gateway authentication, see The gateway authentication
process on page 64.
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Figure 5: Authenticating using Credential Stores
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Credential Stores can be stored locally on SPS, or on a remote device. For remote
Credential Stores, SPS integrates with external authentication and authorization systems
using plugins.

For further information on Credential Stores including configuration details, see Using
credential stores for server-side authentication on page 748.

Plugin framework

One Identity Safeguard for Privileged Sessions (SPS) provides a plugin framework to
integrate SPS with external authentication and authorization systems, such as an
external Credential Store, a ticketing system, or any third-party authentication or
authorization solution.

Authenticating users to an external authentication and authorization system on page 36 and
the process overview that follows describe how user authentication works at a high level
when there is an external authentication and authorization system involved:
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Figure 6: Authenticating users to an external authentication and

authorization system
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The client tries to establish a connection to the target server.

SPS notices that an AA plugin is configured in the connection policy matching the

connection. This is treated as gateway authentication. For details on gateway

SPS forwards the client's details to the external authentication and authorization

The external authentication and authorization system verifies the data received and

2.
authentication, see The gateway authentication process on page 64.
3. SPS prompts the client for credentials.
The client provides authentication details to SPS when prompted.
5.
system using the SPS API.
6.
provides feedback to SPS about the result.
7.

(ONE IDENTITY

If the client is granted access by the external authentication and authorization
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system, SPS authenticates the client to the target server, and establishes the
connection.

For further information on plugins including configuration details, see Integrating
ticketing systems on page 764 and Integrating external authentication and authorization
systems on page 759.

Indexing

One Identity Safeguard for Privileged Sessions (SPS) can index the contents of audit trails,
making the records of privileged users' activities easily searchable.

Audit trails contain user activity data recorded from terminal sessions (such as SSH and
Telnet) and graphical protocols (such as RDP, Citrix ICA, and VNC). Examples of data
recorded in audit trails are: mouse activity, keystrokes, and so on. Using its own indexer
service or one or more external indexers, SPS determines elements of the content visible
on the user's screen at a given point in time. Screen content elements include commands,
window titles, IP addresses, user names, and so on.

The indexer generates the following types of output as a result of processing the audit
trail files:

. text
« screenshot files
. replayable video files
SPS then takes the output of indexing and breaks that down into searchable units.

Indexing and the process overview that follows describe how indexing works at a
high level:

Figure 7: Indexing audit trail files
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1. SPS monitors and records the protocol traffic in the audited connections passing
through SPS. Protocol traffic data is recorded in audit trail files.

Once a connection has been closed, SPS sends the audit trail files to the indexer.

3. The indexer parses the contents of the audit trail files, and builds an "inventory" of
the privileged user's activity data based on what appeared on their screen.

In the case of a terminal session, screen content corresponds to the activity data that
is captured in a terminal window. In the case of graphical protocols, screen content is
whatever is visible in the graphical user interface of the applications the user is
interacting with. In the latter case, the indexer's Optical Character Recognition (OCR)
engine extracts text that appeared on the screen (for example, window titles).

4. The indexer returns the information extracted from the parsed audit trail files to SPS.

5. SPS processes the outcome of parsing and OCR-ing done in the previous phase and
makes the data searchable.

6. Once indexed, the contents of the audit trails can be searched from SPS's
web interface.

For details on how to configure SPS's internal indexer or one or more external indexers,
see Indexing audit trails on page 582.

Supported protocols and client
applications

One Identity Safeguard for Privileged Sessions (SPS) supports the following protocols and
clients. As a general rule, client applications not specifically tested, but conforming to the
relevant protocol standards, should work with SPS. One Identity supports the listed client
and server applications only on a best-effort basis after their vendor or manufacturer
declares end-of-support or extended (or any other non-standard support) period for them.
Best-effort basis means that without the vendor support we only can fix issues with our
existing knowledge in the problematic area, and can implement straightforward fixes only.

Example:

Microsoft provides mainstream and extended support periods for Windows Server
2012 Standard as described here. One Identity follows these periods and our
best-effort support period starts at the same time when the mainstream period
ends at Microsoft.

HTTP

One Identity Safeguard for Privileged Sessions (SPS) supports the HTTP 1.0 and 1.1
standards.
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Secure Shell Protocol

One Identity Safeguard for Privileged Sessions (SPS) supports only the SSHv2 protocol.
The older and insecure v1 version is not supported.

Supported client and server applications:

o OpenSSH (client and server)
Client and server tested with a weekly build of the latest available version.
o OpenSSH (client and server)

Client and server tested with version OpenSSH_7.1p2 and OpenSSL 1.0.2f-fips
28 Jan 2016.

o Dropbear (client and server)
Tested with version 2015.67.

o SecureCRT (Windows, client)
Tested with version 8.5

o PUTTY (client)
Tested with version 0.65.

Remote Desktop Protocol

Supported Windows client applications:

The built-in applications of the Windows 7 SP1, Windows 8.1, Windows Server 2012,
Windows Server 2012 R2, Windows Server 2016, Windows Server 2019, and Windows
10 platforms.

Supported Mac OS X client applications
The Royal TSX client application, tested with Royal TSX 4.2.1 on Mac OS X Mojave.

Supported server (target) applications

The built-in applications of Windows Server 2012, Windows Server 2012 R2, Windows
Server 2016, Windows Server 2019, and Windows 10 platforms.

Accessing Remote Desktop Services (RemoteApp programs) is also supported.
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O [ NOTE:

Other Remote Desktop clients are not explicitly supported, but may be compatible
with One Identity Safeguard for Privileged Sessions (SPS). When using an alternative
client application, note the following limitations:

« The rdesktop application and other client applications (for example, JAVA
clients) that build on the rdesktop codebase do not support RDP shadowing and
Remote Desktop Gateway connections.

« The Remote Desktop Connection Client for Mac application does not support
RDP shadowing.

ICA

One Identity Safeguard for Privileged Sessions (SPS) is certified for the following
server versions:

o Citrix Virtual Apps (formerly known as Citrix XenApp) 6.5

o Citrix Virtual Apps 7.6

o Citrix Virtual Apps 7.15

o Citrix Virtual Desktops (formerly known as Citrix XenDesktop) 6.5
o Citrix Virtual Desktops 7.6

o Citrix Virtual Desktops 7.15

For details on the deployment scenarios that support Citrix Virtual Desktops (formerly
known as Citrix XenDesktop), see One Identity Safeqguard for Privileged Sessions (SPS)
deployment scenarios in a Citrix environment on page 500.

The latest version of the Citrix Workspace app (formerly known as Citrix Receiver) for
Windows, Linux and MacOS is supported.

Telnet

Telnet traffic must conform to RFC 854 and to various extensions described in the following
RFCs: 856-861, 652-658, 698, 726-27, 732-736, 749, 779, 885, 927, 933, 1041, 1043, 1053,
1073, 1079, 1091, 1096-97, 1184, 1372, 1408, 1572, 2066, 2217, 2840, 2941, 2946.
TN3270:

Telnet 3270 terminal protocol.

TN5250:

Telnet 5250 terminal protocol, as described in RFC2877.
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Remote Desktop Gateway Server Protocol
(RDGSP)

One Identity Safeguard for Privileged Sessions (SPS) can act as a Remote Desktop
Gateway (also called RD Gateway) and transfer the incoming connections to RDP
connections.

Virtual Network Computing
VNC versions 3.3-3.8 are supported.

Supported client and server applications:

« RealVNC
« UltraVNC
« TightVNC
o KVM

e Vino

VMware Horizon View

VMware Horizon View Clients using the Remote Desktop (RDP) display protocol to
access remote servers are supported. For details, see VMware Horizon View
connections on page 572.

Modes of operation

One Identity Safeguard for Privileged Sessions (SPS) can be configured to monitor both
transparent and non-transparent connections.

o In transparent mode, SPS acts as a transparent router between two network
segments. For details, see Transparent mode on page 42.

« You can also use policy-based routing to forward connections within the same
network segment to SPS, in which case it acts like a single interface transparent
router. For details, see Single-interface transparent mode on page 42.

« In non-transparent mode, users have to address SPS to initiate connections to
protected servers. For details, see Non-transparent mode on page 44.

« When addressing SPS, you can also use inband destination selection to choose the
server to connect to. For details, see Inband destination selection on page 44.

One Identity recommends that you design the network topology so that only management
and server administration traffic passes SPS. This ensures that the services and
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applications running on the servers are accessible even in case SPS breaks down, so SPS
cannot become a single point of failure.

Transparent mode

In transparent mode, One Identity Safeguard for Privileged Sessions (SPS) acts as a
transparent router connecting the network segment of the administrators to the segment of
the protected servers at the network layer (Layer 3 in the OSI model). All connections must
pass through SPS to reach the servers — SPS is a proxy gateway, completely separating
the protected servers from the rest of the network. Controlled connections and traffic are
inspected on the application level, while other types of connections are simply forwarded
on the packet level.

SPS can also be configured to act as a single-interface transparent router. For details, see
Single-interface transparent mode on page 42.

CAUTION:
Transparent mode does not support multicast traffic.

Figure 8: SPS in transparent mode
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Single-interface transparent mode

Single-interface transparent mode is similar to transparent mode, but both client-side and
server-side traffic use the same interface. An external device that actively redirects the
audited traffic to One Identity Safeguard for Privileged Sessions (SPS) (typically, a
firewall, a router, or a layer3 switch) is required . To accomplish this, the external device
must support advanced routing (also called policy-based routing or PBR). For details on
configuring an external device to work with SPS in single-interface transparent mode, see
Configuring external devices on page 891.
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Figure 9: SPS in single-interface transparent mode
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Advantages

The advantages of using the single-interface transparent mode are:

. Totally transparent for the clients, no need to modify their configuration.

« The network topology is not changed.

Only the audited traffic is routed to SPS, production traffic is not.

Disadvantages

The disadvantages of using the single-interface transparent mode are:

SPS acts as a man-in-the-middle regarding the connection between the client and the
target server. Instead of a single client-server connection, there are two separate
connections: the first between the client and SPS, and a second between SPS and the
server. Depending on how you configure SPS, the source IP in the SPS-server
connection can be the IP address of SPS, or the IP address of the client. In the latter
case — when operating in transparent mode (including single-interface transparent
mode) — SPS performs IP spoofing. Consult the security policy of your organization
to see if it permits IP spoofing on your network.

Traffic must be actively routed to SPS using an external device. Consequently, a
network administrator can disable SPS by changing routing rules.

When adding a new port or subnet to the list of audited connections, the configuration
of the external device must be modified as well.

A network administrator can (intentionally or unintentionally) easily disable
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monitoring of the servers, therefore additional measures have to be applied to detect
such activities.

Non-transparent mode

In non-transparent mode, One Identity Safeguard for Privileged Sessions (SPS) acts as a
bastion host (that is, administrators can address only SPS, the administered servers cannot
be targeted directly). The firewall of the network has to be configured to ensure that only
connections originating from SPS can access the servers. SPS determines which server to
connect to based on the parameters of the incoming connection (the IP address of the
administrator and the target IP and port).

Non-transparent mode inherently ensures that only the controlled (management and
server administration) traffic reaches SPS. Services and applications running on the
servers are accessible even in case SPS breaks down, so SPS cannot become a single point
of failure.

0 | TIP:

Non-transparent mode is useful if the general (that is, not inspected) traffic is very
high and could not be forwarded by SPS.

® | NOTE:

In case there is a high number of target devices, do not use fixed address rules in
non-transparent mode, as configuration validation might fail. Consider using one of
the dynamic configuration options, such as inband destination selection or
transparent mode.

Figure 10: SPS in non-transparent mode
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Non-transparent mode is often used together with inband destination selection. For details,
see Inband destination selection on page 44).

Inband destination selection
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Inband destination selection allows you to create a single connection policy and allow users
to access any server by including the name of the target server in their username (for
example, ssh username@targetserver:port@scb_address). One Identity Safeguard for
Privileged Sessions (SPS) can extract the address from the username and direct the
connection to the target server.

Figure 11: Inband destination selection
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Since some client applications do not permit the @ and : characters in the username,
alternative characters can be used as well:

« To separate the username and the target server, use the @ or % characters, for
example: username%targetserver@scb_address

« To separate the target server and the port number, use the :, +, or / characters, for
example: username%targetserver+port@scb_address

You can use both IPv4 and IPv6 addresses with inband destination selection. For IPv6
addresses, add square brackets to separate the address and the port number:

username@[targetserver_ipv6]:port@[scb_address_ipv6]:port

When Network Level Authentication (NLA) is disabled, you can omit the username when
starting an RDP connection (for example, use only %targetserver). The user can type the
username later in the graphical login screen. However, the username must be specified if
Network Level Authentication (NLA) is used in the connection.

For other details on inband destination selection in RDP connections, see Inband destination
selection in RDP connections on page 528.

You can find examples of using inband destination selection in Using inband destination
selection in SSH connections on page 827.
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Connecting to a server through One
Identity Safeguard for Privileged
Sessions (SPS)

When a client initiates a connection to a server, One Identity Safeguard for Privileged
Sessions (SPS) performs a procedure similar to the ones detailed below. The exact
procedure depends on the protocol used in the connection.

« For SSH connections, see Connecting to a server through One Identity Safeguard for
Privileged Sessions (SPS) using SSH on page 46.

o For RDP and other connections, see Connecting to a server through One Identity
Safeguard for Privileged Sessions (SPS) using RDP on page 49.

Connecting to a server through One
Identity Safeguard for Privileged Sessions
(SPS) using SSH

The following describes what happens when a client connects to a server through One
Identity Safeguard for Privileged Sessions (SPS) and how the different configuration
options and policies of SPS affect this process. Note that this procedure does not cover the
scenarios when inband destination selection is used.

1. Client-side connection

The client tries to connect to the server. SPS receives the connection request and
establishes the TCP connection with the client.

2. SPS examines the connection request: it checks the IP address of the client and the
IP address and port number of the intended destination server. If these parameters
of the request match a connection policy configured on SPS, SPS inspects the
connection in detail. Other connections are ignored by SPS, and simply forwarded on
the packet level.

The selected connection policy determines all settings and parameters of the
connection.

0 [ NOTE:

One Identity Safeguard for Privileged Sessions (SPS) compares the connection
policies to the parameters of the connection request one-by-one, starting with
the first policy in the policy list. The first connection policy completely matching
the connection request is applied to the connection.

For details, see Configuring connections on page 424.

3. SPS selects the destination server based on the Target parameter of the connection
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policy. Network address translation of the target address can be performed at this
step. For details, see Modifying the destination address on page 431.

SPS selects the source address used in the server-side connection based on the
SNAT parameter of the connection policy. For details, see Modifying the source
address on page 436.

. The client authenticates itself using an authentication method permitted by the
Authentication policy set in the Connection policy. Different connections can use
different authentication policies, thus allow different authentication methods. The
Authentication policy also restricts which users can connect to the server if public-
key authentication is used. SPS can authenticate the user to a Local User
Database, or to a remote LDAP (for example, Microsoft Active Directory) or RADIUS
server. This is inband authentication, since it is performed in the same connection
that the client originally established to communicate with the server.

The username used in this authentication step is referred to as the Gateway
username and is used to determine the Gateway group memberships of the user.
For details, see Authentication Policies on page 542.

If an AA plugin is configured in SPS, the client may be prompted to provide
additional information when authenticating to the server. For details on the AA
plugin, see Integrating external authentication and authorization systems on page
759. Note that if the plugin sets or overrides the username of the connection, a
Usermapping policy needs to be configured and set in the Connection policy. For
further information, see Configuring usermapping policies on page 731.

If the Gateway authentication option is set in the Connection policy, SPS pauses
the connection until the user completes a gateway authentication on the SPS web
interface. This is out-of-band authentication, since it is performed in an independent
connection. For details, see The gateway authentication process on page 64.

If the Usermapping policy option is set in the Connection policy, SPS checks if the
Usermapping policy permits the users of the gateway group to access the username
used in the server-side connection (the remote username, for example, root). For
details, see Configuring usermapping policies on page 731.

Before establishing the server-side connection, SPS can evaluate the channel policy
to determine if the connection might be permitted at all, for example, it is not denied
by a Time policy. SPS performs this check if the SSH Control > Settings > Enable
pre channel check option is enabled. For details, see Creating and editing protocol-
level SSH settings on page 554.

For the SSH protocol, SPS checks the From (client address), Gateway group, and
Time policy restrictions set in the Channel policy of the Connection policy. For
details, see Creating and editing channel policies on page 437.

Server-side connection

SPS sets up the server-side connection and does the following:
a. SPS establishes the TCP connection to the server.

b. SPS negotiates the protocol parameters of the connection (for example, SSH
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encryption parameters) according to the SSH Control > Settings of the
connection policy.

c. SPS displays an SSH hostkey to the client. This hostkey is either generated on
SPS, or it is the hostkey of the server (if it is available on SPS). The connection
policy determines the hostkey shown to the client.

IMPORTANT:

If the SSH Settings of the Connection Policy enable only RSA
keys, set the RSA key shown to the client in the Connection
Policy.

d. SPS verifies the hostkey of the server according to the Server side hostkey
setting option of the Connection policy (in general, you can manage the server
hostkeys on the SSH Control > Server Host Keys page). If the server has
not been contacted before, SPS can accept and store the hostkey of the server.
Alternatively, the hostkey of the server can be manually uploaded to SPS. For
details, see Server host keys on page 550.

10. SPS performs the authentication on the server, using the data received from:
« the client during the client-side authentication, or

o a local or external Credential Store (for details, see Using credential stores for
server-side authentication on page 748).

11. SPS authorizes the connection based on the Channel policy. It checks:

« If the Channel policy includes a User List restriction for the Gateway group
or Remote group, SPS checks if the user can access the server. If needed,
SPS connects to the LDAP servers set in the LDAP Servers policy to resolve
the group memberships of the user. For details, see Creating and editing user
lists on page 447.

o SPS consults the Time policy assigned to the channel policy. Channels may be
opened only within the allowed period.

0 |TIP:

Time policies are a good way to ensure that the server can be accessed
only within the specified timeframe.

12. Both the server- and the client-side connections have been established. From this
step, the client can try to open any type and any number of channels in the
connection.

13. If 4-eyes authorization is set in the Channel policy, the SSH session of the client is
paused until the authorizer permits the client to connect to the server. Who can
authorize the session depends on the Access Control settings of the Connection
policy. For details, see Four-eyes authorization on page 65.

14. The client starts to work on the server. Information about the connection is now
available on the Search page.
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o SPS records the entire communication into digitally encrypted audit trails if
auditing is enabled in the Channel policy, and encryption is configured in the
Audit policy used in the Connection policy. For details, see Creating and editing
channel policies on page 437 and Audit policies on page 455.

« If a Content policy is configured in the Channel policy, SPS monitors the
connection in real time, and raises an alert or terminates the connection if the
user performs an undesired action. For details, see Real-time content
monitoring with Content Policies on page 441.

If the user opens another channel within the same connection, SPS consults the
Channel policy of the connection to see if the channel is permitted, and processes it
accordingly.

15. Post-processing the connection

Once the connection has been closed, the following post-processing steps take place:

a. After the client closes the connection, or it is terminated for some reason (for
example, it times out, or a Content policy or a 4-eyes auditor terminates it),
SPS indexes the contents of the audit trail (if the Record audit trail option of
the Channel policy, and the Enable indexing option of the Connection policy
are enabled).

b. SPS creates a backup of the data and the audit trail of the connection, and
archives it to a remote server, if a Backup policy and an Archive policy is setin
the Connection policy. For more information, see Data and configuration
backups on page 139 and Archiving and cleanup on page 152.

c. When the Delete search metadata from SPS after period expires, SPS
deletes all data about the connection from its database.

Connecting to a server through One
Identity Safeguard for Privileged Sessions
(SPS) using RDP

The following describes what happens when a client connects to a server through One
Identity Safeguard for Privileged Sessions (SPS) and how the different configuration
options and policies of SPS affect this process.

1. Client-side connection

The client tries to connect to the server. SPS receives the connection request and
establishes the TCP connection with the client.

2. SPS examines the connection request: it checks the IP address of the client and the
IP address and port number of the intended destination server. If these parameters
of the request match a connection policy configured on SPS, SPS inspects the
connection in detail. Other connections are ignored by SPS, and simply forwarded on

SPS 6.0 Administration Guide

(ONE IDENTITY 49

The concepts of One Identity Safeguard for Privileged Sessions (SPS)



10.

the packet level.

The selected connection policy determines all settings and parameters of the
connection.

O | NOTE:

One Identity Safeguard for Privileged Sessions (SPS) compares the connection
policies to the parameters of the connection request one-by-one, starting with
the first policy in the policy list. The first connection policy completely matching
the connection request is applied to the connection.

For details, see Configuring connections on page 424.

SPS selects the destination server based on the Target parameter of the connection
policy. Network address translation of the target address can be performed at this
step. For details, see Modifying the destination address on page 431.

SPS selects the source address used in the server-side connection based on the
SNAT parameter of the connection policy. For details, see Modifying the source
address on page 436.

If an AA plugin is configured in SPS, the client may be prompted to provide
additional information when authenticating to the server. For details on the AA
plugin, see Integrating external authentication and authorization systems on page
759. Note that if the plugin sets or overrides the username of the connection, a
Usermapping policy needs to be configured and set in the Connection policy. For
further information, see Configuring usermapping policies on page 731.

SPS checks if the client uses a version of the RDP protocol that is enabled in the
Protocol settings of the Connection policy. Depending on the protocol version,
different encryption is used in the connection, and different parameters are required
in the Connection policy.

Before establishing the server-side connection, SPS can evaluate the channel policy
to determine if the connection might be permitted at all, for example, it is not denied
by a Time policy. SPS performs this check if the RDP Control > Settings >
Enable pre channel check option is enabled. For details, see Creating and editing
protocol-level RDP settings on page 509.

Server-side connection

a. SPS establishes the TCP connection to the server.

b. SPS checks the protocol parameters of the connection (for example, the
version of the RDP protocol used ) according to the Protocol settings of the
Connection policy. The RDP handshake is performed simultaneously on the
server- and the client-side.

The server opens a Drawing channel for the user to perform authentication.

SPS authorizes the connection based on the Channel policy. It checks:

o If the Channel policy includes a User List restriction for the Gateway group
or Remote group, SPS checks if the user can access the server. If needed,
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11.

12.

13.

14.

15.

SPS connects to the LDAP servers set in the LDAP Servers policy to resolve
the group memberships of the user. For details, see Creating and editing user
lists on page 447.

o SPS consults the Time policy assigned to the channel policy. Channels may be
opened only within the allowed period.

0 | TIP:

Time policies are a good way to ensure that the server can be accessed
only within the specified timeframe.

If the Gateway authentication option is set in the Connection policy, SPS pauses
the connection until the user completes a gateway authentication on the SPS web
interface. This is out-of-band authentication, since it is performed in an independent
connection. For details, see The gateway authentication process on page 64.

It is also possible to perform gateway authentication inband, without having to
access SPS's web interface. For details, see Connecting to a server through One
Identity Safeguard for Privileged Sessions (SPS) using an RD Gateway on page 52.

SPS performs the authentication on the server, using the data received from:
 the client during the client-side authentication, or

« alocal or external Credential Store (for details, see Using credential stores for
server-side authentication on page 748).

If the authentication fails for any reason, SPS terminates the client-side connection
as well. This is required to verify the username of the client when it attempts to
access the server again.

If 4-eyes authorization is set in the Channel policy, the RDP session of the client is
paused until the authorizer permits the client to connect to the server. Who can
authorize the session depends on the Access Control settings of the Connection
policy. For details, see Four-eyes authorization on page 65.

The client starts to work on the server. Information about the connection is now
available on the Search page.

« SPS records the entire communication into digitally encrypted audit trails if
auditing is enabled in the Channel policy, and encryption is configured in the
Audit policy used in the Connection policy. For details, see Creating and editing
channel policies on page 437 and Audit policies on page 455.

« If a Content policy is configured in the Channel policy, SPS monitors the
connection in real time, and raises an alert or terminates the connection if the
user performs an undesired action. For details, see Real-time content
monitoring with Content Policies on page 441.

If the user opens another channel within the same connection, SPS consults the
Channel policy of the connection to see if the channel is permitted, and processes it
accordingly.
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16. Post-processing the connection

Once the connection has been closed, the following post-processing steps take place:

a. After the client closes the connection, or it is terminated for some reason (for
example, it times out, or a Content policy or a 4-eyes auditor terminates it),
SPS indexes the contents of the audit trail (if the Record audit trail option of
the Channel policy, and the Enable indexing option of the Connection policy
are enabled).

b. SPS creates a backup of the data and the audit trail of the connection, and
archives it to a remote server, if a Backup policy and an Archive policy is setin
the Connection policy. For more information, see Data and configuration
backups on page 139 and Archiving and cleanup on page 152.

c. When the Delete search metadata from SPS after period expires, SPS
deletes all data about the connection from its database.

Connecting to a server through One Identity
Safeguard for Privileged Sessions (SPS)
using an RD Gateway

The following describes what happens when a client connects a server through One Identity
Safeguard for Privileged Sessions (SPS) using a Remote Desktop Gateway (or RD
Gateway), and how the different configuration options and policies of SPS affect this
process. For details on the configuration process, see Using One Identity Safeguard for
Privileged Sessions (SPS) as a Remote Desktop Gateway on page 521.

1.

2.

3.

The client connects to port 443 of the Remote Desktop Gateway configured in the
Remote Desktop software. The address of the Remote Desktop Gateway is an alias IP
address of SPS. To process the connection request, SPS must have a Connection
policy that is configured to handle RDP connection requests on the alias IP, and that
has the Act as a Remote Desktop Gateway option enabled.

The client authenticates on Remote Desktop Gateway (that is, on SPS). Technically,
this is an inband gateway authentication on the Domain Controller of SPS's domain
(SPS must be the member of a domain, for details, see Network Level Authentication
(NLA) with domain membership on page 514). The username used in this
authentication step is referred to as the Gateway username and is used to
determine the Gateway group memberships of the user.

The client tries to connect to the server. From this point on, this connection is
processed as described in Connecting to a server through One Identity Safeguard for
Privileged Sessions (SPS) using RDP on page 49.
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Archive and backup concepts

You can export, backup and save various types of data from One Identity Safeguard for
Privileged Sessions (SPS), and it also creates log files, dumps and bundles to help the
Support Team in troubleshooting errors.

Figure 12: Archive and backup concepts
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List of core files

The following sections describe these in detail:

Configuration export

System backup
Connection backup
Connection archive
Support bundle
Debug logs
Connection logs

Core dump files

Configuration export

The configuration of One Identity Safeguard for Privileged Sessions (SPS) can be exported
to your local machine from the Basic Settings > System > Export configuration
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page. The configuration export in itself is always a one-time action that cannot be
configured in policies. However, the system backup (System backup on page 55), that
contains the configuration export in addition to other items, can be configured as a
scheduled policy and is saved to a backup server.

The exported file is a gzip-compressed archive. On Windows platforms, it can be
decompressed with common archive managers such as the free 7-Zip tool.

The name of the exported file is <hostname_of_ SPS>-YYYMMDDTHHMM. config, the -encrypted or
-gpg suffix is added for password-encrypted and GPG-encrypted files, respectively.
Because the configuration export contains highly sensitive information, it is strongly
suggested that you use encryption when generating the export.

For details on how to export the configuration of SPS, see: Exporting the
configuration of SPS.

The configuration export is used for

« Manually archiving the configuration.
« Reinstalling a SPS machine and restoring its configuration.

« Migrating the configuration of an already installed SPS to a freshly installed SPS of
the same version and therefore creating a machine with an identical configuration.

The configuration export contains the following

« Configuration XML file

« Every change of the configuration of SPS. You can also access these changes at AAA
> Accounting in a search interface.

o Certificates, for example:
o CA certificates
o TSA certificates
« Signing CA
o Stored key files, for example:
o Trusted keys
o User keys
« RDP5 RSA key
« User Preferences that are configured at User Menu > Preferences.

« Certificates and corresponding private keys in your private keystore that are
configured at User Menu > Private Keystore . Only the content of the
Permanent keystore is exported.

« Custom Report Logo configured at Reporting > Configuration.
« Plugins and any data persisted by plugins.

o Local Credentials Store (the SQLite database) configured at Policies >
Credential Stores.
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System backup

The system backup contains the configuration export in addition to other items. It can be
configured as a scheduled policy and is saved to a backup server.

Because the configuration export, which is part of the system backup contains highly
sensitive information, it is strongly suggested that you use encryption when generating the
export. For details on encrypting the configuration export part, see: Encrypting
configuration backups with GPG.

For details on how to perform a system backup of One Identity Safeguard for Privileged
Sessions (SPS), see: Creating configuration backups. Itis a two-step process:

1. Create a backup policy at Policies > Backup & Archive/Cleanup >
Backup policies.

2. Assign that policy to the system backup at Basic Settings > Management >
System backup > System backup policy.

Select Encrypt configuration.

For details on how to restore the configuration and data of SPS from a complete backup,
for example, after a hardware replacement, see: Restoring SPS configuration and data.

The system backup is used for

« Recovery in case of errors.

The system backup contains the following

o config directory:
One configuration export file per scheduled backup.
o db directory:

A database dump from SPS's connection metadata database, one .sql file
overwritten with the actual dump on a daily basis.

« reports directory:

The scheduled daily, weekly, monthly system reports that are accessible at
Reporting > Reports are saved in .pdf files.

o rrddirectory:

The output files of the internal system monitoring tool (Munin). These are the
files that are used in generating graphs/charts on the Basic Settings >
Dashboard page.

o sqgl directory:

The internal SQLite databases, for example metadata about the reports.

Connection backup
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The connection backup, also known as data backup contains the audit files and connection
metadata of a connection. It can be configured as a scheduled policy and is saved to a
backup server.

For details on how to perform a connection backup of a connection, see: Creating data
backups. Itis a three-step process:

1. Configure a system backup. Restoring a data backup works only if a matching system
configuration and metadata is available, that is, if a system backup is restored first.

2. Create a backup policy at Policies > Backup & Archive/Cleanup >
Backup policies.

3. Navigate to <Protocol nhame> Control > Connections. Select the connection
you want to back up. Select the previously created backup policy in the Backup
policy field.

For details on how to restore the configuration and data of One Identity Safeguard for
Privileged Sessions (SPS) from a complete backup, for example, after a hardware
replacement, see: Restoring SPS configuration and data.

The connection backup is used for

« Saving the created audit trail files and indexing metadata of a connection to a remote
share. This is a copy operation in terms of data files.

« Recovery: In case of a hardware replacement, creating configuration export, system
backup and connection backups is essential.

« Migration: Creating a machine identical to another SPS machine.

The connection backup contains the following

« The audit trails of the connection, that is, the .zat files storing the recorded activities
of the administrators. For details on audit trails, see Audit Policies.

o The index of the audit trail that makes the content of the audit trail searchable. For
details on indexing audit trails, see Indexing audit trails.

O [ NOTE:

Audit trails and index files are large. This means that backing up a connection
requires a significant amount of free hardware space. Make sure you have enough
free hardware space for those connections that you want to back up.

Connection archive

The connection archive, also known as data archive contains the audit files and connection
metadata of a connection. In terms of contents, it is similar to a connection backup. It can
be configured as a scheduled policy and is saved to an archive server. Archiving transfers
data from One Identity Safeguard for Privileged Sessions (SPS) to an external storage
solution, cleanup removes (deletes) old files. Archived data can be accessed and searched,
but cannot be restored (moved back) to the SPS appliance.

@NE IDENTITY" SPS 6.0 Administration Guide 56

The concepts of One Identity Safeguard for Privileged Sessions (SPS)



For details on how to perform a connection archive of a connection, see: Archiving or
cleaning up the collected data. It is a two-step process:

1. Create an archive policy at Policies > Backup & Archive/Cleanup >
Archive/Cleanup policies.

2. Navigate to <Protocol name> Control > Connections. Select the connection you
want to archive. Select the previously created archive policy in the
Archive/Cleanup policy field.

A | CAUTION:

Hazard of data loss Never delete an Archive Policy if data has been
archived with it. This will make the already archived data inaccessible.

Do not "remake" an Archive Policy (that is, deleting an Archive Policy and
then creating another one with the same name but different parameters).
This will make data inaccessible, and identifying the root cause of the
issue complicated.

If you want to change the connection parameters (that is when you
perform a storage server migration), you must make sure that the share
contents and file permissions are kept unmodified and there are no
archiving or backup tasks running.

On the other hand, if you want to add a new network share to your
archives, proceed with the following steps:

1. Create a new empty SMB/NFS network share.
2. Create a new Archive Policy that points to this network share.

3. Modify your Connection Policy(es) to archive using the newly defined
Archive Policy.

4. Make sure to leave the existing Archive Policy unmodified.

It is also safe to extend the size of the network share on the server side.

The connection archive is used for

» Moving the created audit trail files and indexing metadata of a connection to a
remote share. This is a move operation in terms of data files. Archived data can be
accessed and searched, but cannot be restored (moved back) to the SPS appliance.

o Freeing up hardware space on SPS.

The connection archive contains the following

« The audit trails of the connection, that is, the .zat files storing the recorded activities
of the administrators. For details on audit trails, see Audit Policies.

« The index of the audit trail that makes the content of the audit trail searchable. For
details on indexing audit trails, see Indexing audit trails.
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Support bundle

To track down support requests, the One Identity Support Team might request you to
collect system-state and debugging information. This information is collected
automatically, and contains log files, the anonymized excerpt of the configuration export
file of One Identity Safeguard for Privileged Sessions (SPS), and various system-statistics.
To generate a support bundle, navigate to Basic Settings > Troubleshooting > Create
support bundie.

The exported file is a zip-compressed archive.

The name of the exported file is debug_info-<hostname>YYYYMMDDHHMM. Sensitive data like key
files and passwords are automatically removed from the configuration files.

For details on how to create a support bundle, see: Collecting logs and system information
for error reporting.

The support bundle is used for
« Collecting a snapshot of the past week's system-state information for the One
Identity Support Team for troubleshooting and debugging purposes.

« Collecting information about a specific error by generating data for a defined time
interval where the event that causes the error is reproduced. This is also used by the
One Identity Support Team for troubleshooting and debugging purposes.

The support bundle contains the following

o Debug logs, Connection logs and OS logs of the past week, one file per day. If there
are too many events in a day, the log file in the support bundle only contains a
truncated version of the connection logs. In this case, the complete log file is only
accessible at /var/log/messages-<day>.

« An excerpt of the configuration export file:
« The anonymized version of the configuration XML file
« Plugins

o System-state information (for example, version details, statistics, memory usage,
system warnings, and so on).

o List of core files. This list might indicate previous system crashes.
o RAID controller information.

« Upgrade logs

« Dashboard data

Debug logs

To increase the log level of the non-connection-related events, for example, to add the
commands executed by the One Identity Safeguard for Privileged Sessions (SPS) web
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interface to the logs, enable debug level logging at Basic Settings > Management >
Verbose system logs > Enable.

These logs are accessible at /var/log/scb-<day>.

The debug logs are used for

o Our Support Team uses this to investigate the reasons behind a web user interface-
related issue.

The debug logs contain the following

« Logs generated by the SPS web interface.
« System daemon logs.

« Logs of periodic cron jobs.

Connection logs

The connection logs contain all connection-related information of the past week, one file
per day. A file contains all logs for all connections for a single day.

The logging level of One Identity Safeguard for Privileged Sessions (SPS) can be set
separately for every protocol. To change the verbosity level of SPS, navigate to <Protocol
name> Control > Global Options.

These logs are accessible at /var/log/zorp-<protocol-name>-<day>.

O [ NOTE:

The verbosity level ranges from 1 (no logging) to 10 (extremely detailed), with level
4 being the default normal level. To debug complex problems, you might have to
increase the verbosity level to 7. Higher level is needed only in extreme cases.

CAUTION:

High verbosity levels generate very large amount of log messages and
might result in a very high load on the machine.

For log levels 8-10, the logs contain highly sensitive data for all
connections, as well as passwords and private keys in plain text format.

The connection logs are used for

« Our Support Team uses this to investigate the reasons behind a failed connection.

The connection logs contain the following

o Connection success/failure events

o Other connection-related events
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Core dump files

One Identity Safeguard for Privileged Sessions (SPS) automatically generates core dump
files if an important software component (for example, Zorp) of the system crashes for
some reason. These core dump files can be of great help to the One Identity Support Team
to identify problems. When a core dump file is generated, the SPS administrator receives
an alerting e-mail, and an SNMP trap is generated if alerting is properly configured (for
details, see Configuring system monitoring on SPS on page 130 and System logging, SNMP
and e-mail alerts on page 119).

To list and download the generated core dump files, navigate to Basic Settings >
Troubleshooting > Core files.

For details on core dump files, see: Gathering data about system problems.

The core dump files are used for

« The One Identity Support Team uses this to investigate the reasons behind a
system crash.

The core dump files contain the following

« The recorded state of the working memory of a computer program at a specific time,
generally when the program has crashed or otherwise terminated abnormally.

Maximizing the scope of auditing

In certain special scenarios, One Identity Safeguard for Privileged Sessions (SPS) may
examine and audit network traffic with some limitations, depending on the configuration.

In the first scenario, your organization uses jump hosts to access remote servers or
services. In this case, SPS ignores the connection between the target server and the
remote server, as it does not go through SPS.
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Figure 13: Connection to a remote server through a jump host
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In the next scenario, a file operation is performed going from the target server to the client

(for example, copying a file using SCP). In this case, the direction of the connection is

switched, as compared to the initial client-to-server direction.
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Figure 14: File operation in the "reverse" direction
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In these scenarios, SPS may not:

« Restrict channels allowed in the connection.
o Audit file operations.

When you wish to search for the audit files of these connections, there will be no
results returned on the Search page.

« Allow authentication on the remote server if the user authenticates to the target
server using a Credential Store.

If you want all connections in these scenarios to be audited, make sure that you add a
connection policy for:

« The connection between the target server and any remote servers.

« The connection going from the target server to the client.
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IPv6 in One Identity Safeguard for
Privileged Sessions (SPS)

One Identity Safeguard for Privileged Sessions (SPS) supports IPv6 for monitoring
connections only. You can define both IPv4 and IPv6 addresses for its logical network
interfaces, and configure connections between IPv4 and IPv6 networks (for example, from
a client with an IPv4 address to a target with an IPv6 address). You can also use IPv6
addresses with inband destination selection.

® | NOTE:

IPv6 support in ICA connections is currently experimental only.

When configuring IPv6 addresses, SPS shortens the address to its canonical form (omitting
leading zeroes, and replacing consecutive sections of zeroes with a double colon). Take the
following address as an example:

2001 :0db8:0000:0000:0000:ff00:0042:8329
SPS shortens the address to its canonical form:
[2001:db8: :ff00:42:8329]

Additionally, where the IP address and the port is displayed together, IPv6 addresses are
shown between brackets. For example, the same address with a port number of 443 is
displayed as:

[2001:db8: : ff00:42:8329]:443

You can search for both the initial (full) and the canonical form on the SPS Search page. For
searches performed using the RPC API, you have to use the canonical form.

To provide the network range for IPv6 addresses, use network prefixes. Pay attention to
the differences between IPv4 and IPv6 network ranges: for IPv4, you can limit the address
range to a single address with a prefix of /32, but to achieve the same on an IPv6 network,
you have to use set the prefix to /128.

SSH hostkeys

SSH communication authenticates the remote SSH server using public-key cryptography,
either using plain hostkeys, or X.509 certificates. Client authentication can also use public-
key cryptography. The identity of the remote server can be verified by inspecting its
hostkey or certificate. When trying to connect to a server via One Identity Safeguard for
Privileged Sessions (SPS), the client sees a hostkey (or certificate) shown by SPS. This
key is either the hostkey of SPS, or the original hostkey of the server, provided that the
private key of the server has been uploaded to SPS. In the latter case, the client will not
notice any difference and have no knowledge that it is not communicating directly with the
server, but with SPS.
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Authenticating clients using public-key
authentication in SSH

Public-key authentication requires a private and a public key (or an X.509 certificate) to be
available on One Identity Safeguard for Privileged Sessions (SPS). First, the public key of
the user is needed to verify the user's identity in the client-side SSH connection: the key
presented by the client is compared to the one stored on SPS. SPS uses a private key to
authenticate itself to the sever in the server-side connection. SPS can use the private key
of the user if it is uploaded to SPS. Alternatively, SPS can generate a new keypair, and use
its private key for the server-side authentication, or use agent-forwarding, and
authenticate the client with its own key.

CAUTION:

If SPS generates the private key for the server-side authentication, then
the public part of the keypair must be imported to the server, otherwise
the authentication will fail. Alternatively, SPS can upload the public key
(or a generated X.509 certificate) into an LDAP database.

The gateway authentication process

When gateway authentication is required for a connection, the user must authenticate on
One Identity Safeguard for Privileged Sessions (SPS) as well.

This additional authentication can be performed:

o Out-of-band: in a protocol-independent way, on the web interface of SPS.

That way the connections can be authenticated to the central authentication database
(for example, LDAP or RADIUS), even if the protocol itself does not support
authentication databases. Also, connections using general usernames (for example,
root, Administrator, and so on) can be connected to real user accounts.

« Inband: when the protocol allows it, using the incoming connection itself for
communication with the authentication database.

Itis the SSH, RDP, and Telnet protocols that allow gateway authentication to be
performed also inband, without having to access the SPS web interface.

For SSH and Telnet connections, inband gateway authentication must be performed
when client-side authentication is configured. For details on configuring client-side
authentication, see Client-side authentication settings on page 544.

For RDP connections, inband gateway authentication must be performed when SPS is
acting as a Remote Desktop Gateway (or RD Gateway). In this case, the client
authenticates to the Domain Controller or a local user database. For details, see
Using One Identity Safeguard for Privileged Sessions (SPS) as a Remote Desktop
Gateway on page 521.

In the case of RDP connections, inband gateway authentication can also be
performed if an AA plugin is configured.
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Figure 15: Gateway authentication
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Technically, the process of gateway authentication is the following:

1. The user initiates a connection from a client.
2. If gateway authentication is required for the connection, SPS pauses the connection.
3. Out-of-band authentication:

The user logs in to the SPS web interface, selects the connection from the list of
paused connections, and enables it. It is possible to require that the authenticated
session and the web session originate from the same client IP address.

Inband authentication:

SPS requests the username and optionally the credentials for gateway
authentication. The user logs in to the SPS gateway.

4. The user performs the authentication on the server.

0 [ NOTE:

Gateway authentication can be used together with other advanced
authentication and authorization techniques like four-eyes authorization, client-
and server-side authentication, and so on.

Four-eyes authorization

When four-eyes authorization is required for a connection, a user (called authorizer) must
authorize the connection on One Identity Safeguard for Privileged Sessions (SPS) as well.
This authorization is in addition to any authentication or group membership requirements
needed for the user to access the remote server. Any connection can use four-eyes
authorization, so it provides a protocol-independent, out-of-band authorization and
monitoring method.

The authorizer has the possibility to terminate the connection any time, and also to monitor
real-time the events of the authorized connections: SPS can stream the traffic to the
Safeguard Desktop Player application, where the authorizer (or a separate auditor) can
watch exactly what the user does on the server, just like watching a movie.

O [ NOTE:

The auditor can only see the events if the required decryption keys are available on
the host running the Safeguard Desktop Player application.
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Figure 16: Four-eyes authorization
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Technically, the process of four-eyes authorization is the following:

O [ NOTE:

Four-eyes authorization can be used together with other advanced authentication and
authorization techniques like gateway authentication , client- and server-side
authentication, and so on.

1. The user initiates a connection from a client.
If four-eyes authorization is required for the connection, SPS pauses the connection.

3. The authorizer logs in to the SPS web interface, selects the connection from the list
of paused connections, and enables it.

4. The user performs the authentication on the server.

5. The auditor (who can be the authorizer, but it is possible to separate the roles)
watches the actions of the user real-time.

Network interfaces

The One Identity Safeguard for Privileged Sessions (SPS) hardware has five network
interfaces: three physical interfaces for handling traffic, the HA interface for
communicating with other nodes in a High Availability cluster, and the IPMI interface. The
T10 hardware has two additional network interfaces available: the SFP+ interfaces labeled
A and B. For details on hardware installation, see "One Identity Safeqguard for Privileged
Sessions Hardware Installation Guide" in the Installation Guide.

You can assign any number of logical interfaces (alias IP addresses and netmasks) to a
physical interface, and each logical interface can have its own VLAN ID. For more
information on managing logical interfaces, see Managing logical interfaces on page 113.

The routing rules determine which interface is used for transferring remote backups and
syslog messages of SPS.
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0 |TIP:

One Identity recommends that you direct backups, syslog and SNMP messages, and
e-mail alerts to a dedicated interface. For details, see Configuring the routing table
on page 116.

The HA interface is an interface reserved for communication between the nodes of SPS
clusters. The HA interface uses the Ethernet connector labeled as 4 (or HA). For details on
high availability, see High Availability support in One Identity Safeguard for Privileged
Sessions (SPS) on page 67.

In case of T10 hardware, the SFP+ interfaces are available for both proxy traffic and for
local services. This means that these interfaces can be used for the same purposes as the
other 3 physical interfaces.

The Intelligent Platform Management Interface (IPMI) interface allows system
administrators to monitor system health and to manage SPS events remotely. IPMI
operates independently of the operating system of SPS.

High Availability support in One
Identity Safeguard for Privileged
Sessions (SPS)

High Availability clusters (also called HA clusters) can stretch across long distances,
such as nodes across buildings, cities or even continents. The goal of HA clusters is to
support enterprise business continuity by providing location-independent load balancing
and failover.

In High Availability (HA) mode, two One Identity Safeguard for Privileged Sessions (SPS)
units with identical configurations are operating simultaneously. These two units are the
primary node and the secondary node (previously also referred to as the master node and
the slave node). The primary node shares all data with the secondary node, and if the
primary node stops functioning, the other one becomes immediately active, so the servers
are continuously accessible.

You can find more information on managing a high availability SPS cluster in Managing a
high availability One Identity Safeguard for Privileged Sessions (SPS) cluster on page 359.

One Identity recommends using a High Availability SPS cluster instead of a standalone SPS
appliance. A standalone SPS appliance can become a single point of failure (SPOF), and its
failure can severely impact your business.

Firmware and high availability

When powering on the One Identity Safeguard for Privileged Sessions (SPS) nodes in High
Availability mode, both nodes boot and start the firmware. There is a difference, however,
between the two nodes in the services that they start on booting. The secondary node will
launch only a few services, those that are required for High Availability support (that is, for
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awareness of the primary node and data synchronization). The rest of the services (for
example, managing connections) start only on the primary node.

Upgrading the SPS firmware via the web interface automatically upgrades the firmware on
both nodes.

Versions and releases of One Identity
Safeguard for Privileged Sessions (SPS)

The following release policy applies to One Identity Safeguard for Privileged
Sessions (SPS):

o Long Term Supported or LTS releases (for example, SPS 6.0) are supported for 3
years after their original publication date and for 1 year after the next LTS release is
published (whichever date is later). The second digit of the revisions of such releases
is 0 (for example, SPS 6.0.1). Maintenance releases to LTS releases contain only
bugfixes and security updates.

o Feature releases (for example, SPS 6.1) are supported for 6 months after their
original publication date and for 2 months after a succeeding Feature or LTS release
is published (whichever date is later). Feature releases contain enhancements and
new features, presumably 1-3 new features per release. Only the last feature release
is supported (for example, when a new feature release comes out, the last one
becomes unsupported in 2 months).

For a full description of long-term-supported and feature releases, open the SPS product
page on the Support Portal and navigate to Product Life Cycle & Policies > Product
Support Policies > Software Product Support Lifecycle Policy.

CAUTION:

Downgrading from a feature release is not supported. If you upgrade from
an LTS release (for example, 6.0) to a feature release (6.1), you have to
keep upgrading with each new feature release until the next LTS version
(in this case, 7.0) is published.

Accessing and configuring One Identity
Safeguard for Privileged Sessions (SPS)

One Identity Safeguard for Privileged Sessions (SPS) has a web interface and is configured
from a browser. The users of SPS can be authenticated using local, LDAP, or RADIUS
databases. The privileges of users are determined by group memberships that can be
managed either locally on SPS, or centrally in an LDAP database. Assigning privileges to
groups is based on Access Control Lists (ACLs). It is also possible to match groups existing
in the LDAP database to a set of SPS privileges. Access control in SPS is very detailed, itis
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possible to define exactly who can access which parts of the interface and of the stored
data.

Figure 17: Authenticating the users of SPS
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The Welcome Wizard and the first
login

This section describes the initial steps of configuring One Identity Safeguard for Privileged
Sessions (SPS). Before completing the steps in The initial connection to One Identity
Safeguard for Privileged Sessions (SPS), unpack, assemble, and power on the hardware.
Connect interface 1 (labelled 1 or EXT) to the local network, or directly to the computer
from which SPS will be configured.

O [ NOTE:

For details on unpacking and assembling the hardware, see "One Identity Safeguard
for Privileged Sessions Hardware Installation Guide" in the Installation Guide. For
details on how to create a high availability SPS cluster, see "Installing two SPS units
in HA mode" in the Installation Guide. For more information about the supported
browsers, see Supported web browsers and operating systems.

The initial connection to One Identity
Safeguard for Privileged Sessions (SPS)

One Identity Safeguard for Privileged Sessions (SPS) can be connected from a client
machine using web browsers and accessed from the local network.

O [ NOTE:

For details on supported browsers, see Supported web browsers and operating
systems.

Starting with version 3.1, SPS attempts to receive an IP address automatically via DHCP. If
it fails to obtain an automatic IP address, it starts listening for HTTPS connections on the
192.168.1.1 IP address. Note that certain switch configurations and security settings can
interfere with SPS receiving an IP address via DHCP. SPS accepts connections via its
interface 1 (labelled 1 or EXT). For details on the network interfaces, see Network
interfaces on page 66).

0 |TIP:

The SPS console displays the IP address on which interface 1 is listening.
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If SPS is listening on the 192.168.1.1 address, note that the 192.168.1.0/24 subnet must be
accessible from the client. If the client machine is in a different subnet (for example, its IP
address is 192.168.10.X), but in the same network segment, the easiest way is to assign an
alias IP address to the client machine. Creating an alias IP on the client machine virtually
puts both the client and SPS into the same subnet, so that they can communicate. To create
an alias IP complete the following steps.

o For details on creating an alias IP on Microsoft Windows, see Creating an alias IP
address (Microsoft Windows) on page 71.

« For details on creating an alias IP on Linux, see Creating an alias IP address (Linux)
on page 77.

« If configuring an alias interface is not an option for some reason, you can modify the
IP address of SPS. For details, see Modifying the IP address of One Identity
Safeguard for Privileged Sessions (SPS) on page 78.

CAUTION:

The Welcome Wizard can be accessed only using interface 1, as the other
network interfaces are not configured yet.

Creating an alias IP address (Microsoft
Windows)

Purpose

This procedure describes how to assign an alias IP address to a network interface on
Microsoft Windows platforms.
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Steps

To assign an alias IP address to a network interface on Microsoft
Windows platforms

1. Navigate to Start menu > Settings > Network Connections.

Windows Catalog
Windows Update

Programs F

L) & ©

Documents g
2

Conkrol Panel

Search :
garcl @ windows Security. ..

B9 Mebwork Connections

Printers and Faxes
T

Help and Support

U & &

Bun...

askbar and Start Menu

Log OFF Administratar. ..
Shut Dawn. ..

=]

®)

2. Double-click Local Area Connection and then click Properties.
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2 Network Connections

File Edit Wiew Fawvorites Tools

Advanced  Help

(O x]
| &

(- Back = = = |@Search ™ Folders ||:|'4_-|-' HE » l@|v

Address I Metwork Connections ﬂ @ Go
_ LANor High-Speed Internet
v}*\ Local Area Connection 2 oy Local Area Connection
q Cisabled 'y Enabled
“|i) 2 Realtek RTLE133 Family PCIF... “i) 2 SiS 900 PCI Fast Ethernet Ada. ..
wizard -4 Local Area Connection Status EHE
General | Support |
Mew Connection Wizard
i .
= r— Connection
= Status: Connected
Diuratian: 19 days 15:02:39
Speed: 100.0 Mbps
— Activity 2
Sent —— _f,ﬂ —— Received
Packets: 3634 240 | 3944 385
Disable |
LClose |
|SiS 900 PCI Fast Ethernet Adapter =

3. Select the Internet Protocol (TCP/IP) componentin the list and click

Properties.
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L Local Area Connection Properties

General | Authentication | Advanced |

Connect uzing:

I B8 515 900 PCI Fast Ethernet Adapter

Configure. ..

Thiz connection uzes the following itemns:

E Client for Microzoft Metworks

[] E_,I Mebwark Load Balancing

.@ File and Printer Sharing for Microsoft Metworks
¥ Internet Protocol [TCPAR)

Inztall... | Hrirztall

D ezcrption
Transmizzion Contral Pratacal/lnternet Pratocal. The default
wide area network, protocal that provides communication
acrozs diverse interconnected networks.

W Show icon in notification area when connected

] Cancel

4. To display the Advanced TCP/IP Settings window, click Advanced.
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Internet Protocol (TCP/IP) Properties

iaeneral

You can gek IP settings assigned auktomatically if wour network supporks
this capability . Otherwise, vou need to ask vour network administrator

for the appropriate IP settings.

™ 0btain an IP address automatically

IP address:

1o . 100 .,

.10

Subret masl:

255, 255 .

1]

Default gakeway:

10 . 100 . 255 ., 254

£ Obtain DS server address automatically

¥ Use the following DNS server addresses:

Preferred DMNS server: 127 . 0 1
glkernate DMS server: 1o . 10 . 1
Adwvanced. ..

Ik

Cancel

5. Select the IP Settings tab, and click Add in the IP Addresses section.
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Advanced TCP/IP Settings

IP Settings |DNS | wins | options |

—IP addresses

IP address Subnet mask
10.100.20.10 255.255.0.0
add. .. | Edit. .. | Remowve |

IP address:

Subnet mask:

S| TCP/IP Address 2] |—

192 168, 1 . 2

755 . 255 , 255 ., 0

add Cancel | J

—Iv &ukomatic rmetric

Inkerface metric:

Ik Cancel

6. Enter 192.168.1.2 into the IP Address field, and enter 255.255.255.0. into the

Netmask field.

CAUTION:

If your internal network uses the 192.168.1.0/24 IP range, it is
possible that the 192.168.1.1 and 192.168.1.2 addresses are already in
use. In this case, disconnect One Identity Safeguard for Privileged
Sessions (SPS) from the network, and connect a computer directly to
interface 1 (labelled 1 or EXT) using a standard cross-link cable.
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7. To complete the procedure, click Add.

Creating an alias IP address (Linux)

Purpose

The following describes how to assign an alias IP address to a network interface on
Linux platforms.

Steps

To assign an alias IP address to a network interface on Linux platforms

1.

5.

Start a terminal console (for example, gnome-terminal, konsole, xterm,
and so on).

Issue the following command as root:
ifconfig <ethX>:0 192.168.1.2

where <ethX> is the ID of the network interface of the client, usually ethe or ethi.

Issue the ifconfig command. The <ethX>:0 interface appears in the output, having
inet addr:192.168.1.2.

Issue the ping -c 3 192.168.1.1 command to verify that One Identity Safeguard for
Privileged Sessions (SPS) is accessible. A similar result is displayed:

user@computer:~$ ping -c 3 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp-seq=1 ttl=63 time=0.357 ms
64 bytes from 192.168.1.1: icmp-seq=2 ttl=63 time=0.306 ms
64 bytes from 192.168.1.1: icmp-seq=3 ttl=63 time=0.314 ms

--- 192.168.1.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2013ms

rtt min/avg/max/mdev = 0.306/0.325/0.357/0.030 ms

Open the page https://192.168.1.1 from your browser and accept the certificate
shown. The Welcome Wizard of SPS appears.
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Modifying the IP address of One Identity
Safeguard for Privileged Sessions (SPS)

Purpose

The following describes how to configure One Identity Safeguard for Privileged Sessions
(SPS) to listen for connections on a custom IP address.
CAUTION:

Use this procedure only before the initial configuration of SPS, that is,
before completing the Welcome Wizard. For details on changing the IP
address or other network settings of a configured SPS system, see
Network settings on page 107.

If you change the IP address of SPS, make sure that you use this address
as the Physical interface 1 — IP address in the Networking settings
section of the Welcome Wizard (see Configuring interface 1).

Steps

To configure SPS to listen for connections on a custom IP address

1. Access SPS from the local console, and log in with username root and
password default.

2. Select Shells > Core shell in the Console Menu.
3. Change the IP address of SPS:
ifconfig eth0 <IP-address> netmask 255.255.255.0
Replace <IP-address> with an IPv4 address suitable for your environment.
4. Set the default gateway using the following command:
route add default gw <IP-of-default-gateway>
Replace <IP-of-default-gateway> with the IP address of the default gateway.

5. Type exit, then select Logout from the Console Menu.

6. Open the page https://<IP-address-you-set-for-SPS> from your browser and accept
the certificate shown. The Welcome Wizard of SPS appears.

Accessing the Welcome Wizard from a non-
standard interface

The following describes how to complete the Welcome Wizard on an interface other than
Physical interface 1.
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CAUTION:

Use this procedure only before the initial configuration of One Identity
Safeguard for Privileged Sessions (SPS), that is, before completing the
Welcome Wizard. For details on changing the IP address or other network
settings of a configured SPS system, see Network settings on page 107.

If you change the network configuration of SPS to complete the Welcome
Wizard on a non-standard interface, DO NOT use the IP address you use to
access the Welcome Wizard as the Physical interface 1 — IP address in
the Networking settings section of the Welcome Wizard (see Configuring
interface 1). Otherwise, you will not be able to access SPS after the
Welcome Wizard is completed.

To complete the Welcome Wizard on an interface other than Physical
interface 1

1.

Access SPS from the local console, and log in with username root and
password default.

Select Shells > Core shell in the Console Menu.

3. Change the IP address of SPS:

ifconfig ethO <IP-address> netmask 255.255.255.0

Replace <IP-address> with an IPv4 address suitable for your environment.
Set the default gateway using the following command:

route add default gw <IP-of-default-gateway>

Replace <IP-of-default-gateway> with the IP address of the default gateway.

Type exit, then select Logout from the Console Menu.

Open the page https://<IP-address-you-set-for-SPS> from your browser and accept
the certificate shown. The Welcome Wizard of SPS appears.

Configuring One Identity Safeguard for
Privileged Sessions (SPS) with the
Welcome Wizard

Purpose

The Welcome Wizard guides you through the basic configuration steps of One Identity
Safeguard for Privileged Sessions (SPS). All parameters can be modified before the last
step by using the Back button of the wizard, or later via the web interface of SPS.

SPS 6.0 Administration Guide

(ONE IDENTITY 79

The Welcome Wizard and the first login



Steps

To configure SPS with the Welcome Wizard

1. Open the https://<IP-address-of-SPS-interface> page in your browser and accept
the displayed certificate. The Welcome Wizard of SPS appears.

0 |TIP:

The SPS console displays the IP address the interface is listening on. SPS either
receives an IP address automatically via DHCP, or if a DHCP server is not
available, listens on the 192.168.1.1 IP address.

2. When configuring SPS for the first time, click Next.

Figure 18: The Welcome Wizard

2.

License

Welcome to Balabit Privileged Session Management

Import old configuration

You can use your old exported configuration or continue clicking "Next”.
Configuration: Choose File | No file chosen Upload

Encryption password:

Next

You can import an existing configuration from a backup file. Use this feature to
restore a backup configuration after a recovery, or to migrate an existing SPS
configuration to a new device.

A | CAUTION:

Do not export or import configuration between a physical SPS
deployment and a virtual one. Because of the differences and
limitations between physical and virtual appliances, configure the
virtual appliance from scratch to ensure proper functionality. When
you migrate a virtual SPS to another one, you can export and import
the configuration.

a. Click Browse and select the configuration file to import.

0 [ NOTE:

It is not possible to directly import a GPG-encrypted configuration into
SPS, it has to be decrypted locally first.

b. Enter the passphrase used when the configuration was exported into the
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Encryption passphrase field.

For details on restoring configuration from a configuration backup, see
Restoring One Identity Safeguard for Privileged Sessions (SPS) configuration
and data on page 873

c. Click Import.
A | CAUTION:

If you use the Import function to copy a configuration from one
SPS to another, do not forget to configure the IP addresses of
the second SPS. Having two devices with identical IP addresses
on the same network leads to errors.

3. Accept the End User License Agreement and install the SPS license.

Figure 19: The EULA and the license key

1. 3. ; 5. 6.

Welcome Networking Certificate Finish

License agreement

Software Transaction Agreement

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY DOWNLOADING,
INSTALLING OR USING THIS PRODUCT, YOU ACCEPT AND AGREE TO THE TERMS AND CONDITIONS
OF THIS AGREEMENT. FOR ORDERS PLACED QUTSIDE THE UNITED STATES OF AMERICA, PLEASE GO
TO http:/quest.com/legal/ TO VIEW THE APPLICABLE VERSION OF THIS AGREEMENT FOR YOUR
REGION. IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT OR THE
APPLICABLE VERSION OF THIS AGREEMENT FOR YOUR REGION, DO NOT DOWNLOAD, INSTALL OR
USE THIS PRODUCT. IF YOU HAVE A SIGNED AGREEMENT WITH PROVIDER THAT IS SPECIFICALLY
REFERENCED IN AN ORDER THAT 15 EXECUTED BETWEEN YOU AND PROVIDER, THEN THAT SIGNED
AGREEMENT WILL SUPERSEDE THIS AGREEMENT.

This Software Transaction Agreement (the Agreement) is made between you, the Customer (Customer or
You) and the Provider, as defined below.

1. Definitions.

Capitalized terms not defined in context shall have the meanings assigned to them below:

(a) Affiliate means any legal entity controlling, controlled by, or under common control with a
party to this Agreement, for so long as such control relationship exists.
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Confirmation

conditions:

| have read and agree with the terms and &

License file upload

License file upload: Mo file chosen Upload

Customer: BalaBit (Beta)

Serial: 9fe09c90-7a50-e798-40f0-041841487ad0

Limit type: Host

Host limit: Unlimited

Valid: Forever

Back MNext
a.

Read the End User License Agreement and select I have read and agree
with the terms and conditions. The License Agreement covers both the
traditional license, and subscription-based licensing as well. Clicking I have
read and agree with the terms and conditions means that you accept the
agreement that corresponds to the license you purchased. After the installation
is complete, you can read the End User License Agreement at Basic Settings
> System > License.

b. Click Browse, select the SPS license file received with SPS, then click

Upload.
0 | NOTE:

It is not required to manually decompress the license file. Compressed
licenses (for example .zip archives) can also be uploaded.

c. Click Next.

4. Configure networking. All settings can be modified later using the web

interface of SPS.
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Figure 20: Initial networking configuration

1. 2. 4. 5. 6.
Welcome License Certificate Finish
Networking settings
IP address Prefix VLANID
Physical interface EXT or [f: 10.30.255.42 7/ |16
Default GW: 10.30.255.254
Hostname: demo
Domainname: example.com
DNS server: 10.30.255.254
NTP server: 10.30.255.254
Syslog server:
SMTP server: mail.example.com
Administrator's email: email@example.com
Timezone: America/Mew_York v
Back Next

a. Physical interface EXT or 1 — IP address: The IP address of interface 1
(or EXT, for older hardware) of SPS (for example, 192.168.1.1). The IP address
can be chosen from the range of the corresponding physical subnet. Clients will
connect to this interface, therefore it must be accessible to them.

Use an IPv4 address.

O | NOTE:
Do not use IP addresses that fall into the following ranges:

e 1.2.0.0/16 (reserved for communication between SPS cluster
nodes)

o 127.0.0.0/8 (localhost IP addresses)

b. Physical interface EXT or 1 — Prefix: The IP prefix of the given range. For
example, general class C networks have the /24 prefix.

c. Physical interface EXT or 1 — VLAN ID: The VLAN ID of interface 1 (or
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EXT). Optional.

CAUTION:

Do not set the VLAN ID unless your network environment is
already configured to use this VLAN. Otherwise, your SPS
appliance will be unavailable using this interface.

d. Default GW: IP address of the default gateway.
Use an IPv4 address.

e. Hostname: Name of the machine running SPS (for example, SPS).
Domainname: Name of the domain used on the network.

g. DNS server: The IP address of the name server used for domain name
resolution.

Use an IPv4 address.

h. NTP server: The IP address or the hostname of the NTP server.
Use an IPv4 address.

i. Syslog server: The IP address or the hostname of the syslog server.
Use an IPv4 address.

j. SMTP server: The IP address or the hostname of the SMTP server used to
deliver e-mails.

Use an IPv4 address.
k. Administrator's email: E-mail address of the SPS administrator.
|. Timezone: The timezone where the SPS is located.

m. HA address: The IP address of the high availability (HA) interface. Leave this
field on auto unless specifically requested by the support team.

n. Click Next.

5. Enter the passwords used to access SPS.
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Figure 21: Passwords

1. 2. 3. 5. 6.
Welcome License MNetworking Certificate Finish

User settings

Admin password: NP

Retype admin password: PET——

Root password: setaseeses

Retype root password: sennsnnsnn

Seal the box: O

Back Next

O | NOTE:

One Identity Safeguard for Privileged Sessions (SPS) accepts passwords that
are not longer than 150 characters. The following special characters can be
used: !"#$%&" ()*+,-./:;<=>2@[\1*-"{|}

d. Admin password: The password of the admin user who can access the web
interface of SPS.

e. Root password: The password of the root user, required to access SPS via
SSH or from the local console.

O [ NOTE:

Accessing SPS using SSH is rarely needed, and One Identity recommends
it only for advanced users for troubleshooting situations.

f. If you want to prevent users from accessing SPS remotely via SSH or changing
the root password of SPS, select the Seal the box checkbox. Sealed mode can
be activated later from the web interface as well. For details, see "Sealed
mode" in the Administration Guide.

g. Click Next.

6. Upload or create a certificate for the SPS web interface. This SSL certificate
will be displayed by SPS to authenticate HTTPS connections to the web and the
REST interface.
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Figure 22: Creating a certificate for SPS

1. 2.

Welcome License

Server certificate

/C=US/L=New York/O=Example Inc./OQU=IT Security/CN

Server X.509 certificate: =demo.example.com
) 42048 SHA256:AczZfzRx7eC4Lb600kXZTV2n47155U
Server private key: AUWi3ay6ilIQ

Generate new self-signed certificate

Country: US -- United States ¥
Locality name: Mew York

Organization name: Example Inc.

Organizational unit name: IT Security

State or Province name:

Generate certificate

Back MNext

To create a self-signed certificate, fill the fields of the Generate new self-signed
certificate section and click Generate certificate. The certificate will be self-
signed by the SPS appliance. The hostname of SPS will be used as the issuer and
common name.

a. Country: Select the country where SPS is located (for example, HU-Hungary).
b. Locality name: The city where SPS is located (for example, Budapest).

c. Organization name: The company who owns SPS (for example,
Example Inc.).

d. Organizational unit name: The division of the company who owns SPS (for
example, IT Security Department).

e. State or Province name: The state or province where SPS is located.
f. Click Generate certificate.

If you want to use a certificate that is signed by an external Certificate Authority, in
the Server X.509 certificate field, click #' to upload the certificate.
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Figure 23: Uploading a certificate for SPS

SERVER X.509 CERTIFICATE

UPLOAD CERTIFICATE P
UPLOAD: Browse... | Mo file selected. UPLOAD

COPY-PASTE CERTIFICATE P
CERTIFICATE: SET

Then in the Server private key field click #*, upload the private key, and enter the
password protecting the private key.
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Figure 24: Uploading a private key

SERVER PRIVATE KEY

UPLOAD KEY P

UPLOAD: Browse... | Mo file selected. UPLOAD

PASSWORD:

COPY-PASTE KEY fd

KEY: SET

PASSWORD:
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O [ NOTE:

SPS accepts private keys in PEM (RSA), and PUTTY format. Password-protected
private keys are also supported.

One Identity recommends using 2048-bit RSA keys (or stronger).

0 [ NOTE:

One Identity Safeguard for Privileged Sessions (SPS) accepts passwords that
are not longer than 150 characters. The following special characters can be
used: !"#$%8&"' ()*+,-./:;<=>?@[\1*-"{|}

7. Review the data entered in the previous steps. This page also displays the certificate
generated in the last step, the SSH RSA key of SPS, and information about the
license file.

Figure 25: Review configuration data

1. 2, 3. : 5.

Welcome License MNetworking Certificate

Configuration details

Hostname: demo
Domainname: example.com
Physical interface 1: 10.30.255.42

Physical interface 1 VLAN ID:
Default gateway: 10.30.255.254
DNS server: 10.30.255.254

Syslog server:

Timezone: America/New_York

NTP server: 10.30.255.254

S5L certificate: JC=US/L=New York/O=Example Inc./OU=IT Security/CN=demo.example.com
SSH RSA key: 2048 SHA256:FeSEFHMgj+/vRAOGAEINOThRT5b2 /fwylgHphCdepswO
Licensed version: 5.0

Licensed customer: BalaBit (Beta)

Licensed hosts: Unlimited

License serial: 9fe09c90-7a50-e798-40f0-041841487ad0

Back Finish

If all information is correct, click Finish.
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CAUTION:
The configuration takes effect immediately after clicking Finish.
Incorrect network configuration data can render SPS unaccessible.

SPS is now accessible from the regular web interface via the IP address of interface
1 (or EXT).

8. Your browser is automatically redirected to the IP address set for interface 1 (or
EXT) of SPS, where you can login to the web interface of SPS using the admin
username and the password you set for this user in the Welcome Wizard.

Logging in to One Identity Safeguard
for Privileged Sessions (SPS) and
configuring the first connection

Purpose

After finishing the initial configuration of One Identity Safeguard for Privileged Sessions
(SPS) using the Welcome Wizard, connections must be configured between the clients and
the servers. SPS inspects only the connections that are configured from the web interface,
all other connections are forwarded without any inspection.
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Steps

To enable a simple SSH terminal or a Remote Desktop session over a
transparent and a non-transparent connection

1. Login to SPS's web interface.

Figure 26: The first login

Privileged Access Management

Uzername

2 admin

pPasswol d

a. Open the https://IP-address-of-interface-1/ page from your browser to
access the web interface of SPS. Replace the IP-address-of-the-interface-1
string with the IP set for interface 1 in the Networking settings section of the
Welcome Wizard (see Configuring interface 1) (for example, 192.168.1.1).

b. The certificate created in the Certificate section of the Welcome Wizard (see
Creating the web interface certificate) is displayed. Accept it.

c. Login to the SPS web interface using the displayed login screen.
o Enter admin into the Login field.

o Enter the password set in the Users section of the Welcome Wizard (see
Setting the administrator password) for the admin user into the
Password field.

o Click Login. The main page of the SPS administration interface is
displayed.
2. Configure a new transparent connection.

a. « To configure an SSH connection, select SSH Control > Connections
from the Main Menu. Only terminal sessions will be permitted.

« To configure an RDP connection, click on the RDP Control >
Connections from the Main Menu. Only basic Remote Desktop sessions
will be permitted (no file-sharing).

b. Click the + icon on the right to create a new connection.
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c. Enter a name into the Name field that will identify the connection (for
example, admin-server-transparent).

0 |TIP:

One Identity recommends that you use descriptive names that give
information about the connection (that is, they refer to the name of the
accessible server, the allowed users, and so on).

d. Enter the IP addresses defining the connection:

Figure 27: <Protocol name> Control > Connections — Configuring an
SSH connection in transparent mode

Enabled Name From To Port

[T ssh_connection 10.30.0.2 /132 W 10.20.0.100 TAE>R i | 29 i

-+ —

w< >e

Target:
@ Use original target address of the client
O NAT destination address
QO Use fixed address
O Inband destination selection
SNAT:
@® Use the IP address of SPS

O Use original IP address of the client

O Use fixed address
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SERVER SIDE HOSTKEY SETTINGS:

Allow plain host keys: 4

Plain host key check:
@ Accept key for the first time
Q Only accept trusted keys

O Disable SSH hostkey checking

Allow X.509 host certificates: O

CLIENT SIDE HOSTKEY SETTINGS:

Allow plain host keys: ™~
RSA host key: Py ao;goibjii;6;};yx2SEFWEIBnuLleW‘r’rIrTys:EOzx
DSA host key: rd
Allow X.509 host certificates: a
Enable indexing: ~
Priority: normal v
Indexing policy: lightweight_indexing ¥

« Enter the IP address of the client that will be permitted to access the
server into the From field.

You can use an IPv4 or an IPv6 address. To limit the IP range to the
specified address, set the prefix to 32 (IPv4) or 128 (IPv6).

« Enter the IP address of the server into the To field.

You can use an IPv4 or an IPv6 address. To limit the IP range to the
specified address, set the prefix to 32 (IPv4) or 128 (IPv6).

« Enter the port number where the server is accepting connections into the
Port field.

e. Select Enable indexing.

This connection allows any user from the client machine to connect to the
specified server, but permits only terminal sessions — other SSH channels like
TCP forwarding are disabled.

3. Configure a new non-transparent connection.

a. « To configure an SSH connection, select SSH Control > Connections
from the Main Menu. Only terminal sessions will be permitted.

« To configure an RDP connection, click on the RDP Control >
Connections from the Main Menu. Only basic Remote Desktop sessions
will be permitted (that is, no clipboard or file-sharing).
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b. Click the + icon on the right to create a new connection.

c. Enter a name into the Name field that will identify the connection (for
example, admin-server-nontransparent).

0 | TIP:

One Identity recommends that you use descriptive names that give
information about the connection (that is, they refer to the name of the
accessible server, the allowed users, and so on).

d. Enter the IP addresses defining the connection:

Figure 28: <Protocol name> Control > Connections — Configuring an
SSH connection in non-transparent mode

Enabled MName From To Part

& ssh_connectien_nont 10.30.0.2 {32 (5] 10.30.0.100 I32 (n] 22 )

“w< e

Target:
O Use original target address of the client
O NAT destination address
O use fixed address

@ Inband destination selection

Targets: Exceptions:
Domain Port Domain Port
10.30.0.100 22 o +
Append domains: DMS server:
Domain

SMNAT:

@ Use the IP address of SPS

« Enter the IP address of the client that will be permitted to access the
server into the From field.

You can use an IPv4 or an IPv6 address. To limit the IP range to the
specified address, set the prefix to 32 (IPv4) or 128 (IPv6).

« Enter the IP address of SPS's physical interface 1 into the To field.

You can use an IPv4 or an IPv6 address. To limit the IP range to the
specified address, set the prefix to 32 (IPv4) or 128 (IPv6).

« Enter a port number into the Port field.

« Enter the IP address of the server into the Use fixed address field of
the Target section.
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You can use an IPv4 or an IPv6 address.

« Enter the port number where the server is accepting connections into the
Port field of the Target section.

e. Select Enable indexing.

This connection allows any user from the client machine to connect to the
specified server, but permits only terminal sessions — other SSH channels like
TCP forwarding are disabled.

4. Test the new configuration: try to initiate an SSH or and RDP connection from the
client to the server.

« For the transparent connection, use the IP address of the server (as configured
in Configuring a connection in transparent mode).

« For the non-transparent connection, use the IP address and port of SPS (as
configured in Configuring a connection in non-transparent mode).

5. After successfully connecting to the server, do something in the connection, for
example, execute a simple command in SSH (for example, 1s /tmp), or launch
an application in RDP (for example, the Windows Explorer), then disconnect
from the server.

6. To access the Search interface, navigate to Search.

Figure 29: The Search interface

S . ﬁ m start date end date
essions Crestesubchanter | Snomcuts  Pick a date > Ppickadate —

Search query
Q Enter a search expression here, eg.: user.server_username: root AND (protocol:ssh OR protocol:telnet) AND NOT client.ip: "10.10.0.0/16

[Jscreen content

Sortby Mostrecent ~ h g 1669 sessionsfound  Export CSV | = 1 2 3 4 5 .. 8 > = ﬁ q:_
dlient and connection data verdict connection times, and duration analytics results nteresting events

2 gergelyszabo & as gergelyszabo 09:56 - 10:00 00:03:17 normal behavior

iEHER ssu o= OSECTEEY accept ] Details >
from 10.30.255.28 10 10.30.255.28 m on 2018-04-26 0 0 E

2 gergelyszabo &= as gergelyszabo 09:54 - 09:56 00:02:29 normal behavior

= BErESly; SSH = asgereely. accept © Details »
from 10.30.255.28 10 10.30.255.28 m on 2018-04-26 0 0 ;

2 gergelyszabo & as gergelyszabo 09:53 - 09:54 00:00:28 normal behavior

A SSH = asgereely accept © - o Details »
from 10.30.255.28 0 10.30.255.28 (3] on 2019-04-26 LE]

2 John & as John 14:53 - 14:55 00:01:38

- RDP = accept © - Details »
from 10.30.255.21 0 10.110.100.2 [3) on 2015-04-24 nfa

7. Find the session you want to replay on the Search page.

For more information about search criteria and other search-related options, see
Using the Search interface.
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Figure 30: Search — Accessing session details

h Q 9sessionsfound | Export CSV | e E @ ﬂ'—_
erdict connection times, and durstio alytics resu nteresting even
(D09:56 - 10:00 00:03:17 normal behavior i
accept o o - Details »
[3) on 2019-04-26 o
(©09:54 - 09:56 00:02:29 normal behavior
accept 0 Details »
[5) on 2019-04-26 05

For more information about the session info window and its contents, see Viewing
session details.

8. Click "2 > 14 display the details of the connection.

Alternatively, in the table view, click #** .
Star@

9. Click rendering to generate a video file from the audit trail you want to replay.
Depending on the load of the indexer and the length and type of the audit trail, this
can take several minutes.

Star@ ’ . ‘
When the video is available, ©"4¢""e changes to Playvideo gnd Deletevideo  yoy can
[ ]
use the Peletevideo pytton if you want to remove the generated video. After you
Star;
remove the video file, the "enderng putton is available and you can use it to recreate
the video file.
10. (Optional) If you have encrypted audit trails but the necessary certificates and
private keys are not uploaded into your private keystore, you have to upload the
Or Or
keys first. After uploading them, click Unlockevents ' The Unlockevents fegture decrypts the
encrypted upstream traffic elements. As a result, they will be displayed distributed in
the generated video.
>
11. To replay the video, click P&y video
The Player window opens.
12. Play the audit trail, and review your actions.
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For more information about audit trails, see sections Encrypting audit trails,
Replaying audit trails in your browserand Replaying encrypted audit trails in
your browser.
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Basic settings

One Identity Safeguard for Privileged Sessions (SPS) is configured through the web

interface. Configuration changes take effect automatically after clicking m

Only the modifications of the current page or tab are activated — each page and tab must
be committed separately.

For details about the supported browsers, see Supported web browsers and
operating systems on page 98.

For details on how to use the web interface of SPS, see The structure of the web
interface on page 100.

For details on how to configure the network interfaces, name resolution, and other
networking-related settings, see Network settings on page 107.

For details on how to control (for example reboot) SPS, upload a new firmware or
license, export the current configuration, or stop the incoming syslog traffic, see
Network settings on page 107.

For details on how to set the system time and automatic time synchronization to an
NTP server, see Configuring date and time on page 117.

For details on how to configure where SNMP and e-mail alerts are sent, see System
logging, SNMP and e-mail alerts on page 119.

For details on how to configure system monitoring and alerts, see Configuring
system monitoring on SPS on page 130.

For details on how to configure data and configuration backups, see Data and
configuration backups on page 139.

For details on how to configure archiving, see Archiving and cleanup on page 152.

Supported web browsers and
operating systems
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A | CAUTION:

Since the official support of Internet Explorer 9 and 10 ended in January,
2016, they are not supported in One Identity Safeguard for Privileged
Sessions (SPS) version 4 F3 and later.

A | CAUTION:

Even though the One Identity Safeguard for Privileged Sessions (SPS) web
interface supports Internet Explorer and Microsoft Edge in general, to
replay audit trails you need to use Internet Explorer 11, and install the
Google WebM Video for Microsoft Internet Explorer plugin. If you cannot
install Internet Explorer 11 or another supported browser on your
computer, use the the Safeguard Desktop Player application. For details,
see "Replaying audit trails in your browser" in the Administration Guide
and Safeguard Desktop Player User Guide.

® | NOTE:

SPS displays a warning message if your browser is not supported or JavaScript is
disabled.

O [ NOTE:

The minimum recommended screen resolution for viewing One Identity Safeguard for
Privileged Sessions's (SPS's) web interface is 1366 x 768 pixels on a 14-inch
widescreen (standard 16:9 ratio) laptop screen. Screen sizes and screen resolutions
that are equal to or are above these values will guarantee an optimal display of the
web interface.

Supported browsers

The current version of Mozilla Firefox and Google Chrome, Microsoft Edge, and
Microsoft Internet Explorer 11 or newer. The browser must support TLS-encrypted
HTTPS connections, JavaScript, and cookies. Make sure that both JavaScript and
cookies are enabled.

Supported operating systems
Windows 2008 Server, Windows 7, Windows 2012 Server, Windows 2012 R2 Server,
Windows 8, Windows 8.1, Windows 10, Windows 2016, and Linux.

The SPS web interface can be accessed only using TLS-encryption and strong cipher
algorithms.

Opening the web interface in multiple browser windows or tabs is not supported.
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The structure of the web interface

® | NOTE:

The minimum recommended screen resolution for viewing One Identity Safeguard for
Privileged Sessions's (SPS's) web interface is 1366 x 768 pixels on a 14-inch
widescreen (standard 16:9 ratio) laptop screen. Screen sizes and screen resolutions
that are equal to or are above these values will guarantee an optimal display of the
web interface.

Figure 31: Structure of the web interface

Basic Settings I need help
AAA

Policies

Indexer

HTTP Control

ICA Control

RDP Control

SSH Control

Telnet Control Welcome to Safeguard for Privileged Sessions
VNC Control

Search

Reporting

Gateway Authentication

Four-Eyes

Active Connections
Unlock Credential Store

User Menu HTTP ICA RDP SECURE SHELL TELNET VNC

Private keystore
Change password
Preferences
Logout

Reporting Search Basic Settings
User Info

User: admin

The web interface consists of the following main sections:

Main menu

Each menu item displays its options in the main workspace on one or more tabs. Click a
Main menu item to display the list of tabs available under that particular menu item.

User Menu

Provides possibilities to upload your security passphrase and permanent or temporary
keys, to change your SPS password, to log out, and disable confirmation dialogs and
tooltips using the Preferences option. For details, see Preferences on page 106.

@NE IDENTITY" SPS 6.0 Administration Guide 100

Basic settings



User Info

Provides information about the user currently logged in:

. User: username
o Host: IP address of the user's computer

. Last login: date and IP address of the user's last login

Figure 32: User Menu and User Info

User Menu

Private keystore
Change password
Preferences
Logout

User Info

User: admin

Host: 10.70.0.218

Last login: 2018-04-09 10:21
from 10.70.0.218

System Monitor

Figure 33: System Monitor
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System Monitor

Time: 2018-06-07 14:14

Remaining time: 0%:01
Connections:

ICA RDP 55H TELNET VNC
1] 1] 1] 1] 1]

TTI

Log ingestion:
13 records in the last hour

Protected hosts:

0 out of 20000
Load 1: 0.05

CPU MEM DISK  SWAP

3% 39% 4% 0%

Displays accessibility and system health information about SPS, including the following:

. Time: System date and time.

. Remaining time: The time remaining before the session to the web interface

times out.

® | NOTE:

To change timeout settings, navigate to Basic Settings > Management >

Web interface timeout and enter the timeout value in minutes.

o Locked: Indicates that the interface is locked by another administrator (for details,

see Multiple users and locking on page 105).

o Indicators if HTTP, ICA, RDP, SSH, Telnet, and VNC traffic is permitted to the
protected servers.

. Connections: The number of active ICA, RDP, SSH, Telnet, and VNC connections.

For HTTP, the number of active HTTP sessions is displayed.

« License: License information if the license is not valid, or an evaluation version
license has expired.

« The status of the RAID devices, if synchronization between the disks is in progress.

« HA: The HA status and the ID of the active node if two SPS units are running in a

High Availability cluster. If there are redundant Heartbeat interfaces configured,

their status is displayed as well. If the nodes of the cluster are synchronizing data
between each other, the progress and the time remaining from the synchronization

process is also displayed.

. Protected hosts or Concurrent sessions: Displays license usage, that is, the
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number of hosts that have been accessed through SPS in case of host-based
licensing, or the number of active sessions in case of session-based licensing.

« Average system load during the

o Load 1: last minute

o Load 15: last fifteen minutes

. CPU, memory, hard disk, and swap use. Hover the mouse above the graphical bars
to receive a more details in a tooltip, or navigate to Basic Settings > Dashboard
for detailed reports.

The System Monitor displays current information about the state of SPS. To display a
history of these parameters, go to Basic Settings > Dashboard. For details, see Status
history and statistics on page 853.

Elements of the main workspace

The main workspace displays the configuration settings related to the selected Main
menu item grouped into one or more submenus. Related parameters of a submenu
are organized into labeled groups or sections, marked with blue outline

Date & time settings

Figure 34: Main workspace

Basic Settings
Network
Local Services
Management
Alerting & Monitoring
Date & Time
Dashboard
System
Troubleshooting
Plugins
High Availability
Cluster management

AAA

Policies

Indexer

HTTP Control

ICA Control

RDP Control

SSH Control

Telnet Control

VNC Control

Search

Reporting

Gateway Authentication
Four-Eyes

Active Connections
Unlock Credential Store

(ONE IDENTITY

| need help

Date & time settings I
Current Date & Time:
Date Time
2018 - 04 - 09 10 153 143 Set Date & Time
Timezone/NTP settings <
Timezone:
America/New_York ¥
NTP Servers:
Address
10.30.255.254
v [N
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. mEach page includes one or more orange action buttons. The most
common action button is , which saves and activates the changes

of the page.

. «/2° Show/Hide details: Displays or hides additional configuration settings and
options.

« -+ Create entry: Create a new row or entry (for example an IP address or a policy).
. [0l Delete entry: Delete a row or an entry (for example an IP address or a policy).

« & Modify entries or upload files: Edit an entry (for example a host key, a list, and so
on), or upload a file (for example a private key). These actions open a pop-up
window where the actual modification can be performed.

« A, ¥V position an item in a list: Modify the order of items in a list. The order of items
in a list (for example the order of connections, permitted channels in a channel
policy, and so on) is important because when One Identity Safeguard for Privileged
Sessions (SPS) is looking for a policy, it evaluates the list from top to down, and
selects the first item completely matching the search criteria. For example, when a
client initiates a connection to a protected server, SPS selects the first connection
policy matching the client's IP address, the server's IP address, and the target port
(the From, To, and Port fields of the connection).

Message window: This pop-up window displays the responses of SPS to the user's actions,
for example Configuration saved successfully. Error messages are also displayed
here. All messages are included in the system log. For detailed system logs (including
message history), see the Troubleshooting tab of the Basic Settings. To make the
window appear only for failed actions, navigate to User menu > Preferences and enable
the Autoclose successful commit messages option.

Figure 35: Message window

Result

Configuration saved successfully

Ok

@NE IDENTITY" SPS 6.0 Administration Guide 104

Basic settings



Multiple users and locking

Multiple administrators can access the One Identity Safeguard for Privileged Sessions
(SPS) web interface simultaneously, but only one of them can modify the configuration.
This means that the configuration of SPS is automatically locked when the first
administrator who can modify the configuration opens a configuration page (for example
the Basic Settings or the AAA menu).

The warning message displays the username of the administrator locking the configuration
as shown in the image below:

Figure 36: Configuration lock by remote administrator

Basic Settings @ tion i by admi ying the tion and ing some actions are not allowed until the lock is released.
AAA

Policies
Indexer

HTTP Ceontrol Enabled Name From To Port

ICA Control
RDP Control ~ a 0.0.0.0 /0 0.0.0.0 /0 4242 "‘
SSH Control

Connections
Channel Policies Target:

Other administrators can continue as read-only but must wait until the locking
administrator navigates to an SPS page that does not require locking, the administrator
logs out, or the session of the administrator times out. However, it is possible to access the
Search and Reporting menus, and to perform gateway authentication and 4-eyes
authorization or browse the configuration with only View rights (for details, see Managing
user rights and usergroups on page 312).

Accessing SPS using the RPC API or starting a transaction in the REST API locks the
configuration similarly to accessing SPS from the web interface.

O [ NOTE:

If an administrator logs in to SPS using the local console or a remote SSH connection,
the configuration is also locked. Inactive local and SSH connections timeout just like
web connections. For details, see Accessing the One Identity Safeguard for Privileged
Sessions (SPS) console on page 380.

Web interface timeout

By default, One Identity Safeguard for Privileged Sessions (SPS) terminates the web
session of a user after ten minutes of inactivity. To change value of this timeout, adjust the
Basic Settings > Management > Web interface timeout option.
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Figure 37: Basic Settings > Management > Web interface timeout — Web
interface timeout

Web interface timeout P

Timeout: 10 minutes

Preferences

To configure your preferences about the web interface, navigate to User Menu >
Preferences.

Figure 38: User Menu > Preferences

Preferences

Show tooltips:

Confirmation before deleting policies:

Confirmation before deleting entries:

Warn when unsaved changes may be lost:

0O § & & ®

Autoclose successful commit messages:

®

Mousewheel scrolling of search results:

Audit trail filename template: {protocol}-{starttime}-{gw-use

Set options Cancel | need help

« Show tooltips: Display tooltips for user interface elements to help using the
product.

. Confirmation before deleting policies: Display a pop-up window when you
attempt to delete policies to prevent deleting policies accidentally.

. Confirmation before deleting entries: Display a pop-up window when you
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attempt to delete entries to prevent deleting entries accidentally.

. Warn when unsaved changes may be lost: Display a pop-up window to warn
when you navigate to another window without committing your changes to prevent
losing unsaved changes.

« Autoclose successful commit messages: General confirmation windows will not
appear. (For example, Configuration saved successfully that appears after
successfully committing a change). As a result, pop-up windows appear only for
failed actions or errors.

« Mousewheel scrolling of search results: When there are several pages of
displayable search results on the Search page, navigate between search result
pages with the mousewheel. When turned off, using the mousewheel on the Search
page scrolls the whole page.

« Audit trail filename template:

To change the filename of the audit trails, navigate to User menu > Preferences
and change the Audit trail filename template. The default template is {protocol}-
{starttime}-{gw-username}-{remote-username}-{dst-ip}.zat. The template can
include anything, the keys (inside {} brackets) are replaced with their actual values.
These keys are the following:

« connection-policy: The connection policy
o dst-ip: Destination IP address

o dst-port: Destination port

« gw-username: Gateway username

o protocol: Protocol

o remote-username: Remote username

« session-id: Session ID

o src-ip: Source IP address

o starttime: Start time of the session

Network settings

The Basic Settings > Network tab contains the network interface and naming settings of
One Identity Safeguard for Privileged Sessions (SPS).
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Interfaces:

Figure 39: Basic Settings > Network > Interfaces

Interfaces ~
Physical interface 1: Label on box: EXT or
Speed: Auto negotiation v Link: 1000Mb/s 1
VLAN ID Network MTU Name System name
VLAN: Address Prefix MTU: NAME:
1500 default etho
10.30.255.37 /24 o
Advanced routing: O
Physical interface 2: Label on box: MGMT or E
Speed: Auto negotiation v Link: %
VLAN ID Network MTU Name System name
VLAN: Address Prefix MTU: NAME: o
1500 default
2001:db8:85a3::8a2e:370:733¢ /[ 64 i}
Advanced routing: O
2 . SPS 6.0 Administration Guide
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Physical interface 3: Label on box: INT or
Speed: Auto negotiation v Link: %
VLAN ID Network MTU Name System name
VLAN: Address Prefix MTU: NAME: o
1500 default

10.30.255. /30

222 /11 o

Advanced routing: O

Lists all of the logical interfaces (VLAN IDs, IP addresses, netmasks, and names) assigned
to the three physical interfaces of SPS. For more information on managing logical
interfaces, see Managing logical interfaces on page 113.

In addition, it is also possible to set the Maximum Transmission Unit (MTU) for each
network interface (VLAN or network interface card) individually. The default value is 1500.

Speed is displayed for every physical interface. To explicitly set the speed of the interface,
select the new value from the Speed field. Modifying the speed of an interface is
recommended only for advanced users.

You can add interface-specific network routes using the Advanced routing option of each
interface. Otherwise, use the Routing table option to manage networking routes.

Routing table:

Figure 40: Basic Settings > Network > Routing table

Routing table »
1Pv4:
Network Gateway
0.0.0.0 /0 10.30.255.254 o
1Pvé:
Network Gateway
/0 2001:db8:0:42:0:8a2e:370:7335 1]
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When sending a packet to a remote network, SPS consults the routing table to determine
the path it should be sent. If there is no information in the routing table then the packet
is sent to the default gateway. Use the routing table to define static routes to specific
hosts or networks. You have to use the routing table if SPS interfaces are connected to
multiple subnets.

Click the # and 1l icons to add new routes or delete existing ones. A route means that
messages sent to the Address/Netmask network should be delivered to Gateway.

For detailed examples, see Configuring the routing table on page 116.

IP forwarding:

Figure 41: Basic Settings > Network > IP forwarding

IP forwarding Pl

Enable routing between the following interfaces.
To use an interface in single-interface router mode, add a rule and select that same interface in both fields.
Between And

default (ethd) v default (eth0) v 1

[select an option] ¥ [select an option] * (I

+

You can enable routing between logical interfaces, which allows you to direct uncontrolled
traffic through SPS. For more information, see Routing uncontrolled traffic between logical
interfaces on page 116.

To mimic the functionality of the deprecated Router mode, configure a logical interface for
each physical interface you want to connect, and enable IP forwarding between them.
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Naming:

Figure 42: Basic Settings > Network > Naming

Naming <
Hostname: myhost
Nick name:
DMNS search domain: example.com
Primary DNS server: 10.30.255.254
Secondary DNS server:

« Hostname: Name of the machine running SPS.

« Nick name: The nickname of SPS. Use it to distinguish the devices. It is displayed in
the core and boot login shells.

« DNS search domain: Name of the domain used on the network. When resolving the
domain names of the audited connections, SPS will use this domain to resolve the
target hostname if the appended domain entry of a target address is empty.

o Primary DNS server: IP address of the name server used for domain name
resolution.

. Secondary DNS server: IP address of the name server used for domain name
resolution if the primary server is unaccessible.

Configuring user and administrator login
addresses

You can configure two separate login addresses for accessing the web interface of One
Identity Safeguard for Privileged Sessions (SPS):

o Web login for administrators and users: On this address, users can, depending on
their access privileges, modify the configuration of SPS, and perform authentication-
related activities (gateway authentication, 4-eyes authorization).

o Web login for users only: The configuration of SPS cannot be viewed or altered from
this address. Users (even ones with administrator privileges) can only perform
gateway authentication and 4-eyes authorization.

0 [ NOTE:

You can find more information about gateway authentication and 4-eyes authorization
in Advanced authentication and authorization techniques on page 731.
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Both login addresses can be configured to restrict connections to a configured set of IP
addresses only.

O | NOTE:

Avoid using the IP address configured for administrator or user login on One Identity
Safeguard for Privileged Sessions (SPS) when configuring HTTP or SSH connections.

The login addresses are, by default, protected against brute-force attacks: after five
unsuccessful login attempts, all following attempts are denied for increasing periods of
time. You can turn this off by unselecting the Protect against brute-force attacks
option for the web login addresses.

To configure two separate login addresses for accessing the web interface
of SPS

1. Navigate to Basic Settings > Local Services > Web login.

Figure 43: Basic Settings > Local Services > Web login — Configuring web
login address

Web login (admin and user) P
Listening addresses:
Address HTTP HTTPS
10.170.29.231 (default) |~ 80 443 i
Restrict clients: ]
Protect against brute-force attacks: (T4
Web login (user only) Pt
Listening addresses:
Address HTTP HTTPS
10.170.29.232 (default) |~ 80 443 i
Restrict clients: ]
Protect against brute-force attacks: ~

2. Choose +in the Listening addresses field.

3. Enter the IP address to use for connecting to SPS's user interface into the Address
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field.

The available addresses correspond to the interface addresses configured in Basic
Settings > Network > Interfaces. Only IPv4 addresses can be selected.

Enter the port number for HTTP connections into the HTTP field.
Enter the port number for HTTPS connections into the HTTPS field.

(Optional) To permit access to the SPS web interface only from selected subnets or
IP addresses, select Restrict clients, click + and enter the IP address and netmask
of the allowed clients. Note that these settings do not affect the SSH access to SPS.

CAUTION:

Permit administrative access to SPS only from trusted networks. If
possible, monitored connections and administrative access to the SPS
web interface should originate from separate networks.

After comitting the changes, the web interface will be available only
from the configured subnets or IP addresses.

Use an IPv4 address.

Recommended: configure a separate login address for user connections in Web
login (user only). The configuration settings of SPS cannot be viewed or modified
from this address.

Managing logical interfaces

You can assign logical interfaces to a physical interface. Each logical interface must have
its own VLAN ID, and can have its own set of (alias) IP addresses and prefixes. The
configured name for each logical interface is visible on One Identity Safeguard for
Privileged Sessions (SPS)'s user interface only.

You can configure IPv4 and IPv6 addresses as well. IPv6 is intended for configuring
monitored connections. Local services (including the web login) require IPv4 addresses. An
interface can have multiple IP addresses, including a mix of IPv4 and IPv6 addresses.

® | NOTE:

SPS does not support scenarios with two hosts using the same IP address on different
VLAN groups.
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To manage logical interfaces

1. Navigate to Basic Settings > Network > Interfaces.

Figure 44: Basic Settings > Network > Interfaces — Managing the

logical interfaces

Interfaces ~
Physical interface 1: Label on box: EXT or
Speed: Auto negotiation v Link: 1000Mb/s &2
VLAN ID Network MTU MName System name
VLAN: Address MTU: NAME: o
1500 default etho
10.30.255.37
Advanced routing:
Physical interface 2: Label on box: MGMT or E
Speed: Auto negotiation v Link: X
VLAN ID Network MTU Mame System name
VLAN: Address MTU: NAME: o
1500 default
2001:db8:85a3::8a2e:370:733¢ / 64
Advanced routing:
SPS 6.0 Administration Guide
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Physical interface 3: Label on box: INT or
Speed: Auto negotiation v Link: x
VLAN ID Network MTU MName System name
VLAN: Address Prefix MTU: NAME: il
1500 default

10.30.255. /30 o

2222 /11 il

Advanced routing: O

2. If necessary, use the label on the SPS hardware to identify the physical interface to
which you want to assign a logical interface.

3. Choose + to add a new logical interface. Provide the following:
o VLAN: The VLAN ID of the logical interface. Optional.

CAUTION:

Do not set the VLAN ID unless your network environment is
already configured to use this VLAN. Otherwise, your SPS
appliance will be unavailable using this interface.

o Address: The IP address of the logical interface.

You can also enter a hostname instead of the IP address, and One Identity

Safeguard for Privileged Sessions (SPS) automatically resolves the hostname
to IP address. Note the following limitations:

o SPS uses the Domain Name Servers set Basic Settings > Network >

Naming > Primary DNS server and Secondary DNS server fields
to resolve the hostnames.

o If the Domain Name Server returns multiple IP addresses, SPS selects
randomly from the list.

O [ NOTE:

Do not use IP addresses that fall into the following ranges:

o« 1.2.0.0/16 (reserved for communication between SPS cluster
nodes)

o 127.0.0.0/8 (localhost IP addresses)

« Prefix: The IP range of the logical interface.

« Optional: To add additional (alias) IP addresses and prefixes to a logical
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interface, click 4. To remove an alias IP address, click the corresponding .

« MTU: Maximum Transmission Unit (MTU) to set per network interface (VLAN
or network interface card). The default value is 1500.

« Name: The name of the logical interface. This name is visible on SPS's user
interface only.

To remove a logical interface, choose the 1l on the right side.

Routing uncontrolled traffic between
logical interfaces

You can enable routing between logical interfaces, which allows you to direct uncontrolled
traffic through SPS.

To enable routing between logical interfaces

1. Navigate to Basic Settings > Network > IP forwarding.

Figure 45: Basic Settings > Network > IP forwarding — IP forwarding
between interfaces

IP forwarding P

Enable routing between the following interfaces.

To use an interface in single-interface router mode, add a rule and select that same interface in both fields.
Between And

default (ethd) ¥ | default (eth0) v 1

[select an option] v  [select an option] v i

+

2. To add a new forwarding rule, choose 4+ and select the two logical interfaces to
connect. You can select the same interface in both fields to use that logical interface
in single-interface router mode.

To delete an existing rule, choose 1.

Configuring the routing table
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The routing table contains the network destinations SPS can reach. You have to make sure
that both the monitored connections, and the local services of SPS (including connections

made to the backup and archive servers, the syslog server, and the SMTP server) are
routed properly.

You can add multiple IPv4 and IPv6 addresses and address ranges along with their
respective gateways.

To configure the routing table

1. To add a new routing entry, navigate to Basic Settings > Network.

You can add interface-specific network routes using the Advanced routing

option of each interface. Otherwise, use the Routing table option to manage
networking routes.

Figure 46: Basic Settings > Network > Routing table — Routing

Routing table »
1Pv4:
Network Gateway
0.0.0.0 /0 10.30.255.254 i
IPvé:
Network Gateway
/0 2001:db8:0:42:0:8a2e:370:7335 @

2. Click #, then enter the IP address and the network prefix into the Network field.

3. Enter the IP address of the gateway used on that subnetwork into the Gateway field.

Configuring date and time

To configure the date and time-related settings of SPS, navigate to Basic Settings >
Date & Time.
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Figure 47: Basic Settings > Date & Time — Date and time management

Date & time settings P

Current Date & Time:
Date Time

2018 - 04 - 09 12 1 39 126 Set Date & Time

Timezone/NTP settings »

Timezone:
AmericaNew_York ¥

NTP Servers:
Address

10.30.255.254 i

-

A | CAUTION:

It is essential to set the date and time correctly on SPS, otherwise the
date information of the logs and audit trails will be inaccurate.

SPS displays a warning on this page and sends an alert if the time
becomes out of sync.

To explicitly set the date and time on SPS, enter the current date into respective fields of
the Date & Time settings group and click Set Date & Time.

When two SPS units are operating in High Availability mode, the secondary node
automatically synchronizes its time and date to the primary node. To manually synchronize
the time between the nodes, click Sync Master (available only in High Availability mode).

To retrieve the date automatically from a time server, complete the following steps:

1. Select your timezone in the Timezone field.
2. Enter the IP address of an NTP time server into the Address field.
Use an IPv4 address.

Click the # and 1l icons to add new servers or delete existing ones.

5. Optional: If the time setting of SPS is very inaccurate (that is, the difference between
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the system time and the actual time is great), it might take a long time to retrieve
the date from the NTP server. In this case, click Sync Now or Sync Master to sync
the time immediately using SNTP.

System logging, SNMP and e-mail alerts

E-mail alerts and system logging can be configured on the Basic Settings >
Management page.

Configuring system logging

One Identity Safeguard for Privileged Sessions (SPS) can send its system log messages to
remote syslog servers (for example, syslog-ng Premium Edition, syslog-ng Store Box,
Splunk, or HPE ArcSight Data Platform).

0 [ NOTE:

To send log messages in any custom format, contact our Support Team.

A | CAUTION:

The retention time for local logs of SPS is seven days. To retain them
longer, forward them to a remote logserver.

Figure 48: Basic Settings > Management > Syslog — Configuring system logging

Syslog P

Syslog receivers:
Address Port Protocol

10.50.0.2 514 legacy-TCP v| @

+

Check server certificate:
O No certificate is required. If the host sends one, it must be valid and issued to the host.
® No certificate is required.
O Only accept certificates issued by the specified CA certificate.
Q Certificate is required. Accept any certificate.
CAX.509 certificate: rd
Client X.509 certificate: &
Client key: &
4

Include node ID in hostname in boot
firmware messages:
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To configure logging to a remote server

1.
2.
3.

Navigate to Basic Settings > Management.

Click #+ in the Syslog > Syslog receivers field to add a new syslog server.
Enter the IP address and port of the syslog server into the respective fields.
Use an IPv4 address.

Select the network protocol used to transfer the messages in the Protocol field. The
legacy- prefix corresponds to the legacy BSD-syslog protocol described in RFC3164,
while the syslog- prefix corresponds to the new IETF-syslog protocol described in
RFC5424. Note that not every syslog server supports the IETF protocol yet.

Select TCP+TLS to send the log messages using a TLS-encrypted connection.

0 | TIP:

Transferring the syslog messages using TCP ensures that the server receives
them.

Transferring the syslog messages using TLS encryption ensures that third
parties cannot read the messages. However, not every syslog server accepts
encrypted connections. The syslog-ng Premium Edition and Open Source Edition
applications, and the syslog-ng Store Box (which is a log-collector appliance
similar to SPS) support both encrypted connections and the new IETF-syslog
protocol as well. For details on these products, see syslog-ng Premium Edition
and syslog-ng Store Box.

To display separate hostnames for syslog messages sent by the nodes of a SPS HA

cluster, select the Include node ID in hostname in boot firmware messages
option. The node ID included in the hostname file of the syslog message is the MAC

address of the node's HA interface. (Messages of the core firmware are always sent
by the primary node.)

The boot firmware boots up SPS, provides high availability support, and starts the
core firmware. The core firmware, in turn, handles everything else: provides the
web interface, manages the connections, and so on.

If you have selected the TCP+TLS protocol, complete the following steps.

Otherwise, click m

b. If you want SPS to verify the certificate of the syslog server, select Only
accept certificates issued by the specified CA certificate in the Check
server certificate field and proceed to the next step.

If you want SPS to simply accept any certificate shown by the server, select
No certificate is required in the Check server certificate field.
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O [ NOTE:

Alternatively, you can use the following, less strict options to check the
certificate of the server:

« No certificate is required. If the host sends one, it must be
valid and issued to the host: If the remote host sends a
certificate, SPS checks if it is valid (not expired) and that the
Common Name of the certificate contains the domain name or the
IP address of the host. If these checks fail, SPS rejects the
connection. However, SPS accepts the connection if the host does
not send a certificate.

« Certificate is required. Accept any certificate: SPS requests
a certificate from the server, and rejects the connection if no
certificate is received, if the certificate is not valid (expired), or if
the Common Name of the certificate does not contain the domain
name or the IP address of the server.

c. Click the #" icon in the CA X.509 certificate field. A pop-up window is
displayed.

You can choose to upload a single certificate or a certificate chain (where one
member of the chain is the CA that will sign the certificates). To upload a
certificate chain, copy the certificates one after the other in a single file, and
upload the file using Browse, and then Upload. Alternatively, you can copy
and paste the certificates one after the other into the Certificate Chain field,
and click Set. The certificates do not have to be in order, SPS will order them
and validate the chain: if a member of the chain is missing, an error message
is displayed.

SPS will use this CA certificate to verify the certificate of the server, and reject
the connections if the verification fails.

To download previously uploaded certificates, click on the certificate and either
download the certificate (or certificate chain) in one single PEM or DER file, or
you can download single certificate files separately (if it is a certificate chain).

d. If the syslog server requires mutual authentication, that is, it expects a
certificate from SPS, generate and sign a certificate for SPS, then click the #"
icon in the Client X.509 certificate field to upload the certificate. After that,
click the #" icon in the Client key field and upload the private key
corresponding to the certificate.

7. Click the 4 and [ icons to add new servers or delete existing ones.

O [ NOTE:

To reduce the risk of the syslog server not receiving log messages from SPS
because of a network outage or other problem with the syslog server, SPS
buffers up to 10 Megabytes of log messages to its hard disk in case the syslog
server becomes unaccessible.
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Configuring e-mail alerts

The following describes how to configure e-mail alerts.

To configure e-mail alerts

1. Navigate to Basic Settings > Management > Mail settings.
2. If you want to encrypt the communication between SPS and the SMTP server, in
Encryption, select the STARTTLS option and complete the following steps:

« If you want SPS to verify the certificate of the server, select Only accept
certificates issued by the specified CA certificate and click the # icon in
the CA X.509 certificate field. A pop-up window is displayed.

Click Browse, select the certificate of the Certificate Authority (CA) that
issued the certificate of the SMTP server, then click Upload. Alternatively, you
can paste the certificate into the Copy-paste field and click Set.

SPS will use this CA certificate to verify the certificate of the server, and reject
the connections if the verification fails.

o If the SMTP server requires mutual authentication, that is, it expects a
certificate from SPS, enable Authenticate as client. Generate and sign a
certificate for SPS, then click #" in the Client X.509 certificate field to
upload the certificate. After that, click #' in the Client key field and upload the
private key corresponding to the certificate.

One Identity recommends using 2048-bit RSA keys (or stronger).
3. If you want SPS to authenticate to the SMTP server, in Authentication, select the
Enabled option. Enter the Username to authenticate with.
To configure or change the password to use to authenticate to the SMTP server, click
Change and enter the password. Click Update. Click m
© | NOTE:
One Identity Safeguard for Privileged Sessions (SPS) accepts passwords that
are not longer than 150 characters. The following special characters can be
used: I"#$%&"' (Y*+,-./:;<=>2@[\]*- {|}
4. Enter the IP address or the hostname of the mail server into the SMTP server
address field.
Use an IPv4 address.
X . SPS 6.0 Administration Guid
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Figure 49: Basic Settings > Management > Mail settings — Configuring e-
mail sending

Mail settings P

SMTP server address: mail example.com
Encryption:
O Disabled
@ STARTTLS
Check server certificate:
O No certificate is required

® Only accept certificates issued by the specified CA certificate

CA X.509 certificate: &
Authenticate as client: ™~
Client X.509 certificate: &
Client key: &
Authentication:
O Disabled
@ Enabled
Username: myusername
Password: Change [not configured]
Send e-mails as:
Administrator's e-mail address: email@example.com Test

Send e-mail alerts to:

Send reports to:

Enter the e-mail address where you want to receive e-mails from into the Send e-
mails as field. This can be useful for e-mail filtering purposes. SPS sends e-mails
from the address provided here. If no e-mail address is entered, e-mails will be sent
from the default e-mail address.

Enter the e-mail address of the administrator into the Administrator's e-mail
address field. SPS sends notifications related to system-events (but not alerts and
reports) to this address.

Enter the e-mail address of the administrator into the Send e-mail alerts to field.
SPS sends monitoring alerts to this address.

Enter the e-mail address the person who should receive traffic reports from SPS into
the Send reports to field. For details on reports, see Reports on page 768.
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10. Click Test to send a test message.

If the test message does not arrive to the server, check if SPS can access the server.
For details, see Troubleshooting One Identity Safeguard for Privileged Sessions
(SPS) on page 844.

11. Navigate to Basic Settings > Alerting & Monitoring and select in which
situations should SPS send an e-mail alert. For details, see Configuring system
monitoring on SPS on page 130.

Configuring SNMP alerts

SPS can send alerts to a central monitoring server through SNMP (Simple Network
Management Protocol).

To configure SNMP alerts

1. Navigate to Basic Settings > Management > SNMP trap settings.

Enter the IP address or the hostname of the SNMP server into the SNMP server
address field.

Use an IPv4 address.

Figure 50: Basic Settings > Management > SNMP trap settings —
Configuring SNMP alerts

SNMP trap settings P

SNMP server address: 10.30.0.2

@ SNMP v2c

Q SNMP v3

Community: public

Select the SNMP protocol to use.

(Optional) To use the SNMP v2c protocol for SNMP queries, select SNMP v2c, and
enter the community to use into the Community field. Otherwise, skip these steps.

(Optional) To use the SNMP v3 protocol, select SNMP v3 and complete the following
steps. Otherwise, skip these steps.

1. Enter the username to use into the Username field.

2. Enter the engine ID to use into the Engine ID field. The engine ID is a
hexadecimal number at least 10 digits long, starting with ex. For example,
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OxXABABABABAB.

3. Select the authentication method (MD5 or SHA1) to use from the options
under the Authentication method: field.

Enter the password to use into the Authentication password field.

5. Select the encryption method (Disabled, DES or AES) to use from the options
under the Encryption method: field .

6. Enter the encryption password to use into the Encryption password: field.

Figure 51: Basic Settings > Management > SNMP trap settings —
Configuring SNMP alerts using SNMPv3

SNMP trap settings

SNMP server address: 10.30.0.2 Test
O SNMP vac
@® SNMPv3
Username: demo
Engine ID: 0xFFFFFFFFFF

Authentication method:

® MDs

O sHA1
Authentication password: Change [change committed]
Encryption method:

@® Disabled

O Aes

O DEs

® | NOTE:

One Identity Safeguard for Privileged Sessions (SPS) accepts passwords that
are not longer than 150 characters. The following special characters can be
used: !"#$%&" ()*+,-./:;<=>?2@[\1*-"{|}

5. Navigate to Basic Settings > Alerting & Monitoring and select in which
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situations SPS should send an SNMP alert. For details, see Configuring system
monitoring on SPS on page 130.

Querying SPS status information using
agents

External SNMP agents can query the basic status information of SPS.
To configure which clients can query status information

1. Navigate to Basic Settings > Local Services > SNMP server settings.

Figure 52: Basic Settings > Local Services > SNMP server settings —
Configuring SNMP agent access

SNMP server settings )l'{
Enabled: ~
System location: Mew York
System contact: support@example.cor

System description:

SNMP v2c agent: &
Community: example_snmp
SNMP v3 agent: &
Allowed users:
Username Auth. method Auth. password Encryption method Encryption password
snmp_Agent SHAL v Change [change committed] AES v Change [change committed] [
Listening addresses:
Address Port
10.30.255.42 (default) ¥ | 161 i
Restrict clients: 3

Allowed clients:
Address Netmask

10.30.40.50 255.255.255.0 i}

2. Enable the SNMP server.

Optionally, you can enter the details of the SNMP server into the System location,
System contact, and System description fields.
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6.

8.

To use the SNMP v2c protocol for SNMP queries, enable SNMP v2c agent, and enter
the community to use into the Community field.

To use the SNMP v3 protocol, select SNMP v3 agent and complete the
following steps:

a. Click+
b. Enter the username used by the SNMP agent into the Username field.

c. Select the authentication method (MD5 or SHA1) to use from the options
under the Auth. method field.

d. Enter the password used by the SNMP agent into the Auth. password field.

e. Select the encryption method (Disabled, DES or AES) to use from the options
under the Encryption method field.

f. Enter the encryption password to use into the Encryption password field.

g. To add other agents, click 4.

O [ NOTE:

One Identity Safeguard for Privileged Sessions (SPS) accepts passwords that
are not longer than 150 characters. The following special characters can be
used: !"#$%&"' ()*+,-./:;<=>?2@[\1*-"{|}

In the Listening addresses field, choose 4 and select the IP address and port for
the SNMP server.

The available addresses correspond to the interface addresses configured in Basic
Settings > Network > Interfaces. Only IPv4 addresses can be selected.

Repeat this step to add multiple addresses.

(Optional) To permit access to the SNMP server only from selected subnets or IP
addresses, select Restrict clients, click + and enter the IP address and netmask of
the allowed clients.

Use an IPv4 address.

Repeat this step to add multiple addresses.

Customize system logging in One Identity
Safeguard for Privileged Sessions (SPS)

One Identity Safeguard for Privileged Sessions (SPS) uses the syslog-ng Open Source
Edition application (version 3.16) for system logging. Starting with SPS 5 LTS, you can
customize its configuration to better integrate SPS into your logging infrastructure. If you
are not familiar with syslog-ng Open Source Edition, read how syslog-ng OSE works.
Customizing the configuration of syslog-ng Open Source Edition allows you to better
integrate the log messages of SPS into your environment, for example, to:
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» change the message format or rename message fields,
« send the messages to multiple logservers or SIEMs, or to

« select (filter) which messages to send to your logserver.

Limitations

Note that not every feature described in the syslog-ng Open Source Edition documentation
is available on SPS. Typically, features that are only rarely used on logging clients are not
available (for example, Java-based destinations like HDFS and Elasticsearch). For a

detailed list of available modules, execute the syslog-ng --module-registry command.

Customize the syslog-ng configuration

Do not change the syslog configuration of SPS unless you know exactly what you are doing.
Incorrect changes can decrease the performance of SPS, deactivate system logging, or
cause message loss.

While customizing the syslog-ng configuration, note the following points in
particular:

1. Create a SPS configuration snippet in a file. Make sure that the filename ends with
.conf. Note that syslog-ng OSE uses the configuration objects defined in these files
only if they are used in a log path as well, so make sure to include a log path.

Do not loop messages. That is, make sure that the destination does not send a
message back to the original source of the message (doing so would cause an
infinite loop).

2. Copy it to the /etc/syslog-ng/conf.d/ directory of the core firmware. (If you are
using a high-availability SPS cluster, SPS automatically copies the file to the
secondary node as well.)

Files located in this directory do not taint the SPS configuration and SPS
automatically includes them in the configuration of syslog-ng Open Source Edition.

Do not modify the original configuration files (for example, /etc/syslog-ng/syslog-
ng.conf or /etc/syslog-ng/conf.d/message-queue-client.con¥).

3. Verify that the resulting syslog-ng OSE configuration file is syntactically valid. The
configuration is valid if executing the following command does not show any syntax
errors: syslog-ng --syntax-only --no-caps

4. Your changes will take effect only after you reload the configuration of syslog-ng
Open Source Edition using the following command: syslog-ng-ctl reload

If there are any errors in the configuration, SPS keeps on using the earlier
configuration. In this case, correct the configuration, because if SPS reboots while
the syslog-ng OSE configuration is invalid, SPS will not be able to log messages.

Available sources

You can use the following sources in your custom configuration. These sources are defined
in the stock configuration file of syslog-ng OSE, and are in regular syslog message format
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(except for s_message_queue_client).

o s_core_journal: Logs of the SPS host, including log messages about the
audited sessions.

o s_message queue_client: Logs about the audited sessions in JSON format.

o s_slave boot: Logs from the boot firmware of the secondary node in a high-
availability SPS cluster.

« src: Logs messages of local SPS services.

o src-internal: The internal logs of syslog-ng OSE running on SPS.

Certificates and encrypted connections

If you are using a custom destination that requires a certificate (either to authenticate SPS,
or to verify the identity of the logserver). In this case, copy the certificates to SPS into the
/etc/syslog-ng/conf.d/ directory. In the custom syslog configuration you cannot use the
certificates uploaded to SPS using the web interface.

SIEM integration

Customizing the syslog configuration of SPS allows you to send log messages directly to
your SIEM (for example, Splunk) in a format that your SIEM can understand.

One Identity can provide you the configuration files needed to send the log messages of
SPS to Splunk in the Splunk Common Information Model (CIM) format. If you are
interested, contact our Support Team.

If you need assistance to use another SIEM format, contact
professionalservices@balabit.com.

Examples

The following configuration snippet reads the messages from the built-in s_message queue_
client source, parses the JSON message, and sends the messages to a remote destination
using the RFC5424 message format (the body of the message remains in JSON).

parser json {
json-parser(
prefix(".scb.")
template("$MSG")

)

¥
destination d_custom_remote {
syslog(
"192.168.1.1"
transport(tcp)
port(6514)

template("$(format-json --key .scb.*)\n")
)s
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};

log {
source(s_message_queue_client);
parser(json);
destination(d_custom_remote);

};

A sample log message using the above configuration is the following (line-breaks added
for clarity):

{"_scb":
{

"username":"frobert",

"timestamp":"1499673286.380022",
"session_id":"svc/hm4soFrNYeAmkyzlLVkzilo/ssh_demo:4",
"server_port":"22",
"server_ip":"10.30.255.70",
"protocol":"ssh",
"event_type":"server_authentication_success"”,
"connection_name":"ssh_demo",
"client_port":"50830",
"client_ip":"10.30.255.70"

}

}

To use this configuration snippet on your SPS, copy it to a file (make sure that the filename
ends with .conf), change the IP address and port number to match your environment, copy
it to the core firmware of your SPS into the /etc/syslog-ng/conf.d directory, then reload
the syslog-ng configuration using syslog-ng-ctl reload.

Configuring system monitoring on SPS

SPS supports the SNMPv2c and SNMPv3 protocols. The SNMP server set on the
Management tab can query status information from SPS.

0 | TIP:

In order to have your central monitoring system to recognize the SNMP alerts sent by
SPS, import the SPS-specific Management Information Base (MIB) into your
monitoring system. Download all MIBs by navigating to Basic Settings > Alerting
& Monitoring and clicking Download MIBs and import them into your monitoring
system. For details, see the documentation of your monitoring system.

Configuring monitoring

The following describes how to configure monitoring.
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To configure monitoring

Navigate to Basic Settings > Alerting & Monitoring.

2. The default threshold values of the parameters are suitable for most situations.
Adjust the threshold values only if needed.

4. Navigate to Basic Settings > Management and verify that the SNMP settings
and Mail settings of SPS are correct. SPS sends alerts only to the alert e-mail
address and to the SNMP server.

A | CAUTION:
Sending alerts fails if these settings are incorrect.

The following sections describe the parameters you can receive alerts on.

o For details on health-monitoring alerts, see Health monitoring on page 131.
o For details on system-monitoring alerts, see System related traps on page 133.

o For details on traffic-monitoring alerts, see Traffic related traps on page 136.

Health monitoring

SPS continuously monitors a number of parameters of the SPS hardware and its
environment. If a parameter reaches a critical level (set in its respective Maximum field),
SPS sends e-mail or SNMP messages to alert the administrator.

Figure 53: Basic Settings > Alerting & Monitoring — Health monitoring

Health monitoring <
Description Value Name Email SNMP
Disk utilization maximum a0 % xcbDiskFull (™4 =~
Swap utilization maximum 70 % xcbhSwapFull « &~

maximum load for 1 min

Load average

(Number of CPU cores: 1) maximum load for 5 min xcbLoadAvgHigh O O

maximum load for 15 min

BE BB

« Disk utilization maximum: Ratio of free space available on the hard disk. SPS
sends an alert if the audit trails use more space than the set value. Archive the audit
trails to a backup server to free disk space. For details, see Archiving and cleanup on
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page 152.
O | NOTE:

The alert message includes the actual disk usage, not the limit set on the web
interface. For example, you set SPS to alert if the disk usage increases above
10 percent. If the disk usage of SPS increases above this limit (for example to
17 percent), you receive the following alert message: less than 90% free (=
17%). This means that the amount of used disk space increased above 10%
(what you set as a limit, so it is less than 90%), namely to 17%.

. Load average: The average load of SPS during the last one, five, or 15 minutes.

o Swap utilization maximum: Ratio of the swap space used by SPS. SPS sends an
alert if it uses more swap space than the set value.

Preventing disk space fill-up

The following describes how to prevent disk space from filling up.

O [ NOTE:

One Identity highly recommends this if One Identity Safeguard for Privileged
Sessions (SPS) is hosted in a virtual environment.

To prevent disk space from filling up

1. Navigate to Basic Settings > Management > Disk space fill-up prevention.

Figure 54: Basic Settings > Management > Disk space fill-up prevention —
Preventing disk space fill-up

Disk space fill-up prevention »

Disconnect clients when disks are: 80 percent used (enter a value between 50-98).

Automatically start archiving: o

To aut

configured Archive/Cleanup policies when disks are filled up to the configured percent, select Automatically

ing.
igured at least one Archive/Cleanup policy at Policies > Backup & Archive/Cleanup. Otherwise, the automatic cess will

2. Enter the limit of maximum disk utilization in percents in the Disconnect clients
when disks are: x percent used field. Make sure to enter a value between 50-98
percent. When disk space is used above the configured limit, SPS disconnects all
clients. The default value is 8e.

3. (Optional) To automatically start all configured archiving/cleanup jobs when disk
usage goes over the limit, select the Automatically start archiving option.

For more information on configuring an archiving policy, see Archiving and cleanup
on page 152.

NOTE:

If there is no archiving policy configured, selecting this option will not trigger
automatic archiving.
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5. Navigate to Basic Settings > Alerting & Monitoring > Health monitoring and
enable alert Disk utilization maximum.

System related traps

SPS can send the following system related alerts in e-mail or as SNMP trap. To
configure these alerts, see Configuring e-mail alerts on page 122 and Configuring SNMP
alerts on page 124.

O | NOTE:

Configure Disk space fill-up prevention, and configure SPS to send an alert if the
free space on the disks of SPS is low. For details, see "Preventing disk space fill-up"
in the Administration Guide.

Configure SPS to send an alert if a user fails to login to SPS. For details, see the
Login failed alert in "System related traps" in the Administration Guide.
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Figure 55: Basic Settings > Alerting & Monitoring — health monitoring

System related traps ~
Description MName Email SNMP
Login failed xcblLoginFailure O 4
Successful login xcbLogin O ~
Logout from the management interface xcbLogout O 4
Configuration changed xcbConfigChange O 4
General alert xcbAlert O 4
General error xcbError O ~
Data and configuration backup failed xcbBackupFailed O 4
Data archiving failed xcbArchiveFailed O ~
Database error occurred xcbDBError O 4
License limit reached xcbLimitReached O 4
HA node state changed xcbHaMNodeChanged O 4
Timestamping error occurred xchTimestampError (3 4
Time sync lost xcbTimeSynclost O 4
Raid status changed xcbRaidStatus (3 ~
Hardware error occurred xcbHWError (23 4
Firmware is tainted xcbFirmwareTainted O 4
Too many login attempts xcbBruteforceAttempt O 4
License expires soon xcbLicenseAlmostExpired O T4
A system service failed xcblnitSystemUnitFailed O 4

RE BE

Table 1: System related traps

Name SNMP alert ID Description

Login failed xcbLoginFailure Failed login attempts from SPS web
interface.

Successful xcbLogin Successful login attempts into SPS web

login interface.

Logout from xcbLogout Logouts from SPS web interface.
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Name

SNMP alert ID

Description

the manage-
ment
interface

Configuration
changed

General alert

General error

Data and
configuration
backup failed

Data
archiving
failed

Database
error
occurred

License limit
reached

HA node state
changed

Timestamping
error
occurred

Time sync
lost

Raid status
changed

xcbConfigChange

XxcbAlert

XcbError

xcbBackupFailed

xcbArchiveFailed

XcbDBError

xcbLimitReached

xcbHaNodeChanged

xcbTimestampError

xcbTimeSyncLost

xcbRaidStatus

(ONE IDENTITY

Any modification of SPS's configuration.

General alerts and error messages occurring
on SPS.

Note that alerts on general alerts and errors
are sent whenever there is an alert or error
level message in the SPS system log. These
messages are very verbose and mainly
useful only for debugging purposes.

Enabling these alerts may result in multiple
e-mails or SNMP traps sent about the same
event.

Alerts if the backup procedure is unsuc-
cessful.

Alerts if the archiving procedure is unsuc-
cessful.

An error occurred in the database where SPS
stores the connection metadata. For assist-
ance, contact our Support Team.,

The number of protected servers (or concur-
rent sessions) reached the limit set in the
SPS license. Clients cannot connect to new
servers using SPS.

A node of the SPS cluster changed its state
(for example, a takeover occurred).

An error occurred during the timestaming
process (for example, the timestamping
server did not respond).

The system time became out of sync.

The status of the node's RAID device changed
its state.
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Name SNMP alert ID Description

Hardware XCbHWError SPS detected a hardware error.

error

occurred

Firmware is xcbFirmwareTainted A user has locally modified a file from the
tainted console.

Too many xcbBruteforceAttempt SPS has detected a possible brute-force
login attack.

attempts

License xcbLicenseAlmostExpired Your SPS license will expire within 60 days.

expires soon

A system xcbInitSystemUnitFailed A system service has failed.

service failed Note that one alert is sent for each failed

service.

Traffic related traps

SPS can send the following traffic related alerts in e-mail or as SNMP trap. To
configure these alerts, see Configuring e-mail alerts on page 122 and Configuring SNMP
alerts on page 124.
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Figure 56: Basic Settings > Alerting & Monitoring — health monitoring

Traffic related traps ~
Description MName Email SMNMP
Channel opening denied scbChannelDenied O O
Connection denied schConnectionDenied O O
User successfully authenticated schAuthSuccess (4 O
User authentication failed scbAuthFailure (3 O
S5H host key mismatch schSshHostKeyMismatch O O
New SSH host key learned schSshHostKeylLearned O O
Connection timed out scbConnectionTimedout O O
Protocol viclation schProtocolViolation O O
Connection to the server failed scbConnectionFailed O O
User successfully authenticated on the gateway schGWAuUthSuccess O O
User authentication failed on the gateway schGWAuthFailure O O
User mapping failed on the gateway schUserMappingFailure O O
Decryption of a credential failed scbCredStoreDecryptError O O
The requested credential store is closed schCredStoreClosed O O
Failed to unlock credential store scbCredStoreUnlockFailure O O
Real-time audit event detected scbRealTimeAlert O O
AMQP error occurred scbAMQPError O O

BE BE

Table 2: Traffic related traps

Name SNMP alert ID Description
Channel scbChannelDenied A user attempted to open a channel not
opening permitted by the channel policy.
denied
Connection scbConnectionDenied A user attempted to connect a server not
denied permitted in the connection policies.
User success- scbAuthSuccess A user successfully authenticated on a

fully authen-
ticated

(ONE IDENTITY

protected server.
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Name

SNMP alert ID

Description

User authen-
tication failed

SSH host key
mismatch

New SSH host
key learned

Connection
timed out

Protocol
violation

Connection to
the server
failed

User success-
fully authen-
ticated on the
gateway

User authen-
tication failed
on the
gateway

User mapping
failed on the
gateway

Decryption of
a credential
store failed

The requested
credential
store is
closed

Failed to
unlock creden-

scbAuthFailure

scbSshHostKeyMismatch

scbHostKeyLearned

scbConnectionTimedout

scbProtocolViolation

scbConnectionFailed

scbGWAuthSuccess

scbGWAuthFailure

scbUserMappingFailure

scbCredStoreDecrpytError

scbCredStoreClosed

scbCredStoreUnlockFailure

(ONE IDENTITY

A user failed to complete the authen-
tication on a protected server.

The SSH host key of a server did not match
the key stored on SPS.

SPS learned a new SSH host key.

A connection to a protected server timed
out.

A connection violated the protocol as
specified in the RFC or protocol document-
ation. This may have been caused by an
incompatible application or a deliberate
attack.

A connection to a protected server failed.

A user has successfully authenticated a
connection on SPS as part of a gateway-
authentication process.

The gateway-authentication of a connec-
tion has failed.

A usermapping policy did not find a
suitable mapping for the connection.

SPS could not unlock a password-protected
Credential Store. Navigate to Unlock
Credential Store and enter the password
(s) to open the Credential Store.

A user attempted to access a connection
policy that uses a password-protected
Credential Store, and the Credential Store
has not been unlocked. Navigate to
Unlock Credential Store and enter the
password(s) to open the Credential Store.

A user attempted to unlock a password-
protected Credential Store with an
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Name SNMP alert ID Description

tial store incorrect password. Navigate to Unlock
Credential Store and enter the correct
password(s) to open the Credential Store.

Real time scbRealTimeAlert A real-time audit event has occurred.
audit event

detected

AMQP error scbAMQPError An error occurred in the event queue
occurred where SPS forwards session data. contact

our Support Team.

Data and configuration backups

Backups create a snapshot of the configuration of One Identity Safeguard for
Privileged Sessions (SPS) or the data which can be used for recovery in case of
errors. SPS can create automatic backups of its configuration and the stored audit-
trails to a remote server.

Configuring backups is a two-step process:

1. Create a backup policy.

2. Assign that policy to the system or a connection — depending on what it is that you
wish to back up, SPS's configuration or a connection.

Creating a backup policy:

Backup policies define the address of the backup server, which protocol to use to access it,
and other parameters. SPS can be configured to use the Rsync, SMB/CIFS, and NFS
protocols to access the backup server:

« To configure backups using Rsync over SSH, see Creating a backup policy using
Rsync over SSH on page 140.

« To configure backups using SMB/CIFS, see Creating a backup policy using SMB/CIFS
on page 143.

« To configure backups using NFS, see Creating a backup policy using NFS on
page 147,

The different backup protocols assign different file ownerships to the files saved on the
backup server. The owners of the backup files created using the different protocols are
the following:

o Rsync: The user provided on the web interface.
o« SMB/CIFS: The user provided on the web interface.

o NFS: root with no-root-squash, nobody otherwise.
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CAUTION:

SPS cannot modify the ownership of a file that already exists on the
remote server. If you change the backup protocol but you use the same
directory of the remote server to store the backups, make sure to adjust
the ownership of the existing files according to the new protocol.
Otherwise SPS cannot overwrite the files and the backup procedure fails.

Assigning a backup policy:

Once you have configured a backup policy, set it as a system backup policy (for
configuration backups) or data backup policy (for connections backups):

. To configure a system backup policy, see Creating configuration backups on
page 150.
« To configure a data backup policy, see Creating data backups on page 151.

O [ NOTE:

Backup deletes all other data from the target directory. Restoring a backup deletes
all other data from SPS. For details on restoring configuration and data from backup,
see Restoring One Identity Safeguard for Privileged Sessions (SPS) configuration and
data on page 873.

Creating a backup policy using Rsync over
SSH

The Rsync over SSH backup method connects the target server with SSH and executes
the rsync UNIX command to copy the data to the remote server. SPS authenticates itself
with a public key — password-based authentication is not supported.

CAUTION:

The backup server must run rsync version 3.0 or newer.

To create a backup policy using Rsync over SSH

1. Navigate to Policies > Backup & Archive/Cleanup and click + in the Backup
policies section to create a new backup policy.

2. Enter a name for the backup policy (for example, config-backup).

Enter the time when the backup process should start into the Start time field in
HH:MM format (for example, 23:00).

You can add the start time for additional backup processes.

CAUTION:

When specifying an additional start time, ensure that the previous
backup process finishes before the new backup process starts.
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4. Enter the IP address or the hostname of the remote server into the Target server

field (for example, backup.example.com).

Use an IPv4 address.

5. Select Rsync over SSH from the Copy data from PSM radio buttons.

Figure 57: Policies > Backup & Archive/Cleanup > Backup policies —
Configuring backups using rsync

Backup policies

demo-backup o
Start time:
23:00 o
Copy data from SPS:
@ Rsync over S5H
O Copy data to a remote server using SMB/CIFS
(0] Copy data to a remote server using NFS
Username: backup
Target server: backup.example.com 22
2048 SHA256:TBJECiFUQ
Authentication key: # @ TWuMCJBHnQn7h+chGuLkmclollw4/
Udal
2048 SHA256:TBJECiFUQ
Server host key: & i TwumciB HnQn7h+chGuLkmcloliw4/
Udal
Path: Ivarfbackups
Include the Cluster Node 1D in the ot
path:
The backup will be saved on the server in a directory named 125941 -c8fd-46a2-a3251-32dd294affcl/.
‘When the operation is complete:
O Do not send notification
® Send notification on errors only
O send notification on all events

Enter the username used to log on to the remote server into the Username field.

Click #" in the Authentication key field. A popup window is displayed.

Generate a new keypair by clicking Generate or upload or paste an existing one.
This key will be used to authenticate SPS on the remote server. The public key of this

keypair must be imported to the remote server.
9. Click
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