
Quest® Quest On Demand Audit 

Release Notes
Updated: May 2025
These release notes provide information about Quest On Demand Audit deployments.

On Demand Audit provides extensive auditing of critical activities and detailed reports about vital changes taking 
place in Microsoft 365 Exchange Online, SharePoint Online, and OneDrive for Business. Continually being in-the-
know helps you to prove compliance, drive security, and improve up time while proactively auditing changes to 
configurations and permissions.

Integrating with Change Auditor, provides a single view of activity across hybrid Microsoft environments and turns 
on-premise events into rich visualizations to investigate incidents faster. Events sent to On Demand Audit include 
historical events gathered up to 30 days prior to upgrade to Change Auditor 7.0.0 (or higher).

On Demand Audit audits:

 l When Exchange Online mailboxes are created, deleted, and accessed.

 l Permission changes to see which users are granted access to a mailbox.

 l Mailbox activity by non-owner such as messages sent, read, deleted, and folders deleted

 l Mailbox activity by owner for sensitive and high value mailboxes.

 l When files and folders are accessed, created, deleted, uploaded, moved, renamed, and checked in and out 
of SharePoint Online and OneDrive for Business sites.

 l When user and group attributes are changed.

 l When users and groups are added to and removed from the directory.

 l Successful and failed logins. 

 l Suspicious sign-in activity.

 l Teams user and administrator activity.

Enhancements
Deprecated features
Release History
Incident response management
System requirements
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Enhancements
The following is a list of enhancements implemented in this deployment

Table 1: General enhancements

Enhancement Issue ID

User interface and documentation updated to reflect Microsoft rebranding of Azure Active Directory 
to Microsoft Entra and Office 365 to Microsoft 365. 

536979

555048

 

Deprecated features
The ability to sign in with a Quest account has been deprecated. On June 4th, 2024, authentication to On Demand 
will only be available through Microsoft Identities. You can, however, move to Microsoft Identity now by selecting to 
Sign in with Microsoft from the On Demand landing page.

Authenticating through Microsoft Entra ID provides more native granular control and allows you to manage your 
configuration from a central location. This change allows for advanced security layers that you can configure from 
your own conditional access policies.

Release History
The following lists the new features and resolved issues by deployment.

Current Deployment

May, 2025

 

Enhancement ID

User interface and documentation updated to reflect Microsoft rebranding of Azure Active 
Directory to Microsoft Entra and Office 365 to Microsoft 365. 

536979

555048
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Previous Deployments

April, 2025

 

Enhancement ID
Ability to indicate a start date for event sending on the On Demand Audit Configuration 
Wizard. 538656

March, 2025

 

Enhancement ID
The "Can run quick search searches" permission has been removed and rolled into the 
"Can run private searches" permission. This permission now controls the user's access to 
quick searches and their ability to run quick searches.

513180

January, 2025

 

Enhancement ID

Ability to see "AD Replicating Directory Changes All domain permission granted"  as critical 
activity in the dashboard. 

516231

SG Privileged Entra ID objects uncertified in the past 30 day built in search 531871

December, 2024

 

Enhancement ID

Additional Security Guardian search:

 l SG Tier Zero objects uncertified in the past 30 days
482249

Nov, 2024

Enhancement ID

Additional Active Directory searches:

 l All attempts to modify protected Active Directory objects in the past 60 days

 l All attempts to edit protected group policies in the past 60 days

 l All attempts to modify protected Active Directory databases in the past 60 days

 l All attempts to access protected Windows file system objects in the past 60 days

 l Group Policy all changes to scheduled task section in the last 60 days

504431/518747

 

Enhancement ID
Alert plans have been renamed to Notification Templates and are managed by selecting 
Settings | Notification and selecting the appropriate module. 455698
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Enhancement ID
Ability to see "AD suspicious group ESX Admins created or member added"  as critical 
activity in the dashboard. 506418

 l Additional Security Guardian built in searches:

 l SG Privileged Microsoft Entra objects added in the past 30 days

 l SG Privileged  Microsoft Entra objects certified in the past 30 days

 l SG Privileged  Microsoft Entra objects removed in the past 30 days

495508

July 18, 2024

 

Enhancement ID
Public and back end searches updated to match new nomenclature and changed fields. 486395
Ability to edit the layout for the Quick Search to visualize search results. 463279

February 29, 2024

 

Enhancement ID
Security Guardian built in searches. 447542

BloodHound Enterprise alert plan renamed to Tier Zero alert plan. 472122

January 24, 2023

Enhancement ID

Visualization added to the layout when an anomaly detection data point is selected in the 
critical activity tile.

386638

 

Enhancement ID
375121

 

Enhancement ID
382166

 

Enhancement ID
Ability to configure the integration with SpecterOps BloodHound Enterprise. 372735
Ability to remove a SpecterOps BloodHound Enterprise configuration. 376219
Ability to see the SpecterOps BloodHound Enterprise configuration status. 364550
Ability to monitor the SpecterOps BloodHound Enterprise integration through the 
dashboard's Audit Health tile. 364551

Ability to edit a SpecterOps BloodHound Enterprise configuration. 364546
364558

SpecterOps BloodHound Enterprise alert plan that includes all the BloodHound Tier Zero 
assets searches. 374898

Audit Health item was added to  remind users to subscribe to the SpecterOps BloodHound 
Enterprise alert plan. 378695
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Enhancement ID

374896

 

Enhancement ID
Change Auditor event names are displayed for Security Change Detail events. 67331
On premises file and folder attribute change events are split into attribute added and 
attribute removed events 364277

364579
Correlated Activity search filters provide the pre defined values of  "Yes" and "No" 368654

Enhancement ID
363604

Ability to see File System Logon Id  detail for Windows file system events. 360573
File System built in searches for Windows, EMC, and NetApp events. 359522
NetApp and EMC folder and file "Permission changed" and "Inherited permissions 
changed" events are now displayed as a single "Permissions Updated" event. 358345

File retention of 30 days for all File System events. 177922
365728

Enhancement ID
Identify critical activity relating to Active Directory Database access. 362643
Ability to audit Active Directory Database events to monitor the Active Directory database 
(NTDS.dit) file for possible unauthorized access attempts. This includes a new built in 
search (AD DB all events in the past 7 days) and the ability to filter searches on the Active 
Directory Database service.

362642

Enhancement ID
The Apply button on the Edit Layout flyout has been updated to Preview to reflect the 
actual function. 350662

File System added to the Top Active Users on the dashboard. 361676

Enhancement ID
Support for GCC tenants for organizations in the US region. 350974
Ability to select a donut chart for the search results visualization. 320192
Ability to select a bar chart for the search results visualization. 328121

Enhancement ID
Ability to audit adminCount attribute changed events. 328327

328325
Administrative privilege elevation detected activity added to the critical activity tile on the 
dashboard. 328328

Potential SIDHistory injection detected activity added to the critical activity tile on the 
dashboard.
Domain level group policy linked changes added to the critical activity tile on the 
dashboard. 328320

Irregular domain controller registration detected (DCShadow) activity added to the critical 
activity tile on the dashboard. 328324

Ability to audit AD irregular domain controller registration events. 328323
Legend added to the donut chart that displays critical activity. 280484
Ability to audit Group Policy domain level linked change. 328322
AD user ServicePrincipalName attribute changes detected event added to the Critical 
Activity dashboard. 315396

Provisioning status check. 291656
Provisioning status check for a Change Auditor integration. 291657
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Enhancement ID
AD User ServicePrincipalName attribute changes in the past 30 days built in search 315203
Ability to select a time series chart for the search results visualization. 318039

Enhancement ID
Ability to subscribe to Anomaly Activity and Audit Health alert plans directly from the Audit 
Health tile in the dashboard. 302112

Ability to easily preview and customize the columns that display in generated reports. 302838

Enhancement ID
281274
282927

Enhancement ID
Built in Audit Health and Anomaly Activity alerts plans and associated built in alerts for all 
searches within the Audit Health and Anomaly Activity categories. 289369

Enhancement ID
Ability to audit Change Auditor connection interrupted and Change Auditor connection 
resumed events. 280847

281046
261904

Enhancement ID
281276

Enhancement ID
278731
280820

 280845
281273

Incident response management
Quest Operations and Quest Support have procedures in place to monitor the health of the system and ensure any 
degradation of the service is promptly identified and resolved. On Demand relies on Azure and AWS infrastructure 
and as such, is subject to the possible disruption of these services.You can view the following status pages:

 l Quest On Demand: https://status.quest-on-demand.com/

 l Azure Services: https://azure.microsoft.com/en-ca/status/

 l AWS Services: https://status.aws.amazon.com/

System requirements
The following web browsers are supported with On Demand:

 l Microsoft Edge

 l Google Chrome (latest version)

 l Mozilla Firefox (latest version)
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Product licensing
Quest On Demand is a Software as a Service (SaaS) application where application software is hosted in the cloud 
and made available to users through quest-on-demand.com.

Use of this software is governed by the Software Transaction Agreement found at www.quest.com/legal/sta.aspx 
and the Data Processing Addendum at https://www.quest.com/legal/dpa.aspx. This software does not require an 
activation or license key to operate.

You can sign in to Quest On Demand with a trial license, add your Microsoft Entra tenant, and sample the solutions 
the product can offer. 

To enable a trial license with an existing Quest account 

 1. Go to https://www.quest.com/on-demand/

 2. Scroll  to the module you are interested in and click Try Online.

 3. On the Free Trial of <Module Name> page, accept the license agreement, and click Sign In for your 
Free Trial .

 4. Click Sign in with Microsoft. 

 5. Select your account in the upper right corner and enter a name for your Quest On Demand organization.

 6. In the Select Region field, select the region where you want your data to reside.

 7. Click Create New Organization.

You can now add your Microsoft Entra tenant and begin using the module. See the Global Settings User Guide for 
more information on working with Quest On Demand.

To create a Quest account and enable a trial license

 1. Go to https://www.quest.com/on-demand/

 2. Scroll  to the module you are interested in and click Try Online.

 3. Accept the license agreement and click Create a Trial Account.

 4. Fill in the fields on the Create Account page and click Sign Up. Note that the email and password entered 
here will be the credentials you use to sign in to On Demand.

 5. You will receive an email from support.quest.com. Click the Start your free trial link.

 6. Sign in to On Demand with your Quest account or with Microsoft. 

 7. Select your account in the upper right corner and enter a name for your Quest On Demand organization.

 8. In the Select Region field, select the region where you want your data to reside.

 9. Click Create New Organization.

You can now add your Microsoft Entra tenant and begin using the module. See the Global Settings User Guide for 
more information on working with Quest On Demand.

NOTE: You can also manage subscriptions from within the On Demand application through  Settings | 
Subscriptions. 
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More resources
Additional information is available from the following:

 l Online product documentation (enter On Demand Audit in the Product search field)

 l Quest On Demand Audit community

 l Product trials and subscriptions

Third-party contributions
This product contains the following third-party components. For third-party license information, go to 
https://www.quest.com/legal/license-agreements.aspx. 

 

For a list of third party contributions for shared services, see the On Demand Global Settings Release Notes.

 

Table 2: List of Third-Party Contributions

Component License or Acknowledgement

On Demand Audit Third Party  
.NET Core Runtime 8.0 Use of this component is governed by the MIT 1.0 license.

Automapper 8.1.1 
Use of this component is governed by the MIT 1.0 license.

https://github.com/AutoMapper/AutoMapper/blob/master/LICE
NSE.txt

Azure.Data.Tables 12.7.1 
Use of this component is governed by the MIT 1.0 license.

Copyright (c) Microsoft Corporation 

Azure.Storage.Blobs.Batch 12.14.1
Use of this component is governed by the MIT 1.0 license.

Copyright (c) Microsoft Corporation 

Azure.Storage.Blobs 12.23.0 Use of this component is governed by the MIT Template 2020 
license.

Azure.Storage.Queues 12.12.0
Use of this component is governed by the MIT 1.0 license.

Copyright (c) Microsoft Corporation 

Bogus 25.0.4

Copyright 2015 Brian Chavez Copyright 2014-2015 Matthew 
Bergman & Marak Squires Copyright 2007-2010 Benjamin 
Curtis Copyright 2004-2005 by Jason Kohles Copyright 2014 – 
2016 ZZZ Projects Inc. Copyright 2015 kernys Copyright 2015 
Victor Quinn Copyright 2014 Chris Veness Copyright 2013 
Richard Morris Copyright 2012 Daniele Faraglia Copyright 
2013-2017 Sascha Droste All rights reserved.

CsvHelper 12.1.2 
Dual licensing under MS-PL and Apache 2.0 1.0

Copyright © 2009-2019 Josh Close and Contributors 
Google.Protobuf 3.21.6 BSD 3-Clause Template 2020
GraphQL.Client 6.0.1 Use of this component is governed by the MIT 1.0 license.
GraphQL.Client.Serializer 6.0.1 Use of this component is governed by the MIT 1.0 license.

Mailosaur 5.0.14 
Use of this component is governed by the MIT 1.0 license.

Copyright (c) 2019 Mailosaur Ltd (https://mailosaur.com)

Microsoft.ApplicationInsights 2.8.1 Use of this component is governed by the MIT 1.0 license.
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Component License or Acknowledgement

Copyright (c) Microsoft Corporation 

Microsoft.ApplicationInsights.Web 2.4.0 
Use of this component is governed by the MIT 1.0 license.

Copyright (c) Microsoft Corporation 
Microsoft.AspNetCore.SignalR.Protocols.Messag
ePack 9.0.2

Use of this component is governed by the MIT Template 2020 
license.

Microsoft.AspNetCore.WebUtilities 2.2.0 
Use of this component is governed by the MIT 1.0 license.

Copyright (c) .NET Foundation and Contributors

Microsoft.Azure.ConfigurationManager 4.0.0 
Use of this component is governed by the MIT 1.0 license.

Copyright (c) 2018 Microsoft 
Microsoft.Azure.Cosmos 3.3.1.2 Use of this component is governed by the MIT 1.0 license.

Microsoft.Azure.Devices.Client 1.41.3
Use of this component is governed by the MIT 1.0 license. - 
Microsoft Azure IoT SDK 1.0

Copyright (c) Microsoft Corporation

Microsoft.Azure.DocumentDB 2.5.1 
Use of this component is governed by the MIT 1.0 license.

Copyright (c) 2014 Microsoft Corporation

Microsoft.Azure.DocumentDB.Core 2.5.1
Use of this component is governed by the MIT 1.0 license.

Copyright (c) 2014 Microsoft Corporation

Microsoft.Azure.EventGrid 2.0.0 
Use of this component is governed by the MIT 1.0 license.

Copyright (c) 2015 Microsoft

Microsoft.Azure.KeyVault.Core 2.0.4 
Use of this component is governed by the MIT 1.0 license.

Copyright (c) Microsoft Corporation 

Microsoft.Azure.Search 5.0.3 
Use of this component is governed by the MIT 1.0 license.

Copyright (c) 2018 Microsoft

Microsoft.Azure.WebJobs.Extensions 3.0.2
Use of this component is governed by the MIT 1.0 license.

Copyright (c) 2018 Microsoft

Microsoft.Azure.WebJobs.Extensions.DurableTas
k 1.8.3 

Use of this component is governed by the MIT 1.0 license.

Copyright (c) .NET Foundation. All rights reserved. 

Microsoft.Azure.WebJobs.Extensions.EventGrid 
2.0.0 

Use of this component is governed by the MIT 1.0 license.

Copyright (c) .NET Foundation. All rights reserved. 

Microsoft.Azure.WebJobs.Extensions.Http 3.0.2 
Use of this component is governed by the MIT 1.0 license.

Copyright (c) .NET Foundation. All rights reserved.

Microsoft.Azure.WebJobs.Extensions.Storage 
5.0.1 

Use of this component is governed by the MIT 1.0 license.

Copyright (c) Microsoft Corporation 

Microsoft.Azure.WebJobs.Extensions.Storage.Blo
bs 5.0.1 

Use of this component is governed by the MIT 1.0 license.

Copyright (c) Microsoft Corporation 

Microsoft.Azure.WebJobs.Extensions.Tables 
1.0.0

Use of this component is governed by the MIT 1.0 license.

Copyright (c) Microsoft Corporation 

Microsoft.Extensions.Azure 1.6.0
Use of this component is governed by the MIT 1.0 license.

Copyright (c) Microsoft Corporation 

Microsoft.Identity.Client 4.67.2 Use of this component is governed by the MIT 1.0 license.
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Component License or Acknowledgement

Copyright (c) Microsoft Corporation 

Microsoft.IdentityModel.Clients.ActiveDirectory 
4.5.1 

Use of this component is governed by the MIT 1.0 license.

Copyright (c) Microsoft Corporation

Microsoft.IdentityModel.Protocols.OpenIdConnect 
5.5.0 

Use of this component is governed by the MIT 1.0 license.

Copyright Microsoft Corporation. All rights reserved. .

Microsoft.NET.Sdk.Functions 1.0.29 
Use of this component is governed by the MIT 1.0 license.

Copyright Microsoft Corporation. All rights reserved. 

Microsoft.NET.Sdk.Functions 4.1.3
Use of this component is governed by the MIT 1.0 license.

Copyright Microsoft Corporation. All rights reserved. 

Microsoft.PowerBI.Api 2.0.14  
Use of this component is governed by the MIT 1.0 license.

Copyright Microsoft Corporation. All rights reserved. 

Microsoft.PowerShell.3.ReferenceAssemblies 
1.0.0 

Use of this component is governed by the MIT 1.0 license.

Copyright Microsoft Corporation. All rights reserved. 

Microsoft.Rest.ClientRuntime 2.3.20 
Use of this component is governed by the MIT 1.0 license.

Copyright (c) 2018 Microsoft 

Microsoft.Rest.ClientRuntime.Azure 3.3.6 
Use of this component is governed by the MIT 1.0 license.

Copyright (c) Microsoft Corporation 

Microsoft.Web.WebView2 1.0.3065.39
Microsoft.Web.WebView2 1.0  

Copyright (C) Microsoft Corporation. All rights reserved.

Moq 4.2.0
Use of this component is governed by the BSD 3 Clause 
Template 2020 license

Newtonsoft.Json 9.01
Use of this component is governed by the MIT 1.0 license.

Copyright (c) 2007 James Newton-King 

Newtonsoft.Json.Net 13.0.1

Use of this component is governed by the MIT 1.0 license.

Copyright (c) 2007 James Newton-King 

Permission is hereby granted, free of charge, to any person 
obtaining a copy of this software and associated documentation 
files (the "Software"), to deal in the Software without restriction, 
including without limitation the rights to use, copy, modify, 
merge, publish, distribute, sublicense, and/or sell copies of the 
Software, and to permit persons to whom the Software is 
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be 
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT 
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, 
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR 
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL 
THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR 
ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER 
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, 
ARISING FROM, OUT OF OR IN CONNECTION WITH THE 
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Component License or Acknowledgement

SOFTWARE OR THE USE OR OTHER DEALINGS IN THE 
SOFTWARE.

Polly 6.1.2 
BSD - Polly 7.1license

Copyright (c) 2015-2017, App vNext 

SpecFlow 2.4.1
Licence (New BSD License) 2.1

Copyright (c) 2009, TechTalk SpecFlow 

System.CodeDom 4.5.0 
Use of this component is governed by the MIT 1.0 license.

Copyright (c) .NET Foundation and Contributors

System.Diagnostics.DiagnosticSource 8.0.1 Use of this component is governed by the MIT Template 2020 
license.

System.Drawing.Common 4.7.2 Use of this component is governed by the MIT 1.0 license.

System.IdentityModel.Tokens.Jwt 5.1.5 
Use of this component is governed by the MIT 1.0 license.

Copyright (c) Microsoft Corporation. All rights reserved
System.Text.RegularExpressions 4.3.1 Copyright ©.NET Foundation. All Rights reserved.

About us
Quest provides software solutions for the rapidly-changing world of enterprise IT. We help simplify the challenges 
caused by data explosion, cloud expansion, hybrid datacenters, security threats, and regulatory requirements. We 
are a global provider to 130,000 companies across 100 countries, including 95% of the Fortune 500 and 90% of the 
Global 1000. Since 1987, we have built a portfolio of solutions that now includes database management, data 
protection, identity and access management, Microsoft platform management, and unified endpoint management. 
With Quest, organizations spend less time on IT administration and more time on business innovation. For more 
information, visit www.quest.com.

Our brand, our vision. Together.
Our logo reflects our story: innovation, community and support. An important part of this story begins with the letter 
Q. It is a perfect circle, representing our commitment to technological precision and strength. The space in the Q 
itself symbolizes our need to add the missing piece — you — to the community, to the new Quest.

Contacting Quest
For sales or other inquiries, visit www.quest.com/contact.

Technical support resources
Technical support is available to Quest customers with a valid maintenance contract and customers who have trial 
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a 
day, 365 days a year. The Support Portal enables you to:
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 l Submit and manage a Service Request

 l View Knowledge Base articles

 l Sign up for product notifications

 l Download software and technical documentation

 l View how-to-videos

 l Engage in community discussions

 l Chat with support engineers online

 l View services to assist you with your product
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© 2025 Quest Software Inc. ALL RIGHTS RESERVED.

This guide contains proprietary information protected by copyright. The software described in this guide is furnished under a 
software license or nondisclosure agreement. This software may be used or copied only in accordance with the terms of the 
applicable agreement. No part of this guide may be reproduced or transmitted in any form or by any means, electronic or 
mechanical, including photocopying and recording for any purpose other than the purchaser’s personal use without the written 
permission of Quest Software Inc.

The information in this document is provided in connection with Quest Software products. No license, express or implied, by 
estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of Quest 
Software products. EXCEPT AS SET FORTH IN THE TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE 
AGREEMENT FOR THIS PRODUCT, QUEST SOFTWARE ASSUMES NO LIABILITY WHATSOEVER AND DISCLAIMS ANY 
EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO 
EVENT SHALL QUEST SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR 
INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS 
INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN 
IF QUEST SOFTWARE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. Quest Software makes no 
representations or warranties with respect to the accuracy or completeness of the contents of this document and reserves the right 
to make changes to specifications and product descriptions at any time without notice. Quest Software does not make any 
commitment to update the information contained in this document.

If you have any questions regarding your potential use of this material, contact:

Quest Software Inc.

Attn: LEGAL Dept

20 Enterprise, Suite 100

Aliso Viejo, CA 92656

Refer to our Web site (https://www.quest.com) for regional and international office information.
Patents

Quest Software is proud of our advanced technology.  Patents and pending patents may apply to this product.   For the most current 
information about applicable patents for this product, please visit our website at https://www.quest.com/legal.
Trademarks

Quest, the Quest logo, and Join the Innovation are trademarks and registered trademarks of Quest Software Inc. For a complete 
list of Quest marks, visit https://www.quest.com/legal/trademark-information.aspx.    All other trademarks and registered trademarks 
are property of their respective owners.
Legend

CAUTION: A CAUTION icon indicates potential damage to hardware or loss of data if instructions are 
not followed.

IMPORTANT, NOTE, TIP, MOBILE, or VIDEO: An information icon indicates supporting information.
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