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Preface

Welcome to the syslog-ng Open Source Edition 3.22 Administrator Guide!

This document describes how to configure and manage syslog-ng. Background information
for the technology and concepts used by the product is also discussed.

Summary of contents

Introduction to syslog-ng describes the main functionality and purpose of syslog-ng OSE.
The concepts of syslog-ng discusses the technical concepts and philosophies behind
syslog-ng OSE.

Installing syslog-ng describes how to install syslog-ng OSE on various UNIX-based
platforms using the precompiled binaries.

The syslog-ng OSE quick-start guide provides a briefly explains how to perform the most
common log collecting tasks with syslog-ng OSE.

The syslog-ng OSE configuration file discusses the configuration file format and syntax in
detail, and explains how to manage large-scale configurations using included files and
reusable configuration snippets.

source: Read, receive, and collect log messages explains how to collect and receive log
messages from various sources.

destination: Forward, send, and store log messages describes the different methods to
store and forward log messages.

log: Filter and route log messages using log paths, flags, and filters explains how to route
and sort log messages, and how to use filters to select specific messages.

Global options of syslog-ng OSE lists the global options of syslog-ng OSE and explains how
to use them.

TLS-encrypted message transfer shows how to secure and authenticate log transport using
TLS encryption.

template and rewrite: Format, modify, and manipulate log messages describes how to
customize message format using templates and macros, how to rewrite and modify
messages, and how to use regular expressions.
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parser: Parse and segment structured messages describes how to segment and process
structured messages like comma-separated values.

db-parser: Process message content with a pattern database (patterndb) explains how to
identify and process log messages using a pattern database.

Correlating log messages explains how to correlate log messages that match a set of filters
or that are identified using a pattern database.

Enriching log messages with external data explains how to import data from external
sources to include in the log messages, thus extending, enriching, and complementing the
data found in the log message.

Statistics of syslog-ng details the available statistics that syslog-ng OSE collects about the
processed log messages.

Multithreading and scaling in syslog-ng OSE describes how to configure syslog-ng OSE to
use multiple processors, and how to optimize its performance.

Troubleshooting syslog-ng offers tips to solving problems.

Best practices and examples gives recommendations to configure special features of
syslog-ng OSE.

The syslog-ng manual pages contains the manual pages of the syslog-ng OSE application.

Open source licenses includes the text of the licenses applicable to syslog-ng Open
Source Edition.

Creative Commons Attribution Non-commercial No Derivatives (by-nc-nd) License includes
the text of the Creative Commons Attribution Non-commercial No Derivatives (by-nc-nd)
License applicable to The syslog-ng Open Source Edition 3.22 Administrator Guide.

Target audience and prerequisites

This guide is intended for system administrators and consultants responsible for designing
and maintaining logging solutions and log centers. It is also useful for IT decision makers
looking for a tool to implement centralized logging in heterogeneous environments.

The following skills and knowledge are necessary for a successful syslog-ng administrator:

o At least basic system administration knowledge.

« An understanding of networks, TCP/IP protocols, and general network terminology.
« Working knowledge of the UNIX or Linux operating system.

« In-depth knowledge of the logging process of various platforms and applications.

« An understanding of the legacy syslog (BSD-syslog) protocol and the new syslog
(IETF-syslog) protocol standard.
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Products covered in this guide

This guide describes the use of the following products:

« syslog-ng Open Source Edition (syslog-ng OSE) 3.22.1 and later

Summary of changes

This section lists the changes of The syslog-ng Open Source Edition Administrator Guide.

Version 3.21 - 3.22

Version 3.22 of syslog-ng Open Source Edition includes the following main features.

Dynamic flow-control

Starting with version 3.22, syslog-ng OSE uses the log-iw-size() option to allocate a static
message window to every flow-controlled log path using the network() and syslog()
drivers. In addition, you can configure a dynamic memory buffer that syslog-ng OSE can
use to dynamically increase the message window of flow-controlled log paths that have
higher traffic. This can be useful in low-memory environments, where only a small subset
of the active clients sends messages at high rate.

As a result of these changes the log-fifo-size() option only affects log paths that are not
flow-controlled. It is expected that after configuring the dynamic message window, you can
decrease the value of log-fifo-size(). For details, see "Managing incoming and outgoing
messages with flow-control" in the Administration Guide.

Flow control and the log-fifo-size() option works differently starting with
syslog-ng OSE 3.22 to avoid dropping flow-controlled messages when log-
fifo-size() is misconfigured. From now on, log-fifo-size() only affects log
paths that are not flow-controlled. (Flow-controlled log paths have a file

destination, or have the flags(flow-control) option set.)

The new behavior is automatically enabled when you update your the
@version string in your configuration file. Consider lowering the value of
log-fifo-size() option after updating the @version string. For details, see
"Managing incoming and outgoing messages with flow-control" in the
Administration Guide.

SNMP destination

You can now send SNMP traps directly from syslog-ng OSE using the snmp() destination
driver. For details, see "snmp: Sending SNMP traps" in the Administration Guide.
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Dynamic template function

A new template function called template can resolve static and dynamic templates in
template functions. For example, the name of the template to be invoked can be extracted
from the message, or from a name-value pair set using the add-contextual-data() feature.
For details, see "Template functions of syslog-ng OSE" in the Administration Guide.

Floating point calculations and numerical template functions

Numerical template functions can now handle floating-point numbers. For details, see the
ceil, floor, numerical operations, and round template functions.

Enhancements

o HTTP-based destinations can now accept multiple URLs in various formats.

. The message rate of the loggen command can be changed while loggen is running.
Send SIGUSR1 to double the message rate, or SIGUSR2 to halve it, for example:
kill -USR1 <loggen-pid>

« The Check Point Log Exporter parser can now parse Check Point log messages in the
Splunk format. For details, see "Check Point Log Exporter parser" in the
Administration Guide.

« New constants are available in the fetch method of the Python source. For
details, see "python-fetcher: writing fetcher-style Python sources" in the
Administration Guide.

» Global option can be defined in reusable blocks. For details, see "Reusing
configuration blocks" in the Administration Guide.

o The date-parser() now supports microseconds (%f). For details, see "Options of
date-parser() parsers" in the Administration Guide.

o The value of add-contextual-data() selectors can be a template or a template
function, not only a string. For details, see "Adding metadata from an external file" in
the Administration Guide.

Version 3.20 - 3.21

Changes in product:

. New template functions are available: $(explode) and $(implode). For more
information, see "Template functions of syslog-ng OSE" in the Administration Guide.

« You can now use the Check Point Log Exporter parser to parse Check Point log
messages. For more information, see "Check Point Log Exporter parser"” in the
Administration Guide.
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Changes in documentation:

You can use a relay for many different use cases. For more information, see Example
relay use cases.

Version 3.19 - 3.20

Changes in product:

. The Websense parser can parse the log messages of Websense Content Gateway

(Raytheon|Websense, now Forcepoint). These messages do not completely comply
with the syslog RFCs, making them difficult to parse. The websense-parser() of
syslog-ng OSE solves this problem, and can separate these log messages to name-
value pairs. For details, see Administration Guide.

The Netskope parser can parse Netskope log messages. These messages do not
completely comply with the syslog RFCs, making them difficult to parse. The
netskope-parser() of syslog-ng OSE solves this problem, and can separate these log
messages to name-value pairs. For details, see Administration Guide.

The persist-tool utility is now part of the syslog-ng OSE package. For details, see
the persist-tool manual page.

Since ElasticSearch version 1.x has reached its end of life, its support has been
removed from syslog-ng OSE. Use the elasticsearch2 destination instead.

Version 3.18 - 3.19

Changes in product:

The http() destination now supports load balancing, so a single syslog-ng OSE
instance can feed log data to multiple HTTP servers, for example, multiple ingestion
nodes of an Elasticsearch cluster. For details, see "Batch mode and load balancing" in
the Administration Guide.

HTTP and HTTPS redirections now also handled automatically.

The use-system-cert-store() allows you to use the certificate store of the system for
verifying HTTPS certificates. For details, see the curl documentation.

The slack() destination driver sends messages to a Slack channel using the Slack
Web API. For the list of available optional parameters, see Slack destination options.
This destination is available in version 3.19 and later.

The syslog() and network() drivers now support the so-reuseport() option that allows
multiple sockets on the same host to bind to the same port, improving the
performance of multithreaded network server applications running on top of
multicore systems.

The allow-compress() option is now available for TLS connections.

The loaders() option is available for python destinations.
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The exclude-kmsg() option of the internal() and linux-audit() source is not
supported anymore.

The Cisco parser now supports Cisco Catalyst formatted triplets.

The flush-bytes(), flush-1lines(), and flush-timeout() options have been renamed to
batch-bytes(), batch-1lines(), and batch-timeout().

Version 3.17 - 3.18

Changes in product:

Starting with syslog-ng OSE version 3.18, you can write custom message sources in
Python. Both server-style and fetcher-style sources are supported. For more details,
see "python: writing server-style Python sources" in the Administration Guide and
"python-fetcher: writing fetcher-style Python sources" in the Administration Guide.

The http() destination can now send a batch of log messages in a single HTTP
request, greatly improving the performance. In addition, this feature also allows you
to post proper JSON-encoded arrays as POST payloads, which is required by several
REST APIs. For details, see Administration Guide.

When hdfs-append-enabled is set to true, syslog-ng OSE will append new data to the
end of an already existing HDFS file. Note that in this case, archiving is automatically
disabled, and syslog-ng OSE will ignore the hdfs-archive-dir option.

The hdfs destination now supports the time-reap() option. For details, see "HDFS
destination options" in the Administration Guide.

New template functions are available: url-decode() and base64-encode(). For details,
see "Template functions of syslog-ng OSE" in the Administration Guide.

The syslog-ng-ctl config command can display the contents of the configuration file
that syslog-ng OSE is currently running.

The rekey option of value-pairs() now supports a new transformation: shift-levels.

It cuts dot-delimited "levels" in the name (including the initial dot). For example, --
shift-levels 2 deletes the prefix up to the second dot in the name of the key:
.iptables.SRC becomes SRC

For details, see "value-pairs()" in the Administration Guide.

The value-pairs() option now has a new scope: none. This scope resets previously
added scopes, making it possible to get remove automatically added name-value
pairs from the scope.

For details, see "value-pairs()" in the Administration Guide.

The max-channel and frame-size options have been added to the amqgp() destination.

Changes in documentation:

Extending syslog-ng OSE in Python has been supported for several releases, but so
far this feature was mostly undocumented. Now you can find more details about this
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feature in "python: writing custom Python destinations" in the Administration Guide.
Version 3.16 - 3.17

Changes in product:

« A new source driver, linux-audit(), has been added. The linux-audit() source reads
and automatically parses the Linux audit logs. For details, see linux-audit: Collecting
messages from Linux audit logs.

« A new system source option, exclude-kmsg() makes it possible to avoid duplicate
collection of kernel logs or errors in kernel log collection (for example, in scenarios
where the log management on the host system and the containerized solution are
collecting the kernel logs simultaneously). When set to yes, syslog-ng OSE will omit
kernel logs on platforms where they are available separately.

« You can now refer to any additional parameters at the end of the argument in a block
by adding three dots to it (..). It tells syslog-ng OSE that this macro accepts =
VARARGS _°, therefore any name-value pair can be passed without validation. For
details, see Passing arguments to configuration blocks.

« You can now make parameters mandatory in block definitions by defining them with
empty brackets (). For details, see Mandatory parameters.

« The failover() option allows you to specify what happens after syslog-ng OSE fails
over to a secondary server. Additionally, the failover-servers() option has been
deprecated and removed from the document. For more information about the
failover() option, see Client-side failover on page 648.

« Added support for the timestamp format used by Cisco Unified Call Manager in the
Cisco parser. For details, see the source code of this parser on GitHub.

Changes in documentation:
« A note about JVM still running after deleting all Java destinations and reloading
syslog-ng has been added to the description of Java destinations.

o The default value of the --skip-tokens parameter of the loggen application has been
changed to @. For details, see The loggen manual page.

Version 3.15 - 3.16

Changes in product:

« A new destination driver, telegram(), has been added. The telegram() destination
sends log messages to Telegram, which is a secure, cloud-based mobile and
desktop messaging app. For more information, see Telegram: Sending messages
to Telegram.

« A new template function, urlencode, has been added. You can use the urlencode
template function together with the telegram() destination to send syslog messages

@)N EIDENTITY syslog-ng OSE 3.22 Administration Guide 21

Preface


https://www.syslog-ng.com/technical-documents/doc/syslog-ng-open-source-edition/3.22/administration-guide/destination-forward-send-and-store-log-messages/python-writing-custom-python-destinations/
https://github.com/balabit/syslog-ng/blob/master/scl/cisco/plugin.conf
https://core.telegram.org/

to Telegram. For more information, see Template functions of syslog-ng OSE.

o To ensure that a module is loaded, you can use the @requires statement. For more
information, see Loading modules.

o The add-contextual-data() has been extended with the ignore-case() option. For
more information, see Options add-contextual-data().

« The hook-commands() has been added, which makes it possible to execute external
programs when they are initialized or torn down. The hook-commands() can be used for
both source and destination drivers. For more information, see hook-commands().

Version 3.14 - 3.15

Changes in product:
o Itis now possible to use if {}, elif {}, and else {} blocks to configure conditional
expressions. For details, see if-else-elif: Conditional expressions.

o A new log path flag, drop-unmatched, has been added. The new flag causes messages
to be dropped along a log path when they do not match a filter or are discarded by a
parser. For details, see Log path flags.

o Support for Elasticsearch's Shield has been removed.

« Support for POSIX regular expressions has been removed.
Version 3.13 - 3.14

Changes in product:
« You can use password-protected private keys in the network() and syslog() source
and destination drivers. For details, see Password-protected keys.

« To better control to which log messages you add contextual data, you can use filters
as selectors. In this case, the first column of the CSV database file must contain the
name of a filter. For each message, syslog-ng OSE evaluates the filters in the order
they appear in the database file. If a filter matches the message, syslog-ng OSE adds
the name-value pair related to the filter. For details, see Using filters as selector.

Version 3.12 - 3.13

Changes in product:

« A new source driver, stdin(), has been added. The stdin() driver collects messages
from the standard input stream. For more information, see stdin: Collecting
messages from the standard input stream.

« A new destination, Sending logs to Graylog, and a template to send syslog messages
to Graylog, format-gelf, has been added.

« A new template function, getent, has been added. You can use the getent template
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function to look up entries from the Name Service Switch libraries. For more
information, see getent.

« The default values of the --enable-json, --enable-mongodb, and --with-1libmongo-
client compile parameters have changed. For more information, see Compiling
options of syslog-ng OSE.

« A new compile option, --with-module-path, has been added. The new option specifies
syslog-ng OSE's module installation directory. For more information, see Compiling
options of syslog-ng OSE.

« A new destination driver, osquery(), has been added. The new driver sends log
messages to osquery's syslog table. For more information, see osquery: Sending log
messages to osquery's syslog table.

o Itis now possible to specify TLS options in a tls() block. For more information, see:
« amgqgp() destination options
« HTTP destination options
« riemann() destination options

o Support for microseconds in Riemann destinations has been introduced. For more
information, see event-time().

« Module auto-loading now also works for the system() source. For more information,
see --default-modules .

Changes in documentation:

« A new section describing common error messages has been added to the document.
For more information, see Error messages .

» Several corrections and editorial changes.
Version 3.11 - 3.12

Changes in product:
o A new systemd-journal() source option, called read-old-records(), has been added.
For more information, see read-old-records().

« An option called jvm-options() has been added, which allows you to fine-tune Java
Virtual Machine settings when configuring Elasticsearch, HDFS, and Apache Kafka
destinations, or web services to which you send log messages via the HTTP protocol.
For details, see:

« Elasticsearch2 destination options (DEPRECATED)
« HDFS destination options
« HTTP destination options
« Kafka destination options

« Global options
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A new HDFS destination option, called hdfs-append-enabled() has been added. For
further information, see hdfs-append-enabled().

Macros are now supported in the hdfs-file() option. For details, see hdfs-file().
The following new TLS options have been added:

« dhparam-file()

« ecdh-curve-list()

« pkcs12-file().

A new parser, capable of processing input in XML format, has been added. For more
information, see XML parser.

Changes in documentation:

Added section about commercial version of syslog-ng. For more information, see
Commercial version of syslog-ng.

Added warning about the requirement to delete the persist file once the dir() option
of disk-buffer() has been modified or a new one has been added. For more
information, see destination: Forward, send, and store log messages.

Clarified information about the Python parser's deinit() method. It runs not only at
a syslog-ng graceful stop, but at a reload too. For details, see Methods of the
python() parser.

Several corrections and editorial changes.

Version 3.10 - 3.11

Changes in product:

Looking up GeolP2 data from IP addresses has been added to the document.

http: Posting messages over HTTP without Java has been upgraded with new
improvements.

The geoip() parser is now deprecated. Looking up GeolP data from IP addresses
(DEPRECATED).

The template() option has been added to the Apache access log parser. For details,
see: Apache access log parser.

SSL-related options have been added to amqgp() destination. For details, see: amqp()
destination options.

The prefix() option has been added to the Cisco parser. For details, see:
Cisco parser.

The drop-unmatched() option has been added to the db-parser() statement. For
details, see: Using pattern databases.

The event-time() option has been added to the Riemann destination. For details, see:
riemann: Monitoring your data with Riemann.
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Changes in documentation:

A new example has been added to the osquery() source. For details, see: osquery:
Collect and parse osquery result logs.

Several corrections and editorial changes.

Version 3.9 - 3.10

Changes in product:

wildcard-file: Collecting messages from multiple text files has been added to
the document.

snmptrap: Read Net-SNMP traps has been added to the document.
osquery: Collect and parse osquery result logs has been added to the document.

The elasticsearch2() destination now supports HTTPS mode, including encryption,
and also password- and certificate-based authentication. For details, see
elasticsearch2: Sending messages directly to Elasticsearch version 2.0 or higher
(DEPRECATED).

The http() destination now supports encryption, and also password- and certificate-
based authentication. For details, see HTTP destination options.

The hdfs() destination now supports Kerberos authentication. For details, see
Kerberos authentication with syslog-ng hdfs() destination.

Python parser has been added to the document.
Cisco parser has been added to the document.

map-value-pairs: Rename value-pairs to normalize logs has been added to the
document.

The list-* template functions allow you to manipulate comma-separated lists. For
details, see List manipulation.

The new basename() and dirname() template functions allow you to easily separate the
path and filenames. For details, see Template functions of syslog-ng OSE.

stardate has been added to the document.
create-statement-append() has been added to the document.

The default value of the log-msg-size() option has been increased to 64k. That
way syslog-ng OSE will not truncate long log messages, which are getting
increasingly common.

Changes in documentation:

Splunk: Sending log messages to Splunk has been added to the document.
About disk queue files has been added to the document.
An example failure script has been added to Running a failure script.

Several corrections and editorial changes.
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Version 3.8 - 3.9

Changes in product:

When using TLS-transport, you can now use certain fields of the X.509 certificates as
macros. For details, see .TLS.X509.

The elastic2() destination driver now supports Search Guard, an alternative security
solution for Elasticsearch. For details, see Search Guard and syslog-ng OSE.

.TLS.X509 has been added to the document.
Unsetting message fields has been updated with groupunset().

Changes in documentation:

Corrections and editorial changes.

Version 3.7 - 3.8

Changes in product:

©NE IDENTITY

Enriching log messages with external data has been added to the document.
Correlating log messages has been added to the document.

elasticsearch2: Sending messages directly to Elasticsearch version 2.0 or higher
(DEPRECATED) has been added to the document.

http: Posting messages over HTTP without Java has been added to the document.
logmatic: Using Logmatic.io has been added to the document.
loggly: Using Loggly has been added to the document.

Disk-based buffering has been added to syslog-ng OSE. For details, see Using disk-
based and memory buffering.

What's new in the syslog-ng pattern database format V5, , has been added to
Element: create-context has been added to db-parser: Process message content with
a pattern database (patterndb).

Parsing dates and timestamps has been added to parser: Parse and segment
structured messages.

Apache access log parser has been added to parser: Parse and segment
structured messages.

New options of the set() rewrite operator have been added to Setting message fields
to specific values.

A rewrite operator to unset fields has been added to Unsetting message fields.

A template function that formats name-value pairs as ArcSight Common Event
Format extension has been added to format-cef-extension.

Numerical template functions that work on numerical values of a correlation context

syslog-ng OSE 3.22 Administration Guide

Preface


https://github.com/floragunncom/search-guard

have been added to Numerical operations.

The inherit-environment() option has been added to program: Receiving messages
from external applications and program: Sending messages to external applications.

@NLSTRING@ has been added to Using pattern parsers.

Changes in documentation:

Looking up GeolP data from IP addresses (DEPRECATED) has been moved to
Enriching log messages with external data.

Several corrections and editorial changes.

Version 3.6 - 3.7

Changes in product:

mbox: Converting local e-mail messages to log messages has been added to
the document.

The keep-alive() option has been added to the program() destination.

Linux audit parser has been added to parser: Parse and segment structured
messages.

python has been added to Template functions of syslog-ng OSE.
Posting messages over HTTP has been added to the document.

Write your own custom destination in Java or Python has been added to the
document.

Looking up GeoIP data from IP addresses (DEPRECATED) has been added to
the document.

kafka: Publishing messages to Apache Kafka (Java implementation) has been added
to the document.

hdfs: Storing messages on the Hadoop Distributed File System (HDFS) has been
added to the document.

Parsing key=value pairs has been added to the document.
format-cim has been added to the document.

Simple templates can be defined without braces. Templates can also reference other
templates. For details, see Templates and macros.

Custom template functions can be defined in the syslog-ng OSE configuration. For
details, see Using template functions.

CSV-parsers can use strings as delimiters. For details, see delimiters().
IPv6 addresses can be filtered using a new filter. For details, see netmask6().
The loggen utility can send messages indefinitely using the --permanent option.

The ssl-options() option has beed added to TLS options.
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o TLS-support has been added to riemann() destination options.

o The extract-solaris-msgid() parser has beed added to sun-streams: Collecting
messages on Sun Solaris.

o The context option of inherit-properties has beed added to Actions and message
correlation.

« riemann() destination options has been added to the document.
« The sanitize-utf8 flag has been added to the list of source flags.
o The format-welf function has been added to Template functions of syslog-ng OSE.

o The pass-unix-credentials() option has been added to Global options of syslog-
ng OSE.

o The use-uniqid() option has been added to Global options of syslog-ng OSE.
« The UNIQID macro has been added to Macros of syslog-ng OSE.

o The JSON-parser now handles special characters in object names. For details, see
extract-prefix().

o The syslog-debun tool used to generate syslog-ng OSE debug bundles has been
documented. For details, see The syslog-ng-debun manual page.

o The --control option has been added to the The syslog-ng manual page manual page.

« Version 3.7 and newer automatically includes the plugin.conf files from the
<directory-where-syslog-ng-is-installed>/scl/*/ directories, making it easier to use
and distribute configuration blocks.

e The --enable-all-modules compiler option has beed added to Compiling options of
syslog-ng OSE.

o The create-dirs() option has been added to unix-stream() and unix-dgram()
destination options.

Changes in documentation:

o Generating configuration blocks from a script has been added to the document.
o Example: Sending alert when a client disappears has been added to the document.

o The tcp(), tep6(), udp(), udpe() source and destination drivers have been
deprecated, as all of their functionality can be achieved with the network() driver. For
help on migrating to the network() driver, see Change an old source driver to the
network() driver and Change an old destination driver to the network() driver.

« The beginning of Troubleshooting syslog-ng has been extended with basic
troubleshooting information.

o The description of the chain-hostnames() global option has been clarified and
extended. For details, see chain-hostnames().
« Other editorial corrections.

Version 3.5 - 3.6

Changes in product:
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Changes in documentation:

o riemann: Monitoring your data with Riemann has been added to the document.

« nodejs: Receiving JSON messages from nodejs applications has been added to
the document.

« systemd-journal: Collecting messages from the systemd-journal system log storage
has been added to the document.

« systemd-syslog: Collecting systemd messages using a socket has been added to
the document.

o use-rcptid() has been added to the document.
o Setting multiple message fields to specific values has been added to the document.

o The retries and throttle options are available for the SMTP, MongoDB, AMQP, and
Redis destinations.

o The description of the multi-line-mode option has been updated.

o UNIX credentials and other metadata has been added to the document.
o RUNID has been added to Macros of syslog-ng OSE.

o The extract-prefix option has been added to JSON parser.

o The graphite-output, or and padding template functions have been added to Template
functions of syslog-ng OSE.

« PCRE is now a required dependency of syslog-ng OSE, and by default, syslog-ng OSE
uses PCRE-style regular expressions. Therefore, the --enable-pcre compliation
option has been removed.

« graphite: Sending metrics to Graphite has been added to the document.

o pseudofile() has been added to the document.

o The custom-domain() and stats-1lifetime() options have been added to Global options.
o The retry_sql_inserts option has been renamed to retries to increase consistency.

« on-error() can be set locally for MongoDB destinations as well. Also, MongoDB
destinations support the username and password options, and connecting to the server
using UNIX domain sockets. For details, see mongodb: Storing messages in a
MongoDB database.

o How syslog-ng OSE connects the MongoDB server has been added to the document.

« Several typos and syntax errors in examples have been corrected.
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Introduction to syslog-ng

This chapter introduces the syslog-ng Open Source Edition application in a non-technical
manner, discussing how and why is it useful, and the benefits it offers to an existing IT
infrastructure.

What syslog-ng is

The syslog-ng Open Source Edition (syslog-ng OSE) application is a flexible and highly
scalable system logging application that is ideal for creating centralized and trusted logging
solutions. Among others, syslog-ng OSE allows you the following.

Secure and reliable log transfer

The syslog-ng OSE application enables you to send the log messages of your hosts to
remote servers using the latest protocol standards. You can collect and store your log data
centrally on dedicated log servers. Transfer log messages using the TCP protocol ensures
that no messages are lost.

Disk-based message buffering

To minimize the risk of losing important log messages, the syslog-ng OSE application
can store messages on the local hard disk if the central log server or the network
connection becomes unavailable. The syslog-ng application automatically sends the
stored messages to the server when the connection is reestablished, in the same order
the messages were received. The disk buffer is persistent — no messages are lost even
if syslog-ng is restarted.

Secure logging using TLS

Log messages may contain sensitive information that should not be accessed by third
parties. Therefore, syslog-ng OSE supports the Transport Layer Security (TLS) protocol to
encrypt the communication. TLS also allows you to authenticate your clients and the
logserver using X.509 certificates.
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Flexible data extraction and processing

Most log messages are inherently unstructured, which makes them difficult to process. To
overcome this problem, syslog-ng OSE comes with a set of built-in parsers, which you can
combine to build very complex things.

Filter and classify

The syslog-ng OSE application can sort the incoming log messages based on their content
and various parameters like the source host, application, and priority. You can create
directories, files, and database tables dynamically using macros. Complex filtering using
regular expressions and boolean operators offers almost unlimited flexibility to forward
only the important log messages to the selected destinations.

Parse and rewrite

The syslog-ng OSE application can segment log messages to named fields or columns,
and also modify the values of these fields. You can process JSON messages, key-value
pairs, and more.

To get the most information out of your log data, syslog-ng OSE allows you to correlate log
messages and aggregate the extracted information into a single message. You can also use
external information to enrich your log data.

Big data clusters

The log data that your organization has to process, store, and review increases daily, so
many organizations use big data solutions for their logs. To accomodate this huge amount
of data, syslog-ng OSE natively supports storing log messages in HDFS files and
Elasticsearch clusters.

Message queue support

Large organizations increasingly rely on queuing infrastructure to transfer their data. For
that purpose, syslog-ng OSE supports Apache Kafka, the Advanced Message Queuing
Protocol (AMQP), and the Simple Text Oriented Messaging Protocol (STOMP).

SQL, NoSQL, and monitoring

Storing your log messages in a database allows you to easily search and query the
messages and interoperate with log analyzing applications. The syslog-ng application
supports the following databases: MongoDB, MSSQL, MySQL, Oracle, PostgreSQL, and
SQLite.

syslog-ng OSE also allows you to extract the information you need from your log data, and
directly send it to your Graphite, Redis, or Riemann monitoring system.
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Wide protocol and platform support

syslog protocol standards

syslog-ng not only supports legacy BSD syslog (RFC3164) and the enhanced RFC5424
protocols but also JavaScript Object Notation (JSON) and journald message formats.

Heterogeneous environments

The syslog-ng OSE application is the ideal choice to collect logs in massively heterogeneous
environments using several different operating systems and hardware platforms, including
Linux, Unix, BSD, Sun Solaris, HP-UX, Tru64, and AIX.

IPv4 and IPv6 support

The syslog-ng application can operate in both IPv4 and IPv6 network environments, and
can receive and send messages to both types of networks.

What syslog-ng is not

The syslog-ng application is not log analysis software. It can filter log messages and select
only the ones matching certain criteria. It can even convert the messages and restructure
them to a predefined format, or parse the messages and segment them into different
fields. But syslog-ng cannot interpret and analyze the meaning behind the messages, or
recognize patterns in the occurrence of different messages.

Why is syslog-ng needed?

Log messages contain information about the events happening on the hosts. Monitoring
system events is essential for security and system health monitoring reasons.

The original syslog protocol separates messages based on the priority of the message and
the facility sending the message. These two parameters alone are often inadequate to
consistently classify messages, as many applications might use the same facility, and the
facility itself is not even included in the log message. To make things worse, many log
messages contain unimportant information. The syslog-ng application helps you to select
only the really interesting messages, and forward them to a central server.

Company policies or other regulations often require log messages to be archived. Storing
the important messages in a central location greatly simplifies this process.
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What is new in syslog-ng Open Source
Edition 3.22?

Version 3.22 of syslog-ng Open Source Edition includes the following main features.

Dynamic flow-control

Starting with version 3.22, syslog-ng OSE uses the log-iw-size() option to allocate a static
message window to every flow-controlled log path using the network() and syslog()
drivers. In addition, you can configure a dynamic memory buffer that syslog-ng OSE can
use to dynamically increase the message window of flow-controlled log paths that have
higher traffic. This can be useful in low-memory environments, where only a small subset
of the active clients sends messages at high rate.

As a result of these changes the log-fifo-size() option only affects log paths that are not
flow-controlled. It is expected that after configuring the dynamic message window, you can
decrease the value of log-fifo-size(). For details, see "Managing incoming and outgoing
messages with flow-control" in the Administration Guide.

Flow control and the log-fifo-size() option works differently starting with
syslog-ng OSE 3.22 to avoid dropping flow-controlled messages when log-
fifo-size() is misconfigured. From now on, log-fifo-size() only affects log
paths that are not flow-controlled. (Flow-controlled log paths have a file

destination, or have the flags(flow-control) option set.)

The new behavior is automatically enabled when you update your the
@version string in your configuration file. Consider lowering the value of
log-fifo-size() option after updating the @version string. For details, see
"Managing incoming and outgoing messages with flow-control"” in the
Administration Guide.

SNMP destination

You can now send SNMP traps directly from syslog-ng OSE using the snmp() destination
driver. For details, see "snmp: Sending SNMP traps" in the Administration Guide.

Dynamic template function

A new template function called template can resolve static and dynamic templates in
template functions. For example, the name of the template to be invoked can be extracted
from the message, or from a name-value pair set using the add-contextual-data() feature.
For details, see "Template functions of syslog-ng OSE" in the Administration Guide.
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Floating point calculations and numerical template functions

Numerical template functions can now handle floating-point numbers. For details, see the
ceil, floor, numerical operations, and round template functions.

Enhancements

HTTP-based destinations can now accept multiple URLs in various formats.

The message rate of the loggen command can be changed while loggen is running.
Send SIGUSR1 to double the message rate, or SIGUSR2 to halve it, for example:
kill -USR1 <loggen-pid>

The Check Point Log Exporter parser can now parse Check Point log messages in the
Splunk format. For details, see "Check Point Log Exporter parser" in the
Administration Guide.

New constants are available in the fetch method of the Python source. For
details, see "python-fetcher: writing fetcher-style Python sources" in the
Administration Guide.

Global option can be defined in reusable blocks. For details, see "Reusing
configuration blocks" in the Administration Guide.

The date-parser() now supports microseconds (%f). For details, see "Options of
date-parser() parsers" in the Administration Guide.

The value of add-contextual-data() selectors can be a template or a template
function, not only a string. For details, see "Adding metadata from an external file" in
the Administration Guide.

Who uses syslog-ng?

The syslog-ng application is used worldwide by companies and institutions who collect and
manage the logs of several hosts, and want to store them in a centralized, organized way.
Using syslog-ng is particularly advantageous for:

Internet Service Providers

Financial institutions and companies requiring policy compliance
Server, web, and application hosting companies

Datacenters

Wide area network (WAN) operators

Server farm administrators.

Supported platforms
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ONE IDENTITY 34

Introduction to syslog-ng


https://www.syslog-ng.com/technical-documents/doc/syslog-ng-open-source-edition/3.22/administration-guide/template-and-rewrite-format-modify-and-manipulate-log-messages/customize-message-format-using-macros-and-templates/template-functions-of-syslog-ng-ose/
https://www.syslog-ng.com/technical-documents/doc/syslog-ng-open-source-edition/3.22/administration-guide/parser-parse-and-segment-structured-messages/check-point-log-exporter-parser/
https://www.syslog-ng.com/technical-documents/doc/syslog-ng-open-source-edition/3.22/administration-guide/parser-parse-and-segment-structured-messages/check-point-log-exporter-parser/
https://www.syslog-ng.com/technical-documents/doc/syslog-ng-open-source-edition/3.22/administration-guide/source-read-receive-and-collect-log-messages/python-fetcher-writing-fetcher-style-python-sources/
https://www.syslog-ng.com/technical-documents/doc/syslog-ng-open-source-edition/3.22/administration-guide/source-read-receive-and-collect-log-messages/python-fetcher-writing-fetcher-style-python-sources/
https://www.syslog-ng.com/technical-documents/doc/syslog-ng-open-source-edition/3.22/administration-guide/the-syslog-ng-ose-configuration-file/managing-complex-syslog-ng-configurations/reusing-configuration-blocks/
https://www.syslog-ng.com/technical-documents/doc/syslog-ng-open-source-edition/3.22/administration-guide/the-syslog-ng-ose-configuration-file/managing-complex-syslog-ng-configurations/reusing-configuration-blocks/
https://www.syslog-ng.com/technical-documents/doc/syslog-ng-open-source-edition/3.22/administration-guide/parser-parse-and-segment-structured-messages/parsing-dates-and-timestamps/options-of-date-parser-parsers/
https://www.syslog-ng.com/technical-documents/doc/syslog-ng-open-source-edition/3.22/administration-guide/parser-parse-and-segment-structured-messages/parsing-dates-and-timestamps/options-of-date-parser-parsers/
https://www.syslog-ng.com/technical-documents/doc/syslog-ng-open-source-edition/3.22/administration-guide/enriching-log-messages-with-external-data/adding-metadata-from-an-external-file/
https://www.syslog-ng.com/technical-documents/doc/syslog-ng-open-source-edition/3.22/administration-guide/enriching-log-messages-with-external-data/adding-metadata-from-an-external-file/

The syslog-ng Open Source Edition application is highly portable and is known to run on a
wide range of hardware architectures (x86, x86_64, SUN Sparc, PowerPC 32 and 64,

Alpha) and operating systems, including Linux, BSD, Solaris, IBM AIX, HP-UX, Mac OS X,
Cygwin, Tru64, and others.

« The source code of syslog-ng Open Source Edition is released under the GPLv2
license and is available on GitHub.

« See the Downloads page for binary packages.
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The concepts of syslog-ng

This chapter discusses the technical concepts of syslog-ng.

The philosophy of syslog-ng

Typically, syslog-ng is used to manage log messages and implement centralized logging,
where the aim is to collect the log messages of several devices on a single, central log
server. The different devices — called syslog-ng clients — all run syslog-ng, and collect the
log messages from the various applications, files, and other sources. The clients send all
important log messages to the remote syslog-ng server, which sorts and stores them.

Logging with syslog-ng

The syslog-ng application reads incoming messages and forwards them to the selected
destinations. The syslog-ng application can receive messages from files, remote hosts, and
other sources.

Log messages enter syslog-ng in one of the defined sources, and are sent to one or more
destinations.

Sources and destinations are independent objects, /og paths define what syslog-ng does
with a message, connecting the sources to the destinations. A log path consists of one
or more sources and one or more destinations: messages arriving from a source are
sent to every destination listed in the log path. A log path defined in syslog-ng is called
a log statement.

Optionally, log paths can include filters. Filters are rules that select only certain messages,
for example, selecting only messages sent by a specific application. If a log path includes
filters, syslog-ng sends only the messages satisfying the filter rules to the destinations set
in the log path.

Other optional elements that can appear in log statements are parsers and rewriting
rules. Parsers segment messages into different fields to help processing the messages,
while rewrite rules modify the messages by adding, replacing, or removing parts of
the messages.
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The route of a log message in syslog-ng

Purpose:

The following procedure illustrates the route of a log message from its source on the
syslog-ng client to its final destination on the central syslog-ng server.

Figure 1: The route of a log message
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Steps:

1. A device or application sends a log message to a source on the syslog-ng client. For
example, an Apache web server running on Linux enters a message into the
/var/log/apache file.

2. The syslog-ng client running on the web server reads the message from its
/var/log/apache source.

3. The syslog-ng client processes the first log statement that includes the
/var/log/apache source.

4. The syslog-ng client performs optional operations (message filtering, parsing, and
rewriting) on the message, for example, it compares the message to the filters of the
log statement (if any). If the message complies with all filter rules, syslog-ng sends
the message to the destinations set in the log statement, for example, to the remote
syslog-ng server.

A | CAUTION:

Message filtering, parsing, and rewriting is performed in the order
that the operations appear in the log statement.
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O [ NOTE:

The syslog-ng client sends a message to all matching destinations by default.
As a result, a message may be sent to a destination more than once, if the
destination is used in multiple log statements. To prevent such situations, use
the final flag in the destination statements. For details, see Log statement
flags.

5. The syslog-ng client processes the next log statement that includes the
/var/log/apache source, repeating Steps 3-4.

6. The message sent by the syslog-ng client arrives from a source set in the
syslog-ng server.

7. The syslog-ng server reads the message from its source and processes the first log
statement that includes that source.

8. The syslog-ng server performs optional operations (message filtering, parsing, and
rewriting) on the message, for example, it compares the message to the filters of the
log statement (if any). If the message complies with all filter rules, syslog-ng sends
the message to the destinations set in the log statement.

Message filtering, parsing, and rewriting is performed in the order
that the operations appear in the log statement.

9. The syslog-ng server processes the next log statement, repeating Steps 7-9.

O [ NOTE:

The syslog-ng application can stop reading messages from its sources if the
destinations cannot process the sent messages. This feature is called flow-
control and is detailed in Managing incoming and outgoing messages with flow-
control.

Modes of operation

The syslog-ng Open Source Edition application has three typical operation scenarios:
Client, Server, and Relay.

Client mode
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F|gure 2: Client-mode operation
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In client mode, syslog-ng collects the local logs generated by the host and forwards them
through a network connection to the central syslog-ng server or to a relay. Clients often
also log the messages locally into files.

Relay mode

Figure 3: Relay-mode operation
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In relay mode, syslog-ng receives logs through the network from syslog-ng clients and
forwards them to the central syslog-ng server using a network connection. Relays also log
the messages from the relay host into a local file, or forward these messages to the central
syslog-ng server.
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Example relay use cases

The relay collects log messages through the network and after processing, but without
writing them on the disk for storage, forwards them to one or more remote destinations.

You can use a relay for many different use cases as described in the examples below.

UDP-only source devices

Most network devices send log messages over UDP. However, UDP does not guarantee that
all packets are delivered, which makes UDP unreliable.

To ensure at least a best effort level of reliability, One Identity recommends that you
deploy a relay on the network, close to the source devices. With the most reliable hops
between the source and the relay, you can minimize the risk of losing UDP packets. Once
the packet arrives at the relay, syslog-ng OSE ensures that the messages are delivered to
the central server in a reliable manner, based on TCP/TLS.

Too many source devices

Depending on the hardware and configuration, an average syslog-ng instance can usually
handle the following number of concurrent connections:

o If the maximum message rate is lower than 200,000 messages per second:
« maximum ca. 5,000 TCP connections
e« Mmaximum ca. 1,000 TLS connections

o If the message rate is higher than 200,000 messages per second, contact One
Identity.

If you have more source devices, you must deploy a relay machine at least per 5,000
sources and batch up all the logs into a single TCP connection that connects the relay to the
server. If TLS is used, deploy relays per 1,000 source devices.

Collecting logs from remote sites (especially over public WAN)

If you need to collect log messages from geographically remote sites or over public WAN,
One Identity recommends that you install at least a relay node per each remote site. The
relay can be the last outgoing hop for all the messages of the remote site, which has
several benefits:

. Maintenance: You only need to change the configuration of the relay if you want to
re-route the logs of some or all sources of the remote site. Also you do not need to
change each source’s configuration one by one.

« Security: If you trust your internal network, it is not necessary to hold encrypted
connections within the LAN of the remote site as the messages can get to the relay
without encryption. Messages must be sent in an encrypted way over the public WAN,
and it is enough to hold only a single TCP/TLS connection between the sites, thatis,
between the remote relay and the central server. This eliminates the wasting of
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resources as holding several TLS connections directly from the clients is more costly
than holding a single connection from the relay.

« Reliability: You can set up a main disk-buffer on the relay. The main disk-buffer is
only responsible for buffering all the logs of the remote site if the central syslog-ng
OSE server is temporarily unavailable. It is easier to maintain this single main disk-
buffer instead of setting disk-buffers on individual client machines.

Separation, distribution, and balancing of message processing tasks

Most Linux applications have their own human readable, but difficult to handle, log
messages. Without parsing and normalization it is difficult to alert and report on these log
messages. Many syslog-ng users use the message parsing tools of syslog-ng to normalize
their different log messages. Just like normalization, filtering can also be resource-heavy,
depending on what the filtering is based on. In this case, it might be inefficient to perform
all the message processing tasks on the server as it can result in decreased overall
performance.

It is a typical setup to deploy relays in front of the central server operating as a receiver
front-end. Most resource-heavy tasks, for example, parsing, filtering, and so on, are
performed on this receiver layer. As all resource-heavy tasks are performed on the relay,
the central server behind it only needs to get the messages from the relay and write them
into the final text-based format. Since you can run several relays, you can balance the
resource-heavy tasks between more relays, and a single server behind the relays can still
be fast enough to write all the messages on the disk.

Acting as a relay also depends on the functionality. A relay does not have to be a dedicated
relay machine at all. For log collection, it can be one of the clients with a relay
configuration. Note that in a robust log collection infrastructure, the relays have their own
purpose, and One Identity recommends running dedicated relay machines.

You can run several parallel relays to ensure horizontal redundancy. For example, if each
of the relays has the same configuration, when one relay goes down another relay can take
over the processing. Distribution of the logs can be done by the built-in client-side failover
functionality and also by a general load balancer. The load balancer is also used to serve
N+1 redundant relay deployments. In this case, switching from one relay to another relay
is done when there is an outage but also for real load balancing purposes.

What syslog-ng relays are not good for

The purpose of the relay is to buffer the logs for short term, for example, a few minutes or
a few hours long outages (depending on the log volume). It is not designed to buffer logs
generated by the sources during a very long server or connection outage, for example, up
to a few days long.

If you expect extended outages, One Identity recommends that you deploy servers instead
of relays. There are many deployments where long term storage and archiving are
performed on the central syslog-ng server, but relays also do short-term log storage.

Server mode
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In server mode, syslog-ng acts as a central log-collecting server. It receives messages
from syslog-ng clients and relays over the network, and stores them locally in files, or
passes them to other applications, for example log analyzers.

Global objects

The syslog-ng application uses the following objects:

o Source driver: A communication method used to receive log messages. For example,
syslog-ng can receive messages from a remote host via TCP/IP, or read the
messages of a local application from a file. For details on source drivers, see source:
Read, receive, and collect log messages.

o Source: A named collection of configured source drivers.

« Destination driver: A communication method used to send log messages. For
example, syslog-ng can send messages to a remote host via TCP/IP, or write the
messages into a file or database. For details on destination drivers, see destination:
Forward, send, and store log messages.

« Destination: A named collection of configured destination drivers.

o Filter: An expression to select messages. For example, a simple filter can select the
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messages received from a specific host. For details, see Customize message format
using macros and templates.

Macro: An identifier that refers to a part of the log message. For example, the
${HOST} macro returns the name of the host that sent the message. Macros are often
used in templates and filenames. For details, see Customize message format using
macros and templates.

Parser: Parsers are objects that parse the incoming messages, or parts of a
message. For example, the csv-parser() can segment messages into separate
columns at a predefined separator character (for example a comma). Every column
has a unique name that can be used as a macro. For details, see parser: Parse and
segment structured messages and db-parser: Process message content with a
pattern database (patterndb).

Rewrite rule: A rule modifies a part of the message, for example, replaces a string,
or sets a field to a specified value. For details, see Modifying messages using
rewrite rules.

Log paths: A combination of sources, destinations, and other objects like filters,
parsers, and rewrite rules. The syslog-ng application sends messages arriving from
the sources of the log paths to the defined destinations, and performs filtering,
parsing, and rewriting of the messages. Log paths are also called log statements. Log
statements can include other (embedded) log statements and junctions to create
complex log paths. For details, see log: Filter and route log messages using log
paths, flags, and filters.

Template: A template is a set of macros that can be used to restructure log
messages or automatically generate file names. For example, a template can add
the hostname and the date to the beginning of every log message. For details, see
Customize message format using macros and templates.

Option: Options set global parameters of syslog-ng, like the parameters of name
resolution and timezone handling. For details, see Global options of syslog-ng OSE.

For details on the above objects, see The configuration syntax in detail.

Timezones and daylight saving

The syslog-ng application receives the timezone and daylight saving information from the
operating system it is installed on. If the operating system handles daylight saving
correctly, so does syslog-ng.

The syslog-ng application supports messages originating from different timezones. The
original syslog protocol (RFC3164) does not include timezone information, but syslog-ng
provides a solution by extending the syslog protocol to include the timezone in the log
messages. The syslog-ng application also enables administrators to supply timezone
information for legacy devices which do not support the protocol extension.
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How syslog-ng OSE assigns timezone to
the message

When syslog-ng OSE receives a message, it assigns timezone information to the message
using the following algorithm.

1. The sender application (for example the syslog-ng client) or host specifies the
timezone of the messages. If the incoming message includes a timezone it is
associated with the message. Otherwise, the local timezone is assumed.

2. Specify the time-zone() parameter for the source driver that reads the message.
This timezone will be associated with the messages only if no timezone is specified
within the message itself. Each source defaults to the value of the recv-time-zone()
global option. It is not possible to override only the timezone information of the
incoming message, but setting the keep-timestamp() option to no allows syslog-ng
OSE to replace the full timestamp (timezone included) with the time the message
was received.

O [ NOTE:

When processing a message that does not contain timezone information, the
syslog-ng OSE application will use the timezone and daylight-saving that was
effective when the timestamp was generated. For example, the current time is
2011-03-11 (March 11, 2011) in the EU/Budapest timezone. When daylight-saving
is active (summertime), the offset is +02:00. When daylight-saving is inactive
(wintertime) the timezone offset is +01:00. If the timestamp of an incoming
message is 2011-01-01, the timezone associated with the message will be
+01:00, but the timestamp will be converted, because 2011-01-01 meant winter
time when daylight saving is not active but the current timezone is +02:00.

3. Specify the timezone in the destination driver using the time-zone() parameter. Each
destination driver might have an associated timezone value: syslog-ng converts
message timestamps to this timezone before sending the message to its destination
(file or network socket). Each destination defaults to the value of the send-time-zone
() global option.

O [ NOTE:

A message can be sent to multiple destination zones. The syslog-ng application
converts the timezone information properly for every individual destination
zone.

If syslog-ng OSE sends the message is to the destination using the
legacy-syslog protocol (RFC3164) which does not support timezone
information in its timestamps, the timezone information cannot be
encapsulated into the sent timestamp, so syslog-ng OSE will convert
the hour:min values based on the explicitly specified timezone.

4. If the timezone is not specified, local timezone is used.
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5. When macro expansions are used in the destination filenames, the local timezone is
used. (Also, if the timestamp of the received message does not contain the year of
the message, syslog-ng OSE uses the local year.)

A note on timezones and timestamps

If the clients run syslog-ng, then use the ISO timestamp, because it includes
timezone information. That way you do not need to adjust the recv-time-zone()
parameter of syslog-ng.

If you want syslog-ng to output timestamps in Unix (POSIX) time format, use the S_
UNIXTIME and R_UNIXTIME macros. You do not need to change any of the timezone related
parameters, because the timestamp information of incoming messages is converted to
Unix time internally, and Unix time is a timezone-independent time representation.
(Actually, Unix time measures the number of seconds elapsed since midnight of
Coordinated Universal Time (UTC) January 1, 1970, but does not count leap seconds.)

Product licensing

Starting with version 3.2, the syslog-ng Open Source Edition application is licensed under a
combined LGPL+GPL license. The core of syslog-ng OSE is licensed under the GNU Lesser
General Public License Version 2.1 license, while the rest of the codebase is licensed under
the GNU General Public License Version 2 license.

0 [ NOTE:

Practically, the code stored under the 1ib directory of the source code package is
under LGPL, the rest is GPL.

For details about the LGPL and GPL licenses, see GNU Lesser General Public License and
GNU General Public License, respectively.

High availability support

Multiple syslog-ng servers can be run in fail-over mode. The syslog-ng application does not
include any internal support for this, as clustering support must be implemented on the
operating system level. A tool that can be used to create UNIX clusters is Heartbeat (for
details, see this page).

The structure of a log message

The following sections describe the structure of log messages. Currently there are two
standard syslog message formats:
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« The old standard described in RFC 3164 (also called the BSD-syslog or the legacy-
syslog protocol): see BSD-syslog or legacy-syslog messages

« The new standard described in RFC 5424 (also called the IETF-syslog protocol): see
IETF-syslog messages

« The Enterprise-wide message model or EWMM allows you to deliver structured
messages between syslog-ng nodes: see Enterprise-wide message model (EWMM)

« How messages are represented in syslog-ng OSE: see Message representation in
syslog-ng OSE.

BSD-syslog or legacy-syslog messages

This section describes the format of a syslog message, according to the legacy-syslog or
BSD-syslog protocol. A syslog message consists of the following parts:

e PRI
e HEADER
e MSG

The total message cannot be longer than 1024 bytes.

The following is a sample syslog message:
<133>Feb 25 14:09:07 webserver syslogd: restart
The message corresponds to the following format:
<priority>timestamp hostname application: message

The different parts of the message are explained in the following sections.

O [ NOTE:

The syslog-ng application supports longer messages as well. For details, see the log-
msg-size() option in Global options. However, it is not recommended to enable
messages larger than the packet size when using UDP destinations.

The PRI message part

The PRI part of the syslog message (known as Priority value) represents the Facility and
Severity of the message. Facility represents the part of the system sending the message,
while severity marks its importance. The Priority value is calculated by first multiplying the
Facility number by 8 and then adding the numerical value of the Severity. The possible
facility and severity values are presented below.

® | NOTE:

Facility codes may slightly vary between different platforms. The syslog-ng
application accepts facility codes as numerical values as well.
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Table 1: syslog Message Facilities

Numerical Code

Facility

O 0 N o u o W N = O

=R = e
A W N = O

15
16-23

kernel messages

user-level messages

mail system

system daemons
security/authorization messages
messages generated internally by syslogd
line printer subsystem

network news subsystem

UUCP subsystem

clock daemon
security/authorization messages
FTP daemon

NTP subsystem

log audit

log alert

clock daemon

locally used facilities (local0-local7)

The following table lists the severity values.

Table 2: syslog Message Severities

Numerical Code

Severity

N o o1~ WN = O

©NE IDENTITY

Emergency: system is unusable

Alert: action must be taken immediately
Critical: critical conditions

Error: error conditions

Warning: warning conditions

Notice: normal but significant condition
Informational: informational messages

Debug: debug-level messages
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The HEADER message part

The HEADER part contains a timestamp and the hosthame (without the domain name) or
the IP address of the device. The timestamp field is the local time in the Mmm dd
hh:mm:ss format, where:

« Mmm is the English abbreviation of the month: Jan, Feb, Mar, Apr, May, Jun, Jul,
Aug, Sep, Oct, Nov, Dec.

« ddis the day of the month on two digits. If the day of the month is less than 10, the
first digit is replaced with a space. (For example Aug 7.)

o hh:mm:ss is the local time. The hour (hh) is represented in a 24-hour format. Valid
entries are between 00 and 23, inclusive. The minute (mm) and second (ss) entries
are between 00 and 59 inclusive.

O [ NOTE:

The syslog-ng application supports other timestamp formats as well, like ISO, or the
PIX extended format. For details, see the ts-format() option in Global options.

The MSG message part

The MSG part contains the name of the program or process that generated the message,
and the text of the message itself. The MSG part is usually in the following format:
program/[pid]: message text.

IETF-syslog messages

This section describes the format of a syslog message, according to the IETF-syslog
protocol. A syslog message consists of the following parts:

o HEADER (includes the PRI as well)
e STRUCTURED-DATA
o MSG

The following is a sample syslog message (source: https://tools.ietf.org/html/rfc5424):

<34>1 2003-10-11722:14:15.003Z mymachine.example.com su - ID47 - BOM'su root' failed
for lonvick on /dev/pts/8

The message corresponds to the following format:

<priority>VERSION ISOTIMESTAMP HOSTNAME APPLICATION PID MESSAGEID STRUCTURED-
DATA MSG

« Facility is 4, severity is 2, so PRI is 34.

o The VERSION is 1.

. The message was created on 11 October 2003 at 10:14:15pm UTC, 3 milliseconds
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into the next second.

« The message originated from a host that identifies itself as
"mymachine.example.com".

o The APP-NAME is "su" and the PROCID is unknown.

o The MSGID is "ID47".

« The MSG is "'su root' failed for lonvick...", encoded in UTF-8.
« Inthis example, the encoding is defined by the BOM:

The byte order mark (BOM) is a Unicode character used to signal the byte-order of
the message text.

o There is no STRUCTURED-DATA present in the message, this is indicated by "-" in the
STRUCTURED-DATA field.

The HEADER part of the message must be in plain ASCII format, the parameter values of
the STRUCTURED-DATA part must be in UTF-8, while the MSG part should be in UTF-8. The
different parts of the message are explained in the following sections.

The PRI message part

The PRI part of the syslog message (known as Priority value) represents the Facility and
Severity of the message. Facility represents the part of the system sending the message,
while severity marks its importance. The Priority value is calculated by first multiplying the
Facility number by 8 and then adding the numerical value of the Severity. The possible
facility and severity values are presented below.

O | NOTE:

Facility codes may slightly vary between different platforms. The syslog-ng
application accepts facility codes as numerical values as well.

Table 3: syslog Message Facilities

Numerical Code Facility

kernel messages

user-level messages

mail system

system daemons

security/authorization messages
messages generated internally by syslogd
line printer subsystem

network news subsystem

0 N o U1 A W N = O

UUCP subsystem
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Numerical Code Facility

9 clock daemon

10 security/authorization messages

11 FTP daemon

12 NTP subsystem

13 log audit

14 log alert

15 clock daemon

16-23 locally used facilities (local0-local7)

The following table lists the severity values.

Table 4: syslog Message Severities

Numerical Code Severity

Emergency: system is unusable

Alert: action must be taken immediately
Critical: critical conditions

Error: error conditions

Warning: warning conditions

Notice: normal but significant condition

Informational: informational messages

N o o1 AW N H O

Debug: debug-level messages

The HEADER message part
The HEADER part contains the following elements:

o VERSION: Version number of the syslog protocol standard. Currently this can
only be 1.

o ISOTIMESTAMP: The time when the message was generated in the ISO 8601
compatible standard timestamp format (yyyy-mm-ddThh:mm:ss+-ZONE), for
example: 2006-06-13T15:58:00.123+01:00.

« HOSTNAME: The machine that originally sent the message.
o APPLICATION: The device or application that generated the message

o PID: The process name or process ID of the syslog application that sent the
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message. It is not necessarily the process ID of the application that generated the
message.

o« MESSAGEID: The ID number of the message.

O [ NOTE:

The syslog-ng application supports other timestamp formats as well, like ISO, or the
PIX extended format. The timestamp used in the IETF-syslog protocol is derived from
RFC3339, which is based on ISO8601. For details, see the ts-format() optionin
Global options.

The syslog-ng OSE application will truncate the following fields:

o If APP-NAME is longer than 48 characters it will be truncated to 48 characters.

o If PROC-ID is longer than 128 characters it will be truncated to 128 characters.

o If MSGID is longer than 32 characters it will be truncated to 32 characters.

o If HOSTNAME is longer than 255 characters it will be truncated to 255 characters.

The STRUCTURED-DATA message part

The STRUCTURED-DATA message part may contain meta- information about the syslog
message, or application-specific information such as traffic counters or IP addresses.
STRUCTURED-DATA consists of data blocks enclosed in brackets ([]). Every block includes
the ID of the block, and one or more name=value pairs. The syslog-ng application
automatically parses the STRUCTURED-DATA part of syslog messages, which can be
referenced in macros (for details, see Macros of syslog-ng OSE). An example
STRUCTURED-DATA block looks like:

[exampleSDID@O iut="3" eventSource="Application" eventID="1011"][examplePriority@o
class="high"]

The MSG message part

The MSG part contains the text of the message itself. The encoding of the text must be
UTF-8 if the BOM1 character is present in the message. If the message does not contain the
BOM character, the encoding is treated as unknown. Usually messages arriving from
legacy sources do not include the BOM character. CRLF characters will not be removed
from the message.

Enterprise-wide message model (EWMM)

The following section describes the structure of log messages using the Enterprise-wide
message model or EWMM message format.

1The byte order mark (BOM) is a Unicode character used to signal the byte-order of the
message text.
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The Enterprise-wide message model or EWMM allows you to deliver structured messages
from the initial receiving syslog-ng component right up to the central log server, through
any number of hops. It does not matter if you parse the messages on the client, on a relay,
or on the central server, their structured results will be available where you store the
messages. Optionally, you can also forward the original raw message as the first syslog-ng
component in your infrastructure has received it, which is important if you want to forward
a message for example to a SIEM system. To make use of the enterprise-wide message
model, you have to use the syslog-ng() destination on the sender side, and the default-
network-drivers() source on the receiver side.

The following is a sample log message in EWMM format.

<13>1 2018-05-13T13:27:50.993+00:00 my-host @syslog-ng - - -

{"MESSAGE" :"<34>0ct 11 22:14:15 mymachine su: 'su root' failed for username on
/dev/pts/8","HOST_FROM":"my-host","HOST":"my-host","FILE_NAME":"/tmp/in",".
TAGS":".source.s_file"}

The message has the following parts.

o The header of the complies with the RFC5424 message format, where the PROGRAM
field is set to @syslog-ng, and the SDATA field is empty.

o The MESSAGE partis in JSON format, and contains the actual message, as well as
any name-value pairs that syslog-ng OSE has attached to or extracted from the
message. The ${. TAGS} field contains the identifier of the syslog-ng source that has
originally received the message on the first syslog-ng node.

To send a message in EWMM format, you can use the syslog-ng() destination driver, or the
format-ewmm() template function.

To receive a message in EWMM format, you can use the default-destination-drivers()
source driver, or the ewmm-parser() parser.

Message representation in syslog-ng
OSE

When the syslog-ng OSE application receives a message, it automatically parses the
message. The syslog-ng OSE application can automatically parse log messages that
conform to the RFC3164 (BSD or legacy-syslog) or the RFC5424 (IETF-syslog) message
formats. If syslog-ng OSE cannot parse a message, it results in an error.

0 | TIP:

In case you need to relay messages that cannot be parsed without any modifications
or changes, use the flags(no-parse) option in the source definition, and a template
containing only the ${MESSAGE} macro in the destination definition.

To parse non-syslog messages, for example, JSON, CSV, or other messages, you can
use the built-in parsers of syslog-ng OSE. For details, see parser: Parse and segment
structured messages.

A parsed syslog message has the following parts.
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. Timestamps

Two timestamps are associated with every message: one is the timestamp contained
within the message (that is, when the sender sent the message), the other is the
time when syslog-ng OSE has actually received the message.

. Severity

The severity of the message.

. Facility

The facility that sent the message.

. Tags

Custom text labels added to the message that are mainly used for filtering. None of
the current message transport protocols adds tags to the log messages. Tags can be
added to the log message only within syslog-ng OSE. The syslog-ng OSE application
automatically adds the id of the source as a tag to the incoming messages. Other
tags can be added to the message by the pattern database, or using the tags() option
of the source.

. IP address of the sender

The IP address of the host that sent the message. Note that the IP address of the
sender is a hard macro and cannot be modified within syslog-ng OSE but the
associated hostname can be modified, for example, using rewrite rules.

. Hard macros

Hard macros contain data that is directly derived from the log message, for example,
the ${MONTH?} macro derives its value from the timestamp. The most important
consideration with hard macros is that they are read-only, meaning they cannot be
modified using rewrite rules or other means.

. Soft macros

Soft macros (sometimes also called name-value pairs) are either built-in macros
automatically generated from the log message (for example, ${HOST?}), or custom
user-created macros generated by using the syslog-ng pattern database or a CSV-
parser. The SDATA fields of RFC5424-formatted log messages become soft macros
as well. In contrast with hard macros, soft macros are writable and can be modified
within syslog-ng OSE, for example, using rewrite rules.
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O [ NOTE:

It is also possible to set the value of built-in soft macros using parsers, for
example, to set the ${HOST} macro from the message using a column of a
CSV-parser.

The data extracted from the log messages using named pattern parsers in the
pattern database are also soft macros.
0 | TIP:

For the list of hard and soft macros, see Hard vs. soft macros.

Message size and encoding

Internally, syslog-ng OSE represents every message as UTF-8. The maximal length of the
log messages is limited by the log-msg-size() option: if a message is longer than this
value, syslog-ng OSE truncates the message at the location it reaches the log-msg-size()
value, and discards the rest of the message.

When encoding is set in a source (using the encoding() option) and the message is
longer (in bytes) than log-msg-size() in UTF-8 representation, syslog-ng OSE splits the
message at an undefined location (because the conversion between different encodings
is not trivial).

Structuring macros, metadata, and
other value-pairs

Available in syslog-ng OSE 3.3 and later.

The syslog-ng OSE application allows you to select and construct name-value pairs from
any information already available about the log message, or extracted from the
message itself. You can directly use this structured information, for example, in the
following places:

« amgp() destination

o format-welf() template function
« mongodb() destination

o stomp() destination

« or in other destinations using the format-json() template function.

When using value-pairs, there are three ways to specify which information (that is, macros
or other name-value pairs) to include in the selection.

« Select groups of macros using the scope() parameter, and optionally remove certain
macros from the group using the exclude() parameter.
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« List specific macros to include using the key() parameter.

« Define new name-value pairs to include using the pair() parameter.

These parameters are detailed in value-pairs().

Specifying data types in value-pairs

By default, syslog-ng OSE handles every data as strings. However, certain destinations and
data formats (for example, SQL, MongoDB, JSON, AMQP) support other types of data as
well, for example, numbers or dates. The syslog-ng OSE application allows you to specify
the data type in templates (this is also called type-hinting). If the destination driver
supports data types, it converts the incoming data to the specified data type. For example,
this allows you to store integer numbers as numbers in MongoDB, instead of strings.

Hazard of data loss! If syslog-ng OSE cannot convert the data into the
specified type, an error occurs, and syslog-ng OSE drops the message by
default. To change how syslog-ng OSE handles data-conversion errors, see
on-error().

To use type-hinting, enclose the macro or template containing the data with the type:
<datatype>("<macro>"), for example: int("$PID").

Currently the mongodb() destination and the format-json template function supports
data types.

s D

Example: Using type-hinting

The following example stores the MESSAGE, PID, DATE, and PROGRAM fields of a log
message in a MongoDB database. The DATE and PID parts are stored as numbers
instead of strings.

mongodb (
value-pairs(pair("date", datetime("$UNIXTIME"))
pair("pid", inte4("$PID"))

pair("program", "$PROGRAM"))
pair("message", "$MESSAGE"))

)
The following example formats the same fields into JSON.

$(format-json date=datetime($UNIXTIME) pid=int64($PID) program=$PROGRAM
message=$MESSAGE )

The following example formats the MESSAGE field as a JSON list.
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$(format-json message=1ist($MESSAGE))"

The syslog-ng OSE application currently supports the following data-types.

« boolean: Converts the data to a boolean value. Anything that begins witha tor 1 is
converted to true, anything that begins with an f or @ is converted to false.

» datetime: Use it only with UNIX timestamps, anything else will likely result in
an error. This means that currently you can use only the $UNIXTIME macro for
this purpose.

« double: A floating-point number.
o literal: The data as a literal string, without adding any quotes or escape characters.

. list: The data as a list. For details, see the list manipulation template functions in
Template functions of syslog-ng OSE.

o int or int32: 32-bit integer.
o inte4: 64-bit integer.

« string: The data as a string.

value-pairs()
Type: parameter list of the value-pairs() option
Default:

empty string

Description: The value-pairs() option allows you to select specific information about a
message easily using predefined macro groups. The selected information is represented as
name-value pairs and can be used formatted to JSON format, or directly used in a mongodb
() destination.

Example: Using the value-pairs() option

The following example selects every available information about the log message,
except for the date-related macros (R_* and S_*), selects the .SDATA.meta.sequenceld
macro, and defines a new value-pair called MSGHDR that contains the program name
and PID of the application that sent the log message.
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value-pairs(
scope(nv_pairs core syslog all macros selected macros everything)
exclude("R_*")
exclude("S_*")
key(".SDATA.meta.sequenceId")
pair("MSGHDR" "$PROGRAM[$PID]: ")

)

The following example selects the same information as the previous example, but
converts it into JSON format.

$(format-json --scope nv_pairs,core,syslog,all macros,selected_
macros,everything \
--exclude R_* --exclude S * --key .SDATA.meta.sequenceIld \
--pair MSGHDR="$PROGRAM[$PID]: ")

® | NOTE:

Every macro is included in the selection only once, but redundant information may
appear if multiple macros include the same information (for example, including
several date-related macros in the selection).

The value-pairs() option has the following parameters. The parameters are evaluated in
the following order:

1. scope()

2. exclude()

3. key()

4. pair()
exclude()
Type: Space-separated list of macros to remove from

the selection created using the scope() option.

Default: empty string

Description: This option removes the specified macros from the selection. Use it to
remove unneeded macros selected using the scope() parameter.

For example, the following example removes the SDATA macros from the selection.

value-pairs(
scope(rfc5424 selected _macros)
exclude(".SDATA*")
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The name of the macro to remove can include wildcards (*, ?). Regular expressions are
not supported.

key()

Type: Space-separated list of macros to be
included in selection

Default: empty string

Description: This option selects the specified macros. The selected macros will be
included as MACRONAME = MACROVALUE, that is using key("HOST") will result in HOST = $HOST.
You can use wildcards (*, ?) to select multiple macros. For example:

value-pairs(
scope(rfc3164)
key ("HOST")

value-pairs(
scope(rfc3164)
key ("HOST", "PROGRAM")

omit-empty-values()
Type: flag
Default: N/A

Description: If this option is specified, syslog-ng OSE does not include value-pairs with
empty values in the output. For example: $(format-json --scope none --omit-empty-
values) or

value-pairs(
scope(rfc3164 selected-macros)
omit-empty-values()

)

Available in syslog-ng OSE version 3.21 and later.

pair()

Type: name value pairs in "<NAME>" "<VALUE>"
format
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Default: empty string

Description: This option defines a new name-value pair to be included in the message.
The value part can include macros, templates, and template functions as well. For
example:

value-pairs(
scope(rfc3164)
pair("TIME" "$HOUR:$MIN")
pair("MSGHDR" "$PROGRAM[$PID]: ")

)
rekey()
Type: <pattern-to-select-names>, <list of trans-
formations>
Default: empty string

Description: This option allows you to manipulate and modify the name of the value-
pairs. You can define transformations, which are are applied to the selected hame-value
pairs. The first parameter of the rekey() option is a glob pattern that selects the name-
value pairs to modify. If you omit the pattern, the transformations are applied to every
key of the scope. For details on globs, see glob.

If you want to modify the names of several message fields, see also map-value-pairs:
Rename value-pairs to normalize logs.

. If rekey() is used within a key() option, the name-value pairs specified in the glob
of the key() option are transformed.

« If rekey() is used outside the key() option, every name-value pair of the scope() is
transformed.

The following transformations are available:
e add-prefix("<my-prefix>")

Adds the specified prefix to every name. For example, rekey( add-prefix("my-
prefix."))

e replace-prefix("<prefix-to-replace>", "<new-prefix>")

Replaces a substring at the beginning of the key with another string. Only prefixes
can be replaced. For example, replace-prefix(".class", ".patterndb") changes
the beginning tag .class to .patterndb

This option was called replace() in syslog-ng OSE version 3.4.
e shift("<number>")

Cuts the specified number of characters from the beginning of the name.
e shift-levels("<number>")

Similar to --shift, but instead of cutting characters, it cuts dot-delimited "levels" in
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the name (including the initial dot). For example, --shift-levels 2 deletes the
prefix up to the second dot in the name of the key: .iptables.SRC becomes SRC

Example: Using the rekey() option

The following sample selects every value-pair that begins with .cee., deletes this
prefix by cutting 4 characters from the names, and adds a new prefix (events.).

value-pairs(
key(".cee.*"
rekey (
shift(4)
add-prefix("events.")

)

The rekey() option can be used with the format-json template-function as well,
using the following syntax:

$(format-json --rekey .cee.* --add-prefix events.)

scope()

Type: space-separated list of macro groups to
include in selection

Default: empty string

Description: This option selects predefined groups of macros. The following groups are
available:

o nv-pairs: Every soft macro (name-value pair) associated with the message, except
the ones that start with a dot (.) character. Macros starting with a dot character are
generated within syslog-ng OSE and are not originally part of the message,
therefore are not included in this group.

o dot-nv-pairs: Every soft macro (name-value pair) associated with the message
which starts with a dot (.) character. For example, .classifier.rule_id and
.sdata.*. Macros starting with a dot character are generated within syslog-ng OSE
and are not originally part of the message.

« all-nv-pairs: Include every soft macro (name-value pair). Equivalent to using both
nv-pairs and dot-nv-pairs.

o rfc3164: The macros that correspond to the RFC3164 (legacy or BSD-syslog)
message format: $FACILITY, $PRIORITY, $HOST, $PROGRAM, $PID, $MESSAGE, and $DATE.
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o rfc5424: The macros that correspond to the RFC5424 (IETF-syslog) message
format: $FACILITY, $PRIORITY, $HOST, $PROGRAM, $PID, $MESSAGE, $MSGID, $R_DATE, and
the metadata from the structured-data (SDATA) part of RFC5424-formatted
messages, that is, every macro that starts with .SDATA..

The rfc5424 group also has the following alias: syslog-proto. Note that the value of
$R_DATE will be listed under the DATE key.

The rfc5424 group does not contain any metadata about the message, only
information that was present in the original message. To include the most
commonly used metadata (for example, the $SOURCEIP macro), use the selected-
macros group instead.

o all-macros: Include every hard macro. This group is mainly useful for debugging,
as it contains redundant information (for example, the date-related macros include
the date-related information several times in various formats).

o selected-macros: Include the macros of the rfc3164 groups, and the most
commonly used metadata about the log message: the $TAGS, $SOURCEIP, and $SEQNUM
macros.

« sdata: The metadata from the structured-data (SDATA) part of RFC5424-formatted
messages, that is, every macro that starts with .SDATA.

. everything: Include every hard and soft macros. This group is mainly useful for
debugging, as it contains redundant information (for example, the date-related
macros include the date-related information several times in various formats).

« none: Reset previously added scopes, for example, to delete automatically-added
name-value pairs. The following example deletes every value-pair from the scope,
and adds only the ones starting with iptables: $(format-welf --scope none
.iptables.*)

For example:

value-pairs(
scope(rfc3164 selected-macros)

)

Things to consider when forwarding
messages between syslog-ng OSE hosts

When you send your log messages from a syslog-ng OSE client through the network to a
syslog-ng OSE server, you can use different protocols and options. Every combination has
its advantages and disadvantages. The most important thing is to use matching protocols
and options, so the server handles the incoming log messages properly.

In syslog-ng OSE you can change many aspects of the network communication. First of all,
there is the structure of the messages itself. Currently, syslog-ng OSE supports two
standard syslog protocols: the BSD (RFC3164) and the syslog (RFC5424) message format.
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These RFCs describe the format and the structure of the log message, and add a
(lightweight) framing around the messages. You can set this framing/structure by selecting
the appropriate driver in syslog-ng OSE. There are two drivers you can use: the network()
driver and the syslog() driver. The syslog() driver is for the syslog (RFC5424) protocol and
the network() driver is for the BSD (RFC3164) protocol.

The tcp() and udp() drivers are now deprecated, they are essentially equivalent with the
network (transport(tcp)) and network(transport(udp)) drivers.

In addition to selecting the driver to use, both drivers allow you to use different transport-
layer protocols: TCP and UDP, and optionally also higher-level transport protocols: TLS
(over TCP. To complicate things a bit more, you can configure the network() driver
(corresponding to the BSD (RFC3164) protocol) to send the messages in the syslog
(RFC5424) format (but without the framing used in RFC5424) using the flag(syslog-
protocol) option.

Because some combination of drivers and options are invalid, you can use the following
drivers and options as sources and as destinations:

1. syslog(transport(tcp))

2. syslog(transport(udp))

3. syslog(transport(rltp))

4. syslog(transport(tls))

5. syslog(transport(rltp(tls-required(yes)))

6. network(transport(tcp))

7. network(transport(udp))

8. network(transport(rltp))

9. network(transport(tls))
10. network(transport(rltp(tls-required(yes)))
11. network(transport(tcp) flag(syslog-protocol))
12. network(transport(udp) flag(syslog-protocol))
13. network(transport(rltp)flag(syslog-protocol))
14. network(transport(tls) flag(syslog-protocol))

15. network(transport(rltp(tls-required(yes)) flag(syslog-protocol))

If you use the same driver and options in the destination of your syslog-ng OSE client and
the source of your syslog-ng OSE server, everything should work as expected.
Unfortunately there are some other combinations, that seem to work, but result in losing
parts of the messages. The following table show the combinations:
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Table 5: Source-destination driver combinations

Source sysl- sysl- sysl- netw- netw- netw- network- network- networ-
\ og/t- og/u- og/t- ork/t- ork/u- ork/t- /tcp/- Judp/- k/tls/-
Destin- cp dp Is cp dp Is flag flag flag
ation

syslo- v - - ! - - ! - -
g/tcp

syslo- - v - - ! - - ! -
g/udp

syslo- - - v - - ! - - !
g/tls

network- - - - v - - v? - -
/tcp

network- - v? - - v - - v? -
/udp

network- - - - - - v - - v?
/tls

network- ! - - ! - - v - -
/tcp/-
flag

network- - ! - - ! - - v -
/udp/-
flag

network- - - ! - - [ - - v
/tls/flag

« - This method does not work. The logs will not get to the server.
o ¢ This method works.

« ! This method has some visible drawbacks. The logs go through, but some of the
values are missing/misplaced/and so on.

o ¢ ? This method seems to work, but it is not recommended because this can change
in a future release.

Commercial version of syslog-ng

The syslog-ng application has a commercial version available, called syslog-ng Premium
Edition (syslog-ng PE). The commercial version comes with well-tested features from its
open source foundation, a number of extra features, enterprise-level support, as well as a
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ready-to-use log management appliance built on the strengths of syslog-ng Premium
Edition.

Exclusive features related to compliance

Collecting and analyzing log messages is required directly or indirectly by several
regulations, frameworks, and standards, including the Sarbanes-Oxley Act (SOX), the
Health Insurance and Portability Act (HIPAA), and the Payment Card Industry Data Security
Standard (PCI-DSS). syslog-ng PE provides a set of features that help you comply with
regulations that require the central collection of log messages in a tamperproof way:

« Logstore files enable you to store log messages securely in encrypted, compressed
and timestamped binary files. From a compliance point of view, this serves a double
purpose. Encryption guarantees the integrity of log messages so you can be sure that
they have not been manipulated. Timestamping provides verifiable proof about the
exact time when log messages arrived.

« Reliable Log Transfer Protocol (RLTP) is a proprietary transport protocol that
prevents message loss during connection breaks. When using this protocol, the
sender detects which messages the receiver has successfully received (based on the
acknowledgements returned by the receiver after having processed messages). If
messages are lost during transfer, the sender resends the missing messages,
starting from the last successfully received message. Therefore, messages are not
duplicated at the receiving end in case of a connection break.

Wide range of supported platforms with binary installers

syslog-ng Premium Edition comes with tested binary files that are available for a wide
array of server platforms, reducing the time required for installation and maintenance.
Support for a wide range of operating system and hardware platforms also make syslog-ng
PE an ideal choice to collect logs in massively heterogeneous environments.

Enterprise-level support services

As all commercial software, syslog-ng PE also comes with various enterprise-level support
packages, which means that you get immediate and pro-active assistance (24x7 if you
choose a top-tier package), dedicated to resolving your issue as soon as possible when you
experience problems.

For more information about syslog-ng Premium Edition, see The syslog-ng Premium Edition
Administrator Guide.

syslog-ng Store Box, ready-to-use log management appliance

syslog-ng Store Box (SSB) is a log management appliance that is built on syslog-ng
Premium Edition. It is a turnkey solution to manage your log data, meaning that no
software installation is necessary. As SSB is available both as a virtual machine and a
physical appliance, itis also easily scalable.

SSB provides a number of features that can add value for your use cases:
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« A web GUI that makes searching logs, as well as configuring and managing SSB
itself easy:

« The search interface allows you to use wildcards and Boolean operators to
perform complex searches, and drill down on the results. You can gain a quick
overview and pinpoint problems fast by generating ad-hoc charts from the
distribution of the log messages.

In addition, you can easily create customized reports from the charts and
statistics you create on the search interface to demonstrate compliance with
standards and regulations such as PCI-DSS, ISO 27001, SOX and HIPAA.

« Configuring SSB is done through the user interface. All of the flexible filtering,
classification and routing features in the syslog-ng Open Source Edition and
syslog-ng Premium Edition can be configured with it. Access and authentication
policies can be set to integrate with Microsoft Active Directory, LDAP and
Radius servers. The web interface is accessible through a network interface
dedicated to management traffic. This management interface is also used for
backups, sending alerts, and other administrative traffic.

« High availability support to ensure continuous log collection in business-critical
environments.

For further details about syslog-ng Store Box, see The syslog-ng Store Box
Administrator Guide.
Upgrading from syslog-ng OSE to syslog-ng PE

If you wish to upgrade from syslog-ng OSE to syslog-ng PE, read the blog post Upgrading
from syslog-ng OSE to syslog-ng PE for instructions and tips.
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Installing syslog-ng
This chapter explains how to install syslog-ng Open Source Edition on various platforms.

« You can install syslog-ng OSE on many platforms using the package manager and
official repositories of the platform. For a list of third-party packages available for
various Linux, UNIX, and other platforms, see the Downloads page.

« For instructions on compiling syslog-ng Open Source Edition from the source code,
see Compiling syslog-ng from source.

o You can use a syslog-ng docker image.

For detailed information on how to run your central log server in Docker and other
Docker-related syslog-ng use cases, see the Logging in Docker using syslog-ng
white paper.

Compiling syslog-ng from source

Purpose:

To compile syslog-ng Open Source Edition (OSE) from the source code, complete the
following steps. Alternatively, you can use precompiled binary packages on several
platforms. For a list of third-party packages available for various Linux, UNIX, and other
platforms, see the Downloads page.

Steps:
1. Download the latest version of syslog-ng OSE from GitHub. The source code is
available as a tar.gz archive file.

2. Install the following packages that are required to compile syslog-ng. These
packages are available for most UNIX/Linux systems. Alternatively, you can also
download the sources and compile them.

« A version of the gcc C compiler that properly supports Thread Local Storage
(TLS), for example, version 4.5.

o The GNU flex lexical analyser generator, available here.

« The bison parser generator, available here.
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« The development files of the glib library, available here.
« The development files of the Autoconf Archive package, available here.

« The syslog-ng OSE application now uses PCRE-type regular expressions by
default. It requires the libpcre library package, available here.

« If you want to use the Java-based modules of syslog-ng OSE (for example, the
Elasticsearch, HDFS, or Kafka destinations), you must compile syslog-ng OSE
with Java support.

o Download and install the Java Runtime Environment (JRE), 1.7 (or
newer). You can use Openl]DK or Oracle JDK, other implementations are
not tested.

o Install gradle version 2.2.1 or newer.

o Set LD_LIBRARY_PATH to include the 1libjvm.so file, for example:LD_
LIBRARY_PATH=/usr/1ib/jvm/java-7-openjdk-
amdé4/jre/lib/amd64/server:$LD_LIBRARY_ PATH

Note that many platforms have a simplified links for Java libraries. Use
the simplified path if available. If you use a startup script to start syslog-
ng OSE set LD_LIBRARY_PATH in the script as well.

« If you are behind an HTTP proxy, create a gradle.properties under the
modules/java-modules/ directory. Set the proxy parameters in the file.
For details, see The Gradle User Guide.

3. If you want to post log messages as HTTP requests using the http() destination,
install the development files of the /ibcurl library. This library is not needed if you
use the --disable-http compile option. Alternatively, you can use a Java-based
implementation of the HTTP destination.

4. If you want to use the spoof-source function of syslog-ng, install the development
files of the libnet library, available here.

5. If you want to send e-mails using the smtp() destination, install the development files
of the libesmtp library. This library is not needed if you use the --disable-smtp
compile option.

6. If you want to send SNMP traps using the snmp() destination, install the development
files of the Net-SNMP library libsnmp-dev. This library is not needed if you use the --
disable-snmp compile option.

7. If you want to use the /etc/hosts.deny and /etc/hosts.allow for TCP access, install the
development files of the libwrap (also called TCP-wrappers) library, available here.

8. Enter the new directory and issue the following commands. (If the ./configure file
does not exist, for example, because you cloned the repository from GitHub instead
of using a release tarball, execute the ./autogen.sh command.)

$ ./configure
$ make

$ make install

9. Uncompress the syslog-ng archive using the
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tar xvfz syslog-ng-x.xx.tar.gz

or the

unzip -c syslog-ng-x.xx.tar.gz | tar xvf -

command. A new directory containing the source code of syslog-ng will be created.

10. Enter the new directory and issue the following commands:

$ ./configure
$ make
$ make install

These commands will build syslog-ng using its default options.

o

NOTE:
« On Solaris, use gmake (GNU make) instead of make.

« To build syslog-ng OSE with less verbose output, use the make V=0
command. This results in shorter, less verbose output, making warnings
and other anomalies easier to notice. Note that silent-rules support is
only available in recent automake versions.

11. If needed, use the following options to change how syslog-ng is compiled using the
following command syntax:

$ ./configure --compile-time-option-name

i

NOTE:

You can also use --disable options, to explicitly disable a feature and override
autodetection. For example, to disable the TCP-wrapper support, use the --
disable-tcp-wrapper option. For the list of available compiling options, see
Compiling options of syslog-ng OSE.

The default linking mode of syslog-ng is dynamic. This means that
syslog-ng might not be able to start up if the /usr directory is on NFS.
On platforms where syslog-ng is used as a system logger, the --
enable-mixed-1linking is preferred.

Compiling options of syslog-ng OSE

When compiling syslog-ng OSE from source, you can use the following compiling options.
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« --enable-all-modules This option will turn on or off all modules and most features
when enabled, unless a feature is explicitly disabled, or not detected automatically.
Currently, this means that you must explicitly enable the pacct() source, since it is
not detected automatically (all other modules are compiled automatically if the
required libraries are available).

This also means that the Sun Streams source is enabled on every platform, not only
on Solaris, causing a compile error. Use --enable-all-modules together with --
disable-sun-streams.

« --disable-http Disable support for the http() destination that is based on libcurl.
« --disable-python Disable support for Python-based modules.

o --disable-json Disable JSON support. It also disables json-parser, and the format-cim
and format-json template functions. Also, it disables JSON support even if the json-c
library is installed and detected (see --enable-json).

o --disable-smtp Disable SMTP support. By default, SMTP support is enabled if the
libesmtp library is detected.

« --disable-snmp Disable SNMP support. By default, SNMP support is enabled if the
libsnmp-dev library is detected.

. --enable-amqgp Enable the amqp destination (enabled by default). The source of the
RabbitMQ client is included in the source code package of syslog-ng OSE. To use an
external client instead, use the --with-librabbitmg-client=system compiling option.
For details on using this destination, see amqp: Publishing messages using AMQP.

« --enable-debug Include debug information.

« --enable-dynamic-linking Compile syslog-ng as a completely dynamic binary. If not
specified syslog-ng uses mixed linking (--enable-mixed-1inking): it links dynamically
to system libraries and statically to everything else.

« --enable-geoip Enable GEOIP support, required for the geoip2 template function and
the geoip2-parser (enabled automatically if the 1ibmaxminddb library is detected).

« --enable-ipv6 Enable IPv6 support.

o --enable-java Enable support for Java-based modules. For other requirements, see
the description of the Java-based module (for example, Prerequisites) that you
want to use.

« --enable-java-modules Compile the Gradle projects of every Java module available
in modules/java-modules.

« --enable-json Enables JSON support (by default, it uses the json-c library included in
the source code package of syslog-ng OSE). JSON support is required for json-
parser, and the format-cim and format-json template functions.

« --enable-linux-caps Enable support for capabilities on Linux. For details, see The
syslog-ng manual page.

« --enable-mongodb Enable the mongodb destination (enabled by default). The source
of the MongoDB client is included in the source code package of syslog-ng OSE. To
use an external MongoDB client instead, use the --with-1libmongo-client=system

@)N EIDENTITY syslog-ng OSE 3.22 Administration Guide
Installing syslog-ng



compiling option. For details on using this destination, see mongodb: Storing
messages in a MongoDB database.

« --enable-pacct Enable using the pacct() driver to collect process-accounting logs on
Linux systems.

« --enable-python Enable support for Python-based modules.

« --enable-redis Enable the redis destination (enabled by default). The source of the
libhiredis client (0.11 or newer) must be available. To specify the location of the
library, use the --with-1libhiredis=<path-to-1libhiredis> compiling option. For details
on using this destination, see redis: Storing name-value pairs in Redis.

« --enable-riemann Enable the riemann destination (enabled by default). The source of
the libriemann client must be available. For details on using this destination, see
riemann: Monitoring your data with Riemann.

o --enable-snmp-dest Enable SNMP support even if not detected (autodetected by
default).

« --enable-spoof-source Enable spoof_source feature (disabled by default).

. --enable-sql Enables the sqgl() destination (enabled automatically if the 1ibdbi library
version 0.9 or newer is installed and detected).

« --enable-ssl Enable SSL support, required for encrypted message transfer, as well as
template functions that calculate hashes and UUIDs (enabled automatically if the
libopenssl library is detected).

« --enable-sun-door Enable Sun door support even if not detected (autodetected
by default).

o --enable-sun-streams Enable Sun STREAMS support even if not detected
(autodetected by default).

o --enable-systemd Enable systemd support on Linux platforms (autodetected by
default) (enabled automatically if the 1ibsystemd-daemon library is detected).

« --enable-tcp-wrapper Enable using /etc/hosts.deny and /etc/hosts.allow for TCP
access (enabled automatically if the 1ibwrap libraries are detected).

o --with-embedded-crypto If this option is set, the crypto library is linked directly into
libsyslog-ng: the sources of libsyslog-ng-crypto will be appended to the libsyslog-ng
sources, and -crypto is not built.

o --with-ivykis Specifies which ivykis implementation to use (default value: internal).
The source of ivykis is included in the source code package of syslog-ng OSE and is
used by default. To use an external implementation instead, use the --with-
ivykis=system compiling option.

o --with-libcurl Specifies the path to the libcurl library. For details on using this
destination, see http: Posting messages over HTTP without Java.

« --with-libhiredis Specifies the path to the libhiredis library (0.11 or newer). For
details on using this destination, see redis: Storing name-value pairs in Redis.

o --with-libmongo-client Specifies which MongoDB client to use (default value:
internal). The source of the mongodb client is included in the source code package of
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syslog-ng OSE. To use an external MongoDB client instead, use the --with-1ibmongo-
client=system compiling option. For details on using this destination, see mongodb:
Storing messages in a MongoDB database.

« --with-librabbitmgq-client Specifies which RabbitMQ client to use (default value:
internal). The source of the rabbitmq client is included in the source code package of
syslog-ng OSE and is used by default. To use an external client instead, use the --
with-librabbitmg-client=system compiling option. For details on using this
destination, see amqgp: Publishing messages using AMQP.

o --with-module-dir Specifies a single directory where the syslog-ng OSE Makefile will
install the modules.

« --module-install-dir Specifies syslog-ng OSE's module installation directory
(normally $prefix/1ib/syslog-ng). All Java-based SCLs use this option.

o --with-module-path Specifies a colon-separated (:) list of directories, where the
syslog-ng OSE binary will search for modules.

« --with-net-snmp Specifies the path to the libsnmp-dev library, required for the snmp
() destination.

« --with-python Specifies which Python version to use, for example, --with-python=2.7

« --with-timezone-dir Specifies the directory where syslog-ng looks for the timezone
files to resolve the time-zone() and local-time-zone() options. If not specified, the
/opt/syslog-ng/share/zoneinfo/ and /usr/share/zoneinfo/ directories are checked,
respectively. Note that HP-UX uses a unique file format (tztab) to describe the
timezone information, but that format is currently not supported in syslog-ng. As a
workaround, copy the zoneinfo files from another, non-HP-UX system to the
/opt/syslog-ng/share/zoneinfo/ directory of your HP-UX system.

o --without-compile-date Removes the compilation date from the binary. For
example, as openSUSE checks if recompilation changes the binary to detect if
dependent packages need to be rebuilt or not, and including the date changes the
binary every time.

Uninstalling syslog-ng OSE

If you need to uninstall syslog-ng OSE for some reason, you have the following options:

o If you have installed syslog-ng OSE from a .deb package: Execute the dpkg -r
syslog-ng command to remove syslog-ng, or the dpkg -P syslog-ng command to
remove syslog-ng OSE and the configuration files as well. Note that removing syslog-
ng OSE does not restore the syslog daemon used before syslog-ng.

o If you have installed syslog-ng OSE from an .rpm package: Execute the rpm -e
syslog-ng command to remove syslog-ng OSE. Note that removing syslog-ng OSE
does not restore the syslog daemon used before syslog-ng OSE.

« If you have compiled syslog-ng OSE from source: Execute the sudo make uninstall
command to remove syslog-ng OSE. Note that removing syslog-ng OSE does not
restore the syslog daemon used before syslog-ng OSE.
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Configuring Microsoft SQL Server to
accept logs from syslog-ng

Purpose:

Complete the following steps to configure your Microsoft SQL Server to enable remote
logins and accept log messages from syslog-ng.

Steps:

1. Start the SQL Server Management Studio application. Select Start > Programs >
Microsoft SQL Server 2005 > SQL Server Management Studio.

2. Create a new database.

a. Figure 5: Creating a new MSSQL database 1.
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In the Object Explorer, right-click on the Databases entry and select
New Database.
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b. Figure 6: Creating a new MSSQL database 2.
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Enter the name of the new database (for example syslogng) into the Database
name field and click OK.

3. Create a new database user and associate it with the new database.
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a. Figure 7: Creating a new MSSQL user 1.
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In the Object Explorer, select Security, right-click on the Logins entry, then
select New Login.
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b. Figure 8: Creating a new MSSQL user 2.
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Enter a name (for example syslog-ng) for the user into the Login name field.

c. Select the SQL Server Authentication option and enter a password for
the user.

d. Inthe Default database field, select the database created in Step 2 (for
example syslogng).

e. Inthe Default language field, select the language of log messages that you
want to store in the database, then click OK.

Incorrect language settings may result in the database
converting the messages to a different character-encoding
format. That way the log messages may become unreadable,
causing information loss.

f. In the Object Explorer, select Security > Logins, then right-click on the new
login created in the previous step, and select Properties.
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g. Figure 9: Associating database with the new user

E Login Properties - syslogng ;lglll
Selectapage ‘E;s Script - Help
2 General
§ Ez:ﬁ;j;::g Uzers mapped to thiz login;
% Securables Map | Database | Usger | Default Schema
2 Status Il masher
Il model
- mzdb
v zyzloghg sysloghg dbo _I
I termpdb

[T Guest aceount enabled for: spslogng

[ratabase role membership for: syslogng

[[] db_acceszadmin
Carver O gg_zackup;peralor
NETUDDHO-Z3HOSR 0 db_datarader

] [] db_datawriter
Connectian: [ db_ddladrmin

NETUDDHO-Z3HOSR Adrministz | | b denydatareader

2 View connection properties [ db_denydatawriter

db_owner

[ db_securitpadmin
2 i

Ready

ak I Cancel |

4

Select User Mapping. In the Users mapped to this login option, check the
line corresponding to the new login (for example syslogng). In the Database
role membership field, check the db_owner and public options.
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Figure 10: Associating database with the new user
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In the Object Explorer right-click on your database server, and select Properties >
Security, and set the Server Authentication option to SQL Server and
Windows Authentication mode.
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The syslog-ng OSE quick-start guide

This chapter provides a very brief introduction into configuring the syslog-ng OSE
application. For details on the format of the configuration file and how to configure sources,
destinations, and other features, refer to the subsequent chapters.

« To configure syslog-ng OSE as a client that sends log messages to a central
logserver, see Configuring syslog-ng on client hosts.

« To configure syslog-ng OSE as a server that receives log messages from client hosts,
see Configuring syslog-ng on server hosts.

« To configure syslog-ng OSE as a relay that receives log messages from client hosts
and forwards them to a central logserver, see Configuring syslog-ng on server hosts.

Configuring syslog-ng on client hosts

Purpose:

To configure syslog-ng on a client host, complete the following steps.

Steps:

1. Install the syslog-ng application on the host. For details installing syslog-ng on
2 specific operating systems, see Installing syslog-ng.

Configure the local sources to collect the log messages of the host. Starting with
version 3.2, syslog-ng OSE automatically collects the log messages that use the
native system logging method of the platform, for example, messages from
/dev/log on Linux, or /dev/klog on FreeBSD. For a complete list of messages that
are collected automatically, see system: Collecting the system-specific log
messages of a platform.

To configure syslog-ng OSE, edit the syslog-ng.conf file with any regular text editor
application. The location of the configuration file depends on how you installed
syslog-ng OSE. Native packages of a platform (like the ones downloaded from Linux
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repositories) typically place the configuration file under the /etc/syslog-ng/
directory.

Add sources to collect the messages from your log files. File sources look like this:

source s _myfilesource {
file("/var/log/myapplication.log" follow-freq(l));
}s

Name every source uniquely. For details on configuring file sources, see file:
Collecting messages from text files.

0 |TIP:

Many applications send log messages to logfiles by default (for example, the
Roundcube webmail client, or the ProFTPD FTP server), but can be configured
to send them to syslog instead. If possible, it is recommended to reconfigure
the application that way.

O [ NOTE:

The default configuration file of syslog-ng OSE collects platform-specific log
messages and the internal log messages of syslog-ng OSE.

source s_local {
system();
internal();

s

3. Create a network destination that points directly to the syslog-ng server, or to a local
relay. The network destination greatly depends on the protocol that your log server
or relay accepts messages. Many systems still use the legacy BSD-syslog protocol
(RFC3162) over the unreliable UDP transport:

destination d_network { network("10.1.2.3" transport("udp")); };

However, if possible, use the much more reliable IETF-syslog protocol over
TCP transport:

destination d_network {
syslog("10.1.2.3" transport("tcp"));
¥

4. Create a log statement connecting the local sources to the syslog-ng server or relay.
For example:

log {
source(s_local); destination(d_network);
¥
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5. If the logs will also be stored locally on the host, create local file destinations.

© | NOTE:
The default configuration of syslog-ng OSE places the collected messages into
the /var/log/messages file:

destination d_local {
file("/var/log/messages");

}s

6. Create a log statement connecting the local sources to the file destination.

O | NOTE:
The default configuration of syslog-ng OSE has only one log statement:

log {
source(s_local); destination(d local);

};

7. Set filters, macros and other features and options (for example TLS encryption)
as necessary.

Example: The default configuration file of syslog-ng OSE

The following is the default configuration file of syslog-ng OSE 3.22. It collects
local log messages and the log messages of syslog-ng OSE and saves them in
the /var/log/messages file.

@version: 3.22

@include "scl.conf™

source s_local {
system(); internal();

}s

destination d_local {
file("/var/log/messages");

¥

log {
source(s_local); destination(d_local);

%
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Example: A simple configuration for clients

The following is a simple configuration file that collects local log messages and
forwards them to a logserver using the IETF-syslog protocol.

@version: 3.22
@include "scl.conf"
source s_local {
system(); internal();
}s
destination d_syslog tcp {
syslog("192.168.1.1" transport("tcp") port(2010));
}s
log {
source(s_local);destination(d_syslog tcp);

%

Configuring syslog-ng on server hosts

Purpose:

To configure syslog-ng on a server host, complete the following steps.

Steps:

1. Install the syslog-ng application on the host. For details installing syslog-ng on
specific operating systems, see Installing syslog-ng.

2. Starting with version 3.2, syslog-ng OSE automatically collects the log messages that
use the native system logging method of the platform, for example, messages from
/dev/log on Linux, or /dev/klog on FreeBSD. For a complete list of messages that are
collected automatically, see system: Collecting the system-specific log messages of
a platform.

3. To configure syslog-ng OSE, edit the syslog-ng.conf file with any regular text
editor application. The location of the configuration file depends on how you
installed syslog-ng OSE. Native packages of a platform (like the ones downloaded
from Linux repositories) typically place the configuration file under the
/etc/syslog-ng/ directory.

Configure the network sources that collect the log messages sent by the clients and
relays. How the network sources should be configured depends also on the
capabilities of your client hosts: many older networking devices support only the
legacy BSD-syslog protocol (RFC3164) using UDP transport:
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source s_network {
syslog(ip(10.1.2.3) transport("udp"));

¥
However, if possible, use the much more reliable TCP transport:

source s_network {
syslog(ip(10.1.2.3) transport("tcp"));

}s

For other options, see syslog: Collecting messages using the IETF syslog protocol
(syslog() driver) and tcp, tcp6, udp, udp6: Collecting messages from remote hosts
using the BSD syslog protocol— OBSOLETE.

O [ NOTE:

Starting with syslog-ng OSE version 3.2, the syslog() source driver can handle
both BSD-syslog (RFC 3164) and IETF-syslog (RFC 5424-26) messages.

4. Create local destinations that will store the log messages, for example file- or
program destinations. The default configuration of syslog-ng OSE places the collected
messages into the /var/log/messages file:

destination d_local {
file("/var/log/messages");
}s

If you want to create separate logfiles for every client host, use the ${HOST} macro
when specifying the filename, for example:

destination d_local {
file("/var/log/messages_${HOST}");
}s
For details on further macros and how to use them, see template and rewrite:
Format, modify, and manipulate log messages.

5. Create a log statement connecting the sources to the local destinations.

log {
source(s_local); source(s_network); destination(d_local);

%

6. Set filters, options (for example TLS encryption) and other advanced features
as necessary.
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O [ NOTE:

order to use the original hosthame on the syslog-ng server, use the keep-

option can be set individually for every source if needed.

If you are relaying log messages and want to resolve IP addresses to
hostnames, configure the first relay to do the name resolution.

By default, the syslog-ng server will treat the relayed messages as if they were
created by the relay host, not the host that originally sent them to the relay. In

hostname(yes) option both on the syslog-ng relay and the syslog-ng server. This

Example: A simple configuration for servers

The following is a simple configuration file for syslog-ng Open Source Edition
that collects incoming log messages and stores them in a text file.

@version: 3.22

@include "scl.conf"

options {
time-reap(30);
mark-freq(10);
keep-hostname(yes);

¥

source s_local {
system(); internal();

}s

source s_network {
syslog(transport(tcp));

}s
destination d_logs {
file(
"/var/log/syslog-ng/logs.txt"
owner("root")
group("root")
perm(@777)
)
}s
log {
source(s_local); source(s_network); destination(d_logs);
}s

Configuring syslog-ng relays

This section describes how to configure syslog-ng OSE as a relay.
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Configuring syslog-ng on relay hosts

Purpose:

To configure syslog-ng on a relay host, complete the following steps:

Steps:

1.

Install the syslog-ng application on the host. For details installing syslog-ng on
specific operating systems, see Installing syslog-ng.

2. Configure the network sources that collect the log messages sent by the clients.
3. Create a network destination that points to the syslog-ng server.
4. Create a log statement connecting the network sources to the syslog-ng server.
5. Configure the local sources that collect the log messages of the relay host.
6. Create a log statement connecting the local sources to the syslog-ng server.
7. Enable the keep-hostname() and disable the chain-hostnames() options. (For details on
how these options work, see chain-hostnames().)
© | NOTE:
It is recommended to use these options on your syslog-ng OSE server as well.
8. Setfilters and options (for example TLS encryption) as necessary.
O | NOTE:
By default, the syslog-ng server will treat the relayed messages as if they were
created by the relay host, not the host that originally sent them to the relay. In
order to use the original hosthame on the syslog-ng server, use the keep-
hostname(yes) option both on the syslog-ng relay and the syslog-ng server. This
option can be set individually for every source if needed.
If you are relaying log messages and want to resolve IP addresses to
hostnames, configure the first relay to do the name resolution.
Example: A simple configuration for relays
The following is a simple configuration file that collects local and incoming log
messages and forwards them to a logserver using the IETF-syslog protocol.
@version: 3.22
@include "scl.conf"
options {
time-reap(30);
mark-freq(10);
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keep-hostname(yes);
chain-hostnames(no);
¥
source s_local {
system(); internal();
s
source s_network {
syslog(transport(tcp));
I
destination d_syslog tcp {
syslog("192.168.1.5" transport("tcp") port(2010));

s

log {
source(s_local); source(s_network);
destination(d_syslog tcp);

s

How relaying log messages works

Depending on your exact needs about relaying log messages, there are many scenarios
and syslog-ng OSE options that influence how the log message will look like on the
logserver. Some of the most common cases are summarized in the following example.

Consider the following example: client-host > syslog-ng-relay > syslog-ng-server, where
the IP address of client-host is 192.168.1.2. The client-host device sends a syslog
message to syslog-ng-relay. Depending on the settings of syslog-ng-relay, the following
can happen.

« By default, the keep-hostname() option is disabled, so syslog-ng-relay writes the IP
address of the sender host (in this case, 192.168.1.2) to the HOST field of the syslog
message, discarding any IP address or hostname that was originally in the message.

o If the keep-hostname() option is enabled on syslog-ng-relay, but name resolution is
disabled (the use-dns() option is set to no), syslog-ng-relay uses the HOST field of
the message as-is, which is probably 192.168.1.2.

o Toresolve the 192.168.1.2 IP address to a hostname on syslog-ng-relay using a DNS
server, use the keep-hostname(no) and use-dns(yes) options. If the DNS server is
properly configured and reverse DNS lookup is available for the 192.168.1.2 address,
syslog-ng OSE will rewrite the HOST field of the log message to client-host.

O [ NOTE:

It is also possible to resolve IP addresses locally, without relying on the DNS
server. For details on local name resolution, see Resolving hostnames locally.

« The above points apply to the syslog-ng OSE server (syslog-ng-server) as well, so if
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syslog-ng-relay is configured properly, use the keep-hostname(yes) option on syslog-
ng-server to retain the proper HOST field. Setting keep-hostname(no) on syslog-ng-
server would result in syslog-ng OSE rewriting the HOST field to the address of the
host that sent the message to syslog-ng-server, which is syslog-ng-relay in this case.

« If you cannot or do not want to resolve the 192.168.1.2 IP address on syslog-ng-
relay, but want to store your log messages on syslog-ng-server using the IP address
of the original host (that is, client-host), you can enable the spoof-source() option
on syslog-ng-relay. However, spoof-source() works only under the following
conditions:

o The syslog-ng OSE binary has been compiled with the --enable-spoof-
source option.

« The log messages are sent using the highly unreliable UDP transport protocol.
(Extremely unrecommended.)
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The syslog-ng OSE configuration file

Location of the syslog-ng configuration file
The configuration syntax in detail

Notes about the configuration syntax
Defining configuration objects inline

Using channels in configuration objects
Global and environmental variables
Modules in syslog-ng OSE

Managing complex syslog-ng configurations
Python code in external files

Logging from your Python code

Location of the syslog-ng configuration
file

To configure syslog-ng OSE, edit the syslog-ng.conf file with any regular text editor
application. The location of the configuration file depends on how you installed syslog-ng

OSE. Native packages of a platform (like the ones downloaded from Linux repositories)
typically place the configuration file under the /etc/syslog-ng/ directory.

The configuration syntax in detail

Every syslog-ng configuration file must begin with a line containing the version information
of syslog-ng. For syslog-ng version 3.22, this line looks like:

@version: 3.22

Versioning the configuration file was introduced in syslog-ng 3.0. If the configuration file
does not contain the version information, syslog-ng assumes that the file is for syslog-ng
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version 2.X. In this case it interprets the configuration and sends warnings about the parts
of the configuration that should be updated. Version 3.0 and later will correctly operate
with configuration files of version 2.x, but the default values of certain parameters have
changed since 3.0.

Example: A simple configuration file

The following is a very simple configuration file for syslog-ng: it collects the internal
messages of syslog-ng and the messages from /dev/log into the /var/log/messages_
syslog-ng.log file.

@version: 3.22
source s_local {
unix-dgram("/dev/log"); internal();
}s
destination d_file {
file("/var/log/messages_syslog-ng.log");
}s
log {
source(s_local); destination(d file);

%5

\.

As a syslog-ng user described on a mailing list:

Alan McKinnon

The syslog-ng's config file format was written by programmers for
programmers to be understood by programmers. That may not have been the
stated intent, but it is how things turned out. The syntax is exactly that of C, all
the way down to braces and statement terminators.

« The main body of the configuration file consists of object definitions: sources,
destinations, logpaths define which log message are received and where they are
sent. All identifiers, option names and attributes, and any other strings used in the
syslog-ng configuration file are case sensitive. Object definitions (also called
statements) have the following syntax:

type-of-the-object identifier-of-the-object {<parameters>};

o Type of the object: One of source, destination, log, filter, parser, rewrite
rule, or template.

« Identifier of the object: A unique name identifying the object. When using a
reserved word as an identifier, enclose the identifier in quotation marks.

All identifiers, attributes, and any other strings used in the syslog-ng
configuration file are case sensitive.
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O | TIP:

Use identifiers that refer to the type of the object they identify. For
example, prefix source objects with s_, destinations with d_, and so on.
O | NOTE:

Repeating a definition of an object (that is, defining the same object with
the same id more than once) is not allowed, unless you use the @define
allow-config-dups 1 definition in the configuration file.

o Parameters: The parameters of the object, enclosed in braces {parameters}.
« Semicolon: Object definitions end with a semicolon (;).

For example, the following line defines a source and calls it s_internal.

source s_internal {
internal();

};

The object can be later referenced in other statements using its ID, for example, the
previous source is used as a parameter of the following log statement:

log {
source(s_internal); destination(d file);

};

« The parameters and options within a statement are similar to function calls of the C
programming language: the name of the option followed by a list of its parameters
enclosed within brackets and terminated with a semicolon.

option(parameterl, parameter2); option2(parameterl, parameter2);

For example, the file() driver in the following source statement has three options:
the filename (/var/log/apache/access.log), follow-freq(), and flags(). The follow-
freq() option also has a parameter, while the flags() option has two parameters.

source s_tail {
file("/var/log/apache/access.log" follow-freq(l) flags(no-parse,
validate-utf8));

}s

Objects may have required and optional parameters. Required parameters are
positional, meaning that they must be specified in a defined order. Optional
parameters can be specified in any order using the option(value) format. If a
parameter (optional or required) is not specified, its default value is used. The
parameters and their default values are listed in the reference section of the
particular object.
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Example: Using required and optional parameters

The unix-stream() source driver has a single required argument: the name of
the socket to listen on. Optional parameters follow the socket name in any
order, so the following source definitions have the same effect:

source s_demo_streaml {

unix-stream("<path-to-socket>" max-connections(10) group(log));
}s
source s_demo_stream2 {

unix-stream("<path-to-socket>" group(log) max-connections(10));

};

\

Some options are global options, or can be set globally, for example, whether
syslog-ng OSE should use DNS resolution to resolve IP addresses. Global options are
detailed in Global options of syslog-ng OSE.

options {
use-dns(no);

}s

Objects can be used before definition.

Objects can be defined inline as well. This is useful if you use the object only once
(for example, a filter). For details, see Defining configuration objects inline.

To add comments to the configuration file, start a line with # and write your
comments. These lines are ignored by syslog-ng.

# Comment: This is a stream source
source s_demo_stream {
unix-stream("<path-to-socket>" max-connections(10) group(log));

};

TIP:

Before activating a new configuration, check that your configuration file is
syntactically correct using the syslog-ng --syntax-only command.

To activate the configuration, reload the configuration of syslog-ng using the
/etc/init.d/syslog-ng reload command.

Notes about the configuration syntax

When you are editing the syslog-ng configuration file, note the following points:
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The configuration file can contain a maximum of 6665 source / destination /
log elements.

When writing the names of options and parameters (or other reserved words), the
hyphen (-) and underscore (_) characters are equivalent, for example max-
connections(10) and max_connections(10) are both correct.

Numbers can be prefixed with + or - to indicate positive or negative values. Numbers
beginning with zero (0) or ex are treated as octal or hexadecimal numbers,
respectively.

Starting with syslog-ng OSE version 3.5, you can use suffixes for kilo-, mega-, and
gigabytes. Use the Kb, Mb, or Gb suffixes for the base-10 version, and Kib, Mib, or
Gib for the base-2 version. That is, 2MB means 2000000, while 2MiB means
2097152. For example, to set the log-msg-size() option to 2000000 bytes, use log-
msg-size(2Mb).

You can use commas (,) to separate options or other parameters for readability,
syslog-ng completely ignores them. The following declarations are equivalent:

source s_demo_stream {
unix-stream("<path-to-socket>" max-connections(10) group(log));

}s
source s_demo_stream {
unix-stream("<path-to-socket>", max-connections(10), group(log));

s

When enclosing object IDs (for example the name of a destination) between double-
quotes ("mydestination"), the ID can include whitespace as well, for example:

source "s demo stream" {
unix-stream("<path-to-socket>" max-connections(10) group(log));

%

For notes on using regular expressions, see Regular expressions.

You canuse if {}, elif {}, and else {} blocks to configure conditional expressions.
For details, see if-else-elif: Conditional expressions.

Defining configuration objects inline

Starting with syslog-ng OSE 3.4, you can define configuration objects inline, where they
are actually used, without having to define them in a separate placement. This is useful if
you need an object only once, for example, a filter or a rewrite rule. Every object can be
defined inline: sources, destinations, filters, parsers, rewrite rules, and so on.

To define an object inline, use braces instead of parentheses. That is, instead of <object-
type> (<object-id>);, you use <object-type> {<object-definition>};
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Example: Using inline definitions

The following two configuration examples are equivalent. The first one uses
traditional statements, while the second uses inline definitions.

source s_local {
system();
internal();

}s

destination d_local {
file("/var/log/messages");

}s
log {
source(s_local);
destination(d_local);
}s
log {
source {
system();
internal();
}s
destination {
file("/var/log/messages");
}s
}s

Using channels in configuration objects

Starting with syslog-ng OSE 3.4, every configuration object is a log expression. Every
configuration object is essentially a configuration block, and can include multiple objects.
To reference the block, only the top-level object must be referenced. That way you can use
embedded log statements, junctions and in-line object definitions within source,
destination, filter, rewrite and parser definitions. For example, a source can include a
rewrite rule to modify the messages received by the source, and that combination can be
used as a simple source in a log statement. This feature allows you to preprocess the log
messages very close to the source itself.

To embed multiple objects into a configuration object, use the following syntax. Note that
you must enclose the configuration block between braces instead of parenthesis.
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<type-of-top-level-object> <name-of-top-level-object> {
channel {
<configuration-objects>
¥
}s

Example: Using channels

For example, to process a log file in a specific way, you can define the
required processing rules (parsers and rewrite expressions) and combine them
in a single object:

source s_apache {

channel {
source {
file("/var/log/apache/error.log");
}s
parser(p_apache_parser);
}s
}s
log {
source(s_apache);
}s

The s_apache source uses a file source (the error log of an Apache webserver) and
references a specific parser to process the messages of the error log. The log
statement references only the s_apache source, and any other object in the log
statement can already use the results of the p_apache_parserparser.
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O | NOTE:

You must start the object definition with a channel even if you will use a junction, for
example:

parser demo-parser() {

channel {
junction {
channel { ... };
channel { ... };
}s
};

};

If you want to embed configuration objects into sources or destinations, always use
channels, otherwise the source or destination will not behave as expected. For
example, the following configuration is good:

source s_filtered hosts {
channel{
source {
pipe("/dev/pipe");
syslog(ip(192.168.0.1) transport("tcp"));
syslog(ip(127.0.0.1) transport(“tcp"));

}s

filter {
netmask(10.0.0.0/16);

}s

15
s

Global and environmental variables

Starting with syslog-ng OSE version 3.2, it is possible to define global variables in the
configuration file. Global variables are actually name-value pairs. When syslog-ng processes
the configuration file during startup, it automatically replaces “name” with value. To define a
global variable, use the following syntax:

@define name "value"

The value can be any string, but special characters must be escaped.To use the variable,
insert the name of the variable enclosed between backticks (*, similarly to using variables
in Linux or UNIX shells) anywhere in the configuration file. If backticks are meant literally,
repeat the backticks to escape them. For example, ~ " not-substituted-value .

The value of the global variable can be also specified using the following methods:
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« Without any quotes, as long as the value does not contain any spaces or special
characters. In other word, it contains only the following characters: a-zA-z0-9_..

. Between apostrophes, in case the value does not contain apostrophes.
. Between double quotes, in which case special characters must be escaped using
backslashes (\).
0 |TIP:

The environmental variables of the host are automatically imported and can be used
as global variables.

Example: Using global variables

For example, if an application is creating multiple log files in a directory, you can
store the path in a global variable, and use it in your source definitions.

@define mypath "/opt/myapp/logs"
source s myapp 1 {

file(" mypath” /access.log" follow-freq(1));
}s
source s myapp 2 {

file(" mypath” /error.log" follow-freq(l));
}s
source s _myapp 3 {

file(" mypath™ /debug.log" follow-freq(l));
}s

The syslog-ng OSE application will interpret this as:

@define mypath "/opt/myapp/logs"
source s myapp_ 1 {

file("/opt/myapp/logs/access.log" follow-freq(l));
}s
source s_myapp_ 2 {

file("/opt/myapp/logs/error.log" follow-freq(l));
¥
source s _myapp 3 {

file("/opt/myapp/logs/debug.log" follow-freq(l));
}s

Modules in syslog-ng OSE

The syslog-ng OSE application is modular, to increase its flexibility and also to simplify the
development of additional modules. Most of the functionality of syslog-ng OSE is in
separate modules. That way it becomes also possible to finetune the resource
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requirements of syslog-ng OSE, for example, by loading only the modules that are actually
used in the configuration, or simply omitting modules that are not used but require large
amount of memory.

Each module contains one or more plugins, which add some functionality to syslog-ng OSE,
for example, a destination or a source driver.

« To display the list of available modules, execute the syslog-ng --version command.

o To the description of the available modules, execute the syslog-ng --module-
registry command.

o To customize which modules are loaded automatically when syslog-ng OSE is
started, use the --default-modules command-line option of syslog-ng OSE.

« To request loading a module from the syslog-ng OSE configuration file, see
Loading modules.

For details on the command-line parameters of syslog-ng OSE mentioned in the previous
list, see the syslog-ng OSE man page at The syslog-ng manual page.

Loading modules

The syslog-ng Open Source Edition application loads every available module during startup.

To load a module that is not loaded automatically, include the following statement in the
syslog-ng OSE configuration file:

@module <module-name>

Note the following points about the @module statement:

o The @module statement is a top-level statement, that is, it cannot be nested into any
other statement. Usually it is used immediately after the @version statement.

« Every @module statement loads a single module: loading multiple modules requires a
separate @module statement for every module.

« Inthe configuration file, the @module statement of a module must be earlier than the
module is used.

® | NOTE:

To disable loading every module automatically, set the autoload-compiled-modules
global variable to 0 in your configuration file:

@define autoload-compiled-modules ©

Note that in this case, you have to explicitly load the modules you want to use.
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Use the @requires statement to ensure that the specified module is
loaded

To ensure that a module is loaded, include the following statement in the syslog-ng OSE
configuration file or the external files included in the configuration file:

@requires <module-name>

O | NOTE:
If you include the @requires statement in the:

« syslog-ng OSE configuration file, syslog-ng OSE attempts to load the required
module. If it fails to load the module, syslog-ng OSE stops and an error
message is displayed.

« external files included in the configuration file, syslog-ng OSE attempts to load
the required module. If it fails to load the module, only the external file is not
processed.

Managing complex syslog-ng
configurations

The following sections describe some methods that can be useful to simplify the
management of large-scale syslog-ng installations.

Including configuration files

The syslog-ng application supports including external files in its configuration file, so parts
of its configuration can be managed separately. To include the contents of a file in the
syslog-ng configuration, use the following syntax:

@include "<filename>"

This imports the entire file into the configuration of syslog-ng OSE, at the location of the
include statement. The <filename> can be one of the following:

. Afilename, optionally with full path. The filename (not the path) can include UNIX-
style wildcard characters (*, ?). When using wildcard characters, syslog-ng OSE will
include every matching file. For details on using wildcard characters, see glob.

o Adirectory. When including a directory, syslog-ng OSE will try to include every file
from the directory, except files beginning with a ~ (tilde) or a . (dot) character.
Including a directory is not recursive. The files are included in alphabetic order, first
files beginning with uppercase characters, then files beginning with lowercase
characters. For example, if the directory contains the a.conf, B. conf, c.conf,
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D.conf files, they will be included in the following order: B.conf, D. conf, a.conf,
c.conf.

When including configuration files, consider the following points:

The default path where syslog-ng OSE looks for the file depends on where syslog-
ng OSE is installed. The syslog-ng --version command displays this path as
Include-Path.

Defining an object twice is not allowed, unless you use the @define allow-config-
dups 1 definition in the configuration file. If an object is defined twice (for example
the original syslog-ng configuration file and the file imported into this configuration
file both define the same option, source, or other object), then the object that is
defined later in the configuration file will be effective. For example, if you set a
global option at the beginning of the configuration file, and later include a file that
defines the same option with a different value, then the option defined in the
imported file will be used.

Files can be embedded into each other: the included files can contain include
statements as well, up to a maximum depth of 15 levels.

You cannot include complete configuration files into each other, only configuration
snippets can be included. This means that the included file cannot have a
@version statement.

Include statements can only be used at top level of the configuration file. For
example, the following is correct:

@version: 3.22
@include "example.conf"

But the following is not:

source s_example {
@include "example.conf"

}s

The syslog-ng application will not start if it cannot find a file that is to be
included in its configuration. Always double-check the filenames, paths,
and access rights when including configuration files, and use the --syntax-
only command-line option to check your configuration.

Reusing configuration blocks

To create a reusable configuration snippet and reuse parts of a configuration file, you have
to define the block (for example, a source) once, and reference it later. (Such reusable
blocks are sometimes called a Source Configuration Library, or SCL.) Any syslog-ng object
can be a block. Use the following syntax to define a block:

block type name() {<contents of the block>};
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Type must be one of the following: destination, filter, log, options, parser, rewrite, root,
source. The root blocks can be used in the "root" context of the configuration file, that is,
outside any other statements.

Note that options can be used in blocks only in version 3.22 and later.

Blocks may be nested into each other, so for example a block can be built from other
blocks. Blocks are somewhat similar to C++ templates.

The type and name combination of each block must be unique, that is, two blocks can have
the same name if their type is different.

To use a block in your configuration file, you have to do two things:

« Include the file defining the block in the syslog-ng.conf file — or a file already
included into syslog-ng.conf. Version 3.7 and newer automatically includes the
*_ conf files from the <directory-where-syslog-ng-is-installed>/scl/*/ directories.

« Reference the name of the block in your configuration file. This will insert the block
into your configuration. For example, to use a block called myblock, include the
following line in your configuration:

myblock()

Blocks may have parameters, but even if they do not, the reference must include
opening and closing parentheses like in the previous example.

The contents of the block will be inserted into the configuration when syslog-ng OSE is
started or reloaded.

Example: Reusing configuration blocks

Suppose you are running an application on your hosts that logs into the
/opt/var/myapplication.log file. Create a file (for example, myblocks.conf) that
stores a source describing this file and how it should be read:

block source myappsource() {
file("/opt/var/myapplication.log" follow-freq(l) default-facility

(syslog)); };

Include this file in your main syslog-ng configuration file, reference the block, and
use it in a logpath:

@version: 3.22
@include "<correct/path>/myblocks.conf"

source s_myappsource { myappsource(); };

log { source(s_myappsource); destination(...); };
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To define a block that defines more than one object, use root as the type of the block, and
reference the block from the main part of the syslog-ng OSE configuration file.

7

Example: Defining blocks with multiple elements

The following example defines a source, a destination, and a log path to
connect them.

block root mylogs() {
source s_file {
file("/var/log/mylogs.log" follow-freq(l));
}s
destination d_local {
file("/var/log/messages");

}s
log {
source(s_file); destination(d_local);
}s
}s
0 |TIP:

Since the block is inserted into the syslog-ng OSE configuration when syslog-ng OSE
is started, the block can be generated dynamically using an external script if needed.
This is useful when you are running syslog-ng OSE on different hosts and you want to
keep the main configuration identical.

If you want to reuse more than a single configuration object, for example, a logpath
and the definitions of its sources and destinations, use the include feature to reuse
the entire snippet. For details, see Including configuration files.

Mandatory parameters

You can express in block definitons that a parameter is mandatory by defining it with
empty brackets (). In this case, the parameter must be overridden in the reference block.
Failing to do so will result in an error message and initialization failure.

To make a parameter expand into nothing (for example, because it has no default value,

like hook-commands() or tls()), insert a pair of double quote marks inside the empty
brackets: ("")
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Example: Mandatory parameters

The following example defines a TCP source that can receive the following
parameters: the port where syslog-ng OSE listens (localport), and optionally source
flags (flags).

block source my_tcp_source(localport() flags("")) {
network(port(~localport™) transport(tcp) flags( flags'));

¥
Because localport is defined with empty brackets (), it is a mandatory parameter.
However, the flags parameter is not mandatory, because it is defined with an empty
double quote bracket pair (""). If you do not enter a specific value when referencing
this parameter, the value will be an empty string. This means that in this case
my_tcp_source(localport(8089))

will be expanded to:

network(port(8080) transport(tcp) flags());

Passing arguments to configuration blocks

Configuration blocks can receive arguments as well. The parameters the block can receive
must be specified when the block is defined, using the following syntax:

block type block name(argumentl(<default-value-of-the-argument>) argument2(<default-
value-of-the-argument>) argument3())

If an argument does not have a default value, use an empty double quote bracket pair ("")
after the name of the argument. To refer the value of the argument in the block, use the
name of the argument between backticks (for example, ~argumentl”).

Example: Passing arguments to blocks

The following sample defines a file source block, which can receive the name of the
file as a parameter. If no parameter is set, it reads messages from the
/var/log/messages file.
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block source s logfile (filename("messages")) {
file("/var/log/ filename " );
}s

source s_example {
s_logfile(filename("logfile.log"));
}s

If you reference the block with more arguments then specified in its definition, you can use
these additional arguments as a single argument-list within the block. That way, you can
use a variable number of optional arguments in your block. This can be useful when
passing arguments to a template, or optional arguments to an underlying driver.

The three dots (..) at the end of the argument list refer to any additional parameters. It
tells syslog-ng OSE that this macro accepts ~_ VARARGS _ °, therefore any name-value pair
can be passed without validation. To reference this argument-list, insert °_ VARARGS " to
the place in the block where you want to insert the argument-list. Note that you can use
this only once in a block.

The following definition extends the logfile block from the previous example, and passes
the optional arguments (follow-freq(1) flags(no-parse)) to the file() source.

block source s_logfile(filename("messages") ...) {
file("/var/log/ filename " °~__ VARARGS _°);

}s

source s_example {
s_logfile(
filename("logfile.log")
follow-freq(1)
flags(no-parse)
)s
}s

Example: Using arguments in blocks

The following example is the code of the pacct() source driver, which is actually a
block that can optionally receive two arguments.
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block source pacct(file("/var/log/account/pacct") follow-freq(l) ...) {
@module pacctformat
file(" file " follow-freq( follow-freq ) format("pacct") tags
(".pacct™) °~_ VARARGS__");
}s

Example: Defining global options in blocks

The following example defines a block called setup-dns() to set DNS-related settings
at a single place.

block options setup-dns(use-dns()) {
keep-hostname(no);
use-dns( use-dns”);
use-fqdn( use-dns’);

dns-cache( use-dns™);

}s

options {
setup-dns(use-dns(yes));

}s

Generating configuration blocks from a
script

Purpose:

The syslog-ng OSE application can automatically execute scripts when it is started, and can
include the output of such script in the configuration file. To create and use a script that
generates a part of the syslog-ng OSE configuration file (actually, a configuration block),
complete the following steps. The steps include examples for collecting Apache access log
files (access.log) from subdirectories, but you can create any script that creates a valid
syslog-ng OSE configuration snippet.

Steps:

1. Navigate to the directory where you have installed syslog-ng OSE (for example,
/opt/syslog-ng/share/include/scl/), and create a new directory, for example,
apache-access-logs. The name of the directory will be used in the syslog-ng OSE
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configuration file as well, so use a descriptive name.
Create a file called plugin.conf in this new directory.

Edit the plugin.conf file and add the following line:

@module confgen context(source) name(<directory-name>) exec(" scl-
root’ /<directory-name>/<my-script>")

Replace <directory-name> with the name of the directory (for example, apache-
access-logs), and <my-script> with the filename of your script (for example, apache-
access-logs.sh). You can reference the script in your syslog-ng OSE configuration file
as a configuration block using the value name option.

The context option determines the type of the configuration snippet that the script
generates, and must be one of the following: destination, filter, log, parser,
rewrite, root, source. The root blocks can be used in the "root" context of the
configuration file, that is, outside any other statements. In the example, context
(source) means that the output of the script will be used within a source statement.

4. Write a script that generates the output you need, and formats it to a configuration
snippet that syslog-ng OSE can use. The filename of the script must match with the
filename used in plugin.conf, for example, apache-access-logs.sh.

The following example checks the /var/log/apache2/ directory and its subdirectories,
and creates a source driver for every directory that contains an access.log file.

#!/bin/bash
for i in “find /var/log/apache2/ -type d°; do
echo "file(\"$i/access.log\" flags(no-parse) program-override
(\"apache2\"));";
done;

The script generates an output similar to this one, where service* is the actual name
of a subdirectory:

file("/var/log/apache2/servicel/access.log" flags(no-parse) program-override
("apache2"));
file("/var/log/apache2/service2/access.log" flags(no-parse) program-override
("apache2"));

5. Include the plugin.conf file in the syslog-ng.conf file — or a file already included into
syslog-ng.conf. Version 3.7 and newer automatically includes the *. conf files from
the <directory-where-syslog-ng-is-installed>/scl/*/ directories. For details on
including configuration files, see Including configuration files.

6. Add the block you defined in the plugin.conf file to your syslog-ng OSE configuration
file. You can reference the block using the value of the name option from the
plugin.conf file, followed by parentheses, for example, apache-access-logs(). Make
sure to use the block in the appropriate context of the configuration file, for example,
within a source statement if the value of the context option in the plugin.conf file is
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source.
@include "scl.conf™

source s_apache {

file("/var/log/apache2/access.log" flags(no-parse) program-override
("apache2"));

file("/var/log/apache2/error.log" flags(no-parse) program-override
("apache2"));

file("/var/log/apache2/ssl.log" flags(no-parse) program-override
("apache2"));

apache-access-logs();

};

log {
source(s_apache); destination(d_central);

}s

7. Check if your modified syslog-ng OSE configuration file is syntactically correct using
the syslog-ng --syntax-only command.

8. If your modified configuration is syntactically correct, load the new configuration file
using the syslog-ng-ctl reload command.

Python code in external files

You can extend and customize syslog-ng OSE easily by writing destinations, parsers,
template functions, and sources in Python.

Instead of writing Python code into your syslog-ng OSE configuration file, you can store the
Python code for your Python object in an external file. That way, it is easier to write,
maintain, and debug the code. You can store the Python code in any directory in your
system, but make sure to include it in your Python path.

When referencing a Python class from an external file in the class() option of a Python
block in the syslog-ng OSE configuration file, the class name must include the name of the
Python file containing the class, without the path and the .py extension. For example, if the

MyDestination class is available in the /etc/syslog-ng/etc/pythonexample.py file, use class
("pythonexample.MyDestination"):

destination d_python_to file {
python(
class("pythonexample.MyDestination")

)3
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log {
source(src);
destination(d_python_to file);

};

If you store the Python code in a separate Python file and only include it in the syslog-ng
OSE configuration file, make sure that the PYTHON_PATH environment variable includes
the path to the Python file, and export the PYTHON_PATH environment variable. For
example, if you start syslog-ng OSE manually from a terminal and you store your Python
files in the /opt/syslog-ng/etc directory, use the following command: export
PYTHONPATH=/opt/syslog-ng/etc

In production, when syslog-ng OSE starts on boot, you must configure your startup script
to include the Python path. The exact method depends on your operating system. For
recent Red Hat Enterprise Linux, Fedora, and CentOS distributions that use systemd, the
systemctl command sources the /etc/sysconfig/syslog-ng file before starting syslog-ng
OSE. (On openSUSE and SLES, /etc/sysconfig/syslog file.) Append the following line to
the end of this file: PYTHONPATH="<path-to-your-python-file>", for example,
PYTHONPATH="/0opt/syslog-ng/etc"

To help debugging and troubleshooting your Python code, you can send log messages to the
internal() source of syslog-ng OSE. For details, see Logging from your Python code.

Logging from your Python code

You can extend and customize syslog-ng OSE easily by writing destinations, parsers,
template functions, and sources in Python.

To debug and troubleshoot your Python code, syslog-ng OSE allows you to use the logger()
method to send log messages to the internal() source of syslog-ng OSE. That way the
diagnostic messages of your Python code are treated the same way as other such log
messages of syslog-ng OSE. This has the following benefits:

o The logger() method respects the log level settings of syslog-ng OSE. You can write
error, warning, info, debug, and trace level messages.

« You can follow what your Python code is doing even if syslog-ng OSE is running as a
daemon in the background.

Logging to the internal() source is available in syslog-ng OSE version 3.20 and later.

To send log messages to the internal() source from Python

1. Add the following import to your Python code:
import syslogng

2. Create a logger object:
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logger = syslogng.Logger()
3. Use the logger object in your Python code, for example:
logger.info("This is a sample log message send from the Python code.")

You can use the following log levels: logger.error, logger.warning, logger.info,
logger.debug, logger.trace

4. Make sure that your syslog-ng OSE configuration includes the internal() source,
for example:

source s_internal { internal(); };
destination d_internal { file("/var/log/internal.txt"); };
log {source(s_internal); destination(d_internal); };
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source: Read, receive, and collect
log messages

How sources work

default-network-drivers: Receive and parse common syslog messages
internal: Collecting internal messages

file: Collecting messages from text files

wildcard-file: Collecting messages from multiple text files

linux-audit: Collecting messages from Linux audit logs

network: Collecting messages using the RFC3164 protocol (network() driver)
nodejs: Receiving JISON messages from nodejs applications

mbox: Converting local e-mail messages to log messages

osquery: Collect and parse osquery result logs

pipe: Collecting messages from named pipes

pacct: Collecting process accounting logs on Linux

program: Receiving messages from external applications

python: writing server-style Python sources

python-fetcher: writing fetcher-style Python sources

snmptrap: Read Net-SNMP traps

sun-streams: Collecting messages on Sun Solaris

syslog: Collecting messages using the IETF syslog protocol (syslog() driver)
system: Collecting the system-specific log messages of a platform
systemd-journal: Collecting messages from the systemd-journal system log storage
systemd-syslog: Collecting systemd messages using a socket

tcp, tcp6, udp, udp6: Collecting messages from remote hosts using the BSD syslog
protocol— OBSOLETE

unix-stream, unix-dgram: Collecting messages from UNIX domain sockets

stdin: Collecting messages from the standard input stream
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How sources work

A source is where syslog-ng receives log messages. Sources consist of one or more
drivers, each defining where and how messages are received.

To define a source, add a source statement to the syslog-ng configuration file using the
following syntax:

source <identifier> {
source-driver(params); source-driver(params);

}s

Example: A simple source statement

The following source statement receives messages on the TCP port 1999 of the
interface having the 10.1.2.3 IP address.

source s_demo_tcp {
network(ip(10.1.2.3) port(1999));

};

Example: A source statement using two source drivers

The following source statement receives messages on the 1999 TCP port and the 1999
UDP port of the interface having the 10.1.2.3 IP address.

source s_demo_two_drivers {
network(ip(10.1.2.3) port(1999));
network(ip(10.1.2.3) port(1999) transport("udp"));

};

Example: Setting default priority and facility

If the message received by the source does not have a proper syslog header, you
can use the default-facility() and default-priority() options to set the facility and
priority of the messages. Note that these values are applied only to messages that
do not set these parameters in their header.

@)N EIDENTITY syslog-ng OSE 3.22 Administration Guide 109

source: Read, receive, and collect log messages



source headerless messages { network(default-facility(syslog) default-priority
(emerg)); };

Define a source only once. The same source can be used in several log paths. Duplicating
sources causes syslog-ng to open the source (TCP/IP port, file, and so on) more than once,
which might cause problems. For example, include the /dev/log file source only in one
source statement, and use this statement in more than one log path if needed.

Sources and destinations are initialized only when they are used in a log
statement. For example, syslog-ng OSE starts listening on a port or starts
polling a file only if the source is used in a log statement. For details on
creating log statements, see log: Filter and route log messages using log
paths, flags, and filters.

To collect log messages on a specific platform, it is important to know how the native
syslogd communicates on that platform. The following table summarizes the operation
methods of syslogd on some of the tested platforms:

Table 6: Communication methods used between the applications and syslogd

Platform Method

Linux A SOCK_DGRAM unix socket named /dev/log. Newer distributions that use
systemd collect log messages into a journal file.

BSD A SOCK_DGRAM unix socket named /var/run/log.

flavors

Solaris An SVR4 style STREAMS device named /dev/log.
(2.50r
below)

Solaris In addition to the STREAMS device used in earlier versions, 2.6 uses a new
(2.6 or multithreaded IPC method called door. By default the door used by syslogd is
above) /etc/.syslog door,

HP-UX 11 HP-UX uses a named pipe called /dev/log that is padded to 2048 bytes, for
or later example source s_hp-ux {pipe ("/dev/log" pad-size(2048)}.

AIX 5.2 A SOCK_STREAM or SOCK_DGRAM unix socket called /dev/log.
and 5.3

Each possible communication mechanism has a corresponding source driver in syslog-ng.
For example, to open a unix socket with SOCK_DGRAM style communication use the driver
unix-dgram. The same socket using the SOCK_STREAM style — as used under Linux — is called
unix-stream.
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};

Example: Source statement on a Linux based operating system

The following source statement collects the following log messages:

internal(): Messages generated by syslog-ng.

network(transport("udp")): Messages arriving to the 514/UDP port of any
interface of the host.

unix-dgram("/dev/log");: Messages arriving to the /dev/log socket.

source s_demo {

internal();
network(transport("udp"));
unix-dgram("/dev/log");

The following table lists the source drivers available in syslog-ng.

Table 7: Source drivers available in syslog-ng

Name Description

file() Opens the specified file and reads messages.

internal() Messages generated internally in syslog-ng.

network() Receives messages from remote hosts using the BSD-syslog protocol
over IPv4 and IPv6. Supports the TCP, UDP, and TLS network protocols.

nodejs() Receives JSON messages from nodejs applications.

mbox() Read e-mail messages from local mbox files, and convert them to
multiline log messages.

osquery() Run osquery queries, and convert their results into log messages.

pacct() Reads messages from the process accounting logs on Linux.

pipe() Opens the specified named pipe and reads messages.

program() Opens the specified application and reads messages from its standard

python() and

output.

Receive or fetch messages using a custom source written in Python.

python-fetcher

O

snmptra

sun-stre
sun-stre

ONE |

p() Read and parse the SNMP traps of the Net-SNMP's snmptrapd applic-

ation.

am(), Opens the specified STREAMS device on Solaris systems and reads
ams() incoming messages.
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Name Description

syslog() Listens for incoming messages using the new IETF-standard syslog
protocol.

system() Automatically detects which platform syslog-ng OSE is running on, and
collects the native log messages of that platform.

systemd- Collects messages directly from the journal of platforms that use

journal() systemd.

systemd- Collects messages from the journal using a socket on platforms that use

syslog() systemd.

unix-dgram()  Opens the specified unix socket in SOCK_DGRAM mode and listens for
incoming messages.

unix-stream() Opens the specified unix socket in SOCK_STREAM mode and listens for
incoming messages.

stdin() Collects messages from the standard input stream.

wildcard-file() Reads messages from multiple files and directories.

default-network-drivers: Receive and
parse common syslog messages

The default-network-drivers() source is a special source that uses multiple source drivers
to receive and parse several different types of syslog messages from the network.
Available in version 3.16 and later.

To use the default-network-drivers() source, the scl.conf file must be included in your
syslog-ng OSE configuration:

@include "scl.conf"

Also, make sure that your SELinux, AppArmor, and firewall settings permit syslog-ng Open
Source Edition to access the ports where you want to receive messages, and that no other
application is using these ports. By default, the default-network-drivers() source accepts
messages on the following ports:

o 514, both TCP and UDP, for RFC3164 (BSD-syslog) formatted traffic
o 601 TCP, for RFC5424 (IETF-syslog) formatted traffic
o« 6514 TCP, for TLS-encrypted traffic

In addition to receiving messages on different ports and in different formats, this source
tries to parse the messages automatically. If successful, it sets the ${.app.name} name-
value pair to the name of the application that sent the log message. Currently it uses the
following procedures.
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If you do not configure the TLS keys to dislay to the clients, syslog-ng OSE
cannot accept encrypted connections. The application starts and listens on
TCP:6514, and can receive messages on other ports, but will display a
warning messages about missing keys.

Parsing RFC3164-formatted messages

For RFC3164-formatted messages (that is, messages received on the ports set in options
udp-port() and tcp-port() which default to port 514), syslog-ng OSE attempts to use the
following parsers. If a parser cannot parse the message, it passes the original message to
the next parser.

1. Parse the incoming raw message as a message from a Cisco device.
2. Parse the incoming message as an RFC3164-formatted message.

« If the incoming message was sent by a syslog-ng OSE client using the syslog-
ng() destination, parse its fields as a syslog-ng message.

The Enterprise-wide message model or EWMM allows you to deliver structured
messages from the initial receiving syslog-ng component right up to the central
log server, through any number of hops. It does not matter if you parse the
messages on the client, on a relay, or on the central server, their structured
results will be available where you store the messages. Optionally, you can
also forward the original raw message as the first syslog-ng component in your
infrastructure has received it, which is important if you want to forward a
message for example to a SIEM system. To make use of the enterprise-wide
message model, you have to use the syslog-ng() destination on the sender
side, and the default-network-drivers() source on the receiver side.

» Otherwise, apply the application adapters if the message was sent from an
application that already has a specific parser in syslog-ng OSE (for example,
Splunk Common Information Model (CIM), iptables, or sudo).

Parsing RFC5424-formatted messages

For RFC5424-formatted messages (that is, messages received on the ports set in options
rfc5424-tls-port() and rfc5424-tcp-port(), which default to port 601 and 6514), syslog-ng
OSE parses the message according to RFC5424, then attempts apply the application
adapters if the message was sent from an application that already has a specific parser in
syslog-ng OSE (for example, Splunk Common Information Model (CIM), iptables, or sudo).

Example: Using the default-network-drivers() driver

The following example uses only the default settings.

@)N EIDENTITY syslog-ng OSE 3.22 Administration Guide 113

source: Read, receive, and collect log messages



source s_network {
default-network-drivers();

};

The following example can receive TLS-encrypted connections on the default port
(port 6514).

source s_network {
default-network-drivers(
tls(
key-file("/path/to/ssl-private-key")
cert-file("/path/to/ssl-cert")

)it
}s

default-network-drivers() source options
The systemd-journal() driver has the following options.

flags()

Type: assume-utf8, empty-lines, expect-hostname, kernel, no-hostname, no-multi-

line, no-parse, sanitize-utf8, store-legacy-msghdr, store-raw-message,
syslog-protocol, validate-utf8

Default: empty set

Description: Specifies the log parsing options of the source.

o assume-utf8: The assume-utf8 flag assumes that the incoming messages are UTF-8
encoded, but does not verify the encoding. If you explicitly want to validate the UTF-

8 encoding of the incoming message, use the validate-utf8 flag.

« empty-lines: Use the empty-1lines flag to keep the empty lines of the messages. By

default, syslog-ng OSE removes empty lines automatically.

o expect-hostname: If the expect-hostname flag is enabled, syslog-ng OSE will assume
that the log message contains a hostname and parse the message accordingly. This
is the default behavior for TCP sources. Note that pipe sources use the no-hostname

flag by default.

o guess-timezone: Attempt to guess the timezone of the message if this information is
not available in the message. Works when the incoming message stream is close to
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real time, and the timezone information is missing from the timestamp.

« kernel: The kernel flag makes the source default to the LOG_KERN | LOG_NOTICE
priority if not specified otherwise.

« no-hostname: Enable the no-hostname flag if the log message does not include the
hostname of the sender host. That way syslog-ng OSE assumes that the first part of
the message header is ${PROGRAM?} instead of ${HOST?}. For example:

source s_dell {
network(
port(2000)
flags(no-hostname)
)s
}s

o no-multi-line: The no-multi-line flag disables line-breaking in the messages: the
entire message is converted to a single line. Note that this happens only if the
underlying transport method actually supports multi-line messages. Currently the
file() and pipe() drivers support multi-line messages.

« no-parse: By default, syslog-ng OSE parses incoming messages as syslog messages.
The no-parse flag completely disables syslog message parsing and processes the
complete line as the message part of a syslog message. The syslog-ng OSE
application will generate a new syslog header (timestamp, host, and so on)
automatically and put the entire incoming message into the MESSAGE part of the
syslog message (available using the ${MESSAGE} macro). This flag is useful for parsing
messages not complying to the syslog format.

If you are using the flags(no-parse) option, then syslog message parsing is
completely disabled, and the entire incoming message is treated as the ${MESSAGE}
part of a syslog message. In this case, syslog-ng OSE generates a new syslog header
(timestamp, host, and so on) automatically. Note that since flags(no-parse) disables
message parsing, it interferes with other flags, for example, disables flags(no-
multi-line).

« dont-store-legacy-msghdr: By default, syslog-ng stores the original incoming header
of the log message. This is useful if the original format of a non-syslog-compliant
message must be retained (syslog-ng automatically corrects minor header errors,
for example, adds a whitespace before msg in the following message: Jan 22 10:06:11
host program:msg). If you do not want to store the original header of the message,
enable the dont-store-legacy-msghdr flag.

o Sanitize-utf8: When using the sanitize-utf8 flag, syslog-ng OSE converts non-UTF-8
input to an escaped form, which is valid UTF-8.

« Store-raw-message: Save the original message as received from the client in the
${RAWMSG} macro. You can forward this raw message in its original form to another
syslog-ng node using the syslog-ng() destination, or to a SIEM system, ensuring that
the SIEM can process it. Available only in 3.16 and later.

« syslog-protocol: The syslog-protocol flag specifies that incoming messages are
expected to be formatted according to the new IETF syslog protocol standard
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(RFC5424), but without the frame header. Note that this flag is not needed for the
syslog driver, which handles only messages that have a frame header.

« validate-utf8: The validate-utf8 flag enables encoding-verification for messages
formatted according to the new IETF syslog standard (for details, see IETF-syslog
messages). If the BOM1 character is missing, but the message is otherwise UTF-8
compliant, syslog-ng automatically adds the BOM character to the message.

log-msg-size()

Type: number (bytes)
Default: Use the global log-msg-size() option, which defaults to 65536.

Description: Maximum length of a message in bytes. This length includes the entire
message (the data structure and individual fields). The maximal value that can be set is
268435456 bytes (256MB). For messages using the IETF-syslog message format
(RFC5424), the maximal size of the value of an SDATA field is 64kB.

In most cases, it is not recommended to set log-msg-size() higher than 10 MiB.

For details on how encoding affects the size of the message, see Message size and
encoding.

Uses the value of the global option if not specified.

rfc5424-tcp-port()

Type: number

Default: 601

Description: The TCP port number where the default-network-drivers() source receives
RFC5424-formatted (IETF-syslog) messages.

rfc5424-tls-port()

Type: number

Default: 6514

Description: The TCP port number where the default-network-drivers() source receives
RFC5424-formatted (IETF-syslog), TLS-encrypted messages.

1

The byte order mark (BOM) is a Unicode character used to signal the byte-order of the
message text.
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To receive messages using a TLS-encrypted connection, you must set the
tls(key-file() cert-file()) options of the default-network-drivers() source.
For example:

source s_network {
default-network-drivers(
tls(
key-file("/path/to/ssl-private-key")
cert-file("/path/to/ssl-cert")

)
)s
3
tcp-port()
Type: number
Default: 514

Description: The TCP port number where the default-network-drivers() source receives
RFC3164-formatted (BSD-syslog) messages.

tis()
Type: tls options
Default: n/a

Description: This option sets various options related to TLS encryption, for example,
key/certificate files and trusted CA locations. TLS can be used only with tcp-based
transport protocols. For details, see TLS options.

udp-port()
Type: number
Default: 514

Description: The UDP port number where the default-network-drivers() source receives
RFC3164-formatted (BSD-syslog) messages.

internal: Collecting internal messages

@)N EIDENTITY syslog-ng OSE 3.22 Administration Guide 117

source: Read, receive, and collect log messages



All messages generated internally by syslog-ng use this special source. To collect
warnings, errors and notices from syslog-ng itself, include this source in one of your source
statements.

internal()

The syslog-ng application will issue a warning upon startup if none of the defined log paths
reference this driver.

Example: Using the internal() driver

source s_local { internal(); };

The syslog-ng OSE application sends the following message types from
the internal() source:

« fatal: Priority value: critical (2), Facility value: syslog (5)

o error: Priority value: error (3), Facility value: syslog (5)

o warning: Priority value: warning (4), Facility value: syslog (5)
« notice: Priority value: notice (5), Facility value: syslog (5)

« info: Priority value: info (6), Facility value: syslog (5)

internal() source options

The internal() driver has the following options:

host-override()

Type: string
Default:

Description: Replaces the ${HOST?} part of the message with the parameter string.
log-iw-size()

Type: number

Default: 100
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Description: The size of the initial window, this value is used during flow-control. Its value
cannot be lower than 100, unless the dynamic-window-size() option is enabled. For details
on flow-control, see Managing incoming and outgoing messages with flow-control.

normalize-hostnames()

Accepted values: yes | no

Default: no

Description: If enabled (normalize-hostnames(yes)), syslog-ng OSE converts the hosthames
to lowercase.

program-override()

Type: string
Default:

Description: Replaces the ${PROGRAM} part of the message with the parameter string. For
example, to mark every message coming from the kernel, include the program-override
("kernel") option in the source containing /proc/kmsg.

tags()

Type: string
Default:

Description: Label the messages received from the source with custom tags. Tags must be
unique, and enclosed between double quotes. When adding multiple tags, separate them
with comma, for example tags("dmz", "router"). This option is available only in syslog-ng
3.1 and later.

use-fqdn()
Type: yes or no
Default: no

Description: Add Fully Qualified Domain Name instead of short hostname. This option can
be specified globally, and per-source as well. The local setting of the source overrides the
global option if available.
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file: Collecting messages from text
files

Collects log messages from plain-text files, for example, from the logfiles of an Apache
webserver. If you want to use wildcards in the filename, use the wildcard-file() source.

The syslog-ng application notices if a file is renamed or replaced with a new file, so it can
correctly follow the file even if logrotation is used. When syslog-ng is restarted, it records
the position of the last sent log message in the /opt/syslog-ng/var/syslog-ng.persist file,
and continues to send messages from this position after the restart.

The file driver has a single required parameter specifying the file to open. If you want to
use wildcards in the filename, use the wildcard-file() source. For the list of available
optional parameters, see file() source options.

Declaration:

file("filename");

Example: Using the file() driver

source s _file {
file("/var/log/messages");

};

Example: Tailing files

The following source checks the access.log file every second for new messages.

source s_tail {
file("/var/log/apache/access.log" follow-freq(l) flags(no-parse));

};

O [ NOTE:

If the message does not have a proper syslog header, syslog-ng treats messages
received from files as sent by the kern facility. Use the default-facility() and
default-priority() options in the source definition to assign a different facility if
needed.
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Notes on reading kernel messages

Note the following points when reading kernel messages on various platforms.

« The kernel usually sends log messages to a special file (/dev/kmsg on BSDs,
/proc/kmsg on Linux). The file() driver reads log messages from such files. The
syslog-ng application can periodically check the file for new log messages if the
follow-freq() option is set.

On Linux, the klogd daemon can be used in addition to syslog-ng to read kernel
messages and forward them to syslog-ng. klogd used to preprocess kernel messages
to resolve symbols and so on, but as this is deprecated by ksymoops there is really no
point in running both klogd and syslog-ng in parallel. Also note that running two
processes reading /proc/kmsg at the same time might result in dead-locks.

« When using syslog-ng to read messages from the /proc/kmsg file, syslog-ng
automatically disables the follow-freq() parameter to avoid blocking the file.

« Toread the kernel messages on HP-UX platforms, use the following options in the
source statement:

file("/dev/klog" program-override("kernel") flags(kernel) follow-freq(9));

file() source options

The file() driver has the following options:

default-facility()

Type: facility string

Default: kern

Description: This parameter assigns a facility value to the messages received from the file
source if the message does not specify one.

default-priority()

Type: priority string
Default:

Description: This parameter assigns an emergency level to the messages received
from the file source if the message does not specify one. For example, default-
priority(warning).
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encoding()

Type: string

Default:

Description: Specifies the character set (encoding, for example UTF-8) of messages using
the legacy BSD-syslog protocol. To list the available character sets on a host, execute the
iconv -1 command. For details on how encoding affects the size of the message, see
Message size and encoding.

flags()

Type: assume-utf8, empty-lines, expect-hostname, kernel, no-hostname, no-multi-

line, no-parse, sanitize-utf8, store-legacy-msghdr, store-raw-message,
syslog-protocol, validate-utf8

Default: empty set

Description: Specifies the log parsing options of the source.

assume-utf8: The assume-utf8 flag assumes that the incoming messages are UTF-8
encoded, but does not verify the encoding. If you explicitly want to validate the UTF-
8 encoding of the incoming message, use the validate-utf8 flag.

empty-lines: Use the empty-1lines flag to keep the empty lines of the messages. By
default, syslog-ng OSE removes empty lines automatically.

expect-hostname: If the expect-hostname flag is enabled, syslog-ng OSE will assume
that the log message contains a hostname and parse the message accordingly. This
is the default behavior for TCP sources. Note that pipe sources use the no-hostname
flag by default.

guess-timezone: Attempt to guess the timezone of the message if this information is
not available in the message. Works when the incoming message stream is close to
real time, and the timezone information is missing from the timestamp.

kernel: The kernel flag makes the source default to the LOG_KERN | LOG_NOTICE
priority if not specified otherwise.

no-hostname: Enable the no-hostname flag if the log message does not include the
hostname of the sender host. That way syslog-ng OSE assumes that the first part of
the message header is ${PROGRAM?} instead of ${HOST}. For example:

source s_dell {

network(
port(2000)
flags(no-hostname)
)
¥
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no-multi-line: The no-multi-line flag disables line-breaking in the messages: the
entire message is converted to a single line. Note that this happens only if the
underlying transport method actually supports multi-line messages. Currently the
file() and pipe() drivers support multi-line messages.

no-parse: By default, syslog-ng OSE parses incoming messages as syslog messages.
The no-parse flag completely disables syslog message parsing and processes the
complete line as the message part of a syslog message. The syslog-ng OSE
application will generate a new syslog header (timestamp, host, and so on)
automatically and put the entire incoming message into the MESSAGE part of the
syslog message (available using the ${MESSAGE} macro). This flag is useful for parsing
messages not complying to the syslog format.

If you are using the flags(no-parse) option, then syslog message parsing is
completely disabled, and the entire incoming message is treated as the ${MESSAGE}
part of a syslog message. In this case, syslog-ng OSE generates a new syslog header
(timestamp, host, and so on) automatically. Note that since flags(no-parse) disables
message parsing, it interferes with other flags, for example, disables flags(no-
multi-line).

dont-store-legacy-msghdr: By default, syslog-ng stores the original incoming header
of the log message. This is useful if the original format of a non-syslog-compliant
message must be retained (syslog-ng automatically corrects minor header errors,
for example, adds a whitespace before msg in the following message: Jan 22 10:06:11
host program:msg). If you do not want to store the original header of the message,
enable the dont-store-legacy-msghdr flag.

sanitize-utf8: When using the sanitize-utf8 flag, syslog-ng OSE converts non-UTF-8
input to an escaped form, which is valid UTF-8.

store-raw-message: Save the original message as received from the client in the
${RAWMSG} macro. You can forward this raw message in its original form to another
syslog-ng node using the syslog-ng() destination, or to a SIEM system, ensuring that
the SIEM can process it. Available only in 3.16 and later.

syslog-protocol: The syslog-protocol flag specifies that incoming messages are
expected to be formatted according to the new IETF syslog protocol standard
(RFC5424), but without the frame header. Note that this flag is not needed for the
syslog driver, which handles only messages that have a frame header.

validate-utf8: The validate-utf8 flag enables encoding-verification for messages
formatted according to the new IETF syslog standard (for details, see IETF-syslog
messages). If the BOM1 character is missing, but the message is otherwise UTF-8
compliant, syslog-ng automatically adds the BOM character to the message.

follow-freq()

The byte order mark (BOM) is a Unicode character used to signal the byte-order of the
message text.
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Type: number

Default: 1

Description: Indicates that the source should be checked periodically. This is useful for files
which always indicate readability, even though no new lines were appended. If this value is
higher than zero, syslog-ng will not attempt to use poll() on the file, but checks whether
the file changed every time the follow-freq() interval (in seconds) has elapsed. Floating-
point numbers (for example 1.5) can be used as well.

hook-commands()

Description: This option makes it possible to execute external programs when the relevant
driver is initialized or torn down. The hook-commands() can be used with all source and
destination drivers with the exception of the usertty() and internal() drivers.

© | NOTE: The syslog-ng OSE application must be able to start and restart the external
program, and have the necessary permissions to do so. For example, if your host is
running AppArmor or SELinux, you might have to modify your AppArmor or SELinux
configuration to enable syslog-ng OSE to execute external applications.

Using the hook-commands() when syslog-ng OSE starts or stops

To execute an external program when syslog-ng OSE starts or stops, use the
following options:

startup()
Type: string
Default: N/A

Description: Defines the external program that is executed as syslog-ng OSE starts.

shutdown()
Type: string
Default: N/A

Description: Defines the external program that is executed as syslog-ng OSE stops.

Using the hook-commands() when syslog-ng OSE reloads

To execute an external program when the syslog-ng OSE configuration is initiated or torn
down, for example, on startup/shutdown or during a syslog-ng OSE reload, use the
following options:
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setup()
Type: string
Default: N/A

Description: Defines an external program that is executed when the syslog-ng OSE
configuration is initiated, for example, on startup or during a syslog-ng OSE reload.

teardown()
Type: string
Default: N/A

Description: Defines an external program that is executed when the syslog-ng OSE
configuration is stopped or torn down, for example, on shutdown or during a syslog-ng
OSE reload.

Example: Using the hook-commands () with a network source

In the following example, the hook-commands () is used with the network() driver and it
opens an iptables port automatically as syslog-ng OSE is started/stopped.

The assumption in this example is that the LOGCHAIN chain is part of a larger ruleset
that routes traffic to it. Whenever the syslog-ng OSE created rule is there, packets
can flow, otherwise the port is closed.

source {
network(transport(udp)
hook - commands (
startup("iptables -I LOGCHAIN 1 -p udp --dport 514 -j ACCEPT")
shutdown("iptables -D LOGCHAIN 1")
)
)3
}s

keep-timestamp()

Type: yes or no

Default: yes

Description: Specifies whether syslog-ng should accept the timestamp received from the
sending application or client. If disabled, the time of reception will be used instead. This
option can be specified globally, and per-source as well. The local setting of the source
overrides the global option if available.
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To use the S_ macros, the keep-timestamp() option must be enabled (this is
the default behavior of syslog-ng OSE).

log-fetch-limit()

Type: number

Default: 100

Description: The maximum number of messages fetched from a source during a single poll
loop. The destination queues might fill up before flow-control could stop reading if log-
fetch-1imit() is too high.

log-iw-size()

Type: number

Default: 10000

Description: The size of the initial window, this value is used during flow control. Make sure
that log-iw-size() is larger than the value of log-fetch-1limit().

log-msg-size()

Type: number (bytes)

Default: Use the global log-msg-size() option, which defaults to 65536.

Description: Maximum length of a message in bytes. This length includes the entire
message (the data structure and individual fields). The maximal value that can be set is
268435456 bytes (256MB). For messages using the IETF-syslog message format
(RFC5424), the maximal size of the value of an SDATA field is 64kB.

In most cases, it is not recommended to set log-msg-size() higher than 10 MiB.

For details on how encoding affects the size of the message, see Message size and
encoding.

Uses the value of the global option if not specified.

log-prefix() (DEPRECATED)

Type: string
Default:
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Description: A string added to the beginning of every log message. It can be used to add an
arbitrary string to any log source, though it is most commonly used for adding kernel: to
the kernel messages on Linux.

O [ NOTE:

This option is deprecated. Use program-override() instead.
multi-line-garbage()

Type: regular expression

Default: empty string

Description: Use the multi-line-garbage() option when processing multi-line messages
that contain unneeded parts between the messages. Specify a string or regular
expression that matches the beginning of the unneeded message parts. If the multi-line-
garbage() option is set, syslog-ng OSE ignores the lines between the line matching the
multi-line-garbage() and the next line matching multi-line-prefix(). See also the multi-
line-prefix() option.

When receiving multi-line messages from a source when the multi-line-garbage() option is
set, but no matching line is received between two lines that match multi-line-prefix(),
syslog-ng OSE will continue to process the incoming lines as a single message until a line
matching multi-line-garbage() is received.

To use the multi-line-garbage() option, set the multi-line-mode() option to prefix-garbage.

If the multi-line-garbage() option is set, syslog-ng OSE discards lines
between the line matching the multi-line-garbage() and the next line
matching multi-line-prefix().

multi-line-mode()

Type: indented|regexp
Default: empty string

Description: Use the multi-line-mode() option when processing multi-line messages. The
syslog-ng OSE application provides the following methods to process multi-line messages:

« The indented mode can process messages where each line that belongs to the
previous line is indented by whitespace, and the message continues until the first
non-indented line. For example, the Linux kernel (starting with version 3.5) uses this
format for /dev/log, as well as several applications, like Apache Tomcat.
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Example: Processing indented multi-line messages

source s_tomcat {
file("/var/log/tomcat/xxx.log" multi-line-mode(indented));
}s

\

o The prefix-garbage mode uses a string or regular expression (set in multi-line-
prefix()) that matches the beginning of the log messages, ignores newline
characters from the source until a line matches the regular expression again, and
treats the lines between the matching lines as a single message. For details on using
multi-line-mode(prefix-garbage), see the multi-line-prefix() and multi-line-
garbage() options.

o The prefix-suffix mode uses a string or regular expression (set in multi-line-prefix
()) that matches the beginning of the log messages, ignores newline characters from
the source until a line matches the regular expression set in multi-line-suffix(), and
treats the lines between multi-line-prefix() and multi-line-suffix() as a single
message. Any other lines between the end of the message and the beginning of a
new message (thatis, a line that matches the multi-line-prefix() expression) are
discarded. For details on using multi-line-mode(prefix-suffix), see the multi-line-
prefix() and multi-line-suffix() options.

The prefix-suffix mode is similar to the prefix-garbage mode, but it appends the
garbage part to the message instead of discarding it.

0 |TIP:

« To make multi-line messages more readable when written to a file, use a
template in the destination and instead of the ${MESSAGE} macro, use the
following: $(indent-multi-line ${MESSAGE}). This expression inserts a tab after
every newline character (except when a tab is already present), indenting
every line of the message after the first. For example:

destination d_file {
file ("/var/log/messages”
template("${ISODATE} ${HOST} $(indent-multi-line ${MESSAGE})\n")
)s
¥

For details on using templates, see Templates and macros.

« To actually convert the lines of multi-line messages to single line (by replacing
the newline characters with whitespaces), use the flags(no-multi-1line) option
in the source.

multi-line-prefix()
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Type: regular expression starting with the ~ character

Default: empty string

Description: Use the multi-line-prefix() option to process multi-line messages, that is,
log messages that contain newline characters (for example, Tomcat logs). Specify a string
or regular expression that matches the beginning of the log messages (always start with
the ~ character). Use as simple regular expressions as possible, because complex regular
expressions can severely reduce the rate of processing multi-line messages. If the multi-
line-prefix() option is set, syslog-ng OSE ignores newline characters from the source until
a line matches the regular expression again, and treats the lines between the matching
lines as a single message. See also the multi-line-garbage() option.

0 |TIP:

« To make multi-line messages more readable when written to a file, use a
template in the destination and instead of the ${MESSAGE} macro, use the
following: $(indent-multi-line ${MESSAGE}). This expression inserts a tab after
every newline character (except when a tab is already present), indenting
every line of the message after the first. For example:

destination d_file {
file ("/var/log/messages"
template("${ISODATE} ${HOST} $(indent-multi-line ${MESSAGE})\n")
)s
}s

For details on using templates, see Templates and macros.

« To actually convert the lines of multi-line messages to single line (by replacing
the newline characters with whitespaces), use the flags(no-multi-1line) option
in the source.

Example: Processing Tomcat logs

The log messages of the Apache Tomcat server are a typical example for multi-line
log messages. The messages start with the date and time of the query in the
YYYY.MM.DD HH:MM:SS format, as you can see in the following example.

2010.06.09. 12:07:39 org.apache.catalina.startup.Catalina start
SEVERE: Catalina.start:
LifecycleException: service.getName(): "Catalina"; Protocol handler start
failed: java.net.BindException: Address already in use null:8080
at org.apache.catalina.connector.Connector.start(Connector.java:1138)
at org.apache.catalina.core.StandardService.start
(StandardService.java:531)
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at org.apache.catalina.core.StandardServer.start
(StandardServer.java:710)

at org.apache.catalina.startup.Catalina.start(Catalina.java:583)

at sun.reflect.NativeMethodAccessorImpl.invoke@(Native Method)

at sun.reflect.NativeMethodAccessorImpl.invoke
(NativeMethodAccessorImpl.java:39)

at sun.reflect.DelegatingMethodAccessorImpl.invoke
(DelegatingMethodAccessorImpl.java:25)

at java.lang.reflect.Method.invoke(Method.java:597)

at org.apache.catalina.startup.Bootstrap.start(Bootstrap.java:288)

at sun.reflect.NativeMethodAccessorImpl.invoke@(Native Method)

at sun.reflect.NativeMethodAccessorImpl.invoke
(NativeMethodAccessorImpl.java:39)

at sun.reflect.DelegatingMethodAccessorImpl.invoke
(DelegatingMethodAccessorImpl.java:25)

at java.lang.reflect.Method.invoke(Method.java:597)

at org.apache.commons.daemon.support.DaemonLoader.start
(DaemonLoader.java:177)
2010.06.09. 12:07:39 org.apache.catalina.startup.Catalina start
INFO: Server startup in 1206 ms
2010.06.09. 12:45:08 org.apache.coyote.httpll.HttpllProtocol pause
INFO: Pausing Coyote HTTP/1.1 on http-8080
2010.06.09. 12:45:09 org.apache.catalina.core.StandardService stop
INFO: Stopping service Catalina

To process these messages, specify a regular expression matching the timestamp of
the messages in the multi-line-prefix() option. Such an expression is the following:

source s_file{file("/var/log/tomcat6/catalina.2010-06-09.log" follow-freq(0)
multi-line-mode(regexp) multi-line-prefix("[0-9]{4}\.[0-9]1{2}\.[0-9]{2}\.")
flags(no-parse));};

}s

Note that flags(no-parse) is needed to prevent syslog-ng OSE trying to interpret the
date in the message.

multi-line-suffix()

Type: regular expression

Default: empty string

Description: Use the multi-line-suffix() option when processing multi-line messages.
Specify a string or regular expression that matches the end of the multi-line message.
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To use the multi-line-suffix() option, set the multi-line-mode() option to prefix-suffix.
See also the multi-line-prefix() option.

pad-size()
Type: number
Default: 0

Description: Specifies input padding. Some operating systems (such as HP-UX) pad all
messages to block boundary. This option can be used to specify the block size. The syslog-
ng OSE application will pad reads from the associated device to the humber of bytes set in
pad-size(). Mostly used on HP-UX where /dev/log is a named pipe and every write is
padded to 2048 bytes. If pad-size() was given and the incoming message does not fit into
pad-size(), syslog-ng will not read anymore from this pipe and displays the following
error message:

Padding was set, and couldn't read enough bytes

program-override()

Type: string
Default:

Description: Replaces the ${PROGRAM} part of the message with the parameter string. For
example, to mark every message coming from the kernel, include the program-override
("kernel") option in the source containing /proc/kmsg.

tags()

Type: string

Default:
Description: Label the messages received from the source with custom tags. Tags must be
unique, and enclosed between double quotes. When adding multiple tags, separate them

with comma, for example tags("dmz", "router"). This option is available only in syslog-ng
3.1 and later.

time-zone()

Type: name of the timezone, or the timezone offset
Default:
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Description: The default timezone for messages read from the source. Applies only if no
timezone is specified within the message itself.

The timezone can be specified by using the name, for example, time-zone
("Europe/Budapest")), or as the timezone offset in +/-HH:MM format, for example, +01:00).
On Linux and UNIX platforms, the valid timezone names are listed under the
/usr/share/zoneinfo directory.

wildcard-file: Collecting messages from
multiple text files

The wildcard-file() source collects log messages from multiple plain-text files from
multiple directories. The wildcard-file() source is available in syslog-ng OSE version
3.10 and later.

The syslog-ng OSE application notices if a file is renamed or replaced with a new file, so it
can correctly follow the file even if logrotation is used. When syslog-ng OSE is restarted, it
records the position of the last sent log message in the persist file, and continues to send
messages from this position after the restart. The location of the persist file depends on the
package you installed syslog-ng OSE from, typically it is /var/1lib/syslog-ng/syslog-
ng.persist or /opt/syslog-ng/var/syslog-ng.persist.

Declaration:

wildcard-file(
base-dir("<pathname>")
filename-pattern("<filename>")

Ik

Note the following important points:

« You can use the * and ? wildcard characters in the filename (the filename-pattern()
option), but not in the path (the base-dir() option).

o If you use multiple wildcard-file() sources in your configuration, make sure that the
files and folders that match the wildcards do not overlap. That is, every file and
folder should belong to only one file source. Monitoring a file from multiple wildcard
sources can lead to data loss.

« When using wildcards, syslog-ng OSE monitors every matching file (up to the limit
set in the max-files() option), and can receive new log messages from any of the
files. However, monitoring (polling) many files (that is, more than ten) has a
significant overhead and may affect performance. On Linux this overhead is not so
significant, because syslog-ng OSE uses the inotify feature of the kernel. Set the
max-files() option at least to the number of files you want to monitor. If the
wildcard-file source matches more files than the value of the max-files() option, it
is random which files will syslog-ng OSE actually monitor. The default value of max-
files() is 100.
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. If the message does not have a proper syslog header, syslog-ng OSE treats
messages received from files as sent by the user facility. Use the default-facility
() and default-priority() options in the source definition to assign a different
facility if needed.

« For every message that syslog-ng OSE reads from the source files, the path and
name of the file is available in the ${FILE _NAME} macro.

Required parameters: base-dir(), filename-pattern(). For the list of available optional
parameters, see wildcard-file() source options on page 133.

7~

Example: Using the wildcard-file() driver

The following example monitors every file with the .log extension in the /var/log
directory for log messages.

source s _files {
wildcard-file(
base-dir("/var/log")
filename-pattern("*.log")
recursive(no)
follow-freq(l1)
)5
}s

wildcard-file() source options

The wildcard-file() driver has the following options:
base-dir()

Type: path without filename
Default:

Description: The path to the directory that contains the log files to monitor, for example,
base-dir("/var/log"). To monitor also the subdirectories of the base directory, use the
recursive(yes) option. For details, see recursive() on page 146.

If you use multiple wildcard-file() sources in your configuration, make
sure that the files and folders that match the wildcards do not overlap.
That is, every file and folder should belong to only one file source.

Monitoring a file from multiple wildcard sources can lead to data loss.
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source s _files {
wildcard-file(
base-dir("/var/log")
filename-pattern("*.log")
recursive(no)
follow-freq(1)
)s
}s

default-facility()

Type: facility string

Default: kern

Description: This parameter assigns a facility value to the messages received from the file
source if the message does not specify one.

default-priority()

Type: priority string
Default:

Description: This parameter assigns an emergency level to the messages received
from the file source if the message does not specify one. For example, default-
priority(warning).

encoding()

Type: string

Default:
Description: Specifies the character set (encoding, for example UTF-8) of messages using
the legacy BSD-syslog protocol. To list the available character sets on a host, execute the

iconv -1 command. For details on how encoding affects the size of the message, see
Message size and encoding.

filename-pattern()

Type: filename without path
Default:
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Description: The filename to read messages from, without the path. You can use the * and
? wildcard characters, without regular expression and character range support. You cannot
use the * and ? literally in the pattern.

For example, filename-pattern("*.log") matches the syslog.log and auth.log files,
but does not match the access_log file. The filename-pattern("*log") pattern
matches all three.

o ¥

matches an arbitrary string, including an empty string

o ?

matches an arbitrary character

If you use multiple wildcard-file() sources in your configuration, make
sure that the files and folders that match the wildcards do not overlap.
That is, every file and folder should belong to only one file source.

Monitoring a file from multiple wildcard sources can lead to data loss.

source s _files {
wildcard-file(
base-dir("/var/log")
filename-pattern("*.log")
recursive(no)
follow-freq(1)
)s
}s

flags()

Type: assume-utf8, empty-lines, expect-hostname, kernel, no-hostname, no-multi-
line, no-parse, sanitize-utf8, store-legacy-msghdr, store-raw-message,
syslog-protocol, validate-utf8

Default: empty set

Description: Specifies the log parsing options of the source.

o assume-utf8: The assume-utf8 flag assumes that the incoming messages are UTF-8
encoded, but does not verify the encoding. If you explicitly want to validate the UTF-
8 encoding of the incoming message, use the validate-utf8 flag.

o empty-lines: Use the empty-1lines flag to keep the empty lines of the messages. By
default, syslog-ng OSE removes empty lines automatically.

o expect-hostname: If the expect-hostname flag is enabled, syslog-ng OSE will assume
that the log message contains a hostname and parse the message accordingly. This
is the default behavior for TCP sources. Note that pipe sources use the no-hostname
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flag by default.

o guess-timezone: Attempt to guess the timezone of the message if this information is
not available in the message. Works when the incoming message stream is close to
real time, and the timezone information is missing from the timestamp.

o kernel: The kernel flag makes the source default to the LOG_KERN | LOG_NOTICE
priority if not specified otherwise.

« no-hostname: Enable the no-hostname flag if the log message does not include the
hostname of the sender host. That way syslog-ng OSE assumes that the first part of
the message header is ${PROGRAM?} instead of ${HOST}. For example:

source s_dell {
network(
port(2000)
flags(no-hostname)
)s
¥

o no-multi-line: The no-multi-line flag disables line-breaking in the messages: the
entire message is converted to a single line. Note that this happens only if the
underlying transport method actually supports multi-line messages. Currently the
file() and pipe() drivers support multi-line messages.

« no-parse: By default, syslog-ng OSE parses incoming messages as syslog messages.
The no-parse flag completely disables syslog message parsing and processes the
complete line as the message part of a syslog message. The syslog-ng OSE
application will generate a new syslog header (timestamp, host, and so on)
automatically and put the entire incoming message into the MESSAGE part of the
syslog message (available using the ${MESSAGE} macro). This flag is useful for parsing
messages not complying to the syslog format.

If you are using the flags(no-parse) option, then syslog message parsing is
completely disabled, and the entire incoming message is treated as the ${MESSAGE}
part of a syslog message. In this case, syslog-ng OSE generates a new syslog header
(timestamp, host, and so on) automatically. Note that since flags(no-parse) disables
message parsing, it interferes with other flags, for example, disables flags(no-
multi-line).

« dont-store-legacy-msghdr: By default, syslog-ng stores the original incoming header
of the log message. This is useful if the original format of a non-syslog-compliant
message must be retained (syslog-ng automatically corrects minor header errors,
for example, adds a whitespace before msg in the following message: Jan 22 10:06:11
host program:msg). If you do not want to store the original header of the message,
enable the dont-store-legacy-msghdr flag.

o Sanitize-utf8: When using the sanitize-utf8 flag, syslog-ng OSE converts non-UTF-8
input to an escaped form, which is valid UTF-8.

o Store-raw-message: Save the original message as received from the client in the
${RAWMSG} macro. You can forward this raw message in its original form to another
syslog-ng node using the syslog-ng() destination, or to a SIEM system, ensuring that
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the SIEM can process it. Available only in 3.16 and later.

« syslog-protocol: The syslog-protocol flag specifies that incoming messages are
expected to be formatted according to the new IETF syslog protocol standard
(RFC5424), but without the frame header. Note that this flag is not needed for the
syslog driver, which handles only messages that have a frame header.

« validate-utf8: The validate-utf8 flag enables encoding-verification for messages
formatted according to the new IETF syslog standard (for details, see IETF-syslog
messages). If the BOM1 character is missing, but the message is otherwise UTF-8
compliant, syslog-ng automatically adds the BOM character to the message.

follow-freq()

Type: number

Default: 1

Description: Indicates that the source should be checked periodically. This is useful for files
which always indicate readability, even though no new lines were appended. If this value is
higher than zero, syslog-ng will not attempt to use poll() on the file, but checks whether
the file changed every time the follow-freq() interval (in seconds) has elapsed. Floating-
point numbers (for example 1.5) can be used as well.

hook-commands()

Description: This option makes it possible to execute external programs when the relevant
driver is initialized or torn down. The hook-commands () can be used with all source and
destination drivers with the exception of the usertty() and internal() drivers.

© | NOTE: The syslog-ng OSE application must be able to start and restart the external
program, and have the necessary permissions to do so. For example, if your host is
running AppArmor or SELinux, you might have to modify your AppArmor or SELinux
configuration to enable syslog-ng OSE to execute external applications.

Using the hook-commands() when syslog-ng OSE starts or stops

To execute an external program when syslog-ng OSE starts or stops, use the
following options:

startup()
Type: string
Default: N/A

Description: Defines the external program that is executed as syslog-ng OSE starts.

1

The byte order mark (BOM) is a Unicode character used to signal the byte-order of the
message text.
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shutdown()
Type: string
Default: N/A

Description: Defines the external program that is executed as syslog-ng OSE stops.

Using the hook-commands() when syslog-ng OSE reloads

To execute an external program when the syslog-ng OSE configuration is initiated or torn
down, for example, on startup/shutdown or during a syslog-ng OSE reload, use the
following options:

setup()
Type: string
Default: N/A

Description: Defines an external program that is executed when the syslog-ng OSE
configuration is initiated, for example, on startup or during a syslog-ng OSE reload.

teardown()
Type: string
Default: N/A

Description: Defines an external program that is executed when the syslog-ng OSE
configuration is stopped or torn down, for example, on shutdown or during a syslog-ng
OSE reload.

Example: Using the hook-commands () with a network source

In the following example, the hook-commands () is used with the network() driver and it
opens an iptables port automatically as syslog-ng OSE is started/stopped.

The assumption in this example is that the LOGCHAIN chain is part of a larger ruleset
that routes traffic to it. Whenever the syslog-ng OSE created rule is there, packets
can flow, otherwise the port is closed.
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source {
network (transport(udp)
hook-commands (
startup("iptables -I LOGCHAIN 1 -p udp --dport 514 -j ACCEPT")
shutdown("iptables -D LOGCHAIN 1")
)
)s
}s

keep-timestamp()

Type: yes or no

Default: yes

Description: Specifies whether syslog-ng should accept the timestamp received from the
sending application or client. If disabled, the time of reception will be used instead. This
option can be specified globally, and per-source as well. The local setting of the source
overrides the global option if available.

To use the S_ macros, the keep-timestamp() option must be enabled (this is
the default behavior of syslog-ng OSE).

log-fetch-limit()

Type: number

Default: 100

Description: The maximum number of messages fetched from a source during a single poll
loop. The destination queues might fill up before flow-control could stop reading if log-
fetch-1imit() is too high.

log-iw-size()

Type: number

Default: 10000

Description: The size of the initial window, this value is used during flow control. Make sure
that log-iw-size() is larger than the value of log-fetch-1limit().

@)N EIDENTITY syslog-ng OSE 3.22 Administration Guide 139

source: Read, receive, and collect log messages



When using wildcards in the filenames, syslog-ng OSE attempts to read log-fetch-1limit()
number of messages from each file. For optimal performance, make sure that log-iw-size
() is greater than log-fetch-1limit()*max-files(). Note that to avoid performance
problems, if log-iw-size()/max-files() is smaller than 100, syslog-ng OSE automatically
sets log-iw-size() to max-files()*100.

Example: Initial window size of file sources

If log-fetch-1imit() is 100, and your wildcard file source has 200 files, then log-iw-
size() should be at least 20000.

log-msg-size()

Type: number (bytes)
Default: Use the global log-msg-size() option, which defaults to 65536.

Description: Maximum length of a message in bytes. This length includes the entire
message (the data structure and individual fields). The maximal value that can be set is
268435456 bytes (256MB). For messages using the IETF-syslog message format
(RFC5424), the maximal size of the value of an SDATA field is 64kB.

In most cases, it is not recommended to set log-msg-size() higher than 10 MiB.

For details on how encoding affects the size of the message, see Message size and
encoding.

Uses the value of the global option if not specified.

log-prefix() (DEPRECATED)

Type: string
Default:

Description: A string added to the beginning of every log message. It can be used to add an
arbitrary string to any log source, though it is most commonly used for adding kernel: to
the kernel messages on Linux.

0 [ NOTE:

This option is deprecated. Use program-override() instead.

max-files()
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Type: integer
Default: 100

Description: Limits the number of files that the wildcard-file source monitors.

When using wildcards, syslog-ng OSE monitors every matching file (up to the limit set in
the max-files() option), and can receive new log messages from any of the files. However,
monitoring (polling) many files (that is, more than ten) has a significant overhead and may
affect performance. On Linux this overhead is not so significant, because syslog-ng OSE
uses the inotify feature of the kernel. Set the max-files() option at least to the number of
files you want to monitor. If the wildcard-file source matches more files than the value of
the max-files() option, it is random which files will syslog-ng OSE actually monitor. The
default value of max-files() is 100.

monitor-method()

Type: auto | inotify | poll
Default: auto

Description: If the platform supports inotify, syslog-ng OSE uses it automatically to detect
changes to the source files. If inotify is not available, syslog-ng OSE polls the files as setin
the follow-freq() option. To force syslog-ng OSE poll the files even if inotify is available, set
this option to poll.

multi-line-garbage()

Type: regular expression

Default: empty string

Description: Use the multi-line-garbage() option when processing multi-line messages
that contain unneeded parts between the messages. Specify a string or regular
expression that matches the beginning of the unneeded message parts. If the multi-line-
garbage() option is set, syslog-ng OSE ignores the lines between the line matching the
multi-line-garbage() and the next line matching multi-line-prefix(). See also the multi-
line-prefix() option.

When receiving multi-line messages from a source when the multi-line-garbage() optionis
set, but no matching line is received between two lines that match multi-line-prefix(),
syslog-ng OSE will continue to process the incoming lines as a single message until a line
matching multi-line-garbage() is received.

To use the multi-line-garbage() option, set the multi-line-mode() option to prefix-garbage.

If the multi-line-garbage() option is set, syslog-ng OSE discards lines
between the line matching the multi-line-garbage() and the next line
matching multi-line-prefix().
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multi-line-mode()

Type: indented|regexp
Default: empty string

Description: Use the multi-line-mode() option when processing multi-line messages. The
syslog-ng OSE application provides the following methods to process multi-line messages:

« The indented mode can process messages where each line that belongs to the
previous line is indented by whitespace, and the message continues until the first
non-indented line. For example, the Linux kernel (starting with version 3.5) uses this
format for /dev/log, as well as several applications, like Apache Tomcat.

Example: Processing indented multi-line messages

source s_tomcat {
file("/var/log/tomcat/xxx.log" multi-line-mode(indented));
}s

\.

o The prefix-garbage mode uses a string or regular expression (set in multi-line-
prefix(