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Target audience and prerequisites

Preface
Welcome to the syslog-ng Store Box 5 LTS User Guide.
This document describes how to use the syslog-ng Store Box (SSB). Background information for the technology
and concepts used by the product are also discussed.

1. Target audience and prerequisites
This guide is intended for auditors, consultants, and security experts responsible for auditing, monitoring, and
troubleshooting applications and server administration processes. It is also useful for IT decision makers looking
for a tool to improve the security and auditability of their servers, or to help compliance with the Sarbanes-Oxley
(SOX), the Health Insurance Portability and Accountability Act (HIPAA), Basel II, or the Payment Card Industry
(PCI) standard.

2. Contact and support information
This product is developed and maintained by One Identity. We develop our products in Budapest, Hungary.
Our address is:
Balabit-Europe Ltd.
2 Alíz Street
H-1117
Budapest, Hungary
Tel: +36 1 398-6700
Fax: +36 1 208-0875
E-mail: <info@balabit.com>
Web: https://www.balabit.com/

2.1. Sales contact
You can directly contact us with sales-related topics at the email address<sales@balabit.com>, or contact
our Sales Team.

2.2. Support contact
To get access to online support, known as the Balabit Online Support System (BOSS), sign up for an account
at MyDownloads and request access to the Balabit Online Support System (BOSS). Online support is available
24 hours a day.
BOSS is available only for registered users with a valid support package.
Support email address:<support@balabit.com>.
Support phone: +36 1 398 6700 (available from 9 AM to 5 PM CET on weekdays)
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2.3. Training
One Identity holds courses on using its products for new and experienced users. For dates, details, and application
forms, visit the MyBalaBit Courses page.
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What SSB is

Chapter 1. Introduction
This chapter introduces the syslog-ng Store Box (SSB), discussing how and why it is useful, and what benefits
it offers to an existing IT infrastructure.

1.1. What SSB is
SSB is a device that collects, processes, stores, monitors, and manages log messages. It is a central log server
appliance that can receive system (syslog and eventlog) log messages and Simple Network Management Protocol
(SNMP) messages from your network devices and computers, store them in a trusted and signed logstore,
automatically archive and back up the messages, and also classify the messages using artificial ignorance.
The most notable features of SSB are as follows:
■ Secure log collection using Transport Layer Security (TLS).
■ Trusted, encrypted, and timestamped storage.
■ Ability to collect log messages from a wide range of platforms, including Linux, Unix, BSD, Sun
Solaris, HP-UX, IBM AIX, IBM System i, as well as Microsoft Windows.
■ Forwards messages to log analyzing engines.
■ Classifies messages using customizable pattern databases for real-time log monitoring, alerting, and
artificial ignorance.
■ High Availability (HA) support to ensure continuous log collection in business-critical environments.
■ Real-time log monitoring and alerting.
■ Retrieves group memberships of the administrators and users from a Lightweight Directory Access
Protocol (LDAP) database.
■ Strict, yet easily customizable access control to grant users access only to selected log messages.
■ Ability to search log data in multiple logspaces, whether on the same SSB applicance or located on
a different appliance, even in a remote location.
SSB is configured and managed from any modern web browser that supports HTTPS connections, JavaScript,
and cookies.
Supported browsers:

Mozilla Firefox 52 ESR

We also test SSB on the following, unsupported browsers. The features of SSB are available and usable on
these browsers as well, but the look and feel might be different from the supported browsers. Internet Explorer
11, Microsoft Edge, and the currently available version of Mozilla Firefox and Google Chrome.

1.2. What SSB is not
SSB is not a log analyzing engine, though it can classify individual log messages using artificial ignorance.
SSB comes with a built-in feature to store log message patterns that are considered "normal". Messages matching
these patterns are produced during the legitimate use of the applications (for example sendmail, Postfix, MySQL,
and so on), and are unimportant from the log monitoring perspective, while the remaining messages may contain
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something “interesting”. The administrators can define log patterns on the SSB interface, label matching
messages (for example, security event, and so on), and request alerts if a specific pattern is encountered. For
thorough log analysis, SSB can also forward the incoming log messages to external log analyzing engines.

1.3. Why is SSB needed
Log messages contain information about the events happening on the hosts. Monitoring system events is essential
for security and system health monitoring reasons. A well-established log management solution offers several
benefits to an organization. It ensures that computer security records are stored in sufficient detail, and provides
a simple way to monitor and review these logs. Routine log reviews and continuous log analysis help to identify
security incidents, policy violations, or other operational problems. Logs also often form the basis of auditing
and forensic analysis, product troubleshooting and support. There are also several laws, regulations and industrial
standards that explicitly require the central collection, periodic review, and long-time archiving of log messages.
Examples of such regulations are the Sarbanes-Oxley Act (SOX), the Basel II accord, the Health Insurance
Portability and Accountability Act (HIPAA), or the Payment Card Industry Data Security Standard (PCI-DSS).
Built around the popular syslog-ng application used by thousands of organizations worldwide, the syslog-ng
Store Box (SSB) brings you a powerful, easy-to-configure appliance to collect and store your logs. Using the
features of the latest syslog-ng Premium Edition to their full power, SSB allows you to collect, process, and
store log messages from a wide range of platforms and devices.
All data can be stored in encrypted and optionally timestamped files, preventing any modification or manipulation,
satisfying the highest security standards and policy compliance requirements.

1.4. Who uses SSB
SSB is useful for everyone who has to collect, store, and review log messages. In particular, SSB is invaluable
for:
■ Central log collection and archiving: SSB offers a simple, reliable, and convenient way of collecting
log messages centrally. It is essentially a high-capacity log server with high availability support.
Being able to collect logs from several different platforms makes it easy to integrate into any
environment.
■ Secure log transfer and storage: Log messages often contain sensitive information and also form
the basis of audit trails for several applications. Preventing eavesdropping during message transfer
and unauthorized access once the messages reach the log server is essential for security and privacy
reasons.
■ Policy compliance: Many organization must comply with regulations like the Sarbanes-Oxley Act
(SOX), the Basel II accord, the Health Insurance Portability and Accountability Act (HIPAA), or
the Payment Card Industry Data Security Standard (PCI-DSS). These regulations often have explicit
or implicit requirements about log management, such as the central collection of log messages, the
use of log analysis to prevent and detect security incidents, or guaranteeing the availability of log
messages for an extended period of time — up to several years. SSB helps these organizations to
comply with these regulations.
■ Automated log monitoring and log pre-processing: Monitoring log messages is an essential part of
system-health monitoring and security incident detection and prevention. SSB offers a powerful
platform that can classify tens of thousands of messages real-time to detect messages that deviate
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from regular messages, and promptly raise alerts. Although this classification does not offer as
complete an inspection as a log analyzing application, SSB can process many more messages than
a regular log analyzing engine, and also filter out unimportant messages to decrease the load on the
log analyzing application.
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Chapter 2. SSB web interface
syslog-ng Store Box (SSB) is configured via the web interface. Configuration changes take effect automatically
after clicking
. Only the modifications of the current page or tab are activated — each page and tab
must be committed separately.

2.1. Supported web browsers
The SSB web interface can be accessed only using TLS encryption and strong cipher algorithms. The browser
must support HTTPS connections, JavaScript, and cookies. Make sure that both JavaScript and cookies are
enabled.
Note
SSB displays a warning message if your browser is not supported or JavaScript is disabled.

If you have successfully accessed the SSB web interface using HTTPS at least once, your browser will remember
this, and on any subsequent occasions, it will force you to access SSB using HTTPS, even if you try loading it
through an HTTP connection. This is thanks to the HTTP Strict Transport Security (HSTS) policy, which
enables web servers to enforce web browsers to restrict communication with the server over an encrypted
SSL/TLS connection for a set period. Web servers declare the HSTS policy using a special
Strict-Transport-Security response header field.
This might, however, cause issues in any of the following cases:
■ When the SSL certificate of SSB's web interface has expired. In this case, any attempt to access the
web interface using a secure connection will fail with an error message.
■ When you switch the trusted CA-signed certificate to a self-signed certificate for SSB's web interface.
As per HSTS design, a self-signed certificate is not taken to have been issued by a trusted CA,
therefore any secure connections to the SSB web interface will fail with an error message.
The resolution to the above-mentioned issues is to:
■ Remove the HSTS settings in your browser. This must be done locally, in a browser-specific way.
For detailed instructions, consult the support site of the browser you are using.
OR
■ Upload a new certificate, using a different browser on a different machine. For detailed instructions
on how to upload external certificates to SSB, see Procedure 6.7.2, Uploading external certificates
to SSB in The syslog-ng Store Box 5 LTS Administrator Guide.
Supported browsers:
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We also test SSB on the following, unsupported browsers. The features of SSB are available and usable on
these browsers as well, but the look and feel might be different from the supported browsers. Internet Explorer
11, Microsoft Edge, and the currently available version of Mozilla Firefox and Google Chrome.
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Chapter 3. Searching log messages
This section describes how to browse the log messages collected on SSB.
■ Section 3.1, Using the search interface (p. 6) explains how to use and customize the search interface,
describes the log message data that is available on SSB, and provides examples of the the wildcard
and boolean search operators you can use.
■ Section 3.2, Searching encrypted logspaces (p. 18) describes how to decrypt and browse encrypted
logspaces.

3.1. Using the search interface
SSB has a search interface for browsing the collected log messages. You can choose the logspace, enter a search
expression, specify the timeframe, and browse the results here.
This section walks you through the main parts of the search interface.
To access the search interface, navigate to Search > Logspaces.
Figure 3.1. Search > Logspaces — The log message search interface

Logspaces:
To choose the appropriate logspace, use the Logspace name menu. Note that you cannot access plain text
logspaces on the SSB search interface.

syslog-ng.com

6

Using the search interface

For more information on the available logspaces, and how to configure them, see Chapter 8, Storing messages
on SSB in The syslog-ng Store Box 5 LTS Administrator Guide.
Search:
On the log message search interface, you can use the Search expression field to search the full list of log
messages. Search expressions are case insensitive, with the exception of operators (like AND, OR, etc.), which
must always be capitalized. Click on the icon, or see Section 3.1.3, Using complex search queries (p. 13)
for more details.
When searching log messages, the capabilities of the search engine depend on the delimiters used to index the
particular logspace. For details on how to configure the delimiters used for indexing, see Procedure 8.1.1,
Creating logstores in The syslog-ng Store Box 5 LTS Administrator Guide.
Note
You can search in indexed logspaces even if log traffic is disabled.

You can create complex searches using wildcards and boolean expressions. For more information and practical
examples, see Section 3.1.3, Using complex search queries (p. 13).
Note
SSB only indexes the first 59 characters of every name-value pair (parameter). This has two consequences:
■ If the parameter is longer than 59 characters, an exact search might deliver multiple, imprecise results.
Consider the following example. If the parameter is:
.sdata.security.uid=2011-12-08T12:32:25.024+01:00-hostname-12345

SSB indexes it only as:
.sdata.security.uid=2011-12-08T12:32:25.024+01:00-hostname-

This corresponds to the first 59 characters. As a result, searching for:
nvpair:.sdata.security.uid=2011-12-08T12:32:25.024+01:00-hostname-12345

returns all log messages that contain:
.sdata.security.uid=2011-12-08T12:32:25.024+01:00-hostname-

■ Using wildcards might lead to the omission of certain messages from the search results.
Using the same example as above, searching for the value:
nvpair:*=2011-12-08T12:32:25.024+01:00-hostname-12345

does not return any results (as the 12345 part was not indexed). Instead, you have to search for:
nvpair:*=2011-12-08T12:32:25.024+01:00-hostname-*

This, as explained above, might find multiple results.

Overview:
Displays the number of log messages in the selected time interval.
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Figure 3.2. Search > Logspaces — Log message overview

Use the and icons to zoom, and the arrows to display the previous or the next intervals. To change the
timeframe, you can:
■ Change the beginning and the end date.
■ Click and drag the pointer across a period on the calendar bars to select a specific interval and zoom
in.
■ Use the Jump to last option to select the last 15 minutes, hour, 6 hours, day, or week.
Hovering the mouse above a bar displays the number of results, and the start and end date of the period that
the bar represents. Click a bar to display the results of that period in the table. Use Shift+Click to select multiple
bars.
Action bar:
The search interface provides an action bar that allows you to:
■ Fetch a link to a search query (p. 8).
■ Export search results into a csv (p. 9) file.
■ Create a content-based alert (p. 9).
It also displays the following information:
■ Error and warning messages (p. 10).
■ The number of search results (p. 10) returned by a search query.
Figure 3.3. Search > Logspaces: Action bar

Link to a search query:
On clicking

, the Bookmark links panel is displayed:
Figure 3.4. Search > Logspaces — Bookmark links panel
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Bookmark links allow you to fetch a link to a search query so that you can:
■ Share your search queries with colleagues, who can then access the relevant search results in one
click.
■ Save frequently used search queries as bookmark links.
The link in the Current view field provides a direct link to your search query and its results currently displayed
on your screen. Whenever you open the bookmarked link from your browser, it will always return the same,
fixed set of results. The start and end date that you set when executing the search query and fetching the link
from the Bookmark links panel remain fixed.
The Last menu, on the other hand, allows you to specify an interval of time, for example, the last 15 minutes
or the last hour, and fetch search results generated within that period. The search results that you access using
this link may differ on two different occasions as the start point of the specified interval is always the moment
you open the bookmarked link from your browser.
CSV export:
On clicking

, the CSV export panel is displayed:
Figure 3.5. Search > Logspaces — CSV export panel

Clicking
exports your search results into a CSV file. This saves the table as a text file
containing comma-separated values. Note that if an error occurs when exporting the data, the exported CSV
file will include a line (usually as the last line of the file) starting with a zero and the details of the problem, for
example, 0<description_of_the_error>.
Warning
Do not use Download CSV export to export large amounts of data, as exporting data can be very slow, especially if the
system is under heavy load. If you regularly need a large portion of your data in plain text format, consider using the SSB
RPC API (for details, see Chapter 15, The SSB RPC API in The syslog-ng Store Box 5 LTS Administrator Guide), or
sharing the log files on the network and processing them with external tools (for details, see Section 8.7, Accessing log
files across the network in The syslog-ng Store Box 5 LTS Administrator Guide).

Alert:
The alert functionality enables you to set up content-based alerts for search expressions of your choice. You
will receive an alert when a match is found between the search expression and the contents of a log message.
Note that the alerts are generated for only those log messages that are stored in the logspace(s) for which you
set up the alert.
For detailed information on content-based alerts, see Section 12.4, Creating content-based alerts in The syslog-ng
Store Box 5 LTS Administrator Guide.
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Errors and warnings:
When any user action results in an error condition (for example, if you enter an invalid search expression,
display statistics for a column that has not been indexed), an error or warning notification will be displayed on
the action bar. Errors are shown in red letters, warnings are displayed in amber.
If there is more than one notification, the latest will be displayed and the number of notifications triggered will
also be indicated. Clicking the notification will open an Errors and warnings panel:
Figure 3.6. Search > Logspaces — Errors and warnings panel

The Errors and warnings panel displays a list of errors/warnings with their timestamp and details of their
cause.
You can clear notifications one by one by clicking

next to the them, or clear all of them by clicking

.

Search results:
After running a search query, the action bar displays the number of search results returned by the query. This
is useful information when you are trying to find out how often a certain element appears in the logs.
List of log messages:
Use the arrow keys and the Page Up and Page Down keys to navigate the listed log messages, or use the mouse
wheel to scroll. You can disable mouse wheel scrolling in your User menu > Preferences. If data is too long
to fit on one line, it is automatically wrapped and only the first line is displayed.
Figure 3.7. Search > Logspaces — List of log messages

Details of a log message:
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To expand a row in the list of log messages, click . The complete log message is displayed:
Figure 3.8. Search > Logspaces — Viewing a single log message

Use the arrow keys to jump to the previous or the next log message.
Use the Page Up and Page Down to jump to the 10th log message before or after the currently displayed log
message. You can also jump to the previous or the next log message with the mouse wheel.
If the displayed log message consists of several pages of data, you can configure the mouse wheel to be able
to use it for scrolling the message vertically. To do this, navigate to User menu > Preferences, deselect
Mousewheel scrolling of search results and click Set options. This will disable jumping between log messages
with the mouse wheel.
You can perform the following actions:
■ Click any word in the message to copy it to the Search field.
■ Click any of the dynamic columns (name-value pairs) to add it as a column to the list of log messages.
■

Click any of the

icons to view the statistics of the selected category.

To return to the list of all log messages, click

.

3.1.1. Procedure – Customizing columns of the log message search interface
To customize the data displayed on the log message search interface, complete the following steps:
Steps:
Step 1. Click Customize columns.
The parameters used for the columns when displaying log messages are listed under Displayed columns.
All other available parameters are listed under Available static columns and Available dynamic
columns.
Dynamic columns are created from structured data parameters (name-value pairs) in log messages
stored on SSB. Structured data parameters are detected and added to the list of customizable columns
automatically. (For more information on the structured data part of log messages, see Section 2.14.2.3,
The STRUCTURED-DATA message part in The syslog-ng Store Box 5 LTS Administrator Guide.)
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Note
To export the search results into a CSV file, click
on the action bar. Note that the CSV file includes
all the static columns and the displayed dynamic columns.

Figure 3.9. Search > Logspaces > Customize columns — Customizing columns of the log message search interface

Step 2. To add a static column to the Displayed columns, click

.

Step 3. To add a dynamic column to the Displayed columns, choose a name-value pair from Available
dynamic columns and click
.
The selected name generates a new, separate dynamic column with a <name> heading (where <name>
is the name of the key). The relevant values are displayed in the cells of the respective column.
Step 4. To remove parameters from the Visible columns, click

.

Step 5. To display the full content of each column (including the log messages), enable Show full content of
columns.

3.1.2. Metadata collected about log messages
The following information is available about the log messages:
■ Processed Timestamp: The date when SSB received the log message in YEAR-MONTH-DAY
HOUR:MINUTE:SECOND format.
■ Timestamp: The timestamp received in the message — the time when the log message was created
in YEAR-MONTH-DAY HOUR:MINUTE:SECOND format.
■ Facility: The facility that sent the message.
■ Priority: The priority value of the message.
■ Program: The application that created the message.
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■ Pid: The program identifier of the application that created the message.
■ Host: The IP address or hostname of the client that sent the message to SSB.
■ Message: The text of the log message.
■ Tag: Tags assigned to the message matching certain pattern database rules.
■ Id: Unique ID of the message.
■ classifier.rule_id: ID of the pattern database rule that matched the message.
■ classifier.class: Description of the pattern database rule that matched the message.
■ Dynamic columns, created from additional name-value pairs, might also be available.

3.1.3. Using complex search queries
You can use wildcards and boolean expressions, and search specific parts of the log messages collected on
SSB.
Note
When searching log messages, the capabilities of the search engine depend on the delimiters used to index the particular
logspace. By default, the indexer uses the following delimiter characters to separate the message into words (tokens): &
: ~ ? ! [ ] = , ; ( ) ' ". For details on how to configure the delimiters used for indexing, see Procedure 8.1.1,
Creating logstores in The syslog-ng Store Box 5 LTS Administrator Guide.

Note
It is not possible to search for the whitespace ( ) character in the MESSAGE part of the log message, since it is a hard-coded
delimiter character.

The following sections provide examples for different search queries:
■ For examples of exact matches, see Section Searching for exact matches and using complex
queries (p. 13).
■ For examples of using boolean operators to combine search keywords, see Section Combining search
keywords (p. 14).
■ For examples of wildcard searches, see Section Using wildcard searches (p. 14).
■ For examples of searching for special characters, see Section Searching for special characters (p. 16).
■ For examples of searching in a specific part of the message, see Section Searching in a specific part
of the message (p. 17).
■ For examples of searching name-value pairs, see Section Searching the name-value pairs of the
message (p. 17).
Searching for exact matches and using complex queries
By default, SSB searches for keywords as whole words in the MESSAGE part of the log message and returns
only exact matches.
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Example 3.1. Searching for exact matches
Search expression

example

Matches

example
Example
EXAMPLE

Does not match

examples
example.com
query-by-example
exam

Combining search keywords
You can use boolean operators – AND, OR, and NOT – to combine search keywords. Note that the boolean
operators are case sensitive, and must be in all caps. More complex search expressions can also be constructed
with parentheses.
Example 3.2. Combining keywords in search
Search expression

keyword1 AND keyword2

Matches

(returns log messages that contain both keywords)

Search expression

keyword1 OR keyword2

Matches

(returns log messages that contain at least one of the keywords)

Search expression

keyword1 AND NOT keyword2

Matches

(returns log messages that contain only keyword1)

To search for expressions that can be interpreted as boolean operators (for example: AND), use the following format:
message:AND.

Example 3.3. Using parentheses in search
Use parentheses to create more complex search expressions:
Search expression

(keyword1 OR keyword2) AND keyword3

Matches

(returns log messages that contain either keyword1 and keyword3, or keyword2 and keyword3)

Using wildcard searches
You can use the ? and * wildcards in your search expressions.
Example 3.4. Using wildcard ? in search
The ? (question mark) wildcard means exactly one arbitrary character. Note that it does not work when trying to find
non-UTF-8 or multibyte characters. If you want to search for these characters, the expression ?? might work, or you can
use the * wildcard instead.
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Search expression

example?

Matches

example1
examples

Does not match

example.com
example12
query-by-example
example?

Search expression

?example?

Matches

1example2

Does not match

example.com
example12
query-by-example

Search expression

example??

Matches

example12

Does not match

example.com
example1
query-by-example

Example 3.5. Using wildcard * in search
The * wildcard means 0 or more arbitrary characters. It finds non-UTF-8 and multibyte characters as well. Wildcard
characters also work in any message part, for example, program:postfix*.
Search expression

example*

Matches

example
examples
example.com

Does not match

query-by-example
example*

Search expression

*example

Matches

example
query-by-example

Does not match

example.com
example12
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Search expression

*example*

Matches

example
query-by-example
example.com
example12

Example 3.6. Using combined wildcards in search
Wildcard characters can be combined.
Search expression

ex?mple*

Matches

example1
examples
example.com
exemple.com
example12

Does not match

exmples
query-by-example

Searching for special characters
To search for the question mark (?), asterisk (*), backslash (\) or whitespace ( ) characters, you must prefix
these characters with a backslash (\). Any character after a backslash is handled as a character to be searched
for.
Note
Delimiter characters are an exception to the rule. It is not possible to search for delimiter characters, even when they are
prefixed.

Example 3.7. Searching for special characters
To search for a special character, use a backslash (\).
Search expression

example\?

Matches

example?

Does not match

examples
example1

To search for the backslash character, use two backslashes (\\).
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Search expression

nvpair:path=C:\\Program\ Files

Matches

C:\Program Files

Searching in a specific part of the message
You can search in a specific part of the message using the <type>: prefix. The message: (or msg:) prefix
means the message part and can be omitted. For example, use the program: prefix to search for the name of
an application, or use the host: prefix to search for a host name, and so on.
Example 3.8. Searching specific parts of messages
Search expression

program:syslog-ng

Matches

All log messages from the syslog-ng application.

Searching the name-value pairs of the message
You can search the structured data part of log messages using the nvpair: prefix. Use the = delimiter to
separate the name and the value of structured data parameters, and remove the quote marks from the values.
Example 3.9. Searching the structured data part of messages
Search expression

nvpair:.sdata.win@18372.4.event_type=Alert

Matches

All log messages where there is a win@18372.4 element with the event_type="Alert" parameter.
For example:
[win@18372.4 EVENT_TYPE="Alert"]

Example 3.10. Using wildcard * to search the structured data
You can use the asterisk (*) wildcard to broaden the search to all structured data elements.
Search expression

nvpair:*event_type=Alert*

Matches

All log messages where the "event_type" name has the "Alert" value.

Example 3.11. Searching for parameter names
To search for a specific name, add the "=" character after the name.
Search expression

nvpair:*event_type=*

Matches

All log messages where an "event_type" name exists.

Example 3.12. Searching for parameter values
To search for a specific value, add the "=" character before the value.
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Note
SSB only indexes the first 59 characters of every name-value pair (parameter). This has two consequences:
■ If the parameter is longer than 59 characters, an exact search might deliver multiple, imprecise results.
Consider the following example. If the parameter is:
.sdata.security.uid=2011-12-08T12:32:25.024+01:00-hostname-12345

SSB indexes it only as:
.sdata.security.uid=2011-12-08T12:32:25.024+01:00-hostname-

This corresponds to the first 59 characters. As a result, searching for:
nvpair:.sdata.security.uid=2011-12-08T12:32:25.024+01:00-hostname-12345

returns all log messages that contain:
.sdata.security.uid=2011-12-08T12:32:25.024+01:00-hostname-

■ Using wildcards might lead to the omission of certain messages from the search results.
Using the same example as above, searching for the value:
nvpair:*=2011-12-08T12:32:25.024+01:00-hostname-12345

does not return any results (as the 12345 part was not indexed). Instead, you have to search for:
nvpair:*=2011-12-08T12:32:25.024+01:00-hostname-*

This, as explained above, might find multiple results.

Search performance tips
To decrease the load on SSB when searching and receive your search results faster, note the following points.
■ Use as small time range as possible
■ Prefer AND instead of OR
■ Avoid unneeded wildcard characters, such as * and ?
■ Use wildcard characters at the end of the tokens if possible

3.2. Searching encrypted logspaces
By default, you cannot browse encrypted logstores from the SSB web interface, because the required decryption
keys are not available on SSB. To make browsing and searching encrypted logstores possible, SSB provides
the following options:
■ Use persistent decryption key(s) for a single user.
For details, see Procedure 3.2.1, Using persistent decryption keys (p. 18).
■ Use decryption keys for the duration of the user session only.
For details, see Procedure 3.2.2, Using session-only decryption keys (p. 20).
One Identity recommends using 2048-bit RSA keys (or stronger).

3.2.1. Procedure – Using persistent decryption keys
Purpose:
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You can upload decryption keys and bind them to your account. The decryption keys are stored on SSB, but
they are only made available for this user account, and can also be protected (encrypted) with a passphrase.
Steps:
Step 1. Select User menu > Private keystore. A pop-up window is displayed.
Step 2. Select Permanent > , then select Certificate >

. A pop-up window is displayed.

Figure 3.10. User menu > Private keystore — Adding decryption keys to the private keystore

Step 3. Paste or upload the certificate used to encrypt the logstore.
Step 4. Select Key >

. A pop-up window is displayed.

Step 5. Paste or upload the private key of the certificate used to encrypt the logstore.
Step 6. Repeat Steps 2-5 to upload additional keys if needed.
Step 7. Select Security passphrase > Change, and enter a passphrase to protect the private keys.
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Figure 3.11. User menu > Private keystore — Securing the private keystore with a passphrase

Step 8. Click Apply.

3.2.2. Procedure – Using session-only decryption keys
Purpose:
You can upload decryption keys to browse encrypted logspaces for the duration of the session only. These keys
are automatically deleted when you log out from SSB.
Steps:
Step 1. Select User menu > Private keystore. A pop-up window is displayed.
Step 2. Select Temporary > , then select Certificate >
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Figure 3.12. User menu > Private keystore — Adding decryption keys to the private keystore

Step 3. Paste or upload the certificate used to encrypt the logstore.
Step 4. Select Key >

. A pop-up window is displayed.

Step 5. Paste or upload the private key of the certificate used to encrypt the logstore.
Step 6. Repeat Steps 2-5 to upload additional keys if needed.
Step 7. Click Apply.
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Chapter 4. Creating reports from log data
SSB can periodically create reports from the statistics of processed logs. To configure reporting, first you have
to create statistics from log data, and save it as a reporting subchapter. You can then configure a report using
the saved subchapter. You can include multiple subchapters in a report. The necessary procedures are described
in the following chapters:
■ For more information on creating statistics from available log data, see Section 4.1, Creating custom
statistics from log data (p. 22).
■ For more information on creating reports, see Procedure 4.2, Configuring custom reports (p. 25).
■ For instructions on browsing the generated reports, see Section 4.3, Browsing reports (p. 26).

4.1. Creating custom statistics from log data
SSB can create statistics from the Timestamp, Facility, Priority, Program, Pid, Host, Tags, and
.classifier.class columns. Use Customize columns to add the required column, if necessary.
Note
The .classifier.class data is the class assigned to the message when pattern database is used. For details, see Chapter
14, Classifying messages with pattern databases in The syslog-ng Store Box 5 LTS Administrator Guide. The pattern
databases provided by One Identity currently use the following message classes by default: system, security,
violation, or unknown.

You can display statistics on the web interface, export the related data as CSV, and also save the statistics to
include in a report.

4.1.1. Displaying log statistics
To display statistics about the log messages, click the

icon in the appropriate header of the table.

You can choose from Bar chart or Pie chart & List.
Note
For performance reasons, when creating statistics for a Multiple Logspace (see Procedure 8.6, Creating multiple logspaces
in The syslog-ng Store Box 5 LTS Administrator Guide), SSB does not create statistics if the data upon which the statistics
is based (for example, the hostname) has over 1000 entries in any of the member logspaces. In this case, SSB displays
the Number of member statistics has too many entries error message.
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Figure 4.1. Search > Logspaces — Displaying log statistics as Bar chart

In Pie chart & List view, percentages add up to 100%. The only exception to this is when statistics are based
on Tags. Since statistics are provided for tags rather than messages, when messages have multiple tags, the
percentages may add up to more than 100%.
Figure 4.2. Search > Logspaces — Displaying log statistics as Pie chart & List

Statistics will show the item with the largest number of entries first. To display the item with the least number
of entries first, select Least.
Note
When navigating to the "future" in the search bar, it is possible that the number of logs displayed in the Search results
differs from the number of logs displayed in the Count part of the Host pie chart.
To avoid this, do not navigate to the "future".
If this has already happened, save the search expression that you have used somewhere, and then refresh the page by
clicking Log > Search again. Note that it will display the original state of the Search page, meaning that for example it
will remove all search expressions that you have entered before.

You can export these statistics in CSV format using the Export all to CSV option, or you can include them in
reports as a subchapter.
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Warning
Do not use Export all to CSV to export large amounts of data, as exporting data can be very slow, especially if the system
is under heavy load. If you regularly need a large portion of your data in plain text format, consider using the SSB RPC
API (for details, see Chapter 15, The SSB RPC API in The syslog-ng Store Box 5 LTS Administrator Guide), or sharing
the log files on the network and processing them with external tools (for details, see Section 8.7, Accessing log files across
the network in The syslog-ng Store Box 5 LTS Administrator Guide).

4.1.2. Procedure – Creating reports from custom statistics
You can save log statistics to include them in reports as a subchapter.
Figure 4.3. Search > Logspaces — Creating reports from custom log statistics

Step 1. In the Statistics view, click Report settings.
Step 2. Add a name for the statistics in the Report subchapter name field.
Step 3. Select the Visualization for the report: List, Pie chart, or Bar chart.
Step 4. Choose how the entries are sorted: descending (Top) or ascending (Least).
Step 5. Choose the Number of entries to include.
Note
Selecting All includes only the first 1000 results. The remaining results are aggregated as 'others'.

Note
For performance reasons, when creating statistics for a Multiple Logspace (see Procedure 8.6, Creating
multiple logspaces in The syslog-ng Store Box 5 LTS Administrator Guide), SSB does not create statistics if
the data upon which the statistics is based (for example, the hostname) has over 1000 entries in any of the
member logspaces. In this case, SSB displays the Number of member statistics has too many
entries error message.

Step 6. Select the user group that can access the subchapter in the Grant access for the following user groups
field.
Step 7. Click Save as Report subchapter.
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Step 8. To add the saved subchapter to a report, follow the instructions provided in Procedure 4.2, Configuring
custom reports (p. 25).

4.2. Procedure – Configuring custom reports
Purpose:
To configure SSB to create custom reports, complete the following steps. Make sure that the user account has
read & write/perform access to the use static subchapters privilege.
Steps:
Step 1. Log in to the SSB web interface, and navigate to Reports > Configuration.
Figure 4.4. Reports > Configuration — Configuring custom reports

Step 2. Click

and enter a name for the custom report.

Step 3. Reports are organized into chapters and subchapters. To add a new chapter, go to Table of contents,
click Add Chapter, enter a name for the chapter, then click OK. Repeat this step to create further
chapters if needed.
Step 4. Click Add Subchapter to add various reports and statistics to the chapter. The available reports will
be displayed in a pop-up window. The reports created from custom statistics are listed at the end.
Step 5. Use the arrows to change the order of the subchapters if needed.
Step 6. To specify how often SSB should create the report, select the relevant Generate this report every
(Day, Week, Month) option. Weekly reports are created on Mondays, while monthly reports on the
first day of the month. You can select multiple options simultaneously.
If you want to generate the report only manually, leave this field empty.
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Step 7. By default, members of the search group can access the custom reports via the SSB web interface.
To change this, enter the name of a different group into the Reports are accessible by the following
groups field, or click to grant access to other groups.
Note
Members of the listed groups will be able to access only these custom reports even if their groups do not have
read access to the Reporting > Reports page. However, only those reports will be listed, to which their group
has access.

Step 8. By default, SSB sends out the reports in email to the address set in the Basic Settings > Management
> Mail settings > Send reports to field.
Note
If this address is not set, the report is sent to the SSB administrator's email address.

■ To disable email sending, unselect the Send reports in e-mail option.
■ To email the reports to a different address, select Recipient > Custom address, and enter
the email address where the reports should be sent. Click to list multiple email addresses
if needed.
Step 9.

Click

.

4.3. Browsing reports
The generated reports are available in Portable Document (PDF) format by selecting Reports > Generated
reports from the Main Menu.
Use the time bar to find reports that apply to a particular period. If you select a period (for example, click a
bar), only those reports will be displayed that contain information about the selected period.
Figure 4.5. Browsing reports

The following information is available about the reports:
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■ Download: A link to download the report.
■ Name: The name of the report.
■ Interval: The length of the reported period, for example, week, month, and so on.
■ Report from: The start of the reported interval.
■ Report to: The end of the reported interval.
■ Generate time: The date when the report was created.
Tip
To create a report for the current day, select Generate reports for today. The report will contain data for the 00:00 current time interval. If artificial ignorance (for details, see Chapter 14, Classifying messages with pattern databases
in The syslog-ng Store Box 5 LTS Administrator Guide) is enabled, an artificial ignorance report is created as well.
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Chapter 5. Creating content-based alerts
SSB can create content-based alerts about log messages based on specific search expressions. Search queries
are run every few seconds and an alert is triggered whenever a match between the contents of a log message
and a search expression is found. Alerts are collected and sent to a pre-defined email address (or email addresses).
Some log messages might have particular significance and therefore getting notifications about those can often
be more efficient than searching for them manually.
You can set up or modify alerts for local logspaces or those logspaces to which you have the relevant privileges,
meaning that:
■ Either the relevant user group has been assigned read and write/perform access to the Search > Logs
object on the AAA > Access Control page.
■ Or the user group has been added under the Access control option of the relevant logspace on the
Log > Logspaces page.
There are two ways to create alerts, using the search interface or the Search > Content-Based Alerts page:
■ For details on how to set up alerts on the search interface, see Procedure 5.1, Setting up alerts on
the search interface (p. 28).
■ For details on how to set up alerts on the Search > Content-Based Alerts page, see Procedure 5.2,
Setting up alerts on the Search > Content-Based Alerts page (p. 31).
Note
Content-based alerting is currently not available for filtered, multiple, and remote logspaces.

Note
In the case of encrypted logspaces, no decryption key is required for content-based alerting to work. SSB has access to
the log messages while processing them, and the indexer and content-based alerting services run before encryption
happens.

5.1. Procedure – Setting up alerts on the search interface
Purpose:
To set up alerts using the search interface, complete the following steps:
Steps:
Step 1. Configure a target where you wish to send your content-based alerts.
Alert targets are set up and modified by superusers or user groups that have been assigned read and
write/perform access to the Policies object on the AAA > Access Control page.
To specify an alert target:
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Step a. Go to Policies > Alert targets.
Step b. Click .
The new tab that opens allows you to record an alert target.
Figure 5.1. Policies > Alert targets — Alert targets page

Step c. Enter a name for your alert target.
Note
Alert target names must be unique.

Step d. In the Target e-mail address field, enter the email address where you wish to send
alerts.
Note
You can specify only one email address per target. However, you can add multiple
targets per alert, which allows you to send a specific alert to more than one email
addresses (if required).

Step e. In the Cooldown period field, enter the minimum amount of time (in seconds) that
should pass between the sending of two alert messages to this target.
The minimum value is 60 seconds, and the maximum value is 999999 seconds.
Note
An alert message is sent only when a match is found between the contents of log
messages and a search expression. This means that if no match is found, more time may
pass between two alert messages than the interval specified as the cooldown period.

Step f.

Click
to save your details.
Expected result:
You have successfully configured a target for your alert where alert messages will be
sent.
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Step 2. Optional step: You can also specify the email address from which the alerts are sent to your targets.
Configuring an email address from where you wish to receive emails can be useful for filtering purposes.
If you do not specify such an email address, a default one will be used.
For detailed instructions, see the steps describing how to specify a Send e-mails as email address in
Procedure 4.5.1, Configuring e-mail alerts in The syslog-ng Store Box 5 LTS Administrator Guide.
Step 3. Once you have set up a target or targets, navigate to the search interface by going to Search >
Logspaces.
Figure 5.2. Search > Logspaces — Setting up alerts on the search interface

Step 4. In the Logspace name menu, select the relevant logspace.
Step 5. In the Search expression field, enter the search expression that you wish to receive alerts about and
click

.

Step 6. To configure additional details for the alert, click

syslog-ng.com

. The Content-based alerting panel is displayed.

30

Figure 5.3. Search > Logspaces — Content-based alerting panel

The Logspace field displays the name of the logspace that you have selected from the Logspace name
menu. The Search expression field displays the search expression that you entered in the Search
expression field.
Step 7. Enter a name for your alert in the Alert name field.
Note
Alert names must be globally unique. Using a prefix before alert names can help avoid specifying a name
that is already in use.

Step 8. Select a target from Targets. You can select multiple targets if you wish to distribute the alert to
multiple email addresses.
You can remove targets you have already added by clicking
Step 9.

To save your details, click

in front of the target's name.

.

Note
If you wish to modify your alert later on, you can make changes via Search > Content-Based Alerts. For
details, see Procedure 5.2, Setting up alerts on the Search > Content-Based Alerts page (p. 31).

5.2. Procedure – Setting up alerts on the Search > Content-Based Alerts page
Purpose:
To set up alerts on the Search > Content-Based Alerts page, complete the following steps:
Steps:
Step 1. Configure a target where you wish to send content-based alerts. For details on how to do this, see Step
1 in Procedure 5.1, Setting up alerts on the search interface (p. 28).
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Step 2. Optional step: You can also specify the email address from which alerts are sent. Configuring an email
address from where you wish to receive emails can be useful for filtering purposes. If you do not
specify such an email address, a default one will be used.
For detailed instructions, see the steps describing how to specify a Send e-mails as email address in
Procedure 4.5.1, Configuring e-mail alerts in The syslog-ng Store Box 5 LTS Administrator Guide.
Step 3. Once you have set up a target or targets, navigate to Search > Content-Based Alerts.
Step 4. Click .
The new tab that opens allows you to specify a content-based alert.
Figure 5.4. Search > Content-Based Alerts — Setting up content-based alerts on the Search

Step 5. Enter a name for your alert.
Note
Alert names must be globally unique. Using a prefix before alert names can help avoid specifying a name
that is already in use.

Step 6. In the Search expression field, enter the search expression that you wish to receive alerts about.
Step 7. Select the appropriate logspace from the Logspace menu.
Step 8. Select a target or targets from the Alert targets menu. You can select multiple targets if you wish to
distribute the alert to multiple email addresses.
You can remove targets you have already added by clicking .
Step 9.

To save your details, click

.

Note
If you wish to modify your alert later on, you can make changes by revisiting the relevant steps on the Search
> Content-Based Alerts page.

syslog-ng.com

32

Format of alert messages

5.3. Format of alert messages
Once content-based alerts have been created, SSB will send alert messages to the configured targets.
The alert email's subject line will follow this format:
Alert: [myalert][mylogspace]

Alert messages will be presented in the following format:
Alert: There were at least 10000 matches between Mon 18 Apr 2016 10:45:38 CEST and
Mon 18 Apr 2016 10:45:43 CEST on
* logspace: "<mylogspace>"
* alert: "<myalert>"
* search expression: "<mysearchexpression>"
To review these matches on your SSB appliance, see:
https://<IP_address_of_SSB>:<port_number>/index.php?_backend=SearchLogspace#logspace_name=mylogspace&
from=1460976338&to=1460976343&search_expression=mysearchexpression
Note: You will not receive a new alert message for a cooldown period of 1 minute
for this alert.

Note that the contents of the log messages are not shared in the alert message. A URL is provided to direct
users to their SSB appliance.
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Appendix A. END USER LICENSE AGREEMENT
FOR BALABIT PRODUCT (EULA)
SUBJECT OF THE LICENSE AGREEMENT
This License Agreement is entered into by and between Licensor (as defined below) and you as an end-user
(hereinafter Licensee) and sets out the terms and conditions under which Licensee and/or Licensee's Authorized
Subsidiaries may use the Balabit Product (as defined below) under this License Agreement.

DEFINITIONS
In this License Agreement, the following words shall have the following meanings:
Name

Description

Annexed Software

Any third party software that is a not a Balabit Product
contained in the install package of the Balabit Product.

Balabit Group

The companies which are affiliates, a subsidiary or a
parent company of the Licensor.

Balabit Product

Any software (other than the Annexed Software),
hardware, virtual hardware or service licensed, sold,
or provided by Licensor including any installation,
education, support and warranty services, or any
product covered by one or more copyrights owned by
a company of the Balabit Group.

License Agreement

License Agreement The present Balabit Product License
Agreement.

Licensor

As indicated on the invoice for the Balabit Product,
Balabit-Europe Kft., a limited liability company,
incorporated and registered with the Budapest
Metropolitan Court as Court of Registration under
number Cg.01-09-186546 whose registered office is at
H-1117 Budapest, Aliz u. 2., or Balabit IT Security
Deutschland GmbH, a limited liability company,
incorporated and registered with the Amtsgericht
München under number HRB 167365, whose registered
office is at Stefan-George-Ring 29, D-81929 München,
or Balabit Corp., a New York corporation, having
offices at 40 Wall Street, New York, NY 10005.

Product Documentation

Any documentation referring to the Balabit Product or
any module thereof, including the administration guide,
the product description, the installation guide and user
guides and manuals.

Certificate of Authenticity

The document signed by Licensor which contains a)
identification data of the Licensee; b) the name of the
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Name

Description
Balabit Product and the designation of licensed modules
thereof; c) an explicit warning that the validity of the
certificate is subject to the acceptance by the Licensee
of the terms and conditions of the EULA; and d)
information with regard to on-line registration, access
to upgrade and support services and Product Usage
Terms.

Product Usage Terms

Sets forth the conditions (the usage environment and
limitations) under which the Balabit Product may be
used by the Licensee.

Warranty Period

A period of twelve (12) months from the date of
delivery of the Balabit Product to Licensee.
Table A.1. Words and expressions

LICENSE GRANTS AND RESTRICTIONS
A. Subject to payment of the License Fee and the terms and conditions of this License Agreement, the applicable
Certificate of Authenticity and the Product Usage Terms, Licensor hereby grants to Licensee, a limited, personal,
non-exclusive and non-transferable license to use Balabit Product (“License”) for its own internal business
purposes. This License does not convey any license or right, express or implied, to manufacture, duplicate or
otherwise copy or reproduce the Balabit Product or any part thereof. This License is transferable only with the
prior written approval of Licensor, which may be withheld in Licensor's sole discretion.
B. Licensee shall use the Balabit Product in accordance with the conditions set by the Product Usage Terms
and the Certificate of Authenticity, especially in the configuration and subject to the quantities specified in
these documents.
C. All modules of the Balabit software will be delivered to Licensee. However, Licensee shall not be entitled
to use any module which is not specified in the applicable Certificate of Authenticity. Access rights to modules
and IP connections are controlled by an “electronic key” accompanying the Balabit Product.
D. Licensee shall be entitled to make one back-up copy of the Balabit software that is licensed to it.
E. Licensee shall make the Balabit Product available solely to its own employees and those of the Authorized
Subsidiaries that are listed in the applicable Certificate of Authenticity or in the related agreement between the
Licensor and the Licensee (e.g. Master Purchase Agreement) and shall take special care to protect the Balabit
Product from any unauthorized access.
F. Licensee shall, in five (5) working days properly answer any queries of Licensor regarding the actual usage
conditions of the Balabit Product that may differ or allegedly differ from the License conditions set forth in the
Product Usage Terms.
G. Licensee shall install the code permitting the usage of the Balabit Product strictly in accordance and to the
provisions defined for it by Licensor. Licensee shall not modify or cancel the Balabit Product functions thereof
that inspect the usage of the software. Configuration settings of the Balabit Product in accordance with the
possibilities offered by the system shall not be construed as modification of the software.
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H. Licensee shall not copy, distribute, market, sell, lease, sublicense, assign or otherwise transfer the Balabit
Product to any third party, or use the Balabit Product in a manner that (i) infringes the intellectual property
rights or otherwise violates the rights of any third party, or (ii) violates applicable law, (iii) provides for or
allows timesharing, rental or use of the Balabit Product in a service bureau or as a provider of services utilizing
the Balabit Product, or (iv) allow a competitor of Balabit to use or have access to the Balabit Product. Licensee
shall not remove or modify any program markings or any notice of Balabit's or proprietary rights.
I. Licensee shall not (i) modify, translate, decompile or reverse engineer the Balabit Product, (ii) attempt to
create the source code from the executable or object code of the Balabit Product by reverse engineering or
disassembling or otherwise adopt, manipulate the executable or object code of the Balabit Product, (iii) create
a derivative work based upon the Balabit Product or the Product Documentation or permit a third party to do
the same, or (iv) modify, tamper with, reverse engineer, reverse compile or disassemble the electronic key for
the Balabit Product.
(v) Notwithstanding the foregoing, Licensee shall be entitled to analyze the structure of the Balabit Product
(decompilation or reverse- engineering) only if necessary to coordinate operation of the Balabit Product with
software developed by a third party, and only if Licensor does not provide such information within 60 (sixty)
days from the receipt of such a request. Such analysis of the structure of the Balabit Product is strictly limited
to those parts of the Balabit Product which are necessary for concurrent operation with the third party software
and is subject to either a) Licensor's prior written consent, or b) the failure of Licensor to provide the aforesaid
information within the aforesaid 60 (sixty) day period.
Any information obtained by Licensee as a result of applying subsection (v) (a) cannot be used for any purposes
other than concurrent operation of the third party software with the Balabit Product, (b) shall not be disclosed
to third parties unless it is necessary to disclose it to the owner of the third party software for concurrent operation
with the Balabit Product; (c) shall not be used for the development, production or distribution of software which
is the same as or similar to the Balabit Product in features or in functionality, or (d) for any other act or purpose
that violates Licensor's copyrights in the Balabit Product.
(vi) Notwithstanding the foregoing, Licensee shall be entitled to analyze the structure of those components of
the Balabit Product (decompilation or reverse-engineering) that fall under GNU Lesser General Public License
3.0 (https://www.gnu.org/licenses/lgpl-3.0.en.html) according to the Product Documentation. Any activity under
this sub-clause shall be made in full compliance with the license terms referred to herein.
J. Licensee shall comply with all terms and conditions made applicable to all Annexed Software contained in
the same install package with the Balabit Product by the owner of the Annexed Software. Licensor does not
grant any license rights to any Annexed Software by including it with a Balabit Product in the same install
package. Such rights must be acquired by Licensee directly from the owner of the Annexed Software.
K. Any usage of the Balabit Product exceeding the limits and restrictions defined in the Certificate of Authenticity
shall be a material breach of the License Agreement and Licensee shall be fully liable to Licensor for such
breach, including for monetary damages and/or termination of this License Agreement and the Master Purchase
Agreement and any Order made thereunder.
L. Licensee shall have the right to obtain and use content updates of the Balabit Product only if Licensee
concludes a support contract that includes such content updates (maintenance of the software), or if Licensee
has otherwise separately acquired the right to obtain and use such content updates. This License Agreement
does not otherwise permit Licensee to obtain and use content updates.
M. Licensor expressly reserves all rights not expressly granted herein.
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CONFIDENTIALITY
A. “Confidential Information” means any business, marketing, technical, scientific or other information disclosed
by the Balabit Group which, at the time of disclosure is designated as confidential (or like designation), is
disclosed in circumstances of confidence, or would be understood by the parties (or their Affiliates), exercising
reasonable business judgment, to be confidential.
B. License acknowledges that the Balabit Product, the Product Documentation and related materials are the
trade secrets and Confidential Information of the Balabit Group. Licensee agrees to keep confidential all
confidential information of the Balabit Group including but not limited to the Balabit Product, the Product
Documentation and related materials. Licensee agrees to use all confidential information of the Balabit Group
including but not limited to the Balabit Product, the Product Documentation and related materials only as
expressly permitted by this Agreement.
C. Licensee shall retain the Confidential Information of the Balabit Group in confidence and shall use and
disclose it solely for the purpose of, and in accordance with, this License Agreement. Licensee shall only
disclose Confidential Information of the Balabit Group to those of its employees with a need to know such
Confidential Information. Licensee shall use the same degree of care as it uses to protect its own confidential
information of a similar nature, but no less than reasonable care, to prevent the unauthorized use or disclosure
of the Balabit Group's Confidential Information.

INTELLECTUAL PROPERTY RIGHTS
A. All right, title, and interest in and to the Balabit Product, including all patents, trademarks, trade names,
inventions, know-how, trade secrets and all other intellectual property rights relating to the design, manufacture,
operation or service of the Balabit Product are owned by one or more of the companies of the Balabit Group.
No right or interest in any of such intellectual property rights is transferred to Licensee by this License other
than the right and license to use the Balabit Product modules licensed hereunder in accordance with this License
Agreement and the Product Usage Terms.
B. Licensee will advise its Authorized Subsidiaries, if any, of and assure compliance with the restrictions
contained in the License Agreement, including those relating to the Confidential Information and proprietary
property of the Balabit Group. Licensee shall implement adequate security measures to protect such trade secrets
and confidential information.
C. The use by Licensee of any of the intellectual property rights in the Balabit Product is authorized only for
the purposes set forth herein, and upon termination of this License Agreement for any reason, such authorization
shall cease and Licensee shall immediately cease the use of the Balabit Product.

WARRANTIES
A. Licensor warrants that during the Warranty Period, the Balabit provided hardware upon which the Balabit
Product is installed provided to Licensee by Licensor (“Appliance”) will be free of defects of material or
workmanship under normal use. Licensor will replace any defective Appliance returned to it, accompanied by
a dated proof of purchase that is within the Warranty Period, at no charge to Licensee. Upon receipt of the
allegedly defective Appliance, Licensor will at its option, deliver a replacement Appliance or Licensor's current
equivalent Appliance to Licensee at no additional cost. Licensor will bear all delivery charges to Licensee for
the replacement Appliance.
B. In the event Licensee uses the Balabit Product in conjunction with any third party software, Licensor shall
not be liable for any errors in the operation of the Balabit Product that is due to the third party software.
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C. Licensor warrants that during the Warranty Period, the Balabit Product software without unauthorized
modification shall perform in substantial compliance with the Product Documentation accompanying the Balabit
Product, when it is used in normal use (i) on that hardware or virtual appliance for which it was installed and
(ii) in compliance with the provisions of the Product Documentation and the Product Usage Terms. If the Balabit
Product fails to so operate, Licensee shall promptly notify Licensor (the date of the notification sent to Licensor
shall be deemed to be the date of the failure) and Licensee shall do its best to mitigate the consequences of that
failure until Licensor can address the failure to operate in accordance with the aforesaid documentation. If the
failure is reported by Licensee to Licensor within the Warranty Period, Licensor's sole obligation and liability
for breach of this warranty is, at Licensor's sole option, either: (i) to correct such failure, or (ii) to replace the
defective Balabit Product.
D. Where the Balabit Product has not been acquired directly from Licensor, Licensee must contact the entity
that has sold the license to the Balabit Product to Licensee in order to exercise its rights under this warranty.
Licensor will not provide to Licensee any after-sale warranty if Licensor has not sold the license to the Balabit
Product directly to Licensee.
E. EXCEPT AS SET FORTH IN THIS LICENSE AGREEMENT, LICENSOR MAKES NO WARRANTIES
OF ANY KIND WITH RESPECT TO THE BALABIT PRODUCT. TO THE MAXIMUM EXTENT
PERMITTED BY APPLICABLE LAW, LICENSOR DISCLAIMS ANY OTHER WARRANTIES, INCLUDING
BUT NOT LIMITED TO ANY IMPLIED WARRANTIES OF SATISFACTORY QUALITY,
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT OF
INTELLECTUAL PROPERTY RIGHTS.

LICENSE FEE
A. The Certificate of Authenticity and the Product Usage Term contain the details of the purchased License
and usage limitations. This information serves as the calculation base of the License fee. Licensee acknowledges
that payment of the License fee is a condition of lawful usage.
B. License fees do not include any installation or post sale charges, taxes, duties, etc., all of which are for the
account of Licensee. Applicable taxes shall be added to all invoices to Licensee for License fees.
C. The license rights to the Balabit Product are transferred to the Licensee only when Licensee pays the License
fee to Licensor. In case of non-payment Licensor has right to terminate, or rescind the License Agreement with
immediate effect and Licensee shall promptly cease all use of the Balabit Product and return it to Licensor at
its own cost and expense and shall be liable for its unlawful usage and the early termination.

LIMITATION OF LIABILITY
SOME STATES AND COUNTRIES, INCLUDING MEMBER COUNTRIES OF THE EUROPEAN UNION,
DO NOT ALLOW THE LIMITATION OR EXCLUSION OF LIABILITY FOR INCIDENTAL OR
CONSEQUENTIAL DAMAGES AND, THEREFORE, THE FOLLOWING LIMITATION OR EXCLUSION
MAY NOT APPLY TO THIS LICENSE AGREEMENT IN THOSE STATES AND COUNTRIES.
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW AND REGARDLESS OF WHETHER
ANY REMEDY SET OUT IN THIS LICENSE AGREEMENT FAILS OF ITS ESSENTIAL PURPOSE, IN
NO EVENT SHALL LICENSOR BE LIABLE TO LICENSEE FOR ANY SPECIAL, EXEMPLARY,
CONSEQUENTIAL, INDIRECT, PUNITIVE, OR SIMILAR DAMAGES OR LOST PROFITS OR LOST
DATA ARISING OUT OF THE USE OR INABILITY TO USE THE BALABIT PRODUCT EVEN IF
LICENSOR HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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IN NO CASE SHALL LICENSOR'S TOTAL LIABILITY UNDER THIS LICENSE AGREEMENT EXCEED
THE FEES RECEIVED BY LICENSOR FOR THE BALABIT PRODUCT LICENSED UNDER THIS
LICENSE AGREEMENT.
NOTWITHSTANDING ANYTHING SET FORTH IN THIS AGREEMENT TO THE CONTRARY, IN NO
EVENT SHALL LICENSOR BE LIABLE FOR ANY DAMAGES CAUSED BY THE USAGE OF THE
BALABIT PRODUCT WHICH IS NOT IN ACCORDANCE WITH THE PRODUCT DOCUMENTATION
AND THE PRODUCT USAGE TERMS.

TERM AND TERMINATION
A. This License Agreement shall come into effect on the day when the Licensee declares acceptance of its terms
and conditions, provided that the License Fee has been fully paid. Either the signing a copy of the License
Agreement by the Licensee's duly authorized representative, or Licensee “clicking” on the "Confirmation"
button (“I have read and agree ...”) with regard to this License Agreement at the beginning of the installation
process of the Balabit Product shall be deemed to be acceptance by the Licensee to the terms and conditions
of the License Agreement. The Buyer represents and warrants that the members of its IT staff working on the
installation of the Products (either with or without the Supplier's installation personnel) are authorized to bind
the Buyer to this License Agreement by signing a copy of the License Agreement or “clicking” on the
Confirmation button.
B. Licensee may terminate the License Agreement at any time by written notice sent to Licensor and by
simultaneously destroying all copies of the Balabit Product licensed under this License Agreement and certifying
to Licensor that it has done so.
C. Licensor may terminate this License Agreement with immediate effect by written notice to Licensee, if
Licensee is in material or persistent breach of the License Agreement and either that breach is incapable of
remedy or Licensee shall have failed to remedy that breach within 30 (thirty) days after receiving written notice
requiring it to remedy that breach. In such a case, Licensee must immediately destroy all copies of the Balabit
Product licensed under this License Agreement, the Product Documentation and all other materials containing
the Confidential Information of Licensor and certify to Licensor that it has done so.
D. The provisions of this Agreement relating to confidentiality, applicable law and jurisdiction, notices,
indemnification, disclaimers and limits of liability shall survive the expiration or termination of this Agreement
for any reason.

AMENDMENTS
Except as expressly provided in this License Agreement, no amendment or variation of this License Agreement
shall be effective unless in writing and signed by a duly authorized representative of both parties hereto.

WAIVER
The failure of a party to exercise or enforce any right under this License Agreement shall not be deemed to be
a waiver of that right nor operate to bar the exercise or enforcement of such right or any other right at any time
or times thereafter.

SEVERABILITY
If any part of this License Agreement becomes invalid, illegal or unenforceable, the parties shall in such an
event negotiate in good faith in order to agree on the terms of a mutually satisfactory provision to be substituted
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for the invalid, illegal or unenforceable provision which as nearly as possible validly gives effect to their
intentions as expressed in this License Agreement.

NOTICES
Any notice required to be given pursuant to this License Agreement shall be in writing and shall be given by
delivering the notice by hand, or by sending the same by prepaid first class post (airmail if to an address outside
the country of posting) or by recognized courier service such as Federal Express to the address of the relevant
party. Any notice given according to the above procedure shall be deemed to have been given at the time of
delivery (if delivered by hand) and when received (if sent by post or courier service).

APPLICABLE LAW AND JURISDICTION
This Agreement shall be construed, interpreted and the rights of the parties determined
a) in case of US customers in accordance with the laws of the State of New York without giving effect to any
conflict of law provision thereof which would result in the law of any other jurisdiction applying to the
construction or interpretation of this Agreement. Any dispute, controversy or claim arising out of, connected
with, related to or incidental to this Agreement, whether arising in contract, tort, equity or otherwise, shall be
brought in and resolved by a state or federal court located in New York County, New York and each party
hereby consents and submits to the jurisdiction of any such state or federal court and hereby waives any objections
based on forum non conveniens or any other objections to the jurisdiction and venue of any such state or federal
court.
b) in case of other than US customers, in accordance with the laws of the Luxembourg without giving effect
to any conflict of law provision thereof which would result in the law of any other jurisdiction applying to the
construction or interpretation of this Agreement. Any dispute arising from this Agreement, or the breach,
termination, validity or interpretation thereof or in relation thereto shall come under the exclusive jurisdiction
of the courts of Luxembourg-city. Each party hereby consents and submits to this jurisdiction and hereby waives
any objections based on forum non conveniens or any other objections to Luxembourg jurisdiction and venue.

INDEMNIFICATION
In addition to the indemnifications by Licensee set forth in the Master Purchase Agreement between the Licensor
and Licensee, Licensee shall indemnify, defend and hold Balabit Group harmless from and against all losses
(including reasonable attorneys' fees and expenses) arising out of any third party suit or claim alleging that (i)
Licensee's unauthorized use of the Balabit Product hereunder has harmed such third party claimant, or (ii)
Licensee's use of the Balabit Product not as intended or indicated by applicable Product Documentation is in
violation of any law, rule or regulation applicable to such use, or violates the intellectual property rights of any
third party.

AUDIT
A third party auditor selected by Licensor may upon reasonable notice to Licensee and during normal business
hours, but not more often than once each year, inspect Licensee's relevant records in order to confirm that usage
of the Balabit Product complies with the terms and conditions of this License Agreement. Licensor shall bear
the costs of such audit. All audits shall be subject to the reasonable safety and security policies and procedures
of Licensee. The auditor shall be entitled to examine, inspect, copy and audit the usage of the Balabit Product
by Licensee. If the inspection or audit reveals that the usage does not comply with the conditions of the License
Agreement the Licensee shall immediately:
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(a) pay to Licensor the amount of any underpayment, together with interest on that amount
calculated at the rate of two per cent (2%) over the Barclay Bank base rate in New York City
from time to time; and
(b) pay the costs of the audit and/or inspection where that audit or inspection reveals an
underpayment in excess of five per cent (5%).
In the event Licensee does not permit the auditor selected by Licensor to inspect, or examine the usage of
Balabit Product, Licensor shall have the right to terminate the License Agreement with immediate effect upon
notice to Licensee. Upon such termination, Licensee shall return the Balabit Product to Licensor at its own cost
and expense and shall remain liable for any unlawful usage and the early termination of this Agreement.

HEADINGS
Headings are for convenience only and shall be ignored in interpreting this License Agreement.

ENTIRE AGREEMENT
This License Agreement together with the Product Documentation, the Product Usage Terms, the Certificate
of Authenticity and the documents referred to therein constitutes the entire agreement between the parties with
regard to the subject matter hereof and supersedes all prior and contemporaneous understandings and agreements,
both written and oral, with respect thereto.
Licensee hereby accepts the terms and conditions of the above End User License Agreement:

SUBSCRIPTION BASED END USER License Agreement for Balabit Product
(“SB EULA” or “SB License Agreement”)
SUBJECT OF THE SB LICENSE AGREEMENT
This SB License Agreement is entered into by and between Licensor (as defined below) and you as an end-user
(hereinafter Licensee) and sets out the terms and conditions under which Licensee and/or Licensee’s Authorized
Subsidiaries may use the Balabit Product (as defined below) under this SB License Agreement.

1. DEFINITIONS
In this SB EULA, the following words shall have the following meanings:
Name

Description

Annexed Software

Any third party software that is a not a Balabit Product
contained in the install package of the Balabit Product.

Balabit Group

The companies which are affiliates, a subsidiary or a
parent company of the Licensor.

Balabit Product

Any software (other than the Annexed Software),
hardware, virtual hardware or service licensed, sold,
or provided by Licensor including any installation,
education, support and warranty services, or any
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Name

Description
product covered by one or more copyrights owned by
a company of the Balabit Group.

SB License Agreement

The present Balabit Product Subscription Based SB
License Agreement.

Licensor

As indicated on the invoice for the Balabit Product,
Balabit-Europe Kft., a limited liability company,
incorporated and registered with the Budapest
Metropolitan Court as Court of Registration under
number Cg.01-09-186546 whose registered office is at
H-1117 Budapest, Aliz u. 2., or Balabit IT Security
Deutschland GmbH, a limited liability company,
incorporated and registered with the Amtsgericht
München under number HRB 167365, whose registered
office is at Stefan-George-Ring 29, D-81929 München,
or Balabit Corp., a New York corporation, having
offices at 40 Wall Street, New York, NY 10005.

Product Documentation

Any documentation referring to the Balabit Product or
any module thereof, including the administration guide,
the product description, the installation guide and user
guides and manuals.

Certificate of Authenticity

The document signed by Licensor which contains a)
identification data of the Licensee; b) the name of the
Balabit Product and the designation of licensed modules
thereof; c) the Subscription Fees and payment terms)
d) an explicit warning that the validity of the certificate
is subject to the acceptance by the Licensee of the terms
and conditions of this SB EULA; and e) information
with regards to the extension of subscription etc.

Product Usage Terms

Sets forth the conditions (the usage environment and
limitations) under which the Balabit Product may be
used by the Licensee.

Subscription Period

A period of twelve (12) or thirty six (36) months in
terms of which Subscription Fees are duly paid by the
Licensee.

Warranty Period

The whole Subscription Period.
Table A.2. Words and expressions

2. LICENSE GRANTS AND RESTRICTIONS
A. Subject to payment of the Subscription Fee and the terms and conditions of this SB License Agreement, the
applicable Certificate of Authenticity and the Product Usage Terms, Licensor hereby grants to Licensee, a
limited, personal, non-exclusive and non-transferable license to use Balabit Product (“License”) for its own
internal business purposes during the Subscription Period. This License does not convey any license or right,
express or implied, to manufacture, duplicate or otherwise copy or reproduce the Balabit Product or any part
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thereof. This License is transferable only with the prior written approval of Licensor, which may be withheld
in Licensor’s sole discretion.
B. Licensee shall use the Balabit Product in accordance with the conditions set by the Product Usage Terms
and the Certificate of Authenticity, especially in the configuration and subject to the quantities specified in
these documents.
C. All modules of the Balabit software will be delivered to Licensee. However, Licensee shall not be entitled
to use any module which is not specified in the applicable Certificate of Authenticity. Access rights to modules
and IP connections are controlled by an “electronic key” accompanying the Balabit Product.
D. Licensee shall be entitled to make one back-up copy of the Balabit software that is licensed to it.
E. Licensee shall make the Balabit Product available solely to its own employees and those of the Authorized
Subsidiaries that are listed in the applicable Certificate of Authenticity or in the related agreement between the
Licensor and the Licensee (e.g. Master Purchase Agreement) and shall take special care to protect the Balabit
Product from any unauthorized access.
F. Licensee shall, in five (5) working days properly answer any queries of Licensor regarding the actual usage
conditions of the Balabit Product that may differ or allegedly differ from the License conditions set forth in the
Product Usage Terms.
G. Licensee shall install the code permitting the usage of the Balabit Product strictly in accordance and to the
provisions defined for it by Licensor. Licensee shall not modify or cancel the Balabit Product functions thereof
that inspect the usage of the software. Configuration settings of the Balabit Product in accordance with the
possibilities offered by the system shall not be construed as modification of the software.
H. Licensee shall not copy, distribute, market, sell, lease, sublicense, assign or otherwise transfer the Balabit
Product to any third party, or use the Balabit Product in a manner that (i) infringes the intellectual property
rights or otherwise violates the rights of any third party, or (ii) violates applicable law, (iii) provides for or
allows timesharing, rental or use of the Balabit Product in a service bureau or as a provider of services utilizing
the Balabit Product, or (iv) allow a competitor of Balabit to use or have access to the Balabit Product. Licensee
shall not remove or modify any program markings or any notice of Balabit’s or proprietary rights.
I. Licensee shall not (i) modify, translate, decompile or reverse engineer the Balabit Product, (ii) attempt to
create the source code from the executable or object code of the Balabit Product by reverse engineering or
disassembling or otherwise adopt, manipulate the executable or object code of the Balabit Product, (iii) create
a derivative work based upon the Balabit Product or the Product Documentation or permit a third party to do
the same, or (iv) modify, tamper with, reverse engineer, reverse compile or disassemble the electronic key for
the Balabit Product.
(v) Notwithstanding the foregoing, Licensee shall be entitled to analyze the structure of the Balabit Product
(decompilation or reverse- engineering) only if necessary to coordinate operation of the Balabit Product with
software developed by a third party, and only if Licensor does not provide such information within 60 (sixty)
days from the receipt of such a request. Such analysis of the structure of the Balabit Product is strictly limited
to those parts of the Balabit Product which are necessary for concurrent operation with the third party software
and is subject to either a) Licensor’s prior written consent, or b) the failure of Licensor to provide the aforesaid
information within the aforesaid 60 (sixty) day period.
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Any information obtained by Licensee as a result of applying subsection (v) (a) cannot be used for any purposes
other than concurrent operation of the third party software with the Balabit Product, (b) shall not be disclosed
to third parties unless it is necessary to disclose it to the owner of the third party software for concurrent operation
with the Balabit Product; (c) shall not be used for the development, production or distribution of software which
is the same as or similar to the Balabit Product in features or in functionality, or (d) for any other act or purpose
that violates Licensor’s copyrights in the Balabit Product.
(vi) Notwithstanding the foregoing, Licensee shall be entitled to analyze the structure of those components of
the BalaBit Product (decompilation or reverse-engineering) that fall under GNU Lesser General Public License
3.0 (https://www.gnu.org/licenses/lgpl-3.0.en.html) according to the Product Documentation. Any activity under
this sub-clause shall be made in full compliance with the license terms referred to herein.
J. Licensee shall comply with all terms and conditions made applicable to all Annexed Software contained in
the same install package with the Balabit Product by the owner of the Annexed Software. Licensor does not
grant any license rights to any Annexed Software by including it with a Balabit Product in the same install
package. Such rights must be acquired by Licensee directly from the owner of the Annexed Software.
K. Any usage of the Balabit Product exceeding the limits and restrictions defined in the Certificate of Authenticity
shall be a material breach of the SB License Agreement and Licensee shall be fully liable to Licensor for such
breach, including for monetary damages and/or termination of this SB License Agreement and the Master
Purchase Agreement and any Order made thereunder.
L. During the Subscription Period Licensee shall have the right to obtain and use content updates of the Balabit
Product (maintenance of the software) and shall be provided with support services in accordance with Balabit’s
then current Support General Terms and Conditions (hereinafter Support GTC).
M. Licensor expressly reserves all rights not expressly granted herein.

3. CONFIDENTIALITY
A. “Confidential Information” means any business, marketing, technical, scientific or other information disclosed
by the Balabit Group which, at the time of disclosure is designated as confidential (or like designation), is
disclosed in circumstances of confidence, or would be understood by the parties (or their Affiliates), exercising
reasonable business judgment, to be confidential.
B. License acknowledges that the Balabit Product, the Product Documentation and related materials are the
trade secrets and Confidential Information of the Balabit Group. Licensee agrees to keep confidential all
confidential information of the Balabit Group including but not limited to the Balabit Product, the Product
Documentation and related materials. Licensee agrees to use all confidential information of the Balabit Group
including but not limited to the Balabit Product, the Product Documentation and related materials only as
expressly permitted by this Agreement.
C. Licensee shall retain the Confidential Information of the Balabit Group in confidence and shall use and
disclose it solely for the purpose of, and in accordance with, this SB License Agreement. Licensee shall only
disclose Confidential Information of the Balabit Group to those of its employees with a need to know such
Confidential Information. Licensee shall use the same degree of care as it uses to protect its own confidential
information of a similar nature, but no less than reasonable care, to prevent the unauthorized use or disclosure
of the Balabit Group’s Confidential Information.
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4. INTELLECTUAL PROPERTY RIGHTS
A. All right, title, and interest in and to the Balabit Product, including all patents, trademarks, trade names,
inventions, know-how, trade secrets and all other intellectual property rights relating to the design, manufacture,
operation or service of the Balabit Product are owned by one or more of the companies of the Balabit Group.
No right or interest in any of such intellectual property rights is transferred to Licensee by this License other
than the right and license to use the Balabit Product modules licensed hereunder in accordance with this SB
License Agreement and the Product Usage Terms.
B. Licensee will advise its Authorized Subsidiaries, if any, of and assure compliance with the restrictions
contained in the SB License Agreement, including those relating to the Confidential Information and proprietary
property of the Balabit Group. Licensee shall implement adequate security measures to protect such trade secrets
and confidential information.
C. The use by Licensee of any of the intellectual property rights in the Balabit Product is authorized only for
the purposes set forth herein, and upon termination of this SB License Agreement, such authorization shall
cease and Licensee shall immediately cease the use of the Balabit Product.

5. WARRANTIES
A. Licensor warrants that during the Subscription Period, the Balabit provided hardware upon which the Balabit
Product is installed provided to Licensee by Licensor (“Appliance”) will be free of defects of material or
workmanship under normal use. Licensor will replace any defective Appliance returned to it, accompanied by
a dated proof of purchase that is within the Subscription Period, at no charge to Licensee. Upon receipt of the
allegedly defective Appliance, Licensor will at its option, deliver a replacement Appliance or Licensor’s current
equivalent Appliance to Licensee at no additional cost. Licensor will bear all delivery charges to Licensee for
the replacement Appliance.
B. In the event Licensee uses the Balabit Product in conjunction with any third party software, Licensor shall
not be liable for any errors in the operation of the Balabit Product that is due to the third party software.
C. Licensor warrants that during the Subscription Period, the Balabit Product software without unauthorized
modification shall perform in substantial compliance with the Product Documentation accompanying the Balabit
Product, when it is used in normal use (i) on that hardware or virtual appliance for which it was installed and
(ii) in compliance with the provisions of the Product Documentation and the Product Usage Terms. If the Balabit
Product fails to so operate, Licensee shall promptly notify Licensor (the date of the notification sent to Licensor
shall be deemed to be the date of the failure) and Licensee shall do its best to mitigate the consequences of that
failure until Licensor can address the failure to operate in accordance with the aforesaid documentation. If the
failure is reported by Licensee to Licensor, Licensor’s sole obligation and liability for breach of this warranty
is, at Licensor’s sole option, either: (i) to correct such failure, or (ii) to replace the defective Balabit Product.
D. Where the Balabit Product has not been acquired directly from Licensor, Licensee must contact the entity
that has sold the license to the Balabit Product to Licensee in order to exercise its rights under this warranty.
Licensor will not provide to Licensee any after-sale warranty if Licensor has not sold the license to the Balabit
Product directly to Licensee.
E. EXCEPT AS SET FORTH IN THIS SB LICENSE AGREEMENT, LICENSOR MAKES NO WARRANTIES
OF ANY KIND WITH RESPECT TO THE BALABIT PRODUCT. TO THE MAXIMUM EXTENT
PERMITTED BY APPLICABLE LAW, LICENSOR DISCLAIMS ANY OTHER WARRANTIES, INCLUDING
BUT NOT LIMITED TO ANY IMPLIED WARRANTIES OF SATISFACTORY QUALITY,
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MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT OF
INTELLECTUAL PROPERTY RIGHTS.

6. SUBSCRIPTION FEE
A. The Certificate of Authenticity and the Product Usage Term contain the details of the purchased License
and usage limitations. This information serves as the calculation base of the Subscription Fee. Licensee
acknowledges that payment of the Subscription Fee is a condition of lawful usage.
B. Subscription Fees do not include any installation or post sale charges, taxes, duties, etc., all of which are for
the account of Licensee. Applicable taxes shall be added to all invoices to Licensee for Subscription Fees.
C. The license rights to the Balabit Product are transferred to the Licensee only when Licensee pays the
Subscription Fees to Licensor. In case of non-payment Licensor has right to terminate, or rescind the SB License
Agreement with immediate effect and Licensee shall promptly cease all use of the Balabit Product and return
it to Licensor at its own cost and expense and shall be liable for its unlawful usage and the early termination.

7. LIMITATION OF LIABILITY
SOME STATES AND COUNTRIES, INCLUDING MEMBER COUNTRIES OF THE EUROPEAN UNION,
DO NOT ALLOW THE LIMITATION OR EXCLUSION OF LIABILITY FOR INCIDENTAL OR
CONSEQUENTIAL DAMAGES AND, THEREFORE, THE FOLLOWING LIMITATION OR EXCLUSION
MAY NOT APPLY TO THIS SB LICENSE AGREEMENT IN THOSE STATES AND COUNTRIES.
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW AND REGARDLESS OF WHETHER
ANY REMEDY SET OUT IN THIS SB LICENSE AGREEMENT FAILS OF ITS ESSENTIAL PURPOSE,
IN NO EVENT SHALL LICENSOR BE LIABLE TO LICENSEE FOR ANY SPECIAL, EXEMPLARY,
CONSEQUENTIAL, INDIRECT, PUNITIVE, OR SIMILAR DAMAGES OR LOST PROFITS OR LOST
DATA ARISING OUT OF THE USE OR INABILITY TO USE THE BALABIT PRODUCT EVEN IF
LICENSOR HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
IN NO CASE SHALL LICENSOR’S TOTAL LIABILITY UNDER THIS SB LICENSE AGREEMENT
EXCEED THE FEES RECEIVED BY LICENSOR FOR THE BALABIT PRODUCT LICENSED UNDER
THIS SB LICENSE AGREEMENT.
NOTWITHSTANDING ANYTHING SET FORTH IN THIS AGREEMENT TO THE CONTRARY, IN NO
EVENT SHALL LICENSOR BE LIABLE FOR ANY DAMAGES CAUSED BY THE USAGE OF THE
BALABIT PRODUCT WHICH IS NOT IN ACCORDANCE WITH THE PRODUCT DOCUMENTATION
AND THE PRODUCT USAGE TERMS.

8. TERM AND TERMINATION
A. This SB License Agreement shall come into effect on the day when the Licensee declares acceptance of its
terms and conditions, provided that the Subscription Fee has been fully paid. Either the signing a copy of the
SB License Agreement by the Licensee’s duly authorized representative, or Licensee “clicking” on the
"Confirmation" button (“I have read and agree ...”) with regard to this SB License Agreement at the beginning
of the installation process of the Balabit Product shall be deemed to be acceptance by the Licensee to the terms
and conditions of the SB License Agreement. The Buyer represents and warrants that the members of its IT
staff working on the installation of the Products (either with or without the Supplier’s installation personnel)
are authorized to bind the Buyer to this SB License Agreement by signing a copy of the SB License Agreement
or “clicking” on the Confirmation button.
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B. Licensee may terminate the SB License Agreement at any time by written notice sent to Licensor and by
simultaneously destroying all copies of the Balabit Product licensed under this SB License Agreement and
certifying to Licensor that it has done so.
C. Licensor may terminate this SB License Agreement with immediate effect by written notice to Licensee, if
Licensee is in material or persistent breach of the SB License Agreement and either that breach is incapable of
remedy or Licensee shall have failed to remedy that breach within 30 (thirty) days after receiving written notice
requiring it to remedy that breach. In such a case, Licensee must immediately destroy all copies of the Balabit
Product licensed under this SB License Agreement, the Product Documentation and all other materials containing
the Confidential Information of Licensor and certify to Licensor that it has done so.
D. The provisions of this Agreement relating to confidentiality, applicable law and jurisdiction, notices,
indemnification, disclaimers and limits of liability shall survive the expiration or termination of this Agreement
for any reason.

9. AMENDMENTS
Except as expressly provided in this SB License Agreement, no amendment or variation of this SB License
Agreement shall be effective unless in writing and signed by a duly authorized representative of both parties
hereto.

10. WAIVER
The failure of a party to exercise or enforce any right under this SB License Agreement shall not be deemed to
be a waiver of that right nor operate to bar the exercise or enforcement of such right or any other right at any
time or times thereafter.

11. SEVERABILITY
If any part of this SB License Agreement becomes invalid, illegal or unenforceable, the parties shall in such an
event negotiate in good faith in order to agree on the terms of a mutually satisfactory provision to be substituted
for the invalid, illegal or unenforceable provision which as nearly as possible validly gives effect to their
intentions as expressed in this SB License Agreement.

12. NOTICES
Any notice required to be given pursuant to this SB License Agreement shall be in writing and shall be given
by delivering the notice by hand, or by sending the same by prepaid first class post (airmail if to an address
outside the country of posting) or by recognized courier service such as Federal Express to the address of the
relevant party. Any notice given according to the above procedure shall be deemed to have been given at the
time of delivery (if delivered by hand) and when received (if sent by post or courier service).

13. APPLICABLE LAW AND JURISDICTION
This Agreement shall be construed, interpreted and the rights of the parties determined
a) in case of US Licensees (customers) in accordance with the laws of the State of New York without giving
effect to any conflict of law provision thereof which would result in the law of any other jurisdiction applying
to the construction or interpretation of this Agreement. Any dispute, controversy or claim arising out of,
connected with, related to or incidental to this Agreement, whether arising in contract, tort, equity or otherwise,
shall be brought in and resolved by a state or federal court located in New York County, New York and each
party hereby consents and submits to the jurisdiction of any such state or federal court and hereby waives any
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14. INDEMNIFICATION

objections based on forum non conveniens or any other objections to the jurisdiction and venue of any such
state or federal court.
b) in case of other than US Licensees (customers), in accordance with the laws of the Luxembourg without
giving effect to any conflict of law provision thereof which would result in the law of any other jurisdiction
applying to the construction or interpretation of this Agreement. Any dispute arising from this Agreement, or
the breach, termination, validity or interpretation thereof or in relation thereto shall come under the exclusive
jurisdiction of the courts of Luxembourg-city. Each party hereby consents and submits to this jurisdiction and
hereby waives any objections based on forum non conveniens or any other objections to Luxembourg jurisdiction
and venue.

14. INDEMNIFICATION
In addition to the indemnifications by Licensee set forth in the Master Purchase Agreement between the Licensor
and Licensee, Licensee shall indemnify, defend and hold Balabit Group harmless from and against all losses
(including reasonable attorneys’ fees and expenses) arising out of any third party suit or claim alleging that (i)
Licensee’s unauthorized use of the Balabit Product hereunder has harmed such third party claimant, or (ii)
Licensee’s use of the Balabit Product not as intended or indicated by applicable Product Documentation is in
violation of any law, rule or regulation applicable to such use, or violates the intellectual property rights of any
third party.

15. AUDIT
A third party auditor selected by Licensor may upon reasonable notice to Licensee and during normal business
hours, but not more often than once each year, inspect Licensee’s relevant records in order to confirm that usage
of the Balabit Product complies with the terms and conditions of this SB License Agreement. Licensor shall
bear the costs of such audit. All audits shall be subject to the reasonable safety and security policies and
procedures of Licensee. The auditor shall be entitled to examine, inspect, copy and audit the usage of the Balabit
Product by Licensee. If the inspection or audit reveals that the usage does not comply with the conditions of
the SB License Agreement the Licensee shall immediately:
(a) pay to Licensor the amount of any underpayment, together with interest on that amount calculated at the
rate of two per cent (2%) over the Barclay Bank base rate in New York City from time to time; and
(b) pay the costs of the audit and/or inspection where that audit or inspection reveals an underpayment in excess
of five per cent (5%).
In the event Licensee does not permit the auditor selected by Licensor to inspect, or examine the usage of
Balabit Product, Licensor shall have the right to terminate the SB License Agreement with immediate effect
upon notice to Licensee. Upon such termination, Licensee shall return the Balabit Product to Licensor at its
own cost and expense and shall remain liable for any unlawful usage and the early termination of this Agreement.

16. HEADINGS
Headings are for convenience only and shall be ignored in interpreting this SB License Agreement.

17. ENTIRE AGREEMENT
This SB License Agreement together with the Product Documentation, the Product Usage Terms, the Certificate
of Authenticity and the documents referred to therein constitutes the entire agreement between the parties with
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17. ENTIRE AGREEMENT

regard to the subject matter hereof and supersedes all prior and contemporaneous understandings and agreements,
both written and oral, with respect thereto.
Licensee hereby accepts the terms and conditions of the above SB License Agreement.
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