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This document lists the technical specifications of KACE® as a Service. KACE as a Service is a virtual appliance
that runs within the Dell cloud, and the cloud infrastructure is configured to meet the requirements for hosting the
appliance.
For additional KACE as a Service product documentation, go to https://support.quest.com/k1000-as-aservice/technical-documents.
Topics:
● Feature requirements
● Operating system requirements for Agent-managed devices
● Operating system requirements for Agentless management
● Browser requirements for the web-based user interface

Feature requirements
Some KACE features require direct access to the customer’s network, which is established for KACE as a
Service using site-to-site VPN connections. VPN connections leverage the shared KACE as a Service network,
and a single VPN connection is usually sufficient to enable the functionality for a single company. In some cases,
however, additional VPN connections might be necessary, and dedicated network bandwidth might be required.
The following features require a VPN connection:
 Wake-on-LAN.
 Network Discovery, including IP Scan, Active Directory® scan, and NMAP scan.
 K1000 Agent provisioning from the appliance.
 Importing and exporting resources (file sharing is blocked by the Dell cloud firewall).
 FTP access to backup files (FTP access is blocked by the Dell cloud irewall).
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 Application packages and script dependencies must be uploaded using HTTP. Large package uploads
could timeout on slower network connections. Packages larger than 2 GB must be distributed using an
Alternate Download Location from an internal file server.
 LDAP user and device labels.
 LDAP user authentication.
 LDAP user import.
 Active Directory single sign on for the Administrator Console and User Console.
 Email forwarding, used for Service Desk tickets and other email communications.
In addition, the following User Console features are not supported in the cloud:
 Automatic software installations from the User Console (downloads are supported).
 The My Computer tab in the User Console.
For more information, see the KACE as a Service Setup Guide. Go to https://support.quest.com/kace-systemsmanagement-appliance/technical-documents to view documentation for the latest release.

Operating system requirements for Agentmanaged devices
The KACE Systems Management Appliance (SMA) Agent is an application that can be installed on devices to
enable device management through the KACE SMA. The KACE SMA Agent can be installed on devices that
meet the following operating system requirements.
For additional specifications, see the operating system vendor's documentation. The appliance imposes no
additional requirements, and supports 32-bit and 64-bit architectures where applicable.
Table 2. Operating system requirements
Operating system

Details

Windows®
Windows 8, 8.1, and 10

Professional, Enterprise

Windows 7

Professional, Enterprise, Ultimate

Windows Server® 2016

Essentials, Standard1, Datacenter1
1

Windows Server 2012, 2012 R2

Foundation, Essentials, Standard2, Datacenter2
2

Windows Server 2008 R2

Cannot be running in Server Core mode

Cannot be running in Server Core mode

Foundation, Essentials, Standard2, Datacenter2
2

Cannot be running in Server Core mode
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Mac OS X®

10.10, 10.11, 10.12, 10.13

Linux®
Linux Red Hat® Linux AS and ES

Versions 6.x – 7.x, 32-bit and 64-bit architecture

Ubuntu®

Versions 14.04, 16.04, 32-bit and 64-bit architecture

SUSE® Linux Enterprise Server

Version 11 - 12, 32-bit and 64-bit architecture

End of Support announcement
KACE products will be retiring support for OS versions that are no longer supported by the OS vendors. KACE
tries to provide extended coverage deployments and management of operating systems for as long as possible.
However, it is ideal to move unsupported OS through their lifecycle from Supported, through Limited, to

Discontinued support over time.


Support for Windows XP, Windows Server 2003 and Windows Vista will be Discontinued for the KACE
SMA in version 8.0. Both products were previously moved to Limited support on November 1, 2016.
o

Microsoft ended support for Windows XP, Windows Server 2003 and Windows Vista on 4/8/14,
7/14/15 and 4/11/17, respectively.



Support for older versions of Mac OS will be Discontinued for the KACE SMA version 8.0.
o

Mac OS X 10.7, 10.8, and 10.9.


Apple does not issue such announcements for OS versions but rather for individual
Mac models.



Generally, an OS development stops as soon as the new one comes out. Security
updates are an exception, and are still provided for old OS versions.



We strongly recommend that you upgrade your devices to the latest version OS in order to have the best
support from both the OS vendor and KACE.



We realize that some are still using older versions of Microsoft products and therefore have attempted to
let you use the product within the appliance, but we will no longer develop, test or provide support for
these versions.

Understanding Limited versus Discontinued Support
The main differences between Limited and Discontinued Support:
Limited support:


Support is available for this release/version, and we will use best efforts to provide known workarounds or
fixes.



No new code fixes will be generated except under extreme circumstances and at our discretion.



Enhancement requests are not accepted.



You are encouraged to plan an upgrade to a release/version on Full support.



Release/version is available for download from the Support Portal.
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Discontinued support:
 Includes release/versions which are retired or discontinued.
 No new patches or fixes will be created for this release.
 Release is not available for download from the Support Portal.
 Support will be provided to assist with upgrading to a supported version.
 Support is not obligated to provide assistance on this version of the product.

Lifecyle Policy
Each of the KACE Products provides the Policies and Product Lifecycle details and the corresponding support
terms as a section/tab from the main product support page:
https://support.quest.com/kace-systems-management-appliance
https://support.quest.com/kace-systems-management-appliance/8.1#psPLCPanel

Operating system requirements for Agentless
management
Agentless management enables you to inventory devices without using the KACE SMA Agent. Agentless
management can be enabled for devices that have the following operating systems:
 AIX®
 CentOS™
 Chrome™ OS
 Debian®
 Fedora®
 FreeBSD®
 HP-UX®
 Mac OS X
 Oracle® Enterprise Linux
 Red Hat
 SUSE
 Solaris®
 Ubuntu
 Windows
 Windows Server
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Browser requirements for the web-based user
interface
To access the KACE as a Service web-based Administrator Console and User Console, use a monitor with a
screen resolution of at least 1280 pixels by 800 pixels and one of the following web browser applications.
Table 3. Browser requirements for the web-based user interface
Browser

Details

Internet Explorer®

11.x or later

Microsoft Edge™

12.x or later

Firefox®

45.x or later

Safari®

7.x or later

Chrome™

49.x or later
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About us
Quest provides software solutions for the rapidly-changing world of enterprise IT. We help simplify the challenges
caused by data explosion, cloud expansion, hybrid datacenters, security threats, and regulatory requirements.
We are a global provider to 130,000 companies across 100 countries, including 95% of the Fortune 500 and 90%
of the Global 1000. Since 1987, we have built a portfolio of solutions that now includes database management,
data protection, identity and access management, Microsoft platform management, and unified endpoint
management. With Quest, organizations spend less time on IT administration and more time on business
innovation. For more information, visit www.quest.com.

Technical support resources
Technical support is available to Quest customers with a valid maintenance contract and customers who have
trial versions. You can access the Quest Support Portal at https://support.quest.com.
The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:
● Submit and manage a Service Request
● View Knowledge Base articles
● Sign up for product notifications
● Download software and technical documentation
● View how-to-videos
● Engage in community discussions
● Chat with support engineers online
● View services to assist you with your product.
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© 2019 Quest Software Inc.
ALL RIGHTS RESERVED.
This guide contains proprietary information protected by copyright. The software described in this guide is furnished under a
software license or nondisclosure agreement. This software may be used or copied only in accordance with the terms of the
applicable agreement. No part of this guide may be reproduced or transmitted in any form or by any means, electronic or
mechanical, including photocopying and recording for any purpose other than the purchaser’s personal use without the written
permission of Quest Software Inc.
The information in this document is provided in connection with Quest Software products. No license, express or implied, by
estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of Quest
Software products. EXCEPT AS SET FORTH IN THE TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE
AGREEMENT FOR THIS PRODUCT, QUEST SOFTWARE ASSUMES NO LIABILITY WHATSOEVER AND DISCLAIMS ANY
EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT.
IN NO EVENT SHALL QUEST SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE,
SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS,
BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE THIS
DOCUMENT, EVEN IF QUEST SOFTWARE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. Quest
Software makes no representations or warranties with respect to the accuracy or completeness of the contents of this
document and reserves the right to make changes to specifications and product descriptions at any time without notice. Quest
Software does not make any commitment to update the information contained in this document.
If you have any questions regarding your potential use of this material, contact:
Quest Software Inc.
Attn: LEGAL Dept
4 Polaris Way
Aliso Viejo, CA 92656
Refer to our Web site (https://www.quest.com) for regional and international office information.

Patents
Quest Software is proud of our advanced technology. Patents and pending patents may apply to this product. For the most
current information about applicable patents for this product, please visit our website at https://www.quest.com/legal.

Trademarks
Quest, the Quest logo, and Join the Innovation are trademarks and registered trademarks of Quest Software Inc. For a
complete list of Quest marks, visit https://www.quest.com/legal/trademark-information.aspx. All other trademarks and
registered trademarks are property of their respective owners.

Legend
CAUTION: A CAUTION icon indicates potential damage to hardware or loss of data if instructions are not followed.

IMPORTANT, NOTE, TIP, MOBILE, or VIDEO: An information icon indicates supporting information.
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