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Updating Networker to identify newly added VTL media



Executive Summary

This document provides information about how to set up the DR Series system as a backup target for Dell EMC
Networker 8.2.1.

For additional information about the DR Series system, see the DR Series system documentation and other data
management application best practices whitepapers for your specific DR Series system at:

http://support.quest.com/DR-Series

For more information about Networker, refer to the Networker documentation at:

https://community.emc.com/docs/DOC-49315

i NOTE: The DR Series system/ Networker build version and screenshots used in this document might

vary slightly, depending on the version of the DR Series system/ Networker Software version you are
using.


http://support.quest.com/DR-Series
https://community.emc.com/docs/DOC-49315
https://community.emc.com/docs/DOC-49315
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Installing and configuring the DR
Series system

1. Rack and cable the DR Series system, and power it on. In the Quest DR Series System Administrator
Guide, see the following sections for information about using the iDRAC connection and initializing the

appliance.

y i DRAC Connection |,

y Logging in and Initializing the DR Series system
y Accessing | DRAC6/ 1 drac7 Using RACADM

2. Log on to iDRAC using the default credentials (username: root and password: calvin) and either:
Yy the default address 192.168.0.120,

Yy orthe IP address that is assigned to the iDRAC interface

3. Launch the virtual console.

Support | About | Logout

Summary

System Summary ® C 7

Server Health Virtual Conscle Preview

] Batteries
Fans

ooom
[ < < < <

Voltages

Server Information Quick Launch Tasks

Power ON / OFF

State

emel 2 632504 16 2 elf 280

8JBTC42

18574562450
136
2151010

4. When the virtual console opens, log on to the system as:
user: administrator, password: StOr@ge!

NOTE: The 0 i dnis thie huenergd ze.s wo r



Build:
G 4

Set the user-defined networking preferences.

Jould you like to use DHCP (yes/no) 7

* a DNS Suffix (example: abc.com):

an IP address

» a subnet mask:

a default gateway address:

» primary DNS server I[P address:

ould you like to define a secondary DNS server

’lease enter

View the network preferences summary and confirm if the settings are correct.

secondary DNS server IP address

(yes

/7no) 7

Log on to DR Series system administrator console with the IP address you just provided for the DR Series

system. Use the username administrator and password StOr@ge! ( T h e

zero).

0

n

t he

password



C | D htips.//drd300-17.ocarinalocal

Quest

DR4300

dr4300-17.ocarina.local

Username

administrator

Password

© 2017 Quest Software Inc. All Rights Reserved

8. Join the DR Series system to Active Directory

. NOTE:ifyoudonotwant t o add the DR Series system to Active
Manual for guest logon instructions.

a Select Active Directory from the navigation area of the GUI.

- C | D https//dr4300-17.0carinalocal/#/Dashboard

DR4300
QuESL  aao07.ccamssocal

GlobalView » | Active Directory I

administrator |8l 0

Dashboard »  Client Connections
Storage Savings Zoom=
Containers > Date And Time iz 9 B
Replications »  Enclosures 100 |/ == Total Savings (85.82%)
System Configuration » | Licenses
Support »  Networking L
Schedules
10/25/2017 03:43:12
US/Pacific-New SSL Certificate
0300 0310 0320 0330 034 0 0250 0300 0310 0320 0330 034
Storage Groups
Wed 25 October
Users
System Usage
100 || — CPU (1.04%)

N—=Memory (65 o;%,Nv\\/\/WV\/V\/\A/

03:00 0310 0320 03:30 034 40 0250 0300 Activabs g, 0320 0330 034
Wed 25 October

b Select the Join hyperlink in Active Directory configuration.

€« C | D https//dra300-17.0carinalocal/#/ActiveDirectory
DR4300 e
Quest dr4300-17.ocarina local administrator [ 0
GlohalView ' Active Directory
Dashboard »
€ Note: The Active Directo e not been configured. Clic join o configure them
Containers »
Replications »
System Configuration »
Support »
10/25/2017 03:43:59
US/Pacific-New
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Enter your Active Directory credentials and click Join.

e C | D hitpsy/drd300-17.ocarinalocal/#/ActiveDirectary

Quest DR4300

drd300-17 .ocarina.local

administrator B8 ©

Giobaliew * Active Directory
Dashboard 4
Containers v % Join
Replications. >
Domain Name (FQDN)  testad ocarina.local
System Configuration >
Support » Username administrator
1012512017 03:44:40 Password .
US/Pacific-New
Org Unit

-
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Creating and configuring CIFS target

container(s) for Networker

Creating the network share container for
Networker use

1. Select Containers in the left navigation area of the DR Series system GUI, then select the Action Menu in
the upper right corner. Click the Add Container option at the top of the menu.

DR4300
OUeSt dr4300-17.ccarina.local

administrator o
testad ocarina local
earch Group

> S 3 | £ Add Container I
Dashboard 3 I All Containers , @ Log Out
" || | s Access Protocol & Connection Status $
Containers » | DefaultGroup
1
o
ks

GlobalView

Replicanon s  Actions
Replications »  networker
System Configuration

Support

10/25/2017 04:00:12
US/Pacific-New

2. Select the Storage Group name and NAS (NFS, CIFS) from the Access Protocol drop down menu, enter a
Container Name, and then click Next.

DR4300 administrator
Quest dr4300-17 ocarina local testad ocarina local Mo
GlobalView * All Containers
Dashboard 3
Containers , * Add Container
Replications
System Configuration N Storage Group networker
Support Access Protocol @  NAS (NFS, CIFS)
10/25/2017 04:01:16 Container Name @ | cifs_nw [
US/Pacific-New




3. Select the check mark for NFS or CIFS as appropriate, select the Marker Type as Networker, and then
click Next (Networker supports both CIFS and NFS protocols.)

Quest DR4300

administrator o
dr4300-17.ocarina.local testad.ocarina.jocal
GlobalView * All Containers
Dashboard »
Containers , ¥ Add Container
Replications v
System Configuration K [Access Protocols & NFS & CIFS
Support » Marker Type Networker -

10/25/2017 04:01:58 m  Cancel

US/Pacific-New

4. Enter backup container information for NFS options, and then click Next.

Quest DR4300

administrator Mo
dr4300-17.ocarina.local testad.ocarina.local

SlobalView * All Containers
Dashboard »
Contaliiens , + Add Container
Replications »
System Configuration S NFS Options @ Read Write Access O Read Only Access
Support » Map Root To Administrator -

Client Access @ Open (allow all clients) O Create Client Access List

10/25/2017 04:02:32
US/Pacific-New Client FQDN or IP Address

Allow Clients

xcor

5. Enter backup container information for CIFS options, and then click Next.

OUESt st s e s
GlobalView > All Containers
Dashboard »
Containers , + Add Container
Replications »
System Configuration R CIFS Client Access @ Open (allow all clients) Q Create Client Access List
Support N Client FQDN or IP Address or IP Add
[ + |
10/25/2017 04:02:55
US/Pacific-New . n

Allow Clients

-

6. Confirm the settings and click Save.
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O vest DR4300

drd300-17.ccarina.local

administrator Ho
testad ocarina.local

US/Pacific-New

Configure NFS Client Access
NFS Options

Map Root To
Client Access

Configure CIFS Client Access

Client Access
[ <rovois [RGB oo |

GlobalView »
Dashboard » Storage Access Protocol
. Storage Group networker
Containers >
Access Protocol NAS (NFS, CIFS)
Replications v
Container Name cifs_nw
System Configuration >
Configure NAS Access & Marker
Support v
NAS Access Protocol NFS, CIFS
10/25/2017 04:03:28 Marker Type Networker

Read Write Access
Administrator

Open (allow all clients)

Open (allow all clients)

% Cancel

7. Confirm that the container is added successfully.

GlobalView
Dashboard
Containers
Replications

System Configuration
Support

10/25/2017 04:04:46
US/Pacific-New

DR4300
OueSt dr4300-17 ocarina. local

essully added container "cifs_mw". Container s being established. Information updates may be briefly delayed until the pracess is fully completed

All Containers

Storage Group # Container =

networker cifs_nw

1 ltem(s) found.

Marker Type &

None

Access Protocol ¢

NAS (No Access)

Connection Status ¢

Offline

Replication %

NiA

administrator . 0
testad.ocarina.local

Actions

(ofa]s]

. NOTE: For improved security, Quest recommends adding IP addresses for the backup console (Networker
Server), Networker storage nodes, and Networker clients. Not all environments will have all components.

Configuring the Networker storage node
Windows CIFS

1. Log on to the storage node and click Start > Computer.

2. Righty click Computer and then click Map network drive.

Setting Up the DR Series System as a CIFS, NFS, or VTL Target on Networker 8.2.1 -
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.L cut _ ‘T: MNew itern ~ oy =g Open Eseleu all
5 b b2 X =5 of (3o m
B Copy path T ]Easy ACORSE ™ # Eot o0 Select none
Copy  Paste Mowve Copy  Delete Rename  Mew Properties o
[7] Paste shartecut 4 -~ = Faitter - oo Ieert selection
Chpboard Organze New Open Select

T ¥ Network » 10250212110 » cifs_mv

-
Name Date modified Type Size

4 i Favorites
I Deskiop
4 Downloads
2 Recent places

T T
18 This Collapse
P0Y o st
¥l Do 9 Manage
s Do Cpen in new window
Pl MY Diap network drive.. |
& Pig Disconnecl nelwork drive—
P8 Vid Add 3 network location
+ i Lod Delete
I e Ney Rename
b e Mey Properties
P e New Volume [G:)

I+ eg» New Volume (H:)

I e New Volume (1)

3. In the Map Network Drive window, in the Folder field, enter the path to the container on the DR Series

system.

What network folder would you like to map?

Specify the drive letter for the connection and the falder that you want to connect to:

Drive: ‘25 v |

Folder: \ \\10.250.212.110\cifs_nw| v ‘ ‘ Browse...

Example: \\server\share
Reconnect at sign-in
[]Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures.

4. Select Reconnect at sign-in.

5. When prompted, enter the CIFS credential to authenticate on the Active Directory domain. The DR Series

system container is now mounted to your backup server.

6. If Client Direct is used, make sure all the clients can access the same DR container share using this path.
Otherwise, separate Client Direct Paths must be entered with the actual paths that clients use to access

the DR container share (please refer to step 10 in the next section Set up Networker).

Setting Up the DR Series System as a CIFS, NFS, or VTL Target on Networker 8.2.1 - 14
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Configuring Networker to use the newly

created network share

1. Open the Networker Management Console (NMC).

2. Click the Enterprise menu button, select the storage node that the DR Series system share will be

configured as a backup device, right-click on Enterprise >> New >> Host.

gEnte .,-‘ B — Reports m5etup

File Edit View Enterprise Window Help

+OX0s ) ¢

Host  CtriN
Folder Ctri+Alt-N
dma-server1.testad.ocarina.local

Paste

Refresh FS

3. Add the Host Name and Click Next.

Create Host

Create a new hest and add it to the Enterprise Hierarchy

|“031 Mame: |dn1a-server1 testad.ocarina local I

oo | next> || cancen

Setting Up the DR Series System as a CIFS, NFS, or VTL Target on Networker 8.2.1 -
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4. Select Networker and click Next.

Select Host Type

Select type of the new host

 etorer
Backup and recover for the department and enterprise

O Awamar

Deduplication backup and recover for the enterprise
() DataDomain

Data Domain System

5. Click Finish.

Manage NetWorker

Configure Conscle to monitor activities on the host

HostType:  [Networker

Description:  |ackup and recover for the department and enterprise

Vendor Name: |EHCCCI’WB&I1

V] Capture Events

[] Gather Reporting Data

6. Right-click and select the newly created Networker application and click Launch Application.

Setting Up the DR Series System as a CIFS, NFS, or VTL Target on Networker 8.2.1 -
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" Reports | Setup

Fie Edt View Enterpriss Window Help
exXe« ' x
E_%;te”’rsa ‘u& MetWorker Server: dma-server!.testad.ocarina.local
Launch Application... CirieAft-L dma-servert testad.ocarina.local
Properties ctrio
Netiorker 8.2.1.0.Buiid 681 Eval
Delste Delste )
0 session(s)
copy ctic 0 session(s)
Move : Sep 29, 2016 2:46:22 AU
(er Administration
Refresh F5

7. In the Devices window, right-click Device in the left panel and click New Device Wizard.

Fie Edt View Devices Vindow Help

+O0XOA ) | PP uEPA YR
=4 ama-servert.testad.ocarina local |
2 I"

Devices (0)

e e |Volume name | ... | Enabled
New Device Properties.

Refresh Fs

Scan for Devices.

Configure All Lbraries.

8. Select Advanced File Type Device (AFTD).

Select the Device Type

Selact the type of stand alone device to configure.

' Select the Device Type

@ Select Storage Mode () Data Domain

o ) Choose this option to create a Data Domain type device on Data Domain systems.
SR B This option requires a NetiWorker DD Boost license

6 Configure Attributes DD Boost feature must be enabled on Data Domain systems.

0 Label and Mount Devices @[ﬂanoed File Type Device (AFI'Dj

) Review Cotiguraion Setings Choose this option to create a disk type device. This option can also be used to create devices
g on a non DD Boost enabled Data Domain system
O Check Results

O Avamar Deduplication Node

Setting Up the DR Series System as a CIFS, NFS, or VTL Target on Networker 8.2.1 - 17
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9.

In the next dialog box, select Device storage is remote from this Storage Node, type in the network path of
the DR Series system container share location (if name resolution works, the hostname or FQDN can be
used in the server portion of the network path). In the Authentication section, type the CIFS credentials to
access the DR Series system share. Click Next.

X Device Configuration Wizard -

Select Storage Nede

Select the storage node to place this AFTD on. If the storage to be configured is remote to that storage node, enter a network path to the storage. Supply a username
and password to browse the storage and select device paths, or manually enter the paths.

@ Select the Device Type Storage Node: dma-serveri testad ocarina.local v‘
‘* Select Storage Node
. 1
O Device storage is remote from this Storage Node.
O ﬁ Specify CIFS path or NFS path. NFS path can be specified either as <NFS Server=:/<export= or
<:) as a Unix path
(:> Network Path: | W10.250.212.110\cifs_nw
Browse or Manual
@‘,' Browse storage node or network path
‘::\,' Manually enter local or remote device paths
Authentication 2

ﬁ Username can also be entered as username:uid if specifying NFS server and export name

Username: ‘\ncalhnst\admmlﬁtratnr |

Password: | eesssess |

3
(=) | = Back | | Cancel |

. NOTE: For the NFS protocol option, Device storage is remote from this Storage Node, type in the network path

of the DR Series system container share location.



10. Mount the DR Series system in the Linux machine and provide the mount path in the Network Path field.
In the Authentication section, type the Linux Login credentials to access to DR Series system share. Click
Next.

Select Storage Node

Select the storage node to place this AFTD on. If the storage to be configured is remote to that storage node, enter a network path to the storage. Supply  usemame
and password to browse the storage and select device paths, or manually enter the paths.

& Select the Device Type Storage Node: |dma-server-rhels -
Q Select Storage MNode
@ Select Device Path

[] Dedicated Storage Node

@ Configure Attributes [/] Device storage is remote from this Storage Node/
@ Labsl and Mount Devices ) Specify CFS path or NFS path. NFS path can ther as <HFS p
8s & Unix path

@ Review Configuration Settings
@ Check Results

Network Path: [imntinfs

Browse or Manual
(3) Browse storage node or network path

() Manually enter local or remote device paths

@ Username can akso be entered as username:uid if specifying NFS server and export name

Usemame:  [root ]

Passwors |sessess ‘

@

11. Click New Folder, type an appropriate folder name, enable the folder, and click Next.

Select the Device Path

Select one or more device paths from this network path o create devices on.

0 Select the Device Type

& Select Storage Node

@ Select Device Path

O Configure Attributes

@ Label and Mount Devices

@ Review Configuration Settings
@ Check Results

meer testad.ocarina.local10.250.212.110\cifs_nw

Paths
W10.250.212.110\cifs_nwicifs

e e
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12. Set the session attributes according to the Networker administration documentation and click Next. If the
Client Direct feature will be used, different device path(s) that clients use to access the DR Series system
container share can be entered into the Client Direct Paths. If all of the clients are able to access the DR

Series system container share using the direct path, there is no need to enter extra client direct paths.

X Device Configuration Wizard -
Configure Device Attributes
Fillin any device altributes. Give each device a unique name. If clients will backup directly to this storage (Client Direct), then enter those access paths in the form of
CIFS or Unix Automounter paths.
& Select the Device Type MetWorker D.. ~ |Comment | Device Path | Client Direct Paths. | Target .| Max Sessions.
@ Select Storage Node 1110.250.212.110\cifs_nwici...
& Select Device Path
f Configure Attributes
i . 1
NetWorker Device Name: | cifs
Comment: |
Device Path: [Wi0.250 212 110vcits_nwicits |
Client Direct Paths
Target Sessions <
Max Sessions. [ 2[5
2
@ | <Ba:k\| Cancel

13. The new Networker device should have Pool Type set to Backup. Click Next.



Label and Mount Devices

‘Choose to label and mount any device. This operation may take an extended amount of time. Only devices who's storage has not been labeled appear below.

@ Select the Device Type

Q Select Storage Node

Q Select Device Path

0 Configure Attributes

@ Label and Mount Devices
@ Review Configuration Satting
6 Check Results

NetWorker Device Name ~ | Label | Pool Tyj | Disk Pool

p

S

/[ Label and Mount device after creation
@ The Label device operation may take
Pool Type
(&) Backup ‘
() Backup Clone

of time.

| [Defaut -

14. Review the configu

ration and then click Configure.

Review the Device Configuration Settings

Review the device configuration summary. To modify the configuration, ciick Back. To accept and create the configuration, click Configure.

@ Select the Device Type

0 Select Storage Node

9 Select Device Path

Q Configure Attributes

Q Label and Mount Devices

@ Review Configuration Settings
6 Check Results

Adding new directory on Storage Node dma-serverl.testad.ocarina.local ml

New Directory:  410.250.212.110\ifs_nw/cifs
Adding new AFTD “cifs™
AFTD Name: cifs
Device Access Information:  W10.250.212. 110\cifs_nwicifs
Target Sessions: 4
Max Sessions: az
Remote User: Iocalhostiadministrator
Password: R

Labeling device "cifs"
Device Name:  cifs
Pool Name: Default

Setting Up the DR Series System as a CIFS, NFS, or VTL Target on Networker 8.2.1 -
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15. Check the Device Configuration Results and click Finish.

Device Configuration Results

Results of device configuration.

6 Select the Device Type Adding new directory on Storage Node dma-serveri.testad.ocarina.local m
6 Select Storage Node

Successfully added directory “W10.250.212.110\cifs_nwicifs”
6 Select Device Path Adding new AFTD "cifs_nw"
@ Configure Attributes Successfully added new AFTD "cifs_nw"
6 Label and Mount Devices

Labeling device "cifs_nw"
6 Review Configuration Settings Successully labeled device "cifs_nw"
Q Check Results

16. Review the Device configuration settings and click Configure

Review the Device Configuration Settings

Review the device configuration summary. To modify the configuration, click Back. To accept and create the configuration, click Configure.

@ Select the Device Type Adding new directory on Storage Node dma-serveri.testad.ocarina.local m
Q Select Storage Node

@ Select Device Path
0 Configure Attributes

New Directory:  W10.250.212 110\cifs_nwicifs.
Adding new AFTD "cifs”

AFTD Name: cifs

@ Label and Mount Devices Device Access Information: ~ W10.250.212 11\cifs_nwicifs
@ Review Configuration Settings Targat Sessions: 4
Max Sessions: 2
@ Check Results Remote User Iocalhostiadministrator
Password s

Labeling device "cifs”
Device Name:  cifs
PoolMame:  Defautt
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17. On the Configuration tab, right click Groups and select New.

Fie Edt View Configuration Wi

+OXO N ) ERARKEME

=N dma-server testad.ocarina.iocal
[ Archive Requests

B ciens

- cones

[ Local
4l Lockboxes

[ notifications

4@ Probes

(E] regitrations.

|—dib Restricted Data Zones
[ Schedules

{7 securty AugtLog

{8l Snapshot Policies:

—¢® staging

1B Time Policies

i user Groups

| VMware Backup Applances
5 Vitware Protecton Polies
Bfh Vware View

@ Groups 2)

Name | comment | Start time
3 cifs_nw 21:00
i Defautt 21:00

| Autostart | Last start | scheduie
Disabled. 9129116 10:31:33
Disabled

18. Enter the required details and click OK.

Clone mode: [ Start on group completon =
Output

Printer.

Snapshots

Snapshot [ ]

Snapshot Paiicy: |1-1-Day-Al
Snapshot Poot [Detaut

File Edt View Configuraton Window Help

+OXO@ N )| A

{# ciients (1)

User Groups
& Viware Backup Appliances

-5 Viiware Protection Policies.
E-fh Viware View

Name ¥

| Backup type. | Comment

New Clent Wizard

Crw

| Scheduled backup | Save set | Clientdirect | Group | Schedule

Moy Client Wizard

New Cient Properties

Moy Client Properties.
Edit Name.

Add To Name

Remove From Name
Delete

copy

Refresh

Recover

Check Snapshot Configuration

cirii

cirn
ciro

Delete

| Autoselect stora... | Storage Nodes | Recover storage nodes
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20. Specify the Client Name and click Next.

Specify the Client Name and Type

Specify the NetWorker client name and the client type. Select the Traditional NetWorker client option for non-VMware clients.

@ Specify the Client Name and
Type
Specify the Backup
Configuration Type

Specify the VMware Backup
Type

Select the VCB Options
Select the Client Properties
Choose the Backup Group
Specify the Storage Node
Options

Specify the Client Backup
Options

Specify the Proxy Backup

I Client Name: | SlEEENTERREEED]

(%) Traditional NetWorker client
Configure a backup using the NetWorker client host software. Not for VMware clients.

) NDMP client
Configure a backup for NDMP client

() NAS device
Configure a snapshot backup for a NAS device.

() WMware client

o This is a legacy option. It was previously used to configure a WMware client for
traditional backup or a proxy based backup. Using Vidware Backup Appliance is
now the recommended way to backup Vi ware virtual machines.

() WMwsare proxy host

Options o This is a legacy option. kt was previously used to configure a WMware WADP proxy
o Specify the vGenter and host to back up virtual machines. Using Viware Backup Appliance is now the
File: ystem Mount Paint recommended way to backup VMware virtual machines.

Retry, Lookup and Transport
Options
o Proxy Host Configuration
e Specify the Snapshot Policy

@ [ =Back

21. Select the Backup Application Type and click Next.

Select the Backup Application Type

From the list of applications available in the table, select the application you want to configure.
The listed applications represent the NetWorker modules that are installed in your setup.

@ Specify the Client Name and Ciient Operating System: [ Windows Server 2012 A2 6.3 |
Type

@ Specify the Backup
Configuration Type

NetWorker Client Version:  |5.2.1.0.Buik.681 |

Available Ap... ¥ |Support NetWorker Snapshot Management

Specify the Client Backup
Options

O Select the Client Properties

O Choose the Backup Group

(5] Specify the Snapshat Policy
Specify the Storage Mode
Options

0 Backup Configuration
Summary D Enable NetWorker Snapshot Management on the selected application

O Check Results

22. In Specify the Client Backup Options, define the following settings.
a Deduplication should be set to None

b Target Pool should be set to the pool that has the DR Series system device included.
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23. You can enable Client Direct if the client is directly backing up data to a preferred DR Series system, thus
bypassing the storage node. For Client Direct to work, the DR Series device must have at least one
device path that the client can use to directly access the DR container share.

Specify the Client Backup Options

Specify the backup options. Select the Client Direct option, which is supported only for Data Domain and AFTD, to bypass the NetWorker storage node and direct
the backups to a storage device. Select the Deduplication option for data deduplication if a Data Domain or Avamar storage server is configured with the
NetWorker server. The Checkpoint Restart option enables failed scheduled backups to restart from the peint of interruption

& Specify the Client Name and Block Based Backup: [ |
Type Client Direct: [v/]
& Specify the Backup
Configuration Type Parallel save streams per save set: | |
Specify the Client Backup Target Pook
Default -
® Options I I

& Select Files to Backup -

O Select the Client Properties 'Eume
~ st I

@ Choose the Backup Group () Data Domain backup

@ Specify the Snapshot Policy |‘p

Specify the Storage Node
Options

O Avamar backup

Backup Configuration
Summary

0 Check Results Cl int Enabled
Checkpoint Enabled: ||

Checkpoint Granularity: [D,edm. 'J

0 (o) ] (e

24. Select the Backup folder and click Next.

Select the Filesystem Objects

Selectthe client fiesystem objects to back up.

Q Specify the Client Name and I o By defautt, all the file system objects are backed up. Clear the checkbox I

Type for an object that should not be included in the: backup.
@ Specify the Backup [ | SRecycle.8in é
Configuration Type [/ Applcation Data
@ Specly the Client Backup F[ configMsi
Options B[ eygwinss
P data
@ Select Files to Backup L’»‘ dat
@ Select the Client Properties [ Documents and Setings
i ~ M BM
@ Choose the Backup Group o BM2
@ Specify the Snapshot Policy NBU-sip
NetBackup_7.7.2_Win
Specify the Storage Node nwE12_win_x64 .
Options nwE21_win_x64
Backup Configuration N 821
Summary nres
i nwres?
e Check Results PerfLogs
Program Files
Program Files (xB6)
ProgramData
rda fies
. rest -
I restz 4

°
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25. Select the Networker Client Properties and click Next.

Select the NetWorker Client Properties

Specify the NetWorker client properties. Click Next without making any changes to accept the default properties.

Specify the Client Name and Browse policy: 4
Q Tyl?pe fy Maintain backup entries in the online file index [Mm J +
Specify the Backup Retention policy: -
Q Configuration Type Maintain backup entries in the save set index [Year -+
) Specify the Client Backup Backup schedule: [Deraul 'J
Options
@ Select Files to Backup Client comment. “ ‘
() Select the Client Properties
@ Choose the Backup Group Remote access:

6 Specify the Snapshot Policy
Specify the Storage Node
Options
Backup Configuration

2 Summary

0 Check Results

26. Specify the Networker Backup Group and click Next.

Specify the NetWorker Backup Group

Select an existing NetWorker backup group or create a new group for the backup, and specify the scheduled backup start time.

0 Specify the Client Name and (&) Add to an existng aroup

Type m =

cifs_nw

& Specify the Backup
Configuration Type

& Spe.cify the Client Backup
Options

Q Select Files to Backup

Q Select the Client Properties

@ Choose the Backup Group

@ Specify the Snapshot Palicy Options

O Create a new group

Group Name:

Client Retries:

Specify the Storage Node Scheduled Backup Start Time |21 0
Opticns (24-hour clock)

Backup Configuration [] Automatically start the backup at the scheduled time
Summary

O Check Results
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27. Specify the Storage Node Options and click Next.

Specify the Storage Node Options

Specify the storage node to use for the backup.
“ou can either use a NetWorker server or choose another available storage node.

@ Specify the Client Name and € Changing the sterage node optiens for this will affect all for this client.
Type Backup Storage Hodes
@ Specify the Backup () Automatically select the storage node and devices for the ciient
Configuration Type
E 2 Backue to MetWorker server onh/
Specify the Client Backup
Options @ |Backup to the following storage nde#
9 Select Files to Backup | Hame | Type | Config... | Device... | Number of Devices

wp dma-serverl testad ocarina local  scsi es server.. 1

9 Select the Client Properties

0 Choose the Backup Group

@ Specify the Storage Node
Options
Backup Configuration

2 Summary

O Check Results

28. Verify the summary and click Create.

Backup Configuration Summary

Check the results for the client configuration.

Ensure that you have properly configured all other NetVWorker resources, such as devices being used, permission infermation in User Groups, and o on.

The backup fails if all NetWorker resources are not properly configured.

& Specify the Client Name and
Type

& Specify the Backup
Configuration Type

Specify the Client Backup
Options
& Select Files to Backup
Q Select the Client Properties
0 Choose the Backup Group

Q Specify the Storage Node
Options

@ Backup Configuration
Summary

O Check Results

Adding new client "dma-serverl.testad.ocarina.local”

Save set:

Mame:

Backup Type:
Deduplication
Checkpoint Enabled:
Checkpoint Granularity:
Block Based Backup:
Client Direct:

Parallel save streams per save set

Pool

Browse Policy:
Retention Policy:
Schedule:
Group:

Storage Modes:

Chdata
dma-gerver!.testad.ocarina.local
Filesystem

Hone

false

Directory

false

true

false

Default

onth

Year

Default

cifs_nw

dma-server] testad ocarina local
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29. After completing the Client Backup configuration, expand groups in the Configuration tab, right-click the

appropriate Backup group created, and then click Start.

#—0 Viware Protection Policies
£-ih Viware View

File Edit  View Window  Heip
(=
+OXO A )RR M
= dma-servert testad.ocarina local g cifs_mw (1)
| Archive Requests
@ Clents Name ¥ | Backup type | Comment | Scheduled backup | Save set | Cientdirect | Group | Schedule | Autoselect stora.. | Storage Nodes | Recover storage nodes|
—J" Clones 1# dma-servert.... Filesystem v Codata v cifs_nw Defautt nsrserverhost
i pirectives
-
‘New Client Wizard  Ctrl-W/.
iscs|
Properties. Ctr-o
F— [ Local H
&l Lockbo New ctrin
™ Hottcatf o Delete
@ Proves.
=] Registral  Copy
—db Restrict Copy with Clients
| Sched:
|5 securtyl]  Start
Snapsh
3 Snapst Refresh Fs
(¢ staging
(7§ Time Policies.
(& User Groups
| Viware Backup Appliances

30. Monitor the job status in the Monitoring tab.

| i —E—

Total Amount: 389 GB

Couot Name ~ |Save sut |Conmang Level

Curerty Rossing
7 Groups and Pokoes  #1 Chones Chnthiome ¥ Ssve el [Level [ Type | StartTeme | Duration Devce Rate (<B5)
A8 Seasions. 0@ s
Chentame ¥ Type Stat Tme. Ouration Device Vokme
Compited Soccesstuty
Chnthase v | Saveset Level [Type | stan Tine | Duraton| S| FleCo., Nessages
B dma-servert.... dma-serveritestsd . ful 20116 123955 _ 00:00.08 167 K8 162 86705 save Successtuly estadished DF A sesson weh adv_{.
1B cma-servert... dma-servert testad ful 80/16 123827 . 000029 184 4D 4 86705 save: Successfuly estsbished DFA session with sdv._f.
B cmaservent... Clanta fut 929116103219 020852 389GB 1723682 BB705 save: Successtuly estsbished DFA sesson wih sdv_I.
W7 Arsessons %7 Save Sessons ' Recover Sessicns %1 Chone Sessions | (¥ | Syshetc Ful Sessons % | Browse Sessons Fotes
Devices. Cuntlame v SeveSel ILavel | Type Start Tins. Duratin 1essages =R
St |Devee ¥ Storage No... Lbrary | Voume [Pool |Message
& s Sreserve.. STK@LAN w_csl epcted
& wTepet drmosarve.. STK@IAN w_scai sincted
© e dmaserve. STK@I4T w_scal eiectos
& e amoserve. STK@I41 ow_scsi epcea
©  WiTapet dmaserve.. STK@41 w_scal epectea
& WTapes Graserve. STK@IAT w_scai efected
© e maere. ST s aces =
& T Smasarve. STK@IAT w_nesi ainctng
©  umepes maserve.. STK@34T w_acsl ectes
& e Smaserve.. STKGIAY w_scal ejectes
P PR, o soriec e _Oetnn o e e oyt
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Setting up DR Series system replication
and restore from the replication target

Creating a replication relationship between two DR
Series systems

1. Create a source container on the source DR Series system.

DR4300 administrator
OUESt dr4300-17 ocarina.local - 0

testad.ocarina.local

GlobalView ’ bleshed. Information updates may be briefly delayed until the p
Dashboard » All Containers
Containers 3
Storage Group Container * Marker Type & Access Protocol & Connection Status & Replication & Actions
Replications >
networker cifs_nw Networker NFS CIFS Available, Available Not Gonfigured
System Configuration [ - E ﬂ
Support 4 1 tem(s) found
10/25/2017 04:56:5¢

US/Pacific-New

2. Create a target container on the target DR Series system.

Quest DR4300e administrator
o dr4300e-02.testad ocarina.local testad ocarina.local
GlobalView Bl @  success: Successiully added container "targeti”. Cantainer is being estabiished. Information updates may be briefly delayed unfi the process i fully completed
Dashboard »  All Containers
Containers v
Storage Group & Container Marker Type & Access Protocol & Connection Status Replication & Actions
Replications »
DefaultGroup backup Auto NFS CIFS Available, Available Not Configured
System Configuration 3 - ﬂ ﬂ
Support v target target1 Networker NFS,CIFS Available, Available Not Configured ﬂ ﬂ
10/25/2017 04:57:25 2 ltem(s) found
US/Pacific-New

3. On the source DR Series system, click Replications in the left navigation bar, and click Add Replication
from the Action Menu in the upper right corner of the page.

DR4300 administrator s
oUeSt drd300-17.ocarina local . 0

i
testad.ocarina.local K
GlobalView 3 Search Group 3 | Ed Add Replication |
Dashboard v I All Replications ) L ) & Log Out
Replica % Status c
Containers +  DefaultGroup
], revone
1
System Configuration ’
Support »

10/25/2017 04:59:59
US/Pacific-New
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4. Choose the replication type and click Next.

DR4300 administrator
OUeSt dr4300-17 ocarina.local testad ocarina.local o
GlobalView *  All Replications
Dashboard 4
Contaien . * Add Replication
Replications »
| Choose replication type: @ Replicaonly O Replica & Cascade
System Ct >
suspon » xconcl
1072512017 05:00:41 Source * Status ¢ Replica Status Cascaded Replica ¢
US/Pacific-New

5. Select the Source Container for replication and click Next.

Quest DR4300

dr4300-17 ocarina.local

administrator . 0
testad ocarina.local

GlobalView
Dashboard
Containers
Replications

System Configuration
Support

10/25/2017 05:01:07
US/Pacific-New

*  All Replications

3

3

»

+ Add Replication

Source Container

Select container location: @ Local O Remote

Select local container: cifs_nw -

T W« Cancel

6. Select the Encryption Type for the Source Container and click Next.

O vest DR4300

dr4300-17 ocarina.local

administrator . 0
testad.ccarina.local

GlobalView
Dashboard
Containers
Replications

System Configuration

Support

10/25/2017 05:01:25
US/Pacific-New

*  All Replications

3

3

+ Add Replication

Source Container = Replica Container

Encryption: @ NotEnabled O AES 128-bit O AES 256-bit

xcares

7. Select Container from remote system, enter the target DR Series system related information, click

Retrieve Remote Containers, select a populated target container from the list, and click Next.

DR4300
Quest  quormoc

arina.local

administrator o
testad ocarina local

GlobalView
Dashboard
Containers
Replications

System Configuration

Support

10/25/2017 05:02:03
US/Pacific-New

*  All Replications

»

,  * Add Replication

Replica Container

Select container location: @ Remote
Username: ©  administrator

Password: e

Remote system: © | dra300e-02.ocarina.local

Retrieve Remote Container(s)

Select remote container: target1

i [
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8. Verify the Summary and click Finish.

Quest  aaoa 1 carmaios iy WO |
GlobalView * All Replications
Dashboard 3
Containers , * Add Replication
Replications »
System Configuration » summary
Support » Source Container
10/25/2017 05:02:31 osstien foca!
US/Pacific-New Hame cifs_nw
‘Source Container = Replica Container
Encryption Not Enabled
Replica Container
Location: remote
Remote System: drd300e-02.0carina.local
name target1
DI ~o
9. Check that the Replication is added successfully and confirm the Replication details.
Quest g7 ccamaio Soecudl LIS
GlobalView b e Information updates may be briefly delayed until the connect
Dashboard »  All Replications
Containers » © Local container(s) in bold.
Replications N Source * Status & Replica & Status & Cascaded Replica #
System Configuration » - ;?,f:f‘zlﬂ: n ?;::L?QJSY‘SSZ n
Support » ﬂ n
1012512017 05:04:58 Foar Stalus Online
US/Pacific-New Peer Bandwidth Default
State: INSYNC
Encryption Not Enabled
Percent done: 100%
Replication Average Transfer Rate 0 bytesisec
Replication Peak Transfer Rate: 0 bytes/sec
Network Average Transfer Rate: 0 bytes/sec
Network Peak Transfer Rate 13.00 bytes/sec
Network Bytes Sent 107K
Panding Bytes ]
Estimated Time to Sync 0sec
Dedupe Network Saving 0.00%

Restoring from the replication target container

1. Add the target container onto the Networker storage node. Right-Click Device > New Device Properties,
and then enter necessary information for the target device. When complete, mount the device.
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# ¥ Monitoring

Fle Edt View Devies Wndow He

3
e Media

14 Recover

+0X0« ) WMUN g
= 2201202 |
oy ’lo Devices 2)
He (Name |Parert pasbox  Descrition | Voume name M. | Enaties
1#-{ Storage Nodes. © rep-souce Pane 201202 % Yes
R ~ ~ - e
1@ Avame Doaupication Nedes Mew Dwvce Wzard anw

New Devce Propeies G
Modity Device froperties . QO
Edt Descrpton.

i | NOTE: Do not label the target device.

2. Unmount the source container.

Configuration

# ¥ Monitoring

¥, Media f§ Recover
Fle EM Vew Devices Wndow Hep

+OXOs ) TWE W

{8 Lbrares Do
1o Mane > Parert phebox  Descrption Voume name | M_|Enatied

- Seragetoses

-{ap Dats Doman Systems. < rep-target o Dovica el e

L1 Avamar Doctptoaon Nodes Now Devica Propertes Qi
Moy Devece Propetes | WO
€t Doscriston
Detets Detete
copy

3. On the Recover tab, right-click Add New Recovery

+OXON b

BecmverTouk:  Daeasanis)
Serve: St Tow: S 39,2818 1022 A

_—
T e e e e o 4 mermim_aom
==
—
s - —
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4. Enter the appropriate information in the Recovery Hosts and click Next.

elect the Recovery Hosts
Select the source host, the destination host, and the recovery type. The Recovery the source host and host, then displays the recovery types that are supported by either
host The softwars that SUppOris the selected rscovery type must be installed on the destination host.

Source Host Destination Host
# Select the Recovery Hosts
Name:

@ Obtain the Volume Information
@ Perform the Rec:
@ Check the R

(3) Recover to the same host

) o Osoatsmnos
p— o —
- ] E—

Avaiable Recovery Types

Types of Backups ¥ | Backups FoundinLastWeek | Number Found
Block Based Backup

Block Baged Backup (cloned to tape}

NAS Snapshots
Snapshot Management

B -

o oo L] e

5. Select the data set to recover, click Versions to view the Select Versions window, select the data, and
click OK.

x Recover Configuration =
Select the Data to Recover
youo pertemaby ine clen e ndex ot e scurce hast st contain e Bachup o
The Search ™ nsexct e
The S Set o foma Use . coton when Ine centfe index f the source ot does nal canlan bk nfomatan
The Recovery List dsplays each The sysiem object that you mark for recovery. Sl dele
wsi 1+0z58
10816 13625 AN
@ Select the Recovery Hosts " ko]
.- Browse | Searen Ascovar
@ Salsct the Data to Recover o]
@ e . o [oas a0t rrrzsau >
@ on - 4
—
@ P Ty ree—pr———) [ r—— [a— sze
° - ¥ [ Neiachn 772 Wiane 2wA 08
T 2 o n e 1]
2 @ GOMIE 10384SF OB
= soune 25 AN 08 —
[} THEE 1IEA AN Gma_BArVErI IO MDELCIT < pav_ 0
O VGG TITZS AN Oma_Berveri MIMOC . MDSLCIT < pav_t On-ies
@ b | o ] cramseerowne T | [ seren v Cancel
-
Recavery Lt
Comman Pt o i Hams. T I Sz Grgn
De 108 11725 A 08 Browse
H
@

6. Select the Recovery Options, choose Original path, or enter a New Destination Path to which to recover
data, and click Next.
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Select the Recovery Options

Specify the original path or a new path on the destination host for the recovered data. You can also specify how to handle duplicate files on the destination host and other advanced recovery options.

Q Select the Recovery Hosts
Q Select the Data to Recover
(+) Select the Recovery Options
0 Qbtain the Volume Information
0 Perform the Recovery

0 Check the Recovery Results

File Path for Recovery
(") Original path

(3) New destination path

[EmesToRE|

|

File Options
@ Rename the recovered file
() Do not recover the file

(") Overwrite the existing file
|:| If overwrite fails, replace at reboot

[] Advanced Options.

7. Allow the Recovery Wizard to select the required volumes and click Next.

Obtain the Volume Information

“You can allow the Recovery Wizard to select the required volumes o you can select the required backup or clone volumes.
The Recovery Wizard performs the recovery from the first storage node in the Recover storage node attribute for the source client.
Use the Storage node field to select a storage node and override storage node affinity configurations.

@ Fetching volume information may take some time.

Q Select the Recovery Hosts
() Allow NetWWorker to select the reguired volumes for recovery (Recommended)

Q Select the Data to Recover

(3] View th required volumes and optionally slect alternate volumes of cloned data if available
0 Select the Recovery Options

@ Obtain the Volume Information Required Volumes

@ Perform the Recovery Volume ¥ | Device or Location | Media Type | Status
0 Check the Recovery Results

() Use the above volumes for recovery

() select atternate volumes of cloned data by pool

Pook: | -
Alternate Volumes
Volume T | Dsvice or Location | Media Type | Status
Starags Node
Storage node -

8. Enter a Recover name, and click Run Recovery.
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Perform the Recovery

“Vou can start the recover now or schedule the recovery to start later. You can configure a hard stop time to control how long the Recovery Wizard performs the recovery operation
When you configure a hard stop time, the Recovery Wizard stops an in-progress recovery at the specified time.

Identi Recovery Start Time

Q Select the Recovery Hosts T o

@ Select the Data to Recaver I Eeeieaey restore-nw| (®) start recovery now
@ Select the Recavery Options Comment () Schedule recovery to start at
Q Obtain the Volume Information ‘ |§‘
(% Perform the Recovery

= Specify a hard stop time: B
0 Check the Recovery Results ‘

Recover Resource Persistence
() Persist this resource until deleted by user

() Automatically remove this resource based on jobs database retention

Summary
Adding new recover m
Source Client Name: dma-server1.testad.ocarina local
Source Client Operating System Windows NT Server on Intel
Destination Ciient Name: dma-server1.testad.ocarina local
Destination Ciient Operating System. Windows NT Server on Intel
Recover Type: Filesystem
Volume information Use the above volumes for recovery
Recover List Oct 8, 2016 1:15:35 AM GMT-0700
=)
Oct 6, 2016 1:15:35 AM GMT-0700
c
Oct 6, 2016 1:17:25 AM GMT-0700
[
Recover File to: EARESTORE
Duplicate file option: Rename the recovered file =

7] < Back 'Run Remveryl Close

9. Check the Recovery Results.

L]

1 | NOTE: Deduplication ratios increase over time. It is not uncommon to see a 2-4x reduction (25-50% total
savings) on the initial backup. As additional full backup jobs are completed, the ratios will increase.
Backup jobs with a 12-week retention will average a 15x ratio, in most cases.
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Check the Recovery Results

Meniter the progress of the recovery operation. When you close this window, the recovery operation continues. Te display this page again, right-click the recovery cenfiguration in the Recover
window and select Open Recover. Select Cancel Recovery to stop the recovery operation

@ Select the Recovery Hosts FEELE IS RN Size: 2507 MB

0 Select the Data to Recover Source Client: dma-serveri.testad.ocarina.local Completed: 2507 MB | Cancel Recwery|
@ Select the Recovery Options Start time: Oct 8, 2018 10:38:07 P

O Obtain the Volume Information  Duration: 00:00:41

O Perform the Recovery T target_cifs

& Check the Recnvery Results Volumes used: dma_serveri.testad.ocarina.local 004

Recovery Log Export Log File

EARESTOREVCANW_8.2.1\nw821_win_x64\win_x54\sd_products.res -
EARESTOREVCANW_8.2.1\nw821_win_x64\win_x64\suppertinsrmail.exe
EARESTOREVCANW_8.2.1\nw821_win_x64\win_x64\supportinsrperf.exe
EARESTOREVCANW_8.2.1\nw821_win_x64\win_x64\supportinsrperf.ini
EARESTOREVCANW_8.2 1\nw821_win_x64\win_x64\supportiperfmon.h
EARESTOREVCANW_8.2.1\nw821_win_x64\win_xS4\supportirpcinfo.exe
EARESTOREVCANW_8.2.1\nw821_win_xG4\win_x64\supportisjielm. exe
EARESTOREVCANW_8.2.1\nw821_win_x64\win_x64\supportisjing.exe
EARESTOREVC\NW_8.2 1\nw821_win_x64\win_x64\supportisjimm.exe
EARESTOREVCANW_8.2 1\nw821_win_x64\win_x64\supportisjirdp.exe
EARESTOREVCANW_8.2.1\nw821_win_x84\win_xS4\supportisjirdtag. exe
EARESTOREVCANW_8.2.1\nw821_win_xB4\win_x84\supportisjirelem.exe
EARESTOREVC\NW_8.2.1\nw821_win_x64\win_x64\supportisjirjc.exe
EARESTOREVCANW_8.2 1\nw821_win_x64\win_x64\supportismtpmail exe
EARESTOREVC\NW_B.2 1\nw821_win_x64\win_x64\supporth
EARESTOREWC\NW_8.2.1\nw821_win_xBd\win_xB4\
EARESTOREVCANW_8.2.1\nw821_win_xB4\
EARESTOREVCANW_8.2.1\nw821_win_x64.Zip B
E\RESTOREVCINW_8.2 1\nw821_win_x86. zip

E:RESTOREVCANW_B.2 1%

EARESTOREVCY

Received 86 file(s) from NSR server ‘dma-server].testad.ocarina.local
Recover completion time: 10/6/2016 10:38:44 PM

Close
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Creating and configuring ISCSI target

container(s) for Networker

Creating an iSCSI VTL container for
Networker

1. Create and export the iSCSI container by selecting Containers in the left navigation pane of the DR Series
system GUI. Select the Action Menu in the upper right corner, then click Add Container.

OUeSt DR4300

drd300-17 ocarina local

administrator B
testad.ocarina.local
GlobalView > Search Gt

| B Add Container |
3
Dashboard > IAH Containers | 2 @ Log Out
| = I | Access Protocol & Connection Status & Replication & Actions
Containers v | . DefaultGroup P

Replications »  networker NFSCIFS Available, Available Online n ﬂ n
System Configuration >
Support >

10/25/2017 05:16:12
US/Pacific-New

2. Select the Storage Group name, select NAS (NFS, CIFS) from the Access Protocol drop down menu,
enter a Container Name, and then click Next.

Quest DR4300

dr4300-17.ocarina.local

el LN
GlobalView * All Containers
Dashboard 4
Containers , * Add Container
Replications »
System Configuration » Storage Group natworker -
Support 4 Access Protocol @  Virtual Tape Library (VTL) -
10/25/2017 05:20:35 Container Name @ | iscsivt|
US/Pacific-New

-

Storage Group 3 Container = Marker Type & Access Protocol 3 Connection Status & Replication 3 Actions.




3. Select the iISCSI Access Protocol, and specify the DMA Access Control by providing the storage node /

4,

5.

media node IP Address, IQN or FQDN. For Marker Type, select Networker. Click Next.

Quest DR4300

dr4300-17.ocarina.local

administrator Mo

System Configuration

Support

10/25/2017 05:21:39
US/Pacific-New

Robot Model O QuestDR_L700 O Dell DR_L700 @ STKL700
Tape Size 800GB (Max Num of Tapes is 2000) b
VTL Access Protocol O FC O NOMP @ ISCSI O NoAccess

IQN, FQDN or IP Address 10.250.213.49

Marker Type Networker -

EERICT xces

testad.ocarina local
SlobalView * All Containers
Dashboard »
Containers , ¥ Add Container
Replications »

Click Save to create a new ISCSI container.

Quest DR4300

dr4300-17 ocarina.local

administrator . 0 .

testad ocarina jocal L
GlobalView * All Containers
Dashboard »
Containers , < Add Container
Replications »
Storage Access Pratocol
System Configuration > Storage Group networker
Support ' Access Protocel Virtual Tape Library (VTL)
10/25/2017 05:22-06 Container Name iscsivtl
US/Pacific-New Configure Virtual Tape Library
Robot Model STKLT00
Tape Size B800GB
VTL Access Protocol iscsl
IQN, FQDN or IP Address 10.250.213.48
Marker Type Networker
> | xcacs
Storage Group & Container * Marker Type 3 Access Protocol $ Connection Status & Replication & Actions

Verify that you successfully created the ISCSI container.

GlobalView
Dashboard
Containers
Replications

System Configuration
Support

10/25/2017 05:24:18
US/Pacific-New

DR4300
Quest  gu0017.ocarmaioca

All Containers

Storage Group ¢ Container * Marker Type ¢ Access Protocol &

administrator Eo !
testad.ocarina local !

Connection Status & Replication & Actions
networker cifs_nw Networker NFS CIFS Available, Available Online. E B
networker tsesivi Networker VILISCSI Available Nat Configured [a | @ | [ o |

2 ltam(s) found.
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Configuring the iISCSI Networker storage node
Windows

iSCSI initiator configuration is a two-step process, consisting of:

Ox¢

Target discovery

O«

Establishing an iSCSI session with the target using CHAP authentication

1. Provide the IP or FQDN of the DR Series system in the Target field. Click Quick Connect, which results in
target discovery, The Quick Connect dialog box lists all available targets on the DR Series system.

Targets [wmveryTFavurit: Targets [Voluvumdbevic:s IRADIUS ] Configuration ]
Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

farget: | 10.250.212.110] | [ Quckcomect... |

Discovered targets

Name Status

To connect using advanced options, select a target and then

dick C ot L Connect ‘
To completely disconnect a target, select the target and [ et ‘
then dick Disconnect. S -
For target properties, induding configuration of sessions, Properties... |
select the target and dick Properties.

For configuration of devices associated with a target, select T Devices ‘
the target and then dick Devices.

ok |[ cancel || ooy
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2. At this point, the status will be Inactive. Click Done and close the dialog box.

iSCS! Initiator Properties | x|

Targets that are available for connection at the IP address or DNS name that you
provided are listed below. If multiple targets are available, you need to connect
to each target individually.

Connections made here will be added to the list of Favorite Targets and an attempt
to restore them will be made every time this computer restarts,

Discovered targets

Progress report.
Unable to Login to the target.

Lomnect

ok |[ cancel | aony
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3. Select the discovered target and click Connect.

Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |
Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: || | | Quick Connect.... |
Discovered targets

Status
ign. 1984-05.com. quest:dr4300. 163363 Liscsivtl. 30 Inactive

To connect using advanced options, select a target and then
dick Connect.

To completely disconnect a target, select the target and
then dick Disconnect.

For target properties, induding configuration of sessions,
select the target and dick Properties.

For configuration of devices associated with a target, select
the target and then dick Devices.

il

ok | [ concel ]| o
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4. Select the Advanced button.

iSCS! Initiator Properties | x|

gn. 1984-05.com.quest:dr4300. 163363 Liscsivil. 30

(W1 Add this connection to the list of Favorite Targets.
This will make the system automatically attempt to restore the
connection every time this computer restarts,

[C]Enable multi-path

To connect using advanced options, select a target and then
dick Connect.

To completely disconnect a target, select the target and

select the target and dick Properties.

For configuration of devices associated with a target, select
the target and then dick Devices.

For target properties, induding configuration of sessions,

oK cancel | [ Aepy |

5. In Advanced Settings, select to Enable CHAP log on and type the User Name and Target Secret /
Password. Select OK to save the settings. Refer to Appendix A for further details about accounts and
credentials.
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General | Ipsec

Connect using

Local adapter: [Defauit vl

Initiator IP: [pefauit v]

Target portal IP: |Del‘a|.lt v |

CRC / Checksum
[[] Data digest ["]Header digest
1
[Zrable cHap log on
CHAP Log on information
W&:I;smmhﬂsem!tv by providing authentication between a target and
an inii .

To use, spedify the same name and CHAP secret that was configured on the target for this
initiator. The name will default to the Initiator Name of the system unless another name is

spedfied.
2
Name: I iscsi_user
Target secret: I ssssssssanane
[ perform mutual authentication
To use mutual CHAP, either specify an initiator secret on the Configuration page or use
RADIUS.

[JUse RADIUS to generate user authentication credentials
[[Juse RADIUS to authenticate target credentials

I [
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The iSCSI target should now appear as connected and the device discovery can now proceed.

Targets IDismverylFavuiteTxgetslVohmesmdDevicisADmSICmfgnﬁonl
Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dlick Quick Connect.

Target: Quick Connect...
Discovered targets

iqn. 1984-05.com.quest:dr4300. 163363 Liscsivil. 30 Connected I

To connect using advanced options, select a target and then
dick Connect.

To completely disconnect a target, select the target and
then dick Disconnect.

For target properties, induding configuration of sessions,
select the target and diick Properties.

For configuration of devices associated with a target, select
the target and then dick Devices.
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6. Open the Server Manager Snap-in and verify that the newly connected devices appear in the Device
Manager. Verify that the STK Library and IBM Ultrium-TD4 Device Drivers are installed.

=8 Device Manager
File Action View Help

o= | HE &

4 2 DMA-serverl

b & Audio inputs and outputs
3 Batteries
8 Computer

g Disk drives

K, Display adapters

&4 DVD/CD-ROM drives

&3 Floppy disk drives

&= Floppy drive controllers
g IDE ATA/ATAPI controllers
&= Keyboards

LY T T T T YT TY

ex) Medium Changer devices
i5 Sun/StorageTek Libra

F{ Mice and other pointing devices

& Monitors

& Network adapters

3 Ports (COM & LPT)

= Print queues

2 Processors

;- Storage controllers

/M System devices

L= Tape drives
&% IBM ULTRIUM 4 3580 TAPE DRIVE
&% IBM ULTRIUM 4 3580 TAPE DRIVE
&% |BM ULTRIUM 4 3580 TAPE DRIVE
&5 1BM ULTRIUM 4 3580 TAPE DRIVE
&% |BM ULTRIUM 4 3580 TAPE DRIVE
&3 1BM ULTRIUM 4 3580 TAPE DRIVE
&% IBM ULTRIUM 4 3580 TAPE DRIVE
&% IBM ULTRIUM 4 3580 TAPE DRIVE
&% |BM ULTRIUM 4 3580 TAPE DRIVE
&5 1BM ULTRIUM 4 3580 TAPE DRIVE

p &Fwmasvename

LAY T YT TYET TS

Configuring the iISCSI target Linux

Before you begin, ensure that the iSCSlI initiator is installed (iscsi-initiator-utils). For example:

yum install iscsi - initiator - utils ; /etc/init.d/iscsi start
To configure the iISCSI target for Linux, follow these steps.
1. Add the CHAP Authentication details for the DR Series system on the Linux Initiator as follows:
a Edit /etc/iscsiliscsid.conf and un-comment the following line:

node.session.auth.authmethod = CHAP

b Modify the following lines:
# To set a CHAP username and password for initiator

# authentication by the target(s), uncomment the following
lines:

node.session.auth.username = iscsi_user

node.session.auth.password = StOr@geliscsi

2. Set the Discovery Target Node(s) by using this command:

iscsiadm  -mdi scovery -tst -p<IPorlIQN of DR>



For example:

iscsiadm - mdiscovery  -tst -p10. 250.212.110

3. Enable logon to the DR Series system iSCSI VTL target(s) by using the following command:

iscsiadm - mnode -- portal <IP or IQN of DR:PORT> -- login
For example:
is csiadm -mnode -- portal™ 10.250.212.110 :3260" -- login

4. Display the open session(s) with DR VTL(s) by using the following command:

iscsiadm - m session

For example:
iscsiadm - msession = tcp: [34] 10.250. 212.110 : 3260,1
ign.1984 - 05.com.quest:dr43 00.4043905.is  csivtl.10 (non - flash)

5. Review dmesg or /var/log/messages for details about the tape devices created upon adding the DR
Series system iSCSI VTL.

Setting up Networker to use the newly
created iISCSI VTL

1. Access the Devices menu within the Networker Administration interface. Select the Storage Node that has
had the iSCSI VTL configured for access. Select Scan for Devices.

L3 EMC NetWorker Administration V8.2.1.0 - dma-server1.testad.ocarina.local (NetWorker 8.2.1.0.Build.681 Eval - Windows NT Server on Intel)

Fle Ed Vew Devees Wodow
X0 )| T m=

=W dmaservert testad ocarina local

L 2

W Storage Node: dma-server? testad ocarinalocal (1)

= | Comment | Description |Enabled

Progerti ctto

[~ Avamar Dedupi
-7 NAS Devices

Delete. Delete.

Refresh 3
Enable/Disable A

Scan for Devices,

Configure AllLibraries.




2. Inthe Scan for Devices dialog box, select the appropriate storage node with the settings to Search all
LUNs, Use Persistent Names and Device Scan Type of scsi. Then click Start scan.

Select existing or create new storage nodes to scan

Create a new Storage Node

Scan | Storage Node Name > Search...| Use Persiste...

dma-server1 testad ocarina

Exclude SCSI Paths

Ves Vas

Update storage node properties if required

Storage Mode Name:  |gma-serverd testad.o| Exclude SCSIPaths:

Search all LUNs: Yes -

Use Persistent Names: |veg -
Device Scan Type: [ T3 scaif ) namp

e —
i B—

3. After the device scans, the iSCSI VTL should now appear and must be configured for use. Select the
library within the Storage Nodes navigation tree and proceed with the Configure Library option. In the
Configure Library dialog box, Check All drives and click Start Configuration.

Fle Edt View Devices Window Help
OXON )| FHa B HE) YR
=g dma-server testad ocarnalocal @ Library: STK@3.4.1
{2 Libraries
e Name ~ | Drive Seril Number | rive Number | Drive Type | Driveshared | Drive Configured | Number of Devices.
s Storage Nodes © LTO Utrum-4(1) Serial Humbers WWNN=552... 1 LTO Utrum-4 1
@ dma-server testad.ocari] &9 LTO Urium-4(10) Serial Humbers WWNN=SEZ... 1 LTO Utrum-4 1
917 i 4 Serial Humbers WWNH=552... 2 LTO Utrum-4 1
"% Data Domai i Fs Serial Numbers:WWNN-572... 3 LTO Utrium-4 1
'@ Avamar Deg confioure Lbrar Serial Numbers:WWNN=582... 4 LTO Urium-4 1
[0 i Serial Humbers:WUINN<592... & LTO Utrum-4 1
Scan for Devicss. Serial NUmbers:WUINN<GA... 6 LTO Utrum-4 1
Confure Al Lbrares. Serial Numbers:WUINN<GB2... 7 LTO Utrum-4 1
Serial NUMbers WUNH=EC2... & LTO Utrium-4 1
‘euu Utrum4(9) Serial Numbers WWNN=SD2... 9 L0 Utrum.4 '

Library to configure

Storage node name: | gma.server testad.ocarina.Jocal ‘

Library name: ‘ STK@3.4.1 ‘

Configure devices on various storage nodes using existing drive connectivity

storage node ¥

LTO Ulrium-4(10) | LTO Ukrium-4(3) TO Urum-4(8) | LTOUNum4(7) | LTOUNum<4(6) | LTOUWim-4(S) | LTOUNum4(4) | LTOUNum4(@3) | LTOUtum4(2) |LTO
W\Tapes W\Taped W\Tape? W\Tapes WiTapes W\Taped WiTape3 W\Tape2 WiTapet W

/™ i storage node's configuration may not be up-to-date. A to ensure the is current.

The VTL should now show up ready for use. By default, the cleaning option is enabled, which must be
disabled.

4. Within the navigation tree, select the Library and then the Properties option.
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5. In the dialog box, disable the Auto-clean option, and omit the default slot and cleanings settings. Click OK

to save the changes

6. After the library has been configured, the individual tape drives must be configured so that they service

only one target session at any given time. Multiplexing to virtual tape drives has an adverse effect on

deduplication and thus requires that each drive only handle a single target session.
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