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Getting Started

The Foglight REST APl is an application programming interface (API) that uses HTTP requests to GET, PUT,
POST, and DELETE data.

The Foglight REST API Reference Guide is intended for users who have been assigned the API Access and the
Administrator roles and who need programmatic access to easily create professional services and better integrate
with third-party systems.

This section introduces you to the Foglight REST APIs. For more information, see the following topics:
e Glossary
e Prerequisites

e Qverview

Glossary

Table 1 explains the token that protects the access to REST APIs and is used as the request header for REST
APIs. Auth-Token has been replaced with Access-Token in the Foglight Management Server 5.9.1, but Auth-Token
is still supported. Quest recommends that you change to use Access-Token as the request header for REST APIs,
as Auth-Token will be deprecated in future product release.

i INOTE: Retrieving the access token through authToken is only available in the Foglight release 5.7.5.7 or later.

Table 1. Glossary

Glossary Description

Auth-Token (available in Foglight An Auth-Token is used as a request header for REST APIs, which protects
5.7.5.7 and 5.7.5.8 releases only) the access to the REST APIs. This Auth-Token has been replaced with
Access-Token since Foglight 5.9.1.

Access-Token (replaces Auth-Token An Access-Token is used as a request header for REST APls, which
starting with 5.9.1 release) protects the access to the REST APIs.

Prerequisites

REST APIs are protected by authentications, which means you need retrieve an access token before using REST
APIs. The authentications protecting REST APIs include the following two approaches:

* User credentials: User account and user password
* Access-Token: Token-based authentication

Use the Security — Login API to retrieve an access token through user credentials or an authToken, then include
this access token in an HTTP request header to operate with REST APIs.

3 | NOTE: The minimum version required for operating REST APIs is Foglight Management Server 5.7.0.
Retrieving an access token through authToken is only available in the Foglight release 5.7.5.7 or later.
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For more information about how to use the Security — Login API with third party tools, visit the Foglight REST

APIs Introduction - Java and Python Sample Code.

Overview

Table 2 lists the registry variables available after installing the Forge-RestAPI cartridge:

Table 2. Available registry variables

Registry variable name Type

Description

REST_Audit_Enable Boolean

REST_Audit_Filter String

REST_MaxDepth Integer

REST_MaxObjectCount Integer

REST_RetrieveMetricCurrentValue Boolean

REST_RetrieveObservationValue Boolean

REST_ShowLinks Boolean

REST_TokenExpirationTime Integer

REST_CrossOriginResourceAllowe  String
dDomain

REST_AccessControlAllowCredenti Boolean
als

Specifies whether the audit feature is enabled in the REST
API. Enable is set by default. The audit logs can be found in
the Audit dashboard.

If the resource name is specified using this variable, audit
logs of specified resources cannot be found in the Audit
dashboard and the audit feature is disabled.

* Separate multiple resource names with a comma.

* Regular expression is also supported. The resource
name is the part following "api” in the URL address.
For example, for the URL address is
http://<server>:<port>/api/vl/topology/query, the
resource name is “v1/topology/query".

Specifies the expansion depth of a global object. This value
starts from 0, and the default value is 1. Take the Host
object as an example:

* If the max depth is 0, the Host name and Host
unique ID are returned.

* If the max depth is 1, the first-level properties of the
Host are returned.

Specifies how many objects are invoked through a
response. An object is one instance that contains multiple
properties.

Specifies whether to retrieve the metric current value of a
topology object in a response. False is set by default.

Specifies whether to retrieve the observation current value
of a topology object in a response. False is set by default.

Specifies whether to show the link field through a response.
False is set by default. The link field includes the following
two types:

e Link pointing to the object type

e Link pointing to the object
Specifies the token expiration time (in seconds). This
variable takes effect when the token is accessed, when a

login attempt using a new APl or an API request is received
on the server side, for example.

Specifies whether the request from the third-party
integration site can be allowed. This variable has no default
value.

Specifies whether the response to a request can be
exposed to the page. If the returned value is:

e True: the response to a request can be exposed.
* False: the response cannot be exposed.

Foglight 5.9.1 Foglight REST API Reference Guide
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Table 2. Available registry variables

Registry variable name

Type Description

REST_ShowTopologyTypelLocalPro Boolean

perties

REST_AgentSubmitinfoObservation Integer

Duration

REST_AgentSubmitinfoQueueSize

Specifies whether to show the property of Topology Object
type in an instance. False is set by default.

Specifies the observation duration of the agents property in
the RestAPlInfo type. The default value is 300, which is
identical to 5 minutes.

Integer Specifies the cache size that stores the detailed information

of submitted data. The default value is 100.

Most of registry variables listed in Table 3: URL parameters on page 8 can be overwritten by the following URL

parameters per request.
Table 3. URL parameters

URL parameter name

Description

maxObjectCount

maxDepth

durationMS

startTimeMS

retrieveMetricValue

retrieveObservationValue

showLinks

excludePropertyPatterns

includePropertyPatterns

showTopologyTypelLocalProperties

Specifies how many objects are invoked through a response. An object is
one instance that contains multiple properties.

Specifies the expansion depth of the global object. This value starts from
0, and the default value is 1. Take the Host object as an example:

* If the max depth is 0, the Host name and Host unique ID are
returned.

e |f the max depth is 1, the first-level properties of the Host are
returned.

Specifies the time duration, including startTimeMS and endTime. If
startTimeMS is not set, the endTime value is used as the current time, and
the startTime value is calculated as endTime minus the specified duration.

NOTE: This parameter does not impact the Topology — Observations
query and Topology — TopologyObject query API.

Specifies the startTime. The endTime is the sum of startTime and
durationMS.

NOTE: This parameter does not impact the Topology — Observations
query and Topology — TopologyObject query API.

Specifies whether to retrieve the metric current value of a Topology object
in a response.
Specifies whether to retrieve the observation current value of a Topology
object in a response.
Specifies whether to show the link field through a response. False is set by
default. The link field includes the following types:

¢ Link pointing to the object type

e Link pointing to the object
Excludes the properties in a Topology object. Take
http://<server>:<port>/api/v1l/type/Host/instances?excludePropertyPattern
s=.*Alarm.*,.*State.* as an example, this URL address excludes the
properties which name contains "Alarm" and "State".
Includes the properties in a Topology object. Take
http://<server>:<port>/api/v1/type/Host/instances?includePropertyPatterns
=*Alarm.*, *State.* as an example, this URL address includes the
properties which name contains "Alarm" and "State".
NOTE: If excludePropertyPatterns and includePropertyPatterns are set to
the same value, the value set in excludePropertyPatterns is ignored.

Specifies whether to show the property of the Topology type in an instance.
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2
REST APIs

This section provides you with essential information about available Foglight REST APIs. For more information,
see the following topics:

* App

e Security
* Agent

e Alarm

e Cartridge
* Registry

* Remote client

* Rule

e Script

e Subscribe alarm
e Topology

e TopologyType

e User Information

App

The App related API includes the following:
e APP — Get App information

APP — Get App information

e API Name: Get App information

* Description: Get the application information.
* Request type: GET

* API path: /api/vl/

¢ Sample usage: http://<server>:<port>/api/vl/

e Header:
Field Type Description
Access- String The token is retrieved after successfully logging in to the Management Server.
Token
Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xnl . The default value is appl i cati on/j son.

Foglight 5.9.1 REST API Reference Guide
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¢ Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Security

The Security related APIs include the following:
e Security — Login
* Security — Logout
e Security — Set Auth Token for a given user
* Security — Delete Auth Token for a given user
e Security — Set Auth Token for current user

e Security — Delete Auth Token for current user

Security — Login

e API Name: Login

* Description: Obtain an access token through user credentials (namely username and pwd in the
Parameter: table) or a digital token (namely authToken in the Parameter: table).

i | NOTE: Retrieving an access token through the authToken parameter is only available in the Foglight
Management Server 5.7.5.7 or later.

NOTE: The associated user account should be granted with the APl Access role.

* Request type: POST
* API path: /api/vl/security/login

* Sample usage: http:/<server>:<port>/api/vl/security/login

* Header:
Field Type Description
Accept String  Specifies the response data format which can be either appl i cati on/j son or

appl i cati on/ xm . The default value is appl i cati on/j son.

¢ Parameter:

Field Type Description

username String User account.

pwd String Password associated with the user account.

authToken String The token is generated from the User Management dashboard or Foglight

command line.
NOTE: This parameter is only available in Foglight release 5.7.5.7 or later.

Foglight 5.9.1 REST API Reference Guide
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Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Security — Logout

API Name: Logout

Description: Expire an access token.
Request type: GET

API path: /api/vl/security/logout

Sample usage: http://<server>:<port>/api/v1l/security/logout

Header:

Field Type Description

Access- String  The token is retrieved after successfully logging in to the Management Server.
Token

Accept String  Specifies the response data format which can be either appl i cati on/j son or

appl i cati on/ xm . The default value is appl i cati on/j son.

Returned value:

Field Type Description

status String The response status

data String Either the response data format data (JSON/XML) or exception message
error String Error code if some exception occurs; otherwise this field is not shown.

Security — Set Auth Token for a given user

API Name: Set Auth Token for a given user

Description: Set the Auth Token, which is also referred to as digital token, for a specified user account.
The current user who is logging in to REST service must have the Administrator permission to use this API.

i | NOTE: This API is only available in the Foglight Management Server 5.7.5.7 or later.

After setting a token for the specified user, the old token (if exists) is expired. This causes the login status of
this user is also expired, if this user has logged in to REST service. This user should log in to the REST
service again using the new authToken or credentials.

Request type: GET
API path: /api/vl/security/setAuthToken/username

Sample usage: http://<server>:<port>/api/vl/security/setAuthToken/abcuser

Header:
Field Type Description
Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/j son.

Foglight 5.9.1 REST API Reference Guide
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Parameter:

Field Type Description

username String User account which Auth Token is to be set.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Security — Delete Auth Token for a given user

API Name: Delete Auth Token for a given user

Description: Delete the Auth Token, which is also referred to as digital token, for a specified user account.
The current user who is logging in to REST service must have the Administrator permission to use this API.

i | NOTE: This API is only available in the Foglight Management Server 5.7.5.7 or later.

After deleting a token for the specified user, the old token (if exists) is expired. This causes the login status
of this user is also expired, if this user has logged in to REST service.

Request type: GET
API path: /api/vl/security/deleteAuthToken/username

Sample usage: http://<server>:<port>/api/vl/security/deleteAuthToken/abcuser

Header:

Field Type Description

Accept String Specifies the response data format which can be either appl i cati on/j son
or appl i cati on/ xm . The default value is appl i cati on/j son.

Parameter:

Field Type Description

username String User account which Auth Token is to be deleted.

Returned value: —

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Security — Set Auth Token for current user

API Name: Set Auth Token for the current user

Description: Set the Auth Token, which is also referred to as digital token, for the current login user.
i | NOTE: This API is only available in the Foglight Management Server 5.7.5.7 or later.
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After setting a token for the current user, the old token (if exists) is expired. This causes the login status of
current user is also expired. The current user should log in to the REST service again using the new
authToken or credentials.

Request type: GET
API path: /api/vl/security/setOwnAuthToken

Sample usage: http://<server>:<port>/api/v1l/security/setOwnAuthToken

Header:
Field Type Description
Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/j son.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Security — Delete Auth Token for current user

API Name: Delete Auth Token for the current user

Description: Delete the Auth Token, which is also referred to as digital token, for the current login user.
i | NOTE: This APl is only available in the Foglight Management Server 5.7.5.7 or later.

After deleting a token for the current user, the old token (if exists) is expired. This causes the login status of
current user is also expired. The current user should log in to the REST service again using user
credentials.

Request type: GET
API path: /api/vl/security/deleteOwnAuthToken

Sample usage: http://<server>:<port>/api/v1l/security/deleteOwnAuthToken

Header:
Field Type Description
Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/j son.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Agent

The Agent related APIs include the following:
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Agent — Get agent by agent ID
Agent — Get all active agents
Agent — Get all agents

Agent — Get all inactive agents

Agent — Get agent by agent ID

API Name: Get agent by agent ID
Description: Filter out agents by the agent ID.
Request type: GET

API path: /api/vl/agent/agentld/agentld

Sample usage: http://<server>:<port>/api/vl/agentld/1

Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.
Token

Accept String Specifies the response data format which can be either appl i cati on/j son

orappl i cation/xm . The default value is appl i cati on/j son.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Agent — Get all active agents

API Name: Get all active agents
Description: Filter out all active agents.
Request type: GET

API path: /api/vl/agent/active

Sample usage: http://<server>:<port>/api/vl/agent/active

Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.
Token

Accept String Specifies the response data format which can be either appl i cati on/j son

orappl i cation/xm . The default value is appl i cati on/j son.

Returned value:

Field Type Description

status String The response status.

Foglight 5.9.1 REST API Reference Guide
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Field Type Description

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Agent — Get all agents

API Name: Get all agents
Description: Get all agents.
Request type: GET

API path: /api/vl/agent/allAgents

Sample usage: http://<server>:<port>/api/vl/agent/allAgents

Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.
Token

Accept String Specifies the response data format which can be either appl i cati on/j son

orappl i cati on/ xm . The default value is appl i cati on/ j son.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Agent — Get all inactive agents

API Name: Get all inactive agents
Description: Filter out all inactive agents.
Request type: GET

API path: /api/vl/agent/inactive

Sample usage: http://<server>:<port>/api/vl/agent/inactive

Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.
Token

Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/ j son.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.
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Alarm

The Alarm related APIs include the following:
e Alarm — Acknowledge alarm by alarm ID
e Alarm — Clear alarm by alarm ID
e Alarm — Get alarm by alarm ID
* Alarm — Get alarm by rule ID
* Alarm — Get current alarms
e Alarm — Get history alarms
e Alarm — Get topology object current alarms
e Alarm — Get topology object history alarms

e Alarm — Push alarms

Alarm — Acknowledge alarm by alarm ID

* API Name: Acknowledge alarm by alarm ID

* Description: Acknowledge an alarm by its ID.

* Request type: GET

* API path: /api/vl/alarm/ack/alarmid

* Sample usage: http://<server>:<port>/api/vl/alarm/ack/1f478dec-f920-4da9-a8d2-b9ba0dcd4394

e Header:
Field Type Description
Access- String The token is retrieved after successfully logging in to the Management Server.
Token
Accept String Specifies the response data format which can be either appl i cati on/j son

orappl i cation/ xm . The default value is appl i cati on/j son.

¢ Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Alarm — Clear alarm by alarm ID

* API Name: Clear alarm by alarm 1D

* Description: Clear an alarm by its ID.

* Request type: GET

* API path: /api/vl/alarm/clear/alarmid

e Sample usage: http://<server>:<port>/api/vl/alarm/clear/1f478dec-f920-4da9-a8d2-b9bal0dcd4394
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Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.
Token

Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/j son.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Alarm — Get alarm by alarm ID

API Name: Get alarm by alarm ID

Description: Filter out alarms by alarm ID.

Request type: GET

API path: /api/vl/alarm/alarmid

Sample usage: http://<server>:<port>/api/vl/alarm/1f478dec-f920-4da9-a8d2-b9ba0dcd4394

Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.
Token

Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/j son.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Alarm — Get alarm by rule ID

APl Name: Get alarm by rule ID.

Description: Filter out alarms by a rule ID. Time range is the default value set in the Management Server,
and you can customize the time range using the startTimeMS and durationMS parameter.

Request type: GET
API path: /api/vl/alarm/ruleld/ruleld
Sample usage: http://<server>:<port>/api/vl/alarm/ruleld/se478dec-f920-4de9-a8d2-b9ba0dcasd94
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Header:

Description

Field Type
Access- String
Token

Accept String

Returned value:

The token is retrieved after successfully logging in to the Management Server.

Specifies the response data format which can be either appl i cati on/j son
or appl i cati on/ xm . The default value is appl i cati on/j son.

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Alarm — Get current alarms

API Name: Get current alarms

Description: Filter out current alarms.

Request type: GET

API path: /api/vl/alarm/current

Sample usage: http://<server>:<port>/api/vl/alarm/current

Description

Header:

Field Type
Access- String
Token

Accept String

Returned value:

The token is retrieved after successfully logging in to the Management Server.

Specifies the response data format which can be either appl i cati on/j son
or appl i cati on/ xm . The default value is appl i cati on/j son.

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Alarm — Get history alarms

API Name: Get history alarms

Description: Filter out all history alarms.

Request type: GET

API path: /api/v1l/alarm/history

Sample usage: http://<server>:<port>/api/vl/alarm/history
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¢ Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.
Token

Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/ j son.

¢ Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Alarm — Get topology object current alarms

* API Name: Get topology object current alarms

* Description: Filter out current alarms by the ID of a topology object.

* Request type: GET

e API path: /api/vl/alarm/current/topologyld

* Sample usage: http://<server>:<port>/api/vl/alarm/current/se478dec-f920-4de9-a8d2-b9bal0dcasd94

* Header:
Field Type Description
Access- String The token is retrieved after successfully logging in to the Management Server.
Token
Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/ j son.

¢ Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Alarm — Get topology object history alarms

* API Name: Get topology object history alarms

e Description: Filter out history alarms by the ID of a topology object.

* Request type: GET

e API path: /api/v1/alarm/history/topologyld

* Sample usage: http://<server>:<port>/api/vl/alarm/history/se478dec-f920-4de9-a8d2-b9baldcasd94
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¢ Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.
Token

Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/ j son.

¢ Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Alarm — Push alarms

¢ APl Name: Push alarms

* Description: Push an alarm to an existing topology object, and the imported alarm will show on the Alarm
dashboard. The “topologyObijectld” field is mandatory and the "ruleld" field is optional. This API set the
value of “ruleld” to ExternalAlarm by default, if this field is not set. If you invoke this API using both fields,
ensure that ruleld is properly defined to link with its topologyObjectld; otherwise the alarm might be
imported into a wrong topology object. Consider for example a rule “CPU Utilization” is related to the
"HostCPUs" object. If you define topologyObijectld to Host, this APl imports CPU Utilization to the Host
object. Postman provides "Alarm - Push Alarm XML" and "Alarm - Push Alarm JSON” sample codes for
reference. Click here to download and import the sample codes.

* Request type: POST
* API path: /api/vl/alarm/pushAlarm
* Sample usage: When using the pushAlarm API, note the following:

= Make sure to use the following as the value of alarmMessage: AAA. BBB. AAA represents the title
of the alarm dialog box, while BBB stands for the alarm message. Make sure to add a space
between “. ” and “BBB".

= To get the value of ruleld, do either of the following:
s Invoke the Rule — Get all rules’ data API.
= Execute the following scripts in the Administration > Tooling > Script Console dashboard:

def rul eName = <RULE_NAME>
def rule = server.Rul eService.getAl | Rul es().find{

it.name == rul eNane

}

if(rule){

return rule.id;

tel se{

return "Rule not found."
}

The following illustrates the sample code of request body in XML and JSON separately.
Request body in XML:

<ext er nal Al ar mPar anBean>

<al ar mvessage>

title of alarmdial og. al arm nessage
</ al ar mM\essage>
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<severity>

3

</ severity>
<t opol ogyCbj ect | d>

94e27d92- 08a5- 4c28- 9a90- 8856a7689105
</ topol ogyOhj ect | d>

<rul el d>
c83632ae- 3468- 4acl- bd69- 52359518750
</rul el d>
</ ext er nal Al ar nPar anBean>

Request body in JSON

{"al armMessage":"title of alarmdial og. al arm nessage”,

"severity":"2",

"t opol ogyOhj ect | d": "94e27d92- 08a5- 4c28- 9a90- 8856a7689105" }

Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.

Token

Accept String Specifies the response data format which can be either appl i cati on/j son
or appl i cati on/ xm . The default value is appl i cati on/ j son.

Content- String * Data format = JSON, this value is application/json”.

Type « Data format = XML, this value is “application/xml”.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Cartridge

The Cartridge related APIs include the following:

Cartridge — Get all cartridges’ data

Cartridge — Get all core cartridges’ data

Cartridge — Get all non-core cartridges’ data

Cartridge — Get all cartridges’ data

APl Name: Get all cartridge’s data

Description: Get data of all cartridges.

Request type: GET

API path: /api/vl/cartridge/allCartridges

Sample usage: http://<server>:<port>/api/v1l/cartridge/allCartridges
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¢ Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.
Token

Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/j son.

¢ Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Cartridge — Get all core cartridges’ data

¢ API Name: Get all core cartridge’s data

* Description: Get data of all the core cartridges.
* Request type: GET

* API path: /api/vl/cartridge/allCartridges/core

* Sample usage: http://<server>:<port>/api/vl/cartridge/allCartridges/core

* Header:
Field Type Description
Access- String The token is retrieved after successfully logging in to the Management Server.
Token
Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/ j son.

¢ Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Cartridge — Get all non-core cartridges’ data

* API Name: Get all non-core cartridge’s data

e Description: Get data of all the non-core cartridges.
* Request type: GET

* API path: /api/vl/cartridge/allCartridges/nonCore

* Sample usage: http://<server>:<port>/api/vl/cartridge/allCartridges/nonCore
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Header:

Description

Field Type
Access- String
Token

Accept String

Returned value:

The token is retrieved after successfully logging in to the Management Server.

Specifies the response data format which can be either appl i cati on/j son
or appl i cati on/ xm . The default value is appl i cati on/ j son.

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Registry

The Registry related API includes the following:

Registry — Get all registries’ data

Registry — Get all registries’ data

API Name: Get all registries’ data

Description: Get data of all registries.

Request type: GET

API path: /api/vl/registry/allRegistries

Sample usage: http://<server>:<port>/api/vl/registry/allRegistries

Description

Header:
Field Type
Access- String
Token
Accept String

Returned value:

The token is retrieved after successfully logging in to the Management Server.

Specifies the response data format which can be either appl i cati on/j son
orappl i cation/ xm . The default value is appl i cati on/j son.

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Remote client

The Remote related API includes the following:

Remote client — Get all remote clients’ data
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Remote client — Get all remote clients’ data

¢ APl Name: Get all remote clients’ data

¢ Description: Get data of all the remote clients.

* Request type: GET

* API path: /api/vl/remoteClient/allRemoteClients

e Sample usage: http://<server>:<port>/api/vl/remoteClient/allRemoteClients

Description

* Header:
Field Type
Access- String
Token
Accept String

¢ Returned value:

The token is retrieved after successfully logging in to the Management Server.

Specifies the response data format which can be either appl i cati on/j son
or appl i cati on/ xm . The default value is appl i cati on/j son.

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Rule

The Rule related APIs include the following:

¢ Rule — Get all rules’ data

* Rule — Getrule by id

Rule — Get all rules’ data

¢ APl Name: Get all rules’ data

¢ Description: Get data of all rules.

* Request type: GET

* API path: /api/vl/rule/allRules

¢ Sample usage: http://<server>:<port>/api/vl/rule/allRules

Description

e Header:
Field Type
Access- String
Token
Accept String

The token is retrieved after successfully logging in to the Management Server.

Specifies the response data format which can be either appl i cati on/j son
or appl i cati on/ xm . The default value is appl i cati on/j son.
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Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Rule — Get rule by id

APl Name: Get rule by ID

Description: Filter out rules by a rule ID.
Request type: GET

API path: /api/vl/rule/ruleld

Sample usage: http://<server>:<port>/api/vl/rule/ruleld

Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.
Token

Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/ j son.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown

Script

The Script related API includes the following:

Script — Run Script
Script — Publish custom REST API

Script — Run Script

API Name: Run Script

Description: You need be granted both the Administrator and API Access roles to use this API. This APl is
similar to the script console, but it does not support functionHelper, log, and out variables that are
supported in the script console.

Name Description

script The script content.
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Name Description

catridgeName Specifies the name of associated cartridge, and the name is case-
sensitive.
scopeObjectld Specifies the scope object. This item must be set if the scope variable

is being used in scripts.

Request type: POST
API path: /api/vl/script/runScript

Sample usage:
i | NOTE: If you use & in your sample codes, make sure to convert it to &amp;.

Generate a post request using the followi ng URL:

http://<server>: <port>/api/vl/ script/runScript

The basic format of request body can be set as bel ow

JSON:
{"script":"Systemerr.printin('Hello Wrld!'")"}

XML
<Scri pt Bean>
<scri pt>
Systemerr.printin("Hello World!");
</script>
</ Scri pt Bean>

The conplete format is as bel ow

JSON:
{"script":"#utilization#", "scopeCbjectld":"3ebb2158-e5e9-4403-be3c-

46f d8020ef eb", "cartridgeNane":"Infrastructure"}

XML:
<Scri pt Bean>
<scri pt>
#utilization#
</script>
<cartridgeNanme>
Infrastructure
</ cartridgeNane>
<scopeObj ect | d>
3ebb2158- e5e9- 4403- be3c- 46f d8020ef eb
</ scopehj ect | d>
</ Scri pt Bean>

Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.
Token

Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/j son
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Parameter:

Field Type Description
Content- String e Data format = JSON, this value is application/json”.
Type « Data format = XML, this value is “application/xml”.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Script — Publish custom REST API

API Name: Publish custom REST API

Description: The Management Server provides the capability for publishing custom REST API with
scripts. To run scripts of custom REST API, ensure that the value of Choose an Associated Cartridge
(Optional) is set to Forge-RestAPI in the Administration > Tooling > Script Console > Scripts > Add >
Run Script dialog box. This APl is a runtime registration, so the registered custom REST APIs will be lost
after restarting the server.

Request type: Depends on the API definition.
API path: Depends on the API definition.
Sample usage: See below for the template about how to publish a custom REST API.

i mport javax.ws.rs.*;

i mport javax.ws.rs.core.*;

i mport javax.ws.rs.container.*;

i mport javax.servlet.http.*;

i mport com quest.forge.rest.annotation. Secured;
i mport com quest.forge.rest.service.*;

i mport com quest.forge.rest.api.*;

@rat h("/echo")
@secur ed
@°r oduces("application/json")
cl ass MyResour ce{
@cont ext
private Contai ner Request Cont ext request Cont ext;

@ont ext
protected HttpServl et Request request;

@ET

@rat h("host ")

publ i ¢ Response echoSanpl eHost () {
def foglightServicelLocator =

Servi ceFactory. getl nstance(). get Fogl i ght Servi ceLocator () ;

def ts = foglightServicelLocator. get Topol ogyService();
def hosts = ts.gethjectsO Type(ts. getType("Host"));

i f(!'hosts){

return Response. ok("Enpty hosts"). build();
}el se{

def host = (hosts as List).get(0);

def hel per =

fogl i ght Servi ceLocat or. get Ext ensi onCont ext (). get ( For geRest Api Hel per. cl ass);
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}

def entity

try{

nul | ;

entity = hel per.toSerializabl eEntity(host, request, requestContext);
}cat ch( Conver si onException e){

entity

}

host.toString();

return Response. ok(entity).build();

cl ass MyRest APl Ext ensi on i npl ements For geRest Api Ext ensi on{
@verride
public C ass get Rest Resourced z(){
return MyResource. cl ass;

}

@verride
public String getCartridgeNane(){
return "DunmyCartridge";

}
}

def rrm = server.context('extensionContext'). get(RestResourceManager.cl ass);
rrmregi st er Rest APl Ext ensi on( new MyRest APl Ext ensi on());

After running the above codes in the Script Console dashboard, you can access this API with the
http://<fms_ip>:<fms_port>/api/vl/echo/host URL.

Note the following:

Use rrm.registerRestAPIExtension (replaces MyRestAPIExtension()) to register the custom API.

Use rrm.unregisterRestAPIExtensions (DummyCartridge) to remove the custom API.

The @Path annotation is used to define the relative URI path.

The @Get annotation is used to define the request type.

The @Produces annotation is used to define the MIME media types of representations a resource
can produce and send back to the client.

The @Secured annotation is used to define whether the access token is required. If @Secured is
used, Access-Token must be set in the request header.

For more information about annotations, visit JAX-RS Application, Resources and Sub-Resources.

Header: Depends on the API definition.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Subscribe alarm

The Subscribe related APIs include the following:

Subscribe alarm — Disconnect SSE

Subscribe alarm — List SSE
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* Subscribe alarm — Subscribe alarms by object ID

e Subscribe alarm — Subscribe all alarms

Subscribe alarm — Disconnect SSE

* API Name: Disconnect SSE

* Description: Disconnect all the active Server-Sent Events (SSE) subscriptions.
* Request type: GET

* API path: /api/v1l/subscription/disconnect/all/

* Sample usage: http://<server>:<port>/api/v1l/subscription/disconnect/all/

* Header:
Field Type Description
Access- String The token is retrieved after successfully logging in to the Management Server.
Token
Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/ j son.

¢ Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Subscribe alarm — List SSE

e API Name: List SSE

e Description: Filter out all the active SSE subscriptions.
* Request type: GET

*  API path: /api/v1l/subscription/list/

* Sample usage: http://<server>:<port>/api/v1l/subscription/list

* Header:
Field Type Description
Access- String The token is retrieved after successfully logging in to the Management Server.
Token
Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/j son.

¢ Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.
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Subscribe alarm — Subscribe alarms by object
ID

e API Name: Subscribe alarms by object ID

» Description: Watch the topology object by its topologyld, and subscribe to alarm-generated events
through SSE. When the client is disconnected, there is no retry mechanism to send an event to the client.
For more information, visit Server-Sent Events (SSE) Support and Server-Sent Events.

i | NOTE: If the version of your Foglight Management Server is lower than 5.7.5.7, open the server.xml
file under <fms_home>/server/tomcat/, then add asyncSupported="true" to all value items (for
example, <Val ve cl assName="com quest. nitro.web.tontat. HttpsRedi rect Val ve"
asyncSupported="true"/>).

* Request type: GET
e API path: /api/vl/subscription/alarm/subscribe/topologyld
* Sample usage:

<scri pt>
i f(typeof (Event Source) !== "undefined") ({

var source = new
Event Source("http://<server>: <port>/api/vl/ subscription/al arni subscribe
/ 67beea68- f a6f - 4cd3- b122- dch20db50360?Accept =appl i cati on/
j son&Access- Token=sanpqvi 54h9a59n03u6i | | uahj ",
{wi thCredentials: true});
sour ce. onnessage = function(event) ({
docunent . get El enent Byl d("result").innerHTM. += event.data + "<br>";

H

} else
docunent . get El enent Byl d("result").innerHTM. = "Sorry, your browser does not
support server-sent events...";

}

</script>

¢ Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Subscribe alarm — Subscribe all alarms

¢ APl Name: Subscribe to all alarms

» Description: Subscribe to alarm-generated events through SSE. When the client is disconnected, there is
no retry mechanism to send an event to the client. For more information, visit Server-Sent Events (SSE)
Support and Server-Sent Events.

i | NOTE: If the version of your Foglight Management Server is lower than 5.7.5.7, open the server.xml
file under <fms_home>/server/tomcat/, then add asyncSupported="true" to all value items (for
example, <Val ve cl assName="com quest. nitro.web.tontat. HttpsRedirect Val ve"
asyncSupported="true"/>).

* Request type: GET
* API path: /api/vl/subscription/alarm/subscribe

* Sample usage:
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<script>
i f(typeof (Event Source) !== "undefined") {
var source = new Event Source("http://<server>:<port>/api/vl/
subscri ption/al arm subscri be?Accept =appl i cation
/ j son&Access- Token=5vr 9j npt oskr pheaj 2e31vvna6",
{withCredentials: true});
sour ce. onnessage = function(event) {
docunent. get El ement Byl d("result").innerHTML += event.data + "<br>";
b
} else {
docunent . get El enentByl d("result").innerHTM. = "Sorry, your browser does not
support server-sent events...";

}

</ script>

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Topology

The Topology related APIs include the following:

Topology — Get properties’ value
Topology — Get property value
Topology — Get topology object by id
Topology — Get topology object by ids
Topology — Observations query
Topology — TopologyObject query
Topology — Push data

Topology — Get properties’ value

APl Name: Get properties’ value
Description: Get data of all rules.
Request type: GET

API path: /api/vl/topology/topologyld/paths

Sample usage: http://<server>:<port>/api/v1l/topology/3546fa55-11b6-4943-b7ch-
84ddcf350bc5/paths?path=name&path=uniqueld&path=utilization

Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.
Token

Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/ j son.
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Parameter:

Field Type Description

path String The property path. This may include multiple paths.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Topology — Get property value

APl Name: Get property value

Description: Get property values by the path defined based on the given topology ID. The result may be
DataObject, Primitive Object, Observation, or else.

Request type: GET
API path: /api/vl/topology/topologyld/path

Sample usage: http://<server>:<port>/api/v1/topology/abc94b3d-f599-4766-a979-
f32d372ff47d/cpusl/utilization

Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.
Token

Accept String Specifies the response data format which can be either appl i cati on/j son

orappl i cati on/ xm . The default value is appl i cati on/j son.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Topology — Get topology object by id

API Name: Get topology object by IDs

Description: Filter out topology objects by an object ID.

Request type: GET

API path: /api/v1/topology/topologyObjectid

Sample usage: http://<server>:<port>/api/v1l/topology/1f478dec-f920-4da9-a8d2-b9bal0dcd4394
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Header:

Description

Field Type
Access- String
Token

Accept String

Returned value:

The token is retrieved after successfully logging in to the Management Server.

Specifies the response data format which can be either appl i cati on/j son
or appl i cati on/ xm . The default value is appl i cati on/ j son.

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Topology — Get topology object by ids

APl Name: Get topology object by ids

Description: Filter out topology objects by multiple IDs.

Request type: GET

API path: /api/vl/topology/topologylds

Sample usage: http://<server>:<port>/api/v1l/topology/topologylds?Id=3546fa55-11b6-4943-b7ch-
84ddcf350bc5&Id=67beea68-fa6f-4cd3-b122-dcbh20db50360

Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.

Token

Accept String Specifies the response data format which can be either appl i cati on/j son
orappl i cati on/ xm . The default value is appl i cati on/ j son.

Parameter:

Field Type Description

Id String The topology object ID. This may include multiple IDs.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Topology — Observations query

API Name: Observations query
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Description: Filter out observations value by a batch query. The following lists the retrievalType:

Name Description

RAW Retrieve the raw data of an observation based on the time range.

AGGREGATE Retrieve the aggregate data of an observation based on the time
range.

AGGREGATE_AND_LAST Retrieve the aggregate and last data of an observation based on the
time range.

LAST_N Retrieve the last N data of the observation based on the time range.

If retrievalType is set to LAST_N, you need configure the value of

numberOfValue that defines the letter N of LAST_N.

Request type: POST
API path: /api/vl/topology/batchQuery
Sample usage:

Generate a post request using the follow ng url:
"http://<server>:<port>/api/vl/topol ogy/ batchQuery"

The basic format of request body can be set as bel ow
{"includes":[{"ids":["ca83dla2-f04b-483d- b224-

055967777e72"], "observati onNane": "utilization"}],

"endTi me": 1477987660722}

The following is the conplete format of request body:
JSON:

{
"includes":[{"ids":["ca83dla2-f 04b-483d-b224-

055967777e72"], "observati onNane": "utilization"},

{"ids":["f58f 36ef - 88ef - 4264- 9b8a- 91df 79f d37e9"],
"observationName":"utilization"},

{"ids":["f3df 86el-0718-4ccf-ae05-c25414b53db9",
"7910af d1- 0247- 4309- bae4- 05f 9419ab719",
"4ed2b409- cf 18- 4c14- abab-f dc19cf f006e"],
"observati onNane": " percent Menory"}],

"startTi me": 1477984060722,

"endTi me": 1477987660722,

"granul arity": 3600000,

"nunber O Val ue": 1,

"retrieval Type": " AGGREGATE_AND LAST"

}

XM

<observati onQuer yPar anBean>

<endTi me>1477988816209</ endTi ne>

<granul ari ty>3600000</ granul arity>

<i ncl udes>
<i ds>ca83dla2-f 04b- 483d- b224- 055967777e72</i ds>
<observati onNanme>utili zati on</ observati onNane>

</incl udes>

<i ncl udes>
<i ds>f 58f 36ef - 88ef - 4264- 9b8a- 91df 79f d37e9</ i ds>
<observati onNanme>utili zati on</ observati onNane>

</incl udes>

<i ncl udes>
<i ds>f 3df 86e1- 0718- 4ccf - ae05- c25414b53db9</i ds>
<i ds>7910af d1- 0247- 4309- bae4- 05f 9419ab719</ i ds>
<i ds>4ed2b409- cf 18- 4c14- abab-fdc19cff 006e</i ds>
<observat i onNane>per cent Menor y</ obser vat i onNanme>
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</incl udes>

<nunber O Val ue>1</ nunber O Val ue>

<retrieval Type>AGGREGATE_AND LAST</retrieval Type>
<startTi me>1477985216208</ st art Ti ne>

</ obser vat i onQuer yPar anBean>

Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.

Token

Accept String Specifies the response data format which can be either appl i cati on/j son
or appl i cation/ xm . The default value is appl i cati on/ j son.

Parameter:

Field Type Description

Content- String ¢ Data format = JSON, this value is “application/json”.

Type « Data format = XML, this value is “application/xml”.

Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Topology — TopologyObject query

APl Name: TopologyObject query

Description: Filter out topology objects by a batch query.
Request type: POST

API path: /api/vl/topology/query

Sample usage:

Generate a post request using the follow ng url:
http://<server>: <port>/api/vl/topol ogy/ query

The basic format of request body can be set as bel ow

{"queryText":"!Host"}
The following is the conplete format of request body:
JSON:
{
"queryText":"! Host",

"caseSensitive":true,

"freshnessFact or": 3600000. O,

"parans": [ {"name": " name", "val ue": "dsglt 19j 92. prod. quest. corp"},
{"nane": "domai nNanme", "val ue": "prod. quest . corp"}],

"quer yTopol ogyQhj ects": true,

"requiresCoherent Resul ts": true,

"scopi ngTopol ogyOhj ect | d": " 4f 888425- a734- 4bee- a5a7- 4e24cd3c83cd"”,
"transactionTi mestanpM | i s": 3600000,

"val i dat eTypes": f al se,

"ti meRangeStart Ti me": 1477984060722,

"ti meRangeEndTi nme": 1477987094482,
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"ti meRangeG anul arity": 3600000,
"ti meRangeMaxPoi nt s": 500

}

XML:
<quer yPar anBean>
<caseSensitive>true</caseSensitive>
<freshnessFact or >3600000. 0</ f r eshnessFact or >
<par ans>
<nane>namne</ nane>
<val ue>dsglt 19j 92. prod. quest . cor p</ val ue>
</ par ans>
<par ans>
<nane>domai nNane</ name>
<val ue>pr od. quest . cor p</ val ue>
</ par ans>
<quer yText >! Host </ quer yText >
<quer yTopol ogyQbj ect s>t rue</ quer yTopol ogyQhj ect s>
<r equi r esCoher ent Resul t s>t rue</r equi r esCoher ent Resul t s>
<scopi ngTopol ogyObj ect | d>4f 888425- a734- 4bee- a5a7-
4e24cd3c83cd</ scopi ngTopol ogyOhj ect | d>
<transactionTi nestanpM I | i s>3600000</ transacti onTi mestanpM | | i s>
<val i dat eTypes>f al se</val i dat eTypes>
<ti neRangeSt art Ti ne>1477984060722</ti meRangeSt art Ti ne>
<t i mreRangeEndTi ne>1477987094482</t i mreRangeEndTi ne>
<ti meRangeG anul ari t y>3600000</ti mreRangeG anul ari ty>
<t i mreRangeMaxPoi nt s>500</ t i meRangeMaxPoi nt s>
</ quer yPar anBean>

e Header:
Field Type Description
Access- String The token is retrieved after successfully logging in to the Management Server.
Token
Accept String Specifies the response data format which can be either appl i cati on/j son

orappl i cati on/ xm . The default value is appl i cati on/j son.

e Parameter:

Field Type Description
Content- String * Data format = JSON, this value is “application/json”.
Type » Data format = XML, this value is “application/xml”.

¢ Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

Topology — Push data

¢ APl Name: Push data

* Description: Push data to an existing topology object. The request body should be RAW data and the
basic format can be set as below:

{
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"data":[{
"typeNane": "TypeNane",
"properties": {
"simpl ePropertyNane": "TestDatal",
"MetricPropertyName": 11234,
"CbservationPropertyNanme": {
"si nmpl ePropertyNaneOne": "testCbservationl”,
"si nmpl ePropertyNameTwo": 1495447993592,
"si nmpl ePropertyNanmeThree": 1495447993592

}
}
H
"startTime": 1495180240539,
"endTi me": 1495180540539,
"agent Nane": "sanpl eagent”
}
Name Description
data Mandatory. Specifies the detailed data of an object.
typeName Mandatory. Specifies the data type, and this field must be either of
TopologyObiject or its sub type.
properties Mandatory. Specifies the property value of the type.
startTime Mandatory. Specifies the data start time.
endTime Mandatory. Specifies the data end time.
agentName Mandatory. Specifies the value (in the string format) which identifies

the client running this API.

When invoking this API, note the following:
= Ensure that the data type (typeName) already exists in the server; otherwise this operation will fail.

If the data type is a new type, import this type by selecting Dashboards > Administrator > Data >
Add Topology Type. Click the Help tab in the Add Topology Type dashboard to understand details
of this new type.

= All topology objects have the identity property (properties). The Management Server, based on this
identity property, decides to merge the object with an existing object or to create a new object.

To find the identity property of a type, select Dashboards > Development Tools > Schema
Browser (ensure that you have the Cartridge Developer role). If the identity property is a topology
object, you can use the object unique ID as its reference. Fore more information, refer to the
following Sample usage section.

The identity of Host type (hostld) is generate by some fields, so set the name and hostld properties
at least if you want to create a host.

= For the Observation type (including Metric) data, the data start time and end time use startTime and
endTime in the request body.

= If you see the message like “The rest agent cache queue is full...”inthelog file,
increase the value of the REST_AgentSubmitinfoQueueSize Registry Variable, and then run the
following script in the Run Script dialog box. To run the following script, ensure that the value of
Choose an Associated Cartridge (Optional) is set to Forge-RestAPI in the Administration >
Tooling > Script Console > Scripts > Add > Run Script dialog box.

i mport com quest.forge.rest.service.inpl.Rest Agent Manager | npl ;
Rest Agent Manager | nmpl . updat eConfi g();

* Request type: POST
* API path: /api/v1/topology/pushData
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¢ Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.
Token

Content- String Data format = JSON, this value is “application/json”.

Type

¢ Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

e Sample usage:

Case 1: Create a general topology type instance. Consider for example we create an
FSMAgentBlackout type instance. Find the identity of type FSMAgentBlackout is name in the
Schema Browser dashboard. Use the following request body to create the FSMAgentBlackout type
instance.

{
"data":[{
"typeNane": "FSMAgent Bl ackout",
"properties": {
"nanme" : "Test-FSMAgent Bl ackout "
}
H

"startTime": 1495180240539,
"endTi me": 1495180540539,
"agent Nane": "sanpl eagent"”

}

Case 2: Create a Host instance. Find the identity of type Host type in the Schema Browser
dashboard. To create a host instance, you need set the name and hostld properties with the same
value. Use the following request body to create the Host type instance.

{
"data":[{
"typeNane": "Host",
"properties": {
"hostld" : "Test-Host",
"nane" : "Test-Host"
}
H,

"startTime": 1495180240539,
"endTi me": 1495180540539,
"agent Nane": "sanpl eagent"

}

Case 3: Create a type instance which identity property is a topology object. Consider for example
we create a HostProcess type instance. In the Schema Browser dashboard, find the identity
properties of type HostProcess are name and o0s. The name property is a string, while the os
property is OperatingSystem which is a topology type. Use the uniqueld of OperatingSystem as the
reference, then create the HostProcess type instance as follows.

{
"data":[{
"nanme": "HostProcess",
"properties": {
"os" : "el97eela- a60d-4627-8313- 72d6bd49ceb1",

Foglight 5.9.1 REST API Reference Guide

REST APIs 38



nane "Test - Host Process”

}

H,
"startTime": 1495180240539,

"endTi me": 1495180540539,
"agent Nane": "sanpl eagent"

}

= Case 4: Create a custom type instance. Consider for example we have imported the below type
definition in the Add Topology Type dashboard.

<type name=' PushDat aTest' extends=' Topol ogy(hj ect"' >
<property nane='nane' type='String' is-identity="true'/>
</type>

The identity property is name in the above type definition. Use the following request body to create
the custom type instance:

{
"data":[{
"typeNane": "PushDataTest",
"properties": {
"nane" : "Test-PushDat aTest"
}
H

"startTime": 1495180240539,
"endTi me": 1495180540539,
"agent Nane": "sanpl eagent"

}

= Case 5: Consider for example we have the following type definition.

<type name=' PushDat aTest' extends=' Topol ogy(hj ect"' >

<property nanme='name' type='String is-identity="true' />

<property nane='testMetric' type=' Metric' is-containnent="true'
uni t - name=' count' />

</type>

Use the following request body to push metrics.

{
"data":[{
"typeNane": "PushDataTest",
"properties": {
"name" : "Test-PushDataTest",
"testMetric" : 100
}
H

"startTime": 1499830726959,
"endTi me": 1499830786959,
"agent Nane": "sanpl eagent"”

}

If you still see your metrics after the metrics push, check the server log to see if you see any
“Discarded value” warning.

= Case 6: Consider for example we have the following type definition.

<t ype nane=' PushDat aTest' extends=' Topol ogyhj ect' >
<property nanme='nane' type='String' is-identity="true'/>
<property name='testMetric' type='Metric' is-containment="true' unit-
nane=' count' />
<property nanme='testCbservation' type='TestCbservation' is-
contai nment="'true' unit-nane='"count' />
</type>
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<type nanme=' Test Cbservation' extends=' Conpl exCbservation' >
<property name='current' type='TestCbservationValue' is-many='false' is-
contai nment="true' />
<property nanme='|atest' type='Test QbservationVal ue' is-nmany='false' is-
contai nment="true' />
<property nanme='history' type='TestCbservationValue' is-many="true' is-
contai nment="true' />
</type>

<type name=' Test Cbservati onVal ue' extends='" CbservedVal ue' >
<property nane='val ue' type=' TestObject' is-containnent="true'/>
</type>

<type name=' Test Cbj ect' extends=' DataCbject'>
<property nanme='testNane' type=" String />
<property nanme='createDate' type='Date' />
<property nane='createTine' type=' Double' />

</type>
Use the following request body to push observations.
{
"data":[{
"typeNane": "PushDataTest",
"properties": {
"nanme" : "PushDataTest",
"testMetric": 112233,
"test Cbservation": {
"test Nane" : "testQobservation",
"createDate": 1495447993592,
"createTime": 1495447993592
}
}
.

"startTine": 1499839494614,
"endTi ne": 1499839554614,
"agent Nane": "sanpl eagent"

}

TopologyType

The TopologyType related APIs include the following:
e TopologyType — Get type information
e TopologyType — Get type super type’s information
e TopologyType — Get all instances of a type

TopologyType — Get type information

¢ API Name: Get type information

* Description: Get the information of an type.
* Request type: GET

* API path: /api/vl/typeltypeName

e Sample usage: http://<server>:<port>/api/v1/type/Host
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Header:

Description

Field Type
Access- String
Token

Accept String

Returned value:

The token is retrieved after successfully logging in to the Management Server.

Specifies the response data format which can be either appl i cati on/j son
or appl i cati on/ xm . The default value is appl i cati on/ j son.

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

TopologyType — Get type super type’s
information

APl Name: Get type super type’s information

Description: Get the information of a type’s parent type.

Request type: GET

API path: /api/vl/type/typeName/super

Sample usage: http://<server>:<port>/api/v1l/type/Host/super

Description

Header:
Field Type
Access- String
Token
Accept String

Returned value:

The token is retrieved after successfully logging in to the Management Server.

Specifies the response data format which can be either appl i cati on/j son
or appl i cati on/ xm . The default value is appl i cati on/ j son.

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

TopologyType — Get all instances of a type

API Name: Get all instances of a type

Description: Get all instances of a type.

Request type: GET

API path: /api/vl/type/typeName/instances

Sample usage: http://<server>:<port>/api/v1/type/Host/instances
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¢ Header:

Field Type Description

Access- String The token is retrieved after successfully logging in to the Management Server.
Token

Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/ j son.

¢ Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.

User Information

The User Information related API includes the following:

e User Information — Get current user information

User Information — Get current user
information

* API Name: Get current user information

¢ Description: Get the information of the current user.
* Request type: GET

* API path: /api/vl/user/current

e Sample usage: http://<server>:<port>/api/vl/user/current

* Header:
Field Type Description
Access- String The token is retrieved after successfully logging in to the Management Server.
Token
Accept String Specifies the response data format which can be either appl i cati on/j son

or appl i cati on/ xm . The default value is appl i cati on/j son.

¢ Returned value:

Field Type Description

status String The response status.

data String Either the response data format (JSON/XML) or exception message.
error String Error code if some exception occurs; otherwise this field is not shown.
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About Us

We are more than just a name

We are on a quest to make your information technology work harder for you. That is why we build community-
driven software solutions that help you spend less time on IT administration and more time on business innovation.
We help you modernize your data center, get you to the cloud quicker and provide the expertise, security and
accessibility you need to grow your data-driven business. Combined with Quest’s invitation to the global
community to be a part of its innovation, and our firm commitment to ensuring customer satisfaction, we continue
to deliver solutions that have a real impact on our customers today and leave a legacy we are proud of. We are
challenging the status quo by transforming into a new software company. And as your partner, we work tirelessly to
make sure your information technology is designed for you and by you. This is our mission, and we are in this
together. Welcome to a new Quest. You are invited to Join the Innovation™.

Our brand, our vision. Together.

Our logo reflects our story: innovation, community and support. An important part of this story begins with the letter
Q. It is a perfect circle, representing our commitment to technological precision and strength. The space in the Q
itself symbolizes our need to add the missing piece—you—to the community, to the new Quest.

Contacting Quest

For sales or other inquiries, visit www.quest.com/contact.

Technical support resources

Technical support is available to Quest customers with a valid maintenance contract and customers who have trial
versions. You can access the Quest Support Portal at https://support.quest.com.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. The Support Portal enables you to:

e Submit and manage a Service Request.

* View Knowledge Base articles.

* Sign up for product notifications.

* Download software and technical documentation.
* View how-to-videos.

e Engage in community discussions.

e Chat with support engineers online.

* View services to assist you with your product.
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